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Abstract
Enforcing information security policies is a key concern of information security managers. To deter employees from deviant
behavior, organizations often implement sanction mechanisms. However, evidence from research regarding the efficiency of
such a deterrence approach has been mixed. Drawing on this inconsistency, this paper examines the applicability of deterrence
theory in information security policy compliance research. It is argued that contextual and methodological moderators play a
crucial role when conceptualizing deterrence theory in security studies. Applying a meta-analysis, the results suggest that
sanctions have an overall effect on deviant behavior. However, the results also indicate that this relationship is dependent on
the study’s context. Deterrence theory better predicts deviant behavior in malicious contexts, cultures with a high degree of power
distance, and cultures with a high uncertainty avoidance. The meta-analysis also reveals no meaningful differences arising from
the methodological context in terms of scenario-based and behavior-specific measurement.
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1 Introduction

In a connected world of people, data, and things, organizations
balance the tension between the need for fast digital growth
and securing their information assets across all actors. This
balancing act results in massive spending on enterprise secu-
rity worldwide, estimated at near $100 billion in 2018 alone
(Gartner 2018). Effective security governance and an equili-
brated implementation of security measures become central
for sustainable security (Schatz and Bashroush 2017; Xu
et al. 2017). A key instrument for achieving sustainable infor-
mation security is an information security policy (ISP). ISPs
encompass sets of rules and guidelines related to the process-
ing and use of information within an organization’s bound-
aries of authority (Baskerville and Siponen 2002).

Enforcing an ISP within a company is a key concern of
information security managers. Both employee negligence
and intentional insider breaches pose significant threats in
securing information (D’Arcy et al. 2009; Puhakainen and
Siponen 2010). A typical measure for decreasing employees’

deviation from desired behavior is based on deterrence mech-
anisms. For example, the widely applied information security
management standard ISO 27001:2013 describes require-
ments for a Bdisciplinary process^ that sanctions non-
compliant behavior (ISO/IEC 2013a). The ISO 27002:2013
code of practice extends this deterrence perspective and de-
fines a process for monitoring employees (ISO/IEC 2013b).
Deterrence rhetoric also can play an important role in commu-
nicating ISP regulations, e.g., through security awareness and
education training (Johnston et al. 2015; Puhakainen and
Siponen 2010).

Research on ISP compliance behavior has applied a wide
range of theories from various fields (Sommestad et al.
2014). One of the first research streams in this area picked
up the idea of deterrence (D’Arcy and Herath 2011;
Harrington 1996; Straub 1990). Building on deterrence the-
ory from criminology research, extant literature discusses
whether and how sanction mechanisms work to deter em-
ployees from deviant ISP behavior (D’Arcy and Herath
2011). While the idea of deterrence provides a strong theo-
retical framework, has found wide application in other areas
of research, and already has been applied in practice, empir-
ical results are mixed (D’Arcy and Herath 2011; Willison
et al. 2018a, b). This even leads to speculation about the
theory’s merits in explaining ISP compliance behavior
(D’Arcy and Herath 2011; Lowry et al. 2015).
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This paper builds on two reviews of deterrence and infor-
mation security studies by D’Arcy and Herath (2011) and
Willison et al. (2018a, b). It aims to delve deeper into specific
inconsistencies and open questions in existing empirical liter-
ature. First, contradictions exist regarding the overarching
support of deterrence theory for predicting ISP compliance
behavior, with deterrence constructs’ effect sizes varying
greatly among studies. Although many studies find a positive
and significant relationship between deterrence constructs and
ISP compliance (e.g., Alshare et al. 2018; Cheng et al. 2013;
Humaidi et al. 2014), some investigations suggest that no
significant effects exist (e.g., Cuganesan et al. 2018; Moody
et al. 2018), while a few even report negative correlations
(e.g., Guo et al. 2011; Li et al. 2010). Some of these dispersed
empirical findings might be explained by study-specific sta-
tistical artifacts in terms of sampling and measurement error
(Hunter and Schmidt 2004). As deterrence theory’s general
applicability to the field of ISP compliance behavior research
remains unclear, we posit the following research question:

Research question 1 (RQ1): Accounting for sampling er-
ror and reliability error, does deterrence theory – in terms
of formal and informal sanction severity and certainty, as
well as sanction celerity – exert an overall effect on ISP
compliance behavior?

Second, extant research also criticizes the conceptualiza-
tion of deterrence theory in selected areas of ISP compliance
behavior (Mahmood et al. 2010; Willison et al. 2018a, b). For
example, Willison et al. (2018a, b) find evidence that deter-
rence theory shows strength in predicting criminal or antiso-
cial behavior, rather than good behavior. Moreover, evidence
from Hovav and D’Arcy (2012) suggests that the mechanisms
of deterrence theory work differently across cultures and, thus,
can contribute to dispersed empirical findings. We follow
these ideas and identify two specific contexts for which the
nature of deterrence theory might be more suited. Building on
existing literature from criminology and culture, it is argued
that both the type of ISP behavior and cultural context can
contribute to the mechanisms of deterrence theory in the ISP
field. In doing so, we not only explain inconsistencies in
existing empirical findings, but also guide future research in
these directions. Thus, we pose the second research question
as follows:

Research question 2 (RQ2): Does the context, in terms of
malicious vs. non-malicious and cultures with low vs.
high power distance, contribute to the applicability of
deterrence theory?

Third, studies on ISP compliance behavior employ differ-
ent approaches for measuring research variables. This in-
cludes two typical choices for ISP studies: Scholars must

decide whether to employ hypothetical scenarios or capture
actual behaviors, which usually are self-reported (Moody et al.
2018). Moreover, extant studies exhibit different specificities
of ISP-compliant behavior. Building on evidence from other
meta-analyses (Gerow et al. 2014; Mou et al. 2017), measure-
ment choices also might explain inconsistencies in findings
among deterrence-based ISP studies. Shedding light on these
effects also can help future studies when deciding on a study
design. Thus, we arrive at the final research question:

Research question 3 (RQ3): Do methodological choices,
in terms of hypothetical vs. real and generic vs. specific
ISP behavior, help explain dispersed empirical findings?

To answer these research questions, we conducted a meta-
analysis, collecting and analyzing the current body of empir-
ical correlational literature on deterrence theory and ISP com-
pliance behavior. This study departs from other recent meta-
analyses in the field of information security behavior. While
Mou et al. (2017) and Sommestad et al. (2015) analyzed stud-
ies on information security behavior using protection-
motivation theory, Sommestad et al. (2014) and Cram et al.
(2017) examined extant literature on information security
compliance on a general level. However, none of these studies
provides a complete overview of deterrence theory. For exam-
ple, they fail to consider all five deterrence variables in the
context of ISP compliance behavior. Moreover, they do not
provide specific answers to the research questions.

The paper is structured as follows. Based on the three re-
search questions, we first derive a research model. We then
describe the meta-analytical approach, which entails data col-
lection, data coding, and data analysis. The paper continues
with a presentation and discussion of the results, followed by
implications for theory and practice. Finally, the paper offers
some conclusions.

2 Research Model

This research focuses on insiders’ compliance with infor-
mation security policies. The unit of analysis is an actor
who is embodied in an organizational structure, in which
an information security policy defines desirable behavior.
In this paper, we follow a broad definition of ISP compli-
ance. To give this meta-review a context, we understand
all behavior that leads to the violation of the CIA triad
(i.e., confidentiality, integrity, and availability) regarding
organizational information as behavior that deviates from
an ISP, i.e., ISP non-compliance. This encompasses inten-
tional and unintentional behavior, both with and without a
malicious motive. In turn, we define ISP-compliant be-
havior as all deliberate behavior that follows the rules,
as well as guidelines prescribed in the ISP.
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In this section, we derive a research model that enables the
three research questions to be answered. The model is based
on deterrence theory and includes contextual andmethodolog-
ical moderators. The final research model is presented in
Fig. 1.

2.1 Deterrence Theory

For the following, we identify sanction severity, sanction cer-
tainty, and sanction celerity as the three fundamental concepts
of deterrence theory in information security compliance-
behavior research.

2.1.1 Sanction Severity

Sanction severity, also called punishment or penalty, is the per-
ceived sanction severity by an actor in violation of a policy. This
primary construct of deterrence theory finds empirical support
across various disciplines and levels of analysis (Paternoster
1989; Paternoster and Simpson 1996). For example, in the pri-
vate domain, sanction severity finds strong support in the area of
individual criminal behavior, such as violent offenses or property
infractions (Pratt et al. 2006). Paternoster and Simpson (1996)
applied the construct to the organizational domain, finding evi-
dence of its relevance for several types of corporate crime, in-
cluding violation of environmental standards, manipulation of
data, and bribery. In this context, sanction severity describes an
organizational insider’s perceived degree of punishment follow-
ing neglect or violation of the information security policy. The

argumentation is that the insider will be more deterred from
misbehavior if the perceived severity of the sanction is greater.
In the context of ISP studies, this mechanism has been tested in a
range of contexts, including malicious and non-malicious con-
texts. In this sense, sanctions are not only the most common
variable in deterrence-based ISP studies (D’Arcy and Herath
2011), but also are used often as control variables in otherwise
theoretically grounded studies (Siponen and Vance 2010).

The type of sanction can be further subdivided. While most
studies in the field of ISP behavior focus on formal sanctions as
primary input that shapes an employee’s evaluation process,
some studies also include informal sanctions (Guo and Yuan
2012; Johnston et al. 2015). Formal reprimands refer to formal-
ized consequences that the organization officially enforces.
Informal sanctions refer to reprimands imposed by friends, peer
groups, or supervisors, such as loss of respect, co-workers’ es-
teem toward this person, or adverse effects on career opportuni-
ties. Accordingly, we posit the following two hypotheses:

H1a: Formal sanction severity is positively related to in-
formation security compliance behavior.
H1b: Informal sanction severity is positively related to
information security compliance behavior.

2.1.2 Sanction Certainty

Sanction certainty describes the perceived probability of being
punished when caught. It extends the idea of sanction severity
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in the sense that the more likely the sanction is of applying to
the actor, the higher the expected cost of committing the
crime, and the less likely the actor is to carry out the crime
(Paternoster and Simpson 1993). As the second central con-
struct in deterrence theory, it also finds wide empirical support
across various studies and units of analysis (Pratt et al. 2006).
In extant ISP compliance-behavior studies, perceived sanction
certainty encompasses the detection of deviant behavior in the
first place and the likelihood of the respective sanction being
enforced. For example, deviant behavior can be detected
through technical monitoring (e.g., analysis of logs), adminis-
trative measures (e.g., regular on-site audits), or social control
through peers (Johnston et al. 2015; Workman 2009). In line
with the distinction between formal and informal sanction
severity, the respective certainty that these kinds of sanctions
will apply can be differentiated. Accordingly, we posit the
following hypotheses:

H1c: Formal sanction certainty is positively related to ISP
compliance behavior.
H1d: Informal sanction certainty is positively related to
ISP compliance behavior.

2.1.3 Sanction Celerity

Sanction celerity is defined as the perceived swiftness with
which the punishment is enforced. The basic idea is that swift
sanctions are more dreaded than delayed sanctions. From a
rational-actor perspective, it can be derived that future costs
through punishment are less costly than near-future costs
(Paternoster and Simpson 1993). However, in criminological
studies, this idea elicits scant consideration, with limited em-
pirical evidence (Pratt et al. 2006). Supporters argue that the
delayed imposition of sanctions decreases their rational eval-
uation (Paternoster 2010), resulting in a reduced exploitation
of the general deterrent effect. However, critics maintain, for
instance, that waiting for a punishment might feel as
discomforting as the punishment itself (Gibbs 1975). In the
field of ISP compliance research, some studies have concep-
tualized sanction celerity to explain deviant behavior (Hu et al.
2011; Hu and Xu 2018; Johnston et al. 2015; Lowry et al.
2015). In line with this argumentation, we posit the following
hypothesis:

H1e: Sanction celerity is positively related to information
security compliance behavior.

2.2 Contextual Moderators

We identify two contexts that play an important role when
conducting deterrence-based studies in the ISP context. We
maintain that these contexts interact with the mechanisms of
deterrence theory and, thus, can help explain inconsistencies

in empirical findings. Table 2 briefly defines these contexts
and offers examples from extant literature.

2.2.1 Behavior Types: Malicious vs. Non-Malicious Context
and Compliance vs. Non-Compliance

As mentioned above, deterrence theory originally was
conceptualized in criminology to predict criminal behav-
ior (Gibbs 1975). Studies typically have been conducted
in contexts involving theft, vandalism, bribery, white-
collar crimes, or price rigging (Paternoster 1989;
Paternoster and Simpson 1996). While deterrence studies
typically describe situations concerning criminal and ma-
licious behavior, information security research has applied
the theory to a wider range of contexts (Willison et al.
2018a, b), including classical malicious non-compliance
contexts––such as software theft, purposeful virus spread-
ing, or sabotage (Harrington 1996; Peace et al. 2003);
non-malicious non-compliance contexts, such as cyber
loafing (Ugrin et al. 2011); and positive outcomes, such
as general ISP compliance intentions (Herath and Rao
2009b).

We contend that sanctions exert a greater influence on
ISP behavior in malicious non-compliance contexts than
in non-malicious non-compliance contexts. In non-
malicious contexts, the deviant behavior is not driven di-
rectly by a malicious motive, and a cognitive process that
formulates a rational decision is not necessarily provided.
To be more specific, before people deviate, e.g., from an
Internet-usage policy, they do not weigh the costs and
benefits of misbehavior, but rather follow a non-
malicious idea. In their review on deterrence theory and
ISP compliance behavior, Willison et al. (2018a, b) con-
clude Bthat the criminal roots of DT [deterrence theory]
that are pertinent to ICA [internal computer abuse] are
largely overlooked in current information security literature^
(para. 6). We follow the basic idea of Willison et al.
(2018a, b) and posit the following hypothesis:

H2a: Sanctions exert a greater influence on ISP non-
compliance behavior in malicious contexts than in non-
malicious contexts.

Moreover, we draw on D’Arcy and Herath’s (2011, p.
651) distinction of ISP compliance as a positive or nega-
tive outcome variable. By positive behavior, i.e., ISP
compliance behavior, D’Arcy and Herath (2011, p. 651)
are referring Bto behavior that is supportive of IS security,
such as policy compliance.^ By negative behavior, i.e.,
both malicious and non-malicious ISP non-compliance,
they are referring Bto behavior that is considered disrup-
tive of IS security, such as IS misuse […] or security
policy violation […].^ In line with their argumentation,
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we suggest that deterrence is a better predictor of non-
compliant behaviors opposed to compliant behaviors for
the following reason. Compliance with ISPs in contrast to
deliberate violation of ISPs is less likely a process of
weighing benefits and costs, but rather a process of at-
tachment to conventional norms (Cao 2004). Thus, for
compliant behaviors, the influence of sanction mecha-
nisms is more indirect. This includes other variables such
as attitude, perceived behavioral control, and subjective
norms (Bulgurcu et al. 2010a; Liao et al. 2009).
Accordingly, we propose the following hypothesis:

H2b: Sanctions exert greater influence on ISP non-
compliance behaviors than on ISP compliance behaviors.

2.2.2 Culture: Low Power Distance vs. High Power Distance
and Low Uncertainty Avoidance vs. High Uncertainty
Avoidance

Deterrence theory alone does not incorporate the idea of cul-
ture. A rational actor who weighs costs and benefits does not
take societal norms into account per se. However, behavioral
research generally finds broad evidence for the effects of cul-
ture on decision making (Naor et al. 2010). Few studies have
examined the role of culture on deterrence-based ISP compli-
ance behavior (Hovav and D’Arcy 2012). Understanding the
influence of culture not only helps explain the empirical dis-
crepancy among studies, but also guides further deterrence-
theory development.

The power distance of a society is a central cultural
dimension and was found to be systematically different
between countries (Hofstede 1980; Hofstede et al. 2010).
Power distance refers to the degree to which members of
organizations or institutions accept the legitimacy of un-
equally distributed power (Hofstede 1980). Extant re-
search has highlighted the role of power distance on lead-
ership outcomes, job attitudes, and counterproductive
work behavior (Bochner and Hesketh 1994; Chao et al.
2011; Kirkman et al. 2009; Lian et al. 2012). For exam-
ple, differences in employees’ power-distance orientation
have been suggested to influence how individuals per-
ceive and react to authority. Employees high in power-
distance orientation are more likely to respect and trust
supervisors (Kirkman et al. 2009). Moreover, they tend
to be submissive to organizational decisions (Bochner
and Hesketh 1994). We contend that countries with low
power distance differ from countries with high power dis-
tance in terms of how deterrence theory works in the
context of ISP compliance behavior. More specifically,
we argue that a high power distance leads to greater ac-
ceptance of rules and sanctions. This includes prescribed
security behaviors that require dedicated effort and

simultaneously might be in conflict with individual goals
or habits. In contrast, employees in countries that are low
in power distance are more likely to react adversely to
perceived organizational injustice:

H3a: Sanctions exert a greater influence on ISP compli-
ance behavior in cultures with a high power distance than
in cultures with a low power distance.

Moreover, we propose that a high degree of uncertainty
avoidance increases sanctions’ efficacy. Uncertainty
avoidance is defined as the degree to which members of
organizations or institutions feel uncomfortable with un-
certainty or ambiguity (Hofstede 1980; Hofstede et al.
2010). Researchers already have investigated uncertainty
avoidance’s role in the context of decision making. For
example, Ladbury and Hinsz (2009) finds evidence that
higher degrees of uncertainty avoidance decrease risk tak-
ing. Hwang and Lee (2012) examine uncertainty avoid-
ance’s role in forming purchase decisions. We argue that
sanctions as a mechanism to deter individuals from non-
compliance work better for individuals with a high degree
of uncertainty avoidance, as they are more risk-averse. If
individuals fear uncertainty, they prefer the safe option,
i.e., remaining ISP compliant, over the riskier option,
i.e., being non-compliant with the chance of getting de-
tected and facing an uncertain outcome. Accordingly, we
contend that the sanction mechanisms better explain non-
compliance in cultures with a high degree of uncertainty
avoidance than in cultures with a low degree of
uncertainty:

H3b: Sanctions exert a greater influence on ISP compli-
ance behavior in cultures with high uncertainty avoidance
than in cultures with low uncertainty avoidance.

2.3 Methodological Moderators

To answer the third research question, we analyze how meth-
odological factors might affect the study’s results, picking two
central choices in ISP compliance research design: how to
capture behavior and the behavior’s specificity. By consider-
ing these methodological variables as moderators for the mod-
erator meta-analysis, we examine possible explanations for
the variations across studies (Hunter and Schmidt 2004). An
overview of the twomethodological moderators is provided in
Table 3.

2.3.1 Behavior-Based vs. Scenario-Based Measurement

In ISP compliance studies, we find two widely applied
approaches for measuring behavior. The behaviorally
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anchored approach aims to capture a real actor’s behavior
within her or his own context, while the scenario-based
measurement puts an individual in a hypothetical situa-
tion. Each approach offers its own advantages and disad-
vantages (Moody et al. 2018). The behavior-based ap-
proach measures behavior in a real context, questioning
respondents in relation to their specific organizational sit-
uations, such as whether they expect to follow the Internet
usage policy (Li et al. 2014). Thus, it has a high level of
external validity. Like the discussion around laboratory
and field experiments (Busk 2005), behavior-based mea-
surements are more grounded in reality, with a richer set
of true contexts – both factors that lead to improved gen-
eralizability. The scenario-based measurement describes
an imaginary situation, with respondents being asked
how they would act if the scenario were real. This ap-
proach allows the researcher to better specify the context
under study: While theoretical assumptions on the theory
are controlled for, the propositions can be tested. For ex-
ample, individuals can be set in different ISP violation
contexts, and prospective behavior can be measured in-
stantly (Siponen and Vance 2010). Moreover, as the indi-
vidual under study is not questioned about her or his ac-
tual deviant behavior, he or she is less likely to conceal it,
and concerns over intimidation might be minimized
(Harrington 1996). Both having their merits, the choice
of measurement for ISP compliance studies has been
discussed widely (Bulgurcu et al. 2010b; Li et al. 2014;
Moody et al. 2018; Siponen and Vance 2010). Consistent
with the differing arguments and perspectives, we argue
the following:

H4: Behavior-based vs. scenario-based measurement
contributes to the explanation of differences found in
the relationship between sanctions and ISP compliance.

2.3.2 Measurement Specificity

A choice in research design is the specificity with which the
behavior is measured (Siponen and Vance 2014). For exam-
ple, some scholars measure specific ISP violations, such as
deviant behavior tied to software piracy, Internet use policy,
or clean desk policy (Li et al. 2010; Peace et al. 2003; Ugrin
et al. 2011). For them, a violation of one of these specific
policies is interpreted as a violation of the general ISP. Other
studies measure ISP compliance on a general level. For in-
stance, Bulgurcu et al. (2010b) measure general intention to
comply with the ISP, while Humaidi and Balakrishnan (2015)
measure ISP compliance behavior in regard to respondents’
compliance in daily work. On one hand, specific measurement
is advantageous in that the behavior can be better accessed
from the respondent’s memory, as it is clear as to which

violation the respondent is considering (Moody et al. 2018).
In the case of general measurement, the respondents must first
build a concept of the more abstract term, then aggregate dif-
ferent sub-dimensions. On the other hand, a more general
concept allows for better generalizability (Siponen and
Vance 2014). In line with these views’ divergence, we propose
a final hypothesis:

H5: The degree of measurement specificity in terms of a
generic vs. specific context contributes to the explanation
of differences found in the relationship between sanctions
and ISP compliance.

3 Meta-analysis

This study employs a random-effects Bmeta-analysis of
correlations^ to test the main effect of deterrence theory
(Hunter and Schmidt 2004, p. 73ff.). Building on a subset of
analyses, a moderation meta-analysis then is used to assess the
contextual and methodological attributes’ moderating effects.

Meta-analysis is a statistical method that systematically
aggregates primary studies’ quantitative results and, in doing
so, allows for higher-level statistical analysis of the measures
of interest (King and He 2015; Rosenthal 1991). This meth-
odology is particularly suitable for this analysis because it not
only enables integration of findings from previous studies in a
rigorous and quantitative fashion, but also allows for analysis
of the effects from context-dependent factors and methodo-
logical choices. This helps in understanding inconsistencies
among studies and consolidating contradictory findings.

The research design comprises three basic steps. First, we
chose quantitative papers in ISP settings that cover deterrence
constructs. In the second step, we used these papers to extract
a database of studies and calculated a quantitative measure
(Beffect size^) for the relationship between deterrence and
ISP compliance behavior. The studies then were coded for
selected variables of interest, i.e., type of deterrence construct,
contextual factors, and methodological factors. This database
comprises the basis for the following statistical analysis,
which aims to identify and analyze the moderators.

The statistical analysis is built upon a random-effects mod-
el as presented in Hunter and Schmidt (2004). Their method
allows the researcher to control for both sampling error and
measurement error, thereby enabling the researcher to account
for typical study artifacts and find Btrue^ correlations among
the variables of interest.

3.1 Data-Collection Procedure

The meta-analysis began with the identification of studies that
reported sufficient data on the association between at least one
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deterrence construct and compliance behavior. The procedure
for data collection included searches through scientific data-
bases, in addition to gathering studies from prior meta-analy-
ses, which is consistent with the recommendations of Hunter
and Schmidt (Hunter and Schmidt 2004), as well as other IS
meta-studies (e.g., Gerow et al. 2014; Wu and Lederer 2009).

Publications were collected from January 2000 until
March 2018. We began the search for such studies in
Business Source Complete (EBSCOhost), ScienceDirect
(Elsevier), ProQuest Dissertations & Theses database, and
the Association for Information Systems Electronic Library
(AISeL). The papers included in the analysis were identified
using keywords such as Binformation security,^ Binformation
systems security,^ and BITsecurity^ in conjunction with terms
such as Bcompliance,^ Bbehavior,^ or Bdeterrence theory.^We
used prior meta-analyses on information security behavior as
an additional source of studies, screening the research from
Sommestad et al. (2014), Sommestad et al. (2015), Cram et al.
(2017), and Mou et al. (2017). Meta-analyses may be biased
by the file-drawer effect (Rosenthal 1979), which refers to
journals’ tendency to publish significant results preferentially,
thereby biasing exclusive journal-centric analyses’ results
(Dickersin 1990). To counteract this effect, conference publi-
cations and dissertations were included in the search.

Three inclusion criteria were applied for our final sample.
First, the study must report relationships between a dimension
of deterrence theory and ISP compliance behavior. For exam-
ple, we disqualified studies that captured generic measures of
sanctions (Siponen et al. 2007). Moreover, we ensured that the
dependent construct explicitly covers information security
compliance behavior. For example, we decided to drop Xue
et al. (2011), who focus on ERP usage compliance. Second,
the study must report sufficient information for later statistical
analysis – specifically, information for deriving an effect size
for the deterrence-behavior relation, data regarding sample
size, and a precise description of the research context. As all
this information was necessary for the subsequent coding pro-
cedure, we dropped, for example, Pahnila et al. (2007), as they
do not state sufficient information to derive an effect size.
Moreover, we looked exclusively at correlational effects, and
effects from experimentally manipulated independent vari-
ables were not considered (e.g., Chen et al. 2013). However,
some studies (e.g., Johnston et al. 2015) include a factorial
design with changing vignettes to achieve a higher variation
in the deterrence constructs. If these studies provided pure
correlational information, they were included in the analysis.
Importantly, we ensured that these outcomes were not restrict-
ed by the experimental effect. Third, we checked for each
study’s independence across all publications. When publica-
tions reported several studies based on independent data sets,
they were treated as different studies (e.g. Moody et al. 2018).
If different papers used the same set of data, all correlations
were saved as if they were drawn from the same study. For the

later analysis, composites were built at the stage of each indi-
vidual computation.

The final sample comprises 34 publications, including 35
studies, published between 2003 and 2018. The sample sizes
vary from 71 to 613 and comprise a total of 10,547 observa-
tions. The full list of research papers used for the database,
including sample sizes and reported correlations between the
independent variables and ISP compliance behavior, can be
found in Appendix Table 7. An overview on the coding of the
contextual variables can be found in Appendix Table 8.

3.2 Coding of Studies and Measurement of Variables

The coding procedure began with gathering data for the
deterrence-behavior relationship. To measure this relation-
ship’s effect size, we coded for the correlation between the
deterrence variable and ISP compliance behavior. The deter-
rence variable was coded according to the five dimensions of
deterrence theory (i.e., formal sanction severity, informal
sanction severity, formal sanction certainty, informal
sanction certainty, and sanction celerity; see Table 1). The
coding procedure for each study also included capturing in-
formation for the following context and study design
variables:

The contextual moderators were coded according to the
definitions provided in Table 2. The variable malicious vs.
non-malicious context captures whether the context in the
study is criminal or malicious. The systematization follows
(Willison et al. 2018a, b; see Table A1). Three categories were
distinguished: non-malicious; partially malicious; and mali-
cious. Typical non-malicious contexts involve ISP compliance
intentions, ISP violation intentions, or cyber loafing, while
partially malicious contexts refer to situations such as infor-
mation security misuse intentions or unauthorized access
(D’Arcy and Hovav 2009; Hovav and D’Arcy 2012). As the
variable malicious context was assigned only once in the da-
tabase – in the context of computer abuse (Peace et al. 2003) –
we decided to merge the categories partially malicious and
malicious. The variable low power distance vs. high power
distance is based on the country in which the sample was
drawn. Based on the work of Hofstede et al. (2010) and their
country-level power-distance values, all countries with a pow-
er distance below 50 were regarded as low power distance,
and all studies equal or above 50 were regarded as high power
distance. During coding, some papers were found to have
drawn their samples from different countries. While some
studies provide different correlations for their distinct popula-
tions (e.g., Brown 2017), most only provide aggregated cor-
relations across the countries involved. If the aggregate in-
cludes both low and high power distance countries (e.g.,
Menard et al. 2018), this was coded as mixed and not consid-
ered further in the moderation analysis.
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We coded the methodological moderators according to the
definitions given in Table 3. The first methodological moder-
ator, behavior-based vs. scenario-based measurement, entails
whether the authors used a hypothetical scenario. The infor-
mation on measurement specificity was coded as generic or
specific. Generic contexts refer to, e.g., general ISP compli-
ance (Siponen and Vance 2010), while specific contexts refer
to, e.g., software piracy (Brown 2017).

3.3 Data Analysis

This study relies on Hunter and Schmidt’s (2004) method of
meta-analysis, providing a random-effects estimator to ac-
count for sampling error resulting from the inclusion of dif-
ferent study sample sizes and study artifacts. By taking study
artifacts into account, reported correlations can be corrected,
thereby allowing true population correlations to be compared
and aggregated across studies. Moreover, we decided to apply
a random-effects instead of a fixed-effects estimator. The as-
sumption on fixed-effects estimators is that one true correla-
tion underlies all studies. Random-effects estimators allow the
true correlation to vary among studies. Since the samples of
our studies reveal some heterogeneity, e.g., in terms of age or

gender distribution, and this might violate the assumption of a
single true underlying correlation, we decided to use the more
conservative random-effects estimator.

Based on the initial coding of all available study cor-
relations, grouping procedures were started for the direct
hypotheses and each mediation hypothesis. First, all study
correlations were allocated to one of the five deterrence
constructs (H1a–e). Second, these groups were divided
further according to their moderation variable (H2–H5).
For each analysis, the subgroups still contained correla-
tions stemming from the same study. To avoid a bias due
to dependencies among the correlations, composite corre-
lations and composite reliabilities were calculated for each
study, reporting multiple correlations within one group
(Hunter and Schmidt 2004).

To calculate true population correlations, we accounted for
each study’s measurement reliabilities in these subgroups.
Different reliabilities in independent and dependent variables
are important study artifacts that can attenuate reported corre-
lations. Due to partly incomplete information on reliability
scores in study reports, an attenuation factor was calculated
based on artifact distribution. Correlations and subsequent
variance analyses were corrected accordingly (Hunter and
Schmidt 2004).

To evaluate the hypotheses, we estimated the true mean
population correlations with mean rho values, which are
point estimators of the average corrected correlation in
the population and are calculated based on the sample size
weighted and artifact-corrected correlations from the study
database. Moreover, we decomposed the observed variance
in our study database by estimating sampling-error vari-
ance and true variance in population correlation. Based
on the true population variance, we computed credibility
intervals. Credibility intervals Brefer to the distribution of
parameter values^ (Hunter and Schmidt 2004, p. 205),
thereby providing information on true correlations’ homo-
geneity in the population. If the credibility interval is dif-
ferent from zero, this indicates that the true population
correlations are positive or negative. We also computed
confidence intervals. Confidence intervals Brefer to esti-
mates of a single value – the value of rho^ (Hunter and
Schmidt 2004, p. 205) and are based on the standard error of
the estimated mean population correlation. The approach for
meta-moderation analysis is based on the analysis of subsets.
We used one-tailed t-tests for directed and two-tailed t-tests for
undirected hypotheses to check whether the subsets stem from
the same population.

4 Results

The results for the direct relationships can be found in
Table 4. The estimated mean rhos for sanction severity,

Table 3 Summary of methodological moderators

Methodological
choices

Definition Representative examples

Behavior- vs.
scenario-
based
measurement

In behavior-based
measurement, the
respondent’s behavior
is measured in her or
his real context.
Scenario-based
measurement refers to
studies that introduce a
hypothetical scenario in
which the participant is
set. The scenario
describes a specific
behavior, and the
respondent then is
asked to respond to the
question as if he or she
were that actor.

Example item in a
behavior-based
measurement: BI
may/may not avoid
committing Internet
misuse in the future if I
had the opportunity^
(Liao et al. 2009).

Example item in a
scenario-based
measurement: BWhat is
the chance that you
would do what [the
scenario character] did
in the described
scenario?^ (Siponen
and Vance 2010)

Generic vs.
specific
measurement

A generic context refers to
a measurement of
general compliance
behavior at the level of
the ISP. In a specific
context, the deviant
behavior refers to a
dedicated subset of the
ISP.

Example item in a generic
context: BI intend to
comply with the
requirements of the ISP
of my organization in
the future^ (Bulgurcu
et al. 2010a).

Example item in a specific
context: BI predict I will
change my password
within the next week^
(Johnston et al. 2015).
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sanction certainty, and sanction celerity are all positive.
For all five deterrence constructs, both credibility and
confidence intervals are different from zero, supporting
H1a–e.

Regarding the substantive power, we discerned no
meaningful differences between the distinction of formal
and informal sanctions for both sanction severity and
certainty. The respective confidence and credibility in-
tervals overlap highly. Accordingly, no evidence indicat-
ed a specific relationship between informal sanctions
compared with formal sanctions.

ρ̂ = sample size weighted mean of corrected population
correlations; k = number of (composite) correlations; N = total
sample size; Var.ρ = variance of true score correlation ρ;
SDr = standard deviation of sample size corrected correlation
r; Range r = range of uncorrected correlations; CV80% = 80%
credibility interval around true score correlation ρ; CI95%=
95% confidence interval around true score correlation ρ;
PVA = percentage of variance accounted for by sampling
and measurement error; Orwin’s fail-safe N computed with a
criterion correlation of .2.

The results for the moderator analysis for the contex-
tual moderators are presented in Table 5. The results for
the methodological moderators are depicted in Table 6.
Due to the low number of studies on sanction celerity, it
was not possible to conduct moderator analysis for this
variable. Moreover, the moderator analysis does not dif-
ferentiate between formal and informal sanctions, as we
found no meaningful empirical difference in the prior
analysis.

We find support for hypothesis H3a. The results reveal
partial support, i.e., we either find a significant difference
for sanction severity or sanction certainty, for hypotheses
H2a and H3b. Furthermore, our exploratory analysis re-
garding H4 and H5 reveals no significant differences. We
also find no notable variance drops in the respective sub-
samples, which might indicate the relevance of a moder-
ator (Hunter and Schmidt 2004). Finally, we find partially
contradictory results for H2b. Contrary to our expecta-
tions, our analysis suggests that sanction certainty is a
better predictor in studies on ISP compliance than in stud-
ies on non-ISP-compliance.

5 Discussion

5.1 Summary of Findings

With this study, we aimed to synthesize the empirical
findings from existing literature in the domain of
deterrence-based ISP compliance behavior. We intended
to explain inconsistent findings as being due to statistical
study artifacts, contextual specifics, and methodological
choices, and in doing so, guide future research. Below,
we summarize the findings in light of the three research
questions.

The first research question (RQ1) aimed to determine
any overall effect from formal and informal sanction se-
verity and sanction certainty, as well as sanction celerity,
on security-compliance behavior when considering sam-
pling error and study artifacts. We used a random-effects
estimator, accounting for both sampling and reliability
error. The literature in the study database includes studies
with correlations close to zero or even negative (Guo
et al. 2011; Johnston et al. 2015). However, when
deducting the variance for sampling error and reliability,
we find an overall positive distribution of correlations for
all deterrence constructs. However, the average effect
sizes can only be regarded as small to medium, with sanc-
tion celerity exhibiting the lowest effect. This finding,
supported by sanction celerity’s limited role in criminolo-
gy research (Paternoster 1989), suggests its subordinate
role in explaining ISP compliance behavior.

The second research question (RQ2) dealt with the
question of whether study context can further explain dif-
ferences in findings regarding the effect of deterrence
constructs on ISP compliance behavior. Indeed, we find
evidence that a malicious context better suits deterrence
theory in terms of sanction severity. If the deviant behav-
ior is malicious (or partially malicious) in nature, the es-
timated effect size of sanction severity rises from small to
medium. Contrary to our expectations, we find that sanc-
tion certainty has a higher correlation with behavior in
ISP compliance studies than in ISP non-compliance stud-
ies. It seems that regulating security behavior with sanc-
tion certainty works better for positive behaviors than for

Table 4 Results of the meta-analysis on ISP compliance behavior

Predictor ρ̂ k N Var.ρ SDr Range r CV80% CI95% PVA Fail-safe N

H1a: Formal sanction severity .289 28 8406 .039 .175 −.066, .54 .038, .54 .224, .354 .103 68

H1b: Informal sanction severity .227 4 976 .021 .138 .007, .488 .041, .413 .092, .362 .207 9

H1c: Formal sanction certainty .332 33 10,286 .031 .158 .02, .695 .108, .557 .278, .386 .121 88

H1d: Informal sanction certainty .311 4 976 .024 .144 .054, .695 .114, .508 .17, .453 .184 10

H1e: Sanction celerity .219 4 1838 .010 .096 .079, .325 .091, .346 .125, .313 .233 8
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negative behaviors. One probable explanation can be
found in prospect theory and the framing of losses and
gains (Kahneman and Tversky 1979). The basic assump-
tion is that people are risk-seekers when considering
losses and are risk-averse when considering gains. Thus,
it can be argued that employees who frame compliance as
a positive behavior are risk-averse; thus, sanction certain-
ty is a good control for such behavior. However, more
research is necessary to examine this effect further.

The results also suggest that culture plays an important role
when conceptualizing deterrence theory in the ISP context.
For high power-distance countries, we find a substantially
higher predictive power in sanctions. The estimated effect size

for these countries compared with the whole sample increased
from small to medium. Moreover, we find that sanction cer-
tainty better explains ISP compliance intentions in countries
with a high level of uncertainty avoidance. Overall, the con-
textual moderators’ results support Willison, Lowry, et al.’s
(2018a, b) call for a reconceptualization of deterrence theory
in ISP studies. While we find deterrence theory’s explanatory
power to be weak at the overarching level, the results suggest
that closer conceptualization can improve it substantially.

The third research question (RQ3) aimed to identify
methodological moderators on the relationship between
deterrence and ISP compliance behavior. We tested two
typical methodological choices. First, the results indicate

Table 5 Results of the meta-analysis for contextual moderators

Predictor ρ̂ k N Var.ρ SDr Range r CV80% CI95% PVA Fail-safe N

H2a: Behavior type - non-malicious < (partly) malicious context* (partially supported)

Non-malicious: severity .242 18 5328 .022 .139 −.045, .53 .050, .434 .178, .307 .169 40

(Partly) malicious: severity .403 10 3078 .032 .162 .095, .540 .173, .633 .303, .503 .114 30

t = −2.535, df = 26, p < .05
Non-malicious: certainty .360 21 6262 .028 .151 .02, .680 .147, .573 .295, .425 .137 59

(Partly) malicious: certainty .298 12 4024 .033 .163 .022, .695 .064, .531 .205, .390 .107 30

t = .998, df = 31, n.s.

H2b: Behavior type - ISP non-compliance > ISP compliance (partially contradictory results)

ISP compliance: severity .281 12 3674 .019 .129 .078, .530 .105, .456 .208, .354 .188 29

ISP non-compliance: severity .317 16 4732 .042 .182 −.045, .540 .055, .579 .228, .406 .096 41

t = −.530, df = 26, n.s.
ISP compliance: certainty .411 16 4731 .021 .135 .203, .680 .225, .596 .345, .477 .170 49

ISP non-compliance: certainty .272 17 5555 .030 .157 .020, .695 .050, .494 .197, .346 .120 40

t = 2.483, df = 31, p < .05

H3a: Cultures - low power distance < high power distance (supported)

Low PD: severity .256 15 4255 .026 .147 −.045, .500 .051, .461 .182, .331 .156 34

High PD: severity .368 7 1774 .034 .167 .010, .530 .133, .603 .244, .491 .130 20

t = −1.455, df = 20, p < .10
Low PD: certainty .291 19 5885 .014 .113 .020, .480 .143, .440 .241, .342 .242 47

High PD: certainty .560 8 2024 .039 .176 .149, .695 .308, .812 .438, .682 .105 30

t = −4.443, df = 25, p < .05
H3b: Cultures - low uncertainty avoidance < high uncertainty avoidance (partially supported)

Low UA: severity .287 15 3685 .023 .144 −.045, .530 .091, .483 .214, .359 .186 36

High UA: severity .293 7 2344 .042 .181 .004, .530 .032, .554 .159, .427 .088 17

t = −0.083, df = 20, n.s.
Low UA: certainty .317 19 5315 .023 .142 .020, .590 .121, .513 .253, .381 .167 49

High UA: certainty .449 8 2594 .043 .183 .054, .695 .184, .713 .322, .575 .084 26

t = −1.837, df = 25, p < .05

ρ̂ = sample size weighted mean of corrected population correlations; k = number of (composite) correlations; N = total sample size; Var.ρ = variance of

true score correlation ρ; SDr = standard deviation of sample size corrected correlation r; Range r = range of uncorrected correlations; CV80% = 80%
credibility interval around true score correlation ρ; CI95% = 95% confidence interval around true score correlation ρ; PVA = percentage of variance
accounted for by sampling and measurement error; Orwin’s fail-safe N computed with a criterion correlation of .2.; t = t-value of unpaired t-test of ρ-
values for moderators; df = degrees of freedom; p = significance level of moderator test (one-tailed t-tests for directed and two-tailed t-tests for undirected
hypotheses); n.s. = not significant (i.e., p > .10); PD = power distance; UA= uncertainty avoidance. *The partly malicious context also includes one
study that was coded as malicious.
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no substantial differences between scenario-based and
behavior-based measurements. We would like to empha-
size that this remains consistent from different empirical
perspectives, including the subgroup distributions’ width,
variance reduction due to the breakdown in groups, and
differences in estimated mean effects. We also find no
clear evidence for specificity of the context. While the
estimated mean values suggest that sanction severity fits
better in a generic context, and sanction certainty fits bet-
ter in a specific context, the differences are not significant
in the sample. When interpreting both moderators’ results
in light of the research question, we find no evidence that
the methodological choice substantially contributes to the
explanation of differences across studies.

5.2 Limitations and Further Research

It is important to consider certain limitations when interpreting
these results. First, in some cases, the results build on a limited
number of studies. This holds particularly for informal sanc-
tion severity, informal sanction certainty, and sanction celerity.
Simulation studies suggest that results from group sizes below
10 should be interpreted with caution (Switzer et al. 1992).
Also, the subgroup analysis frequently led to small group
sizes. To account for that threat, we conducted ex ante power
analysis, computing the fail-safe N and dividing it by the
number of studies used (Gerow et al. 2014). As sanction

celerity is the only relationship for which that ratio is at the
threshold of 2, the associated findings should be interpreted
with particular caution. More research is needed to clarify its
role. Second, due to only one study being classified as having
a malicious context, we decided to merge the partially mali-
cious context into this category. Thus, the category is a con-
servative estimator of malicious contexts. It should be noted
that more data from malicious contexts might even strengthen
differences in effect sizes. Third, our analysis of correlations
aimed to gain maximal empirical information on the relation
between sanction constructs and ISP compliance behavior,
and it included studies that did not have this direct relationship
model based on theoretical framing. Accordingly, other theo-
retical framings and empirical information on other mediating
effects were not considered as part of this analysis. A broader
perspective, e.g., on rational-choice theory and further medi-
ating effects, would be an interesting avenue to better integrate
the dispersed empirical observations. Finally, limitations
stemming from correlational-based meta-analyses must be
considered when interpreting the results (King and He
2015). This particularly holds for the publication bias and
the sampling toward empirical studies. Although we included
dissertations and conference papers to counteract the
Bpublication bias,^ the reader should be aware of this threat
when interpreting this meta-analysis. Moreover, meta-analyses
only summarize findings from quantitative studies. In the anal-
ysis, findings from other types of research are not considered.

Table 6 Results of the meta-analysis for methodological moderators

Predictor ρ̂ k N Var.ρ SDr Range r CV80% CI95% PVA Fail-safe N

H4: Behavior-based vs. scenario-based measurement (no support)

Behavior: severity .271 18 5111 .023 .141 .010, .530 .077, .464 .206, .336 .170 42

Scenario: severity .349 10 3295 .043 .183 −.045, .540 .084, .613 .235, .462 .086 27

t = −1.15, df = 26, n.s.
Behavior: certainty .373 21 6273 .038 .174 .022, .695 .125, .622 .299, .447 .103 60

Scenario: certainty .276 11 3802 .015 .117 .020, .695 .118, .434 .207, .345 .204 26

t = 1.499, df = 30, n.s.

H5: Generic measurement vs. specific measurement (no support)

Generic: severity .291 8 2398 .020 .131 .095, .500 .111, .47 .199, .382 .184 20

Specific: severity .305 20 6008 .037 .172 −.045, .540 .059, .552 .230, .381 .107 51

t = −.199, df = 26, n.s.
Generic: certainty .316 12 3683 .024 .142 .022, .480 .118, .514 .236, .396 .153 31

Specific certainty .349 20 6392 .035 .168 .020, .480 .108, .590 .275, .422 .104 55

t = −.504, df = 30, n.s.

ρ̂ = sample size weighted mean of corrected population correlations; k = number of (composite) correlations; N = total sample size; Var.ρ = variance of

true score correlation ρ; SDr = standard deviation of sample size corrected correlation r; Range r = range of uncorrected correlations; CV80% = 80%
credibility interval around true score correlation ρ; CI95% = 95% confidence interval around true score correlation ρ; PVA = percentage of variance
accounted for by sampling and measurement error; Orwin’s fail-safe N computed with a criterion correlation of .2.; t = t-value of unpaired t-test of ρ-
values for moderators; df = degrees of freedom; p = significance level of moderator test (one-tailed t-tests for directed and two-tailed t-tests for undirected
hypotheses); n.s. = not significant (i.e., p > .10); PD = power distance; UA= uncertainty avoidance. *The partly malicious context also includes one
study that was coded as malicious
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Further research with a broader perspective on the current
body of knowledge is necessary to integrate the empirical
and non-empirical findings.

5.3 Theoretical and Practical Implications

With the results, we provide several implications for
research and practice. This study was motivated by a
need to explain inconsistencies in the empirical litera-
ture that even have led to questioning deterrence
theory’s applicability in ISP compliance-behavior studies
(D’Arcy and Herath 2011; Lowry et al. 2015). The find-
ings from this study support the general application of
deterrence theory in the field of information security
research. The results clarify that a positive effect from
deterrence theory exists across extant literature. Thus,
we conclude that deterrence measures as implemented
in most information security management systems are
justified as one tool to control for compliance and, thus,
require attention from information-system research.
However, building on our analyses’ small-to-medium ef-
fect size, we also empirically substantiate the claim that
– without further reconceptualization of deterrence the-
ory (Willison et al. 2018a, b) – salient individual and
organizational factors might provide better foundations
for explaining behavior that deviates from an ISP
(Lowry et al. 2015).

Moreover, we could show that Willison, Lowry, et al.’s
(2018a, b) call to reconceptualize deterrence theory can be
a fruitful avenue. Our analysis provides evidence for both
behavior types and cultural dimensions. Such reconceptu-
alization can help identify areas in which sanctions can
control behavior. Equally important, it also can show
areas in which other types of controls might be necessary
to align employees’ security behavior with organizational
security needs. Our results indicate that malicious ISP
non-compliance can be regulated by deterring deviant be-
havior with tight sanctions. In turn, our results suggest a
limited role for sanctions in deterring non-malicious ISP
non-compliance. Future research is necessary to find
mechanisms to better control this kind of behavior.
Moreover, we contribute to future security-behavior liter-
ature and culture (Dinev et al. 2009; Hovav and D’Arcy
2012; Rocha Flores et al. 2015). Our results suggest that
insights into cultural aspects’ effect on deterrence theory’s
core mechanisms can contribute to understanding when
deterrence theory works. At the country level, we find
that sanctions work better in cultures with high power
distance and high levels of uncertainty avoidance. Thus,
we contribute to the question of whether and how deter-
rence theory is culturally dependent (Hovav and D’Arcy
2012). Building on this finding and following the call of
Crossler et al. (2013), we suggest that future research

should concentrate on individual differences in cultural
dimensions, as propensity to national cultures can differ.
This is particularly relevant to information security man-
agement, as the weakest link in the security chain can
make a difference.

This study also informs researchers regarding the de-
sign of future studies on deterrence theory and ISP com-
pliance behavior. If the theoretical reasoning justifies the
use of scenarios to capture information security behavior,
at least from an empirical perspective, then they provide
adequate results as real behavior. This result is interesting,
as a widespread discussion has surfaced about which type
of measurement is preferable (Moody et al. 2018). At
least from an empirical perspective, we conclude that both
design choices seem to be equally well-suited. Of course,
theoretical considerations should guide such a decision
primarily.

Practice should pay close attention to deterrence
theory’s limited overall predictive power. Information se-
curity management systems often build on the simple pre-
mise that severe and likely sanctions deter employees
from deviant behavior, but the results suggest that over-
arching policy design should not adhere to this simple
presumption. Deterrence’s strength seems to lie in specific
types of behavior in specific cultural contexts. On the
contrary, the effect on daily work behavior and in
Western contexts appears to be small by comparison.
Other approaches, e.g., motivational and social learning
approaches, might be more favorable when aiming to
align daily, routinized working misbehavior with the ISP.

6 Conclusion

Spurred by contradictory findings in the empirical litera-
ture, we examined the applicability of deterrence theory in
ISP compliance behavior research. By integrating existing
empirical findings using random-effects and moderation
meta-analyses, we found strong evidence that, overall,
deterrence theory has the power to explain deviant behav-
ior in ISP studies. The greater the sanctions, the more
likely they are, and the swifter they come, the more likely
employees will adhere to ISP regulations. We also dem-
onstrated that deterrence provides a better payoff in spe-
cific contexts: Malicious contexts, those of high power-
distance cultures, and those of high uncertainty-avoidance
cul tures increase sanct ions’ explanatory power.
Interestingly, we find no effect from methodological
choices in terms of real or scenario behavior and generic
or specific behavior. With the consolidated view on
existing empirical literature, we hope to offer more spe-
cific guidance for further studies that conceptualize deter-
rence theory in the field of ISP in promising new ways.
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Appendix

Table 7 Overview of studies
Study n Formal

sanction
severity

Informal
sanction
severity

Formal
sanction
certainty

Informal
Sanction
certainty

Sanction
celerity

(Arunothong 2014)a 176 −.300 −.260
(Arunothong 2014)a 613 −.540 −.260
(Aurigemma and

Mattson 2017)
239 .265 .212

(Brown 2017) –
Study 1

71 .449 .488 .318 .476

(Brown 2017) –
Study 2

72 .312 .380 .437 .497

(Bulgurcu et al.
2010a)

464 .203

(Chen et al. 2018) 231 .480
(Cheng et al. 2013) 185 −.530 −.420
(D’Arcy and Hovav

2009)
507 −.130, −.120

(D’Arcy et al. 2009) 269 −.330 −.260
(D’Arcy and Greene

2014)
127 .360

(D’Arcy et al. 2014) 539 −.280 −.310 −.325
(Dugo 2007) 113 −.446 −.342
(Foth 2016) 557 .350 .400
(Guo and Yuan

2012)b
306 −.060 .025

(Guo et al. 2011)b 306 −.030 .015
(Herath and Rao

2009a)c
312 .248 .315

(Herath and Rao
2009b)c

312 .240 .320

(Hovav and D’Arcy
2012) – Study 1

366 −.340 −.300

(Hovav and D’Arcy
2012) – Study 2

360 −.290 −.400

(Hu and Xu 2018) 207 −.169 −.149 −.174
(Johnston et al.

2015)
559 −.066 .221 .224 .309 .156

(Kuo et al. 2017) 262 −.480 −.700, −.690
(H. Lee et al. 2016) 211 −.247
(W. Li and Cheng

2013)
428 −.180 −.590

(H. Li et al. 2014) 241 .200 .270
(H. Li et al. 2010) 246 .170 .260
(Liao et al. 2009) 205 .220 .219
(Lowry et al. 2015) 533 .095 .022 .079
(Moody et al. 2018)

– Study 1
274 .000 −.007 −.054 −.054

(Moquin and
Wakefield 2016)

138 .500

(Park et al. 2017) 123 −.010
(Peace et al. 2003) 201 .120 .230
(Posey et al. 2011) 439 .150
(Son 2011) 602 .150 .260
(Son and Park 2016) 209 .530 .680
(Yoon and Kim

2013)
162 .480

Table depicts the studies’ sample size (n) and reported correlations between the independent variable and the ISP
compliance behavior; a, b, c same sample
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Table 8 Overview on study database and coding

Study Country Non-
criminal
(1), [Partial]
criminal (2)

Complaince vs.
Non-
compliance

General Compliance
(1) vs. Specific
Compliance (2)

Actual (1) vs
Hypothetical (2)

(Arunothong 2014) USA 2 2 2 2

(Arunothong 2014) Diverse 2 2 2 2

(Aurigemma and Mattson 2017) USA 1 1 2 1

(Brown 2017) – Study 1 USA 1 1 1 1

(Brown 2017) – Study 2 USA 1 1 1 1

(Bulgurcu et al. 2010a) USA 1 1 1 1

(Chen et al. 2018) USA 1 1 1 1

(Cheng et al. 2013) China 2 2 2 2

(D’Arcy and Hovav 2009) USA 2 2 2 2

(D’Arcy et al. 2009) USA 2 2 2 2

(D’Arcy and Greene 2014) USA 1 1 1 1

(D’Arcy et al. 2014) Diverse 1 2 2 2

(Dugo 2007) USA 2 2 1 1

(Foth 2016) German 1 1 1 1

(Guo and Yuan 2012) USA 1 2 2 2

(Guo et al. 2011) USA 1 2 2 2

(Herath and Rao 2009a) USA 1 1 1 1

(Herath and Rao 2009b) USA 1 1 1 1

(Hovav and D’Arcy 2012) – Study 1 USA 2 2 2 2

(Hovav and D’Arcy 2012) – Study 2 Korea 2 2 2 2

(Hu and Xu 2018) China 1 2 2 2

(Johnston et al. 2015) Finland 1 1 2 1

(Kuo et al. 2017) Taiwan 2 2 2 1

(H. Lee et al. 2016) Korea 1 1 n.a. n.a.

(W. Li and Cheng 2013) China 1 1 2 1

(H. Li et al. 2014) Diverse 1 1 2 1

(H. Li et al. 2010) Diverse 1 1 2 1

(Liao et al. 2009) Diverse 1 2 2 1

(Lowry et al. 2015) Diverse 2 2 1 1

(Moody et al. 2018) – Study 1 Finland 1 2 2 2

(Moquin and Wakefield 2016) USA 1 1 1 1

(Park et al. 2017) Korea 1 2 2 1

(Peace et al. 2003) USA 2 2 2 1

(Posey et al. 2011) USA 2 2 1 1

(Son 2011) USA 1 1 1 1

(Son and Park 2016) Korea 1 1 2 1

(Yoon and Kim 2013) Korea 1 1 1 1
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