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Abstract

Due to the networked nature of modern industrial business, repeated information exchange activities are necessary.
Unfortunately, information exchange is both laborious and expensive with the current communication media, which causes
errors and delays. To increase the efficiency of communication, this study introduces an architecture to exchange information
in a digitally processable manner in industrial ecosystems. The architecture builds upon commonly agreed business practices
and data formats, and an open consortium and information mediators enable it. Following the architecture, a functional
prototype has been implemented for a real industrial scenario. This study has its focus on the technical information of
equipment, but the architecture concept can also be applied in financing and logistics. Therefore, the concept has potential

to completely reform industrial communication.

Keywords Industrial information management - Digital business ecosystem - Multi-sided platform - Systems integration -

Lifecycle management - Operations and maintenance

1 Introduction

While the purpose of industry is to make products, informa-
tion management is an important factor in competitiveness.
Information is essential in business transactions, logistics
and the lifecycle management of production equipment.
According to Snitkin et al. (2010), insufficient information
management causes costs of 1.5% of sales in asset-intensive
industries. A practical example is maintenance, which con-
siderably affects the performance of industry (Foon and
Terziovski 2014; Wickramasinghe and Perera 2016). For
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efficient maintenance, the information of the installed
equipment must be up-to-date, available to the right persons
and sufficiently extensive. Therefore, careful information
management supports efficiency, which is vital for enter-
prises. Because industries operate with low margins, a
relatively little change in total costs often seals if an enter-
prise is profitable. Besides, in the international scale, even a
low-percentage share of costs translates to billions of euros.

To facilitate information management, this study intro-
duces an architecture to enable digitally structured informa-
tion exchange between industrial enterprises. Its motivation
stems from the shortcomings of the current communication
practice, which is largely manual. To facilitate commu-
nication, there have been standardisation efforts, but the
existing standards do not cover all types of information.
In addition, there is no digital communication medium that
scales well for an arbitrarily large ecosystem. Due to the
lack of efficient digital tools, labour-intensive and error-
prone means, such as spreadsheets, are utilised instead. This
forces employees to manually feed information to systems
although the information often exists in a digital format in
a system of a business partner. Because system-to-system
communication is expensive to implement and maintain,
this study suggests a scalable single-integration solution. It
introduces an architecture where an open consortium agrees
on common business practices and information formats.
In the architecture, the actual communication occurs via
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mediators that deliver information between enterprises. The
mediators bring multi-sided platforms (see, e.g., Hagiu and
Wright (2015)) to the industrial context.

This study particularly focuses on the lifecycle man-
agement of industrial plants. Within the lifecycle domain,
especially the delivery of technical information is currently
inefficient. Technical information is particularly related to
investment projects and maintenance. Although the current
focus is on process industry, the concept would have sim-
ilar benefits in other branches, such as manufacturing and
marine industry. Furthermore, the concept is applicable to
all fields of information exchange, including financing and
logistics.

The structure of this paper is as follows. Section 2
provides an overview of related work. The remainder is
based on the design science research method, that is, new
knowledge is generated by designing artefacts based on
a problem definition, and the artefacts are then evaluated
(March and Smith 1995). Section 3 describes the concrete
problem followed by a solution — the information exchange
architecture — in Section 4. Section 5 introduces a functional
prototype that delivers information between the back-
end systems of business partners. Section 6 evaluates the
artefacts, and a conclusion as well as future work are
provided in Section 7.

2 Previous Work for Digitalised Information
Exchange

This work is considered novel, as no similar solutions are
known to exist in industrial production business. In the
past, systems have been integrated to enable automatic
information exchange. Still, the scope and scalability of
those integrations has been limited. In addition, although
existing information structure standards are important, they
are insufficient to realise a medium for concrete information
exchange. That is, no solution has been generic enough to
realise business collaboration where information exchange
is implemented with digitally processable media.

Various technologies covered by the EDI (Electronic
Data Interchange) concept have been utilised in inter-
enterprise business information exchange for decades.
According to Bartholomew, for small companies, imple-
mentation costs have been a barrier to EDI utilisation
(Bartholomew 1997 as cited by Soliman and Janz (2004)).
Information standard specialist David R. R. Webber has
stated that EDI users have also suffered from its inflexibility
(as cited by Becker (2012)). Still, EDI has faced evolution.
According to Angeles, there has been internet-EDI devel-
opment to eliminate the requirement for a dedicated EDI
network back in the late 90’s (Angeles 2000). There has
also been work to map EDI messages to XML (Extensible
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Markup Language) to improve interoperability such as an
ISO specification for deriving XML schemata (ISO/TS
20625 2002). From this study point of view, a fundamental
shortcoming is that EDI does not address the presentation of
technical information.

After EDI, various standards have been created for
business-to-business (B2B) communication. RosettaNet has
been promoted by the electronics and high-tech indus-
try (GS1 US 2017). Universal Business Language (UBL,
also standardised as ISO/IEC 19845) has been created
to exchange business documents between organisations
regardless of the industry (ISO/IEC 19845 2015). Another
business document standard is Open Applications Group
Integration Specification (or OAGIS) (Open Applications
Group 2016). These standards may help exchanging busi-
ness information, but they are not concerned with technical
information.

Electronic invoice (or E-invoice) is a service where
invoicing operators deliver invoices and payments between
enterprises in a software-processable form thus enabling
system-to-system integration. To increase business perfor-
mance, a wide E-invoice adoption has been declared an
important goal within the European Union (Final Report of
the Expert Group on e-Invoicing 2009, pp. 14-15). However,
a Finnish past study by Lumiaho and RdmRénen concluded
that the estimated low return-on-investment in SMEs may
hinder their E-invoice adoption (Lumiaho and Réminen
2011). Still, European E-invoice service providers have
reported that, from 2013 to 2015, there has been a growth
of 23% in the E-invoicing volume between enterprises
(European e-invoicing service providers 2016). Compared
to technical information delivery, invoicing is rather a sim-
ple task, as invoices typically just consist of line entries of
the products sold.

There are also standards for information structures or
integration with a scope that is too limited for this work.
OPC UA or IEC 62541 is concerned with integrating
manufacturing equipment to information systems (IEC
62541 2015). Hastbacka et al. (2014) have published an
example about its application. ISA-95 or IEC 62264 has
its scope in the integration of manufacturing systems with
other information systems within an enterprise (IEC 62264
2013). The scope of MIMOSA OSA-EAI is maintenance
and condition information (MIMOSA OSA-EAI 2014); a
MIMOSA-based service architecture has been introduced
by Histbacka et al. (2016). Although these standards do
not cover the needs of this study, they help the unification
of information structures thus presumably facilitating
information exchange even between enterprises.

In general, there has been progress to advance the
technologies for the integration of production equipment.
The Industry 4.0 initiative is an example of this Industrie 4.0
(2017).
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The standardisation of technical information is crucially
important, because information exchange requires com-
monly agreed structures. ProList, later harmonised with
eClass (2013), contains structures for industrial process
equipment information. A subset of it has also been pub-
lished as IEC 61987-10 (2009). Related data structures and
equipment classification scheme are available in IEC 61987
CDD (2017). Another related standard is ISO 15926 which
is particularly concerned with the engineering information
of production plants (ISO 15926-1 2004). As a part of ISO
15926, there is also a reference data library for equipment
classification (ISO 15926-4 2007). Related to ISO-15926,
the CFIHOS project (Capital Facilities Information Han-
dOver Specification) is a practical effort to support technical
standardisation (CFIHOS 2018). Product lifecycle has also
been considered. Typically, the various products utilised in
a plant have a wide spectrum, which brings complexity to
their lifecycle management; this is covered in IEC 62890
(2016).

Recently, the concept Digital Business Ecosystem (DBE)
has emerged. In the book by Nachira et al., DBE is
defined as a business driven group of actors, supported
by modern information technology, that is self-organising
like the biological ecosystem (Nachira et al. 2007, p.
5). There have been various European Union associated
research projects that contribute to digitalisation from the
DBE point of view (Nachira et al. 2007, pp. 200-214).
In his doctoral thesis, Korpela states that the ongoing
information interoperability effort requires collaborative
ecosystem-wide work to be realised (Korpela 2014, pp.
113-114). As a practical contribution, Cojocaru et al. have
proposed a concept and an ontology to enable information
exchange in a farming business ecosystem (Cojocaru et al.
2014). Ecosystem thinking may promote collaboration thus
raising the motivation of enterprises to invest in the related
ICT infrastructure.

There has also been work to exchange information in
industrial enterprise networks. In the SEFRAM bproject,
an information system was designed to help storing and
exchanging the engineering design information of pro-
cess industry (Paljakka et al. 2009). Vargas et al. present
an architecture to support inter-enterprise hierarchical pro-
duction planning (Vargas et al. 2016). Tchoffa et al.
have studied Product Lifecycle Management and interop-
erability in manufacturer networks in aerospace industry
(Tchoffa et al. 2016). Furthermore, a concept called Cloud
Manufacturing is expected to bring benefits such as scalabil-
ity, agility and easier business networking. Tao et al. (2015)
have primarily envisioned manufacturing resource services
while (Wu et al. 2015) have also covered product design
as a cloud service. Information distribution and networked
production are also present in machine fleets as studied by
Kannisto et al. (2017).

Various organisational aspects should be considered to
realise interoperability. Some contributions have aimed at
detaching business from the proprietary information models
of back-end systems. Model-Driven Development (MDD) is
an approach to structure software specifications as models;
based on it, Elvesater et al. (2006) have proposed a model-
based interoperability framework. The point of view for
modelling may also be enterprise rather than software
systems (Agostinho et al. 2016; Weichhart et al. 2016). In
collaboration, the mutual trust of organisations is important
(Vernadat 2007). Inter-organisational business processes
and practices should also be considered to reach effective
collaboration (Vernadat 2010; Xu 2011). Service-oriented
thinking helps integrating heterogeneous resources between
partners (Li and Wei 2014).

Due to the ever-changing nature of enterprises and
business, the adaptation ability of information systems has
also been discussed. A possible means to achieve this is to
utilise semantic ontologies to map incompatible information
models together. (Agostinho et al. 2016; Panetto et al. 2016;
Weichhart et al. 2016).

3 Challenges of Managing Technical
Information

Plant asset equipment is the core of industrial production.
Due to the range of production-related functions, the variety
of the equipment is also huge. Furthermore, in a large plant,
the installed equipment base may cover tens or hundreds of
thousands of devices. Due to the large number and variety
of items, the management of the related information is a
complex task. Unfortunately, additional challenges occur
due to the requirement to exchange information between
enterprises.

3.1 Information Management in Industrial Business
Domains

Collaborative Manufacturing Management Strategies
(2002) defines three production-related domains that
require both business collaboration and information man-
agement. First, the value chain domain covers the functions
of transforming materials and other input (such as energy)
into the end products that are made for the customers. Sec-
ond, the enterprise domain includes financial activities as
well as the actual production-related operations. Third, the
lifecycle domain covers the design and support of the plant
from the very beginning to the shutdown. Figure 1 illus-
trates the domains. All of these domains require information
management, which is accomplished with multiple infor-
mation systems. To mention a few, the value chain domain
utilises CRM (Customer Relationship Management), the
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Fig. 1 The collaborative domains of industrial production. Modified
from Collaborative Manufacturing Management Strategies (2002)

enterprise domain has ERP (Enterprise Resource Planning)
and the lifecycle domain uses EAM (Enterprise Asset
Management). (Collaborative Manufacturing Management
Strategies 2002).

In this study, the particular focus is on the lifecycle
domain and especially technical information. All of the
three domains are equally important, but the coverage of
the other two is left for future work. In addition, technical
information currently has insufficient tools for information
management and exchange.

3.2 Role of Information in Plant Lifecycle

The lifecycle of industrial equipment includes multiple
phases. Figure 2 illustrates the lifecycle from the plant oper-
ator point of view. To actually utilise the equipment in pro-
duction, engineering, procurement and installation are nec-
essary. After installation, equipment maintenance is essen-
tial to enable safe, reliable and well-performing plant oper-
ation. In maintenance actions, a piece of equipment often
leaves the facility for service and then returns. Addition-
ally, a long plant lifecycle usually includes the renewal
of some production units (IEC 62890 2016, p. 6, 17). In
such renewal actions, another engineering—procurement—
installation sequence is necessary.

The management of plant lifecycle binds physical
equipment, human work and technical information tightly
together (see Fig. 3). Human work is present in each

Equipment

Plant lifecycle

Investment projects, engineering, procurement,
installation, maintenance, operation, renewal projects...

Human work Information

Fig. 3 The lifecycle of an industrial plant covers not only equipment
and work but also information management

lifecycle phase: engineering, procurement, installation,
operation and maintenance. These phases also generate
important information. First, as a capital investment project
has begun, engineering design specifies the core equipment
requirements, which are later necessary in maintenance
actions (e.g., if equipment is replaced). In engineering
design, there must also be information about the equipment
available from suppliers. Second, procurement brings
the information about the physical equipment chosen
to implement the production process. Third, operation
generates data for tasks, such as performance monitoring
and diagnostics to guide predictive maintenance. Fourth,
as maintenance often requires equipment replacement, the
information of the substitutes must be stored to have up-
to-date information about the installed base. In addition,
maintenance history is valuable as future maintenance
strategies and actions are determined. Thus, the lifecycle
sets complex requirements to the management of technical
information. As the result, the coordination of the work
tasks and the related information management is anything
but trivial in a large plant, easily encompassing tens of
thousands of devices.

The networked nature of modern business causes addi-
tional burden to information management. Networking is
a result of subcontracting non-core services, as plant oper-
ators want to concentrate on their core business. Sub-
contracting often covers, e.g., engineering or maintenance
operations. Engineering design is an example of a task
requiring a lot of communication, as the engineers receive
production-related requirements from the plant operator and
equipment suppliers provide them information about the
available products. Likewise, suppliers buy equipment from
various manufacturers and deliver it to various operators.
That is, often manufacturer sells equipment to a supplier
that delivers the equipment to an operator — following

Fig.2 A presentation of the v
industrial equipment lifecycle in Initial
a production plant. An engineering —» Procurement —»{ Installation —® Operation —|

analogous presentation has
previously been published by,
e.g., Ajo et al. (2001, pp. 17-22)
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the specification of a consulting engineer. Similarly, main-
tenance operations also require communication: first, the
operator must receive the information of any equipment
changes that occur in maintenance; second, maintenance
history is valuable for the plant operator in maintenance
planning; and third, maintenance work requires coordina-
tion to minimise its disturbance to production tasks. The
more tasks are covered by external services, the more infor-
mation exchange is necessary between enterprises. How-
ever, even if all the work were performed within a single
enterprise, there would still be no way to avoid the commu-
nication and information management effort. Considering
communication, the recently arisen Cloud Manufacturing
research searches for responses to analogous problems in a
networked environment (e.g., Tao et al. (2015)).

3.3 Heterogeneity of Technical Information
Structures

The complexity of technical information is another remark-
able challenge. Figure 4 illustrates a subset of the data of
a physical valve assembly (some values are ambiguous to
demonstrate the common real-life situation). The valve con-
sists of three physical components that have their own data
fields. However, the actual data record of such equipment
is considerably larger — in addition, process plants do not

Valve assembly

Dealer & Son Ltd.
£ ]
4354-05543
Acwe
o6
a0/40
25/25
1. ]
F544-84671
ACT & Co.
AA-401
Pneumatic, double-acting
1. ]

Positioner

Fig.4 A simplified example of control valve data

only operate valves but also dozens of other equipment
types, including pumps, field devices, frequency convert-
ers and electric motors. For data records, single-dimension
structures are insufficient, as some equipment types (such
as field devices) have an arbitrary number of physical sub-
components for various functions. Besides, the task of infor-
mation management receives additional requirements from
engineering and maintenance. For instance, engineering-
related data records specify the requirements of the physical
equipment, so their structure is largely similar to equipment
data.

Furthermore, during the work performed for this study, it
appeared that the heterogeneity of industrial back-end sys-
tems is an unfortunate domain characteristic. For instance,
in process industry, there is a range of information system
providers in the market. Even if a single software system
product were utilised by multiple enterprises, information
is still structured differently for each customer; often, no
standards are utilised, but each enterprise has specified pro-
prietary information structures instead. This heterogeneous
situation favours the ICT suppliers that receive profit by
consulting and customising the information systems that
have been redundantly designed for each enterprise. As
information is exchanged between enterprises, it is com-
mon that data record fields can not be mapped one-to-one;
a field utilised by one business party is often completely
missing from another, and sometimes a single field actu-
ally contains multiple data items. Even single values are
presented in multiple ways. For instance, various phys-
ical units are utilised for measures (e.g., 1/s or 1/min),
numeric values are formatted in several ways (e.g., dec-
imal and thousands separators) and there are also count-
less ways to represent date values. Such differences ham-
per efficient information exchange. Figure 5 illustrates
the exchange of equipment information as it currently is
from the plant operator point of view. The operators suf-
fer from the lack of common information formats. Fur-
thermore, although the modern ICT portfolio has multi-
ple technologies for digital communication, the delivery
still uses manual media, such as email or physical discs.

3.4 Research Problem

Clearly, information systems should be developed to
increase the performance of information management
in industrial enterprise networks. Information processing
requires a lot of domain expertise, and its manual accom-
plishment is both laborious and error prone. With appropri-
ate tools, the automation degree of business processes could
be increased, and tacit information management knowledge
would be enclosed in software. This would enable com-
monly agreed communication processes rather than each
enterprise or even employee communicating differently.
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Fig.5 Currently, the typical
information exchange methods
are inefficient
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The ultimate research questions are analogous to two
common interoperability challenges referred to in previous
research. First, enterprise heterogeneity causes inefficiency
in information exchange (Agostinho et al. 2016; Panetto
et al. 2016). Second, interoperability needs are present in
networked industrial environments (Tao et al. 2015; Tchoffa
et al. 2016). To respond to the problems identified in this
article section, the research questions are:

— What kind of architecture enables the digitally struc-
tured exchange of technical information in an industrial
business network?

— What is required so that the architecture scales well
for an arbitrary number of business partners that utilise
heterogeneous information structures in their back-end
systems?

4 Architecture for Collaborative Information
Exchange

Fortunately, despite challenges, it is possible to realise effi-
cient information exchange in industrial business ecosys-
tems with the current ICT tools. Still, to utilise these tools
appropriately, a carefully designed architecture is necessary
due to the complexity and heterogeneity of the environ-
ment. The architecture focuses on the communication of
enterprises, and it must consider even the evolution of the
ecosystem, because it affects the requirements of informa-
tion exchange.

4.1 Ecosystem-wide, Scalable Interoperation
Approach

To enable information exchange in a network of business
parties, Fig. 6 illustrates a few alternative schemes. To
facilitate discussion, the figure has been simplified. In
contrast to the figure, real-life business parties have roles

Fig.6 Alternative network (a)
schemes for the interoperability
of business partners

@ Springer

that restrict which parties actually exchange information.
For instance, a plant operator or an equipment manufacturer
rarely shares its information with competitors, which
reduces the need of connections between business partners.
However, in a large ecosystem, the number of required
party-to-party connections is always high, as the enterprises
typically have a range of suppliers and customers.
Therefore, a well-scalable integration approach is crucially
important. The following paragraphs discuss the scalability
of each alternative.

Alternative (a) illustrates an intuitive yet expensive point-
to-point way. “Just connect with your partners and start
exchanging information™; the internet even provides a
physical communication medium that reaches any office.
However, considering scalability, the unsuitability is clear.
For instance, a typical plant operator must communicate
with dozens or hundreds of equipment suppliers, service
providers and equipment manufacturers that each have their
own information structures and infrastructure. Therefore,
the number of system integrations is high, and their
management would be a continuous and expensive burden.
In real life, the point-to-point approach is a good investment
only if data is transferred frequently with a high volume.
This volume is rarely high enough in industrial business
networks.

Alternative (b) provides an improvement over (a) by tak-
ing an API (Application Programming Interface) approach.
Here, the business parties connect themselves to a bus-
like communication medium providing their own interface
made specifically for business transactions. Compared to
alternative (a), the business-orientation promotes easier
integration, and the internet provides a suitable physical
medium. Still, the business partners utilise heterogeneous
information structures, which means that — from the infor-
mation contents point of view — each integration is still
point-to-point, because there is nothing to coordinate the
information structures.
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Alternative (c) provides a more scalable and cost-
effective way for a large ecosystem by introducing
a mediator for information exchange. Instead of the
individual APIs of (b), the mediator specifies a common
information structure. The mediator also coordinates the
evolution of the information structure. Still, the parties
must map their data formats to the common one, but it
is inevitable whenever information is exchanged between
enterprises. Compared to alternatives (a) and (b), the
mediator role of (c) causes additional complexity, but the
approach scales well for an arbitrarily large network. With
a single link to the mediator, the business parties can reach
any other party that is connected to the mediator. The
more parties are involved, the higher benefit is enabled for
each enterprise. Besides, because alternative (c) introduces
a coordinating actor, it also enables the coordination
of collaborative business processes instead of blindly
delivering messages. Collaborative business processes are
often long, and they have a chain of certain activities.
The activities that follow one another include, for instance,
request for quotation, quotation, order and delivery. The
coordinating actor has the ability to push the enterprises to
unify their business practices, which often vary.

Alternative (d) enhances (c) by proposing an open
network of mediators. Unlike in (c), which has only one
mediator, (d) has multiple. Therefore, alternative (d) has
advantages over (c). In (c), a single operator dominates the
network, which reduces the desirability of customers to join.
Furthermore, especially in large networks, there is probably
room for competition about pricing or services, which also
favours (d). Still, technical questions arise, such as how to
route information from from the clients of one mediator
the clients of another. Fortunately, an analogous routing
problem has been solved in mobile phone networks and the
IP network a long time ago. Furthermore, now that there are
multiple mediators, there must be a dedicated organisation
that agrees on the data formats and other business practices
of the network. Compared to other alternatives, (d) is most
complex, but it also provides the best scalability, which
is a fundamental requirement in this study. Additionally,
based on real-life experiments, an ecosystem truly requires
openness instead of a sole mediator proposed in alternative
(c). Therefore, alternative (d) is the basis of the following
architectural considerations.

4.2 Open Consortium for Common Agreements

To enable interoperability with common agreements, there
must be an open consortium to create and maintain the
agreements. No ecosystem actor has the capabilities to
realise information integration alone (Korpela 2014, pp.
113-114). The consortium has a balanced representation
of its members, and no enterprise has a dictating role.

The consortium orchestrates each of the three collaboration
domains: enterprise, value chain and lifecycle (where
technical information is a part of the lifecycle domain;
the domains are specified in Collaborative Manufacturing
Management Strategies (2002, p. 5)). If needed, each
domain has a coordinator of its own, but these coordinators
must follow the orchestrator. The consortium as well
as the coordinators of the domains are agnostic on the
implementing technologies and platforms, which provides
a degree of freedom in the implementation of information
exchange.

As the consortium agrees on the common business
practices and information structures, standards should be
utilised as much as possible. Still, it is typical that standards
do not cover all needs. Thus, some agreements must
probably be specified as extensions to existing standards.

The turbulence of the modern business world puts signif-
icant emphasis on the consortium role. The requirement of
adaptable interoperability has recently been emphasised in
research (Agostinho et al. 2016; Panetto et al. 2016; Weich-
hart et al. 2016). This requirement of adaptability realises
when technological progress causes changes in technical
information structures. Besides, interoperability requires
not only information exchange but also common business
practices. These practices are documented as choreogra-
phies that specify the expected patterns of interaction. Even
these patterns evolve, as servitisation brings novel ways
of enterprise interaction. Thus, the consortium must be
in close co-operation with both business parties and the
mediators. Then, the ecosystem adapts its communication
practices to comply with the most recent business needs
(see Fig. 7). Communication-related standards evolve as
well, as existing standards are developed further and new
standards appear. The consortium shall take an active role
in this progress by at least adopting suitable standards
early.

It has already been acknowledged that an open ecosystem
is important for the industry of the future. The project
DBE Core (2018) is an example of the commitment of
enterprises to make common agreements for ecosystem-
wide interoperability.

Open consortium

Common
agreements

Fig. 7 Based on business needs, an open consortium creates and
maintains common agreements that enable digital communication

Business
needs

Business
needs
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4.3 Role of Mediators in Lifecycle Domain

This study has its particular scope in the lifecycle domain
of industrial production. In this domain, the business
is concerned with equipment-related activities, such as
investment projects and maintenance.

In the everyday information exchange that occurs
within the lifecycle domain, the mediator role is crucially
important. The domain comprises enterprises in multiple
roles, some of them selling equipment or services and
some buying them. Even in a business problem with only
two roles, it would reduce transaction costs to have a
digital information exchange medium. However, there are
not only equipment suppliers and plant operators but also
maintenance services and consulting engineers that — both
— exchange information with plant operators (see Fig. 8).
Besides, equipment suppliers often have a dual role of
both buying and selling equipment. To accomplish efficient
information exchange in such a multi-role environment,
each business party integrates its back-end systems with
a mediator. The mediators form a network that routes
messages between the business parties. Therefore, to reach
any partner in the network, a business party needs only one
integration to a mediator. Considering that the mediators
enable information exchange between multiple business
roles, each mediator implements a multi-sided platform.
(Multi-sided platforms have earlier been discussed by, for
instance, Hagiu and Wright (2015).) It is notable that, in an
open network, any party can take the mediator role provided
that the party has the required capabilities.

The mediators should also take the business role of
a matchmaker, as Evans and Schmalensee (2016) would
call it. Matchmakers help customers to find and purchase
services. In the consumer business, matchmakers appear
in several business fields, including the booking of
accommodation or ordering a pizza by choosing one of
various service providers. Respectively, in the lifecycle
domain, the mediators should take advantage of their role by
providing additional matchmaking services. The mediators
have the basic role of coordinating collaborative business

_ 4 Maintenance
)
Consulting
igiii
-

-
Equipment
)

Fig. 8 Mediators have a crucial role in digitally structured communi-
cation in the lifecycle domain
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processes and delivering information between business
parties. Considering this role, the mediators could also
help customers to discover services, as it would otherwise
occur outside of the platform. The services would include
the typical services of the lifecycle domain, such as
engineering, equipment sales and maintenance.

4.4 Design Aspects

The multi-sided platforms of mediators have multiple
features, as illustrated in Fig. 9. A commonly agreed
API enables information exchange with the actors of
the ecosystem. As the platform must enable the various
transactions of equipment business, business process
coordination is required; the long-running and stateful
nature of business processes must be considered (i.e.,
request for quotation, quote, order, delivery and other
relevant phases). The platform also implements a routing
logic to deliver messages to the correct recipient. To
generate the full benefit from the matchmaking role, there
should also be additional features to help customers find the
services they need. This may be, e.g., targeted advertising,
additional service directories or a feature to compare the
products of various suppliers.

To integrate business parties with information mediators,
adapters are utilised (see Fig. 10). They encapsulate the
various back-end systems of each business party thus
enabling automated information transfer. The need of
an adapter comes from the heterogeneity of industrial
enterprises. Usually, enterprises have their information
arbitrarily structured in various systems. For instance,
business-transaction-related information is often managed
separately from technical information, and both engineering
design information and maintenance information often have
a dedicated system. This distribution is present because
it is rarely a feasible solution to manage all enterprise
information in a single monolithic system. However, the
more distributed the information is, the more likely a
business transaction requires a party to access multiple
of its back-end systems, which introduces complexity. In
addition, proprietary information structures are also typical.
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Fig.9 The features of mediator platforms illustrated
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Fig. 10 Adapters enable the connection of business parties with the
mediators

To hide this complexity from business partners, an adapter
is created for each business party. The adapters map the
inherent systems of each enterprise to the commonly agreed
business practices and information structures. The benefits
of adapters become even clearer when the enterprise
evolves. For instance, when a business party updates or
even replaces one of its systems, the adapter is updated
accordingly. Then, as the public API of the adapter remains
intact, the inherent change of the partner does not cause
any update tasks either to information mediators or to other
business parties that interact with the enterprise via the
mediators.

Considering the physical platform for implementation,
cloud computing is a promising tool. Cloud-based systems
provide a feasible scalability for a high number of
customers. However, there may also be legal questions
about the physical location of customer data, because some

data is considered too sensitive to be stored in an arbitrary
geographical location.

4.5 Information Items and Workflows

Technical information has various subcategories to be
managed. First, some information is common to all devices
that represent the same product, while some is related to
an individual device. Second, one or more attachments
must be delivered, including operating manuals, certificates
and bills of material. Respectively, some attachments are
related to a product and some to an individual device.
Third, the information of engineering design is important
for equipment purchases. Considering the complexity of
the related information management, it would be a relief
if the manufacturer stored all product-related information.
Unfortunately, various devices are actually tailor-made
assemblies, so their information has an individual nature.
Besides, plant operators often want to guarantee their
access to the information. Therefore, a full dependency
on manufacturer-provided information is often intolerable,
and the heterogeneity of such information (due to lack of
common information formats) is another obstacle.

In the lifecycle domain, collaborative business pro-
cesses set complex requirements to information exchange.
Figure 11 shows a simplified example of a multi-party
workflow; first, any request-for-quotation cycles have been
omitted, and second, there are often multiple consulting
engineering agencies and equipment suppliers involved.
The workflow is solely an example — depending on busi-
ness models, multiple other cases are possible as well, but
the required transactions are typically the same. In any
case, multiple complex information structures are managed.
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Fig. 11 An example of an equipment purchase workflow where consulting engineers are involved

@ Springer



664

Inf Syst Front (2020) 22:655-670

They include production process requirements, a product
catalogue, engineering design information and equipment
information. Naturally, it is expected that business pro-
cesses vary depending on the situation, so the information
exchange practices must be flexible enough.

The technical information of a plant is a hierarchy
where various information types are associated (see
Fig. 12). This structure is important to manage the tens
or hundreds of thousands of devices of each industrial
plant. The hierarchy also holds the engineering design
information of each particular location. This information
is essential if the related device is replaced, as it
specifies requirements for the substitute. Thus, on one
hand, whenever equipment-related service (such as renewal
engineering or maintenance) is ordered from a business
partner, existing engineering design information must be
supplied. On the other hand, as new equipment is delivered,
its information is associated to the hierarchy.

Fortunately, there are already multiple standards that
are suitable for the information exchange in the lifecycle
domain. Table 1 provides a few examples. These standards,
among others, provide the basis of the common agreements
that the open consortium makes. Still, it is notable that
not all information types currently have a standardised
structure. Furthermore, one of the standards in the following
table, CFIHOS, is still under development.

5 Prototype for Technical Information
Exchange

To demonstrate the designed information exchange concept,
a prototype has been implemented. The prototype provides
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Engineering
design
information
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P3 E.g., control
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Fig. 12 A minimalistic equipment hierarchy example and some
associated information items
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Table 1 A few standards for information exchange within the lifecycle
domain

Information item Suitable standard

Business operations UBL (ISO/IEC 19845 2015)
(quotation, order, etc.)

Valve data (IEC 61987-21 2015)

(CFIHOS 2018)

(IEC 61987-10 2009)

(IEC 61360-4 2005)

(IEC 61360-4 2005)

Pump data
Measurement device data
Electric motor data

Frequency converter data

a medium for digitally structured information processing.
Using the prototype, there have been experiments with
everyday business data to demonstrate the practical value of
the concept.

5.1 Information Exchange Cases

Figure 13 illustrates the two information management cases
included in prototype operation. First, a usual maintenance
task covers the non-planned replacement of a single device
whose performance has degraded. Second, the renewal
project of a production unit includes a planned change of
equipment that usually covers multiple devices. Depending
on its scope, such a project may involve multiple equipment
types, suppliers and manufacturers or even consulting
engineers. Despite the differences of the cases, they have
a similar need for technical information exchange. In the
restricted scope of the prototype, the need is to deliver
equipment information from a supplier to the plant operator.

In an everyday maintenance service, a usual business
model is to provide a spare parts storage so that a quick
replacement is possible. The maintenance service provider

Technical information exchange casesin a
production plant

(a) Equipment maintenance (b) Production unit renewal

project

Fig. 13 The equipment business cases considered in prototype
operation
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has a spare parts storage for equipment. Whenever device
maintenance is required, the device is detached from the
production process and replaced with another device. If the
related engineering design information is available to the
maintenance provider, it has two options. Either a similar
device will be installed, or it is replaced with another one
that fulfils the production process requirements but provides
an appropriate performance (IEC 62890 2016, pp. 57-58).
However, often an identical device is just installed and the
one removed is either repaired or thrown away.

In contrast, the usual business process of equipment
renewal resembles the typical purchase process of various
industries. Often, equipment renewal projects start by
sending requests for quotation to potential equipment
suppliers and then choosing the best quote. The information
of process engineering must be delivered to the suppliers,
so they can select and provide appropriate equipment.
Depending on the number of equipment suppliers and
if consulting engineering services are applied, multiple
arrangements are possible.

In the experiments made with the prototype, no
engineering design information is exchanged, but the focus
is on the delivery of equipment information to plant
operators. While important, engineering design information
exchange is another case requiring further software design
effort — thus, it is performed by traditional means, and its
digitalisation is left as a future task. Still, some information
is still delivered from the equipment hierarchy, because it
is necessary to associate all equipment information to the
correct position in the hierarchy.

5.2 Implementation

The architecture of the implemented prototype is illustrated
in Fig. 14. Its core is a web application platform utilised

to implement the mediator functionality. Currently, there
are no actual adapters to back-end systems. The reason
is the non-mature state of the ecosystem, as there are no
API specifications yet, and the efforts to form the open
consortium are still in progress. Therefore, there are no
agreements about common information formats or business
practices. Thus, the back-end systems are integrated to
the web application platform with import and export
applications that communicate with spreadsheets. Both the
import and export utilise an XML-based configuration
format to map data to and from back-end systems. These
XML mappings are analogous with business party adapters,
as they map proprietary data structures to a format utilised
for collaboration.

Each plant operator and equipment supplier has a
dedicated storage silo on the web application platform that
serves as a secondary master data container. The storage
also has a website as the user interface, so incoming
and outgoing data is observable. Such a “data lobby” is
necessary because direct information exchange between
back-end systems is not desirable for two reasons. First,
the business parties want to have the possibility to observe,
validate and possibly enrich incoming data before approving
it for their systems. Second, any data to be delivered
to a business partner is gathered there before delivering
it as a batch. Each batch is associated to a fask that
represents an instance of a collaborative business process.
Therefore, a task is created for each maintenance request
and each equipment batch to be purchased. The tasks also
enable free-form messages to be submitted to other users;
inter-enterprise communication is enabled by synchronising
the tasks between plant operator and equipment supplier
websites.

While interfaces and system interoperation are essential,
the design of web applications is also important. In the

Fig. 14 The way the prototype - -
delivers equipment information Equipment supplier Plant operator
from a supplier to a customer
Eq data Document Document Eq data
system storage storage system
Spread- Equi {}
L | quipment L |
—Lsheet Equipment Spread-
Collaboration platform sheet

Config ;

Configurable
import application

Plant
operator

Equipment Configurable
*  supplier :>

export application
site

site
Web application platform Config ;

”Adapters” that map proprietary
formats to the common format
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Fig. 15 A layered approach is
realised with business taxonomy
and integration libraries;
interoperability and reusability

7

.

Applications
(platform web Ul, import, export)

benefits are expected

Business taxonomy library

Common to environment
(e.g. .NET, JavaScript...)

Integration library

Specific to web application
platform

Remote or local access

@% Web application platform

prototype, such applications include the import and export
applications as well as the web user interface built on
the web application platform. To facilitate application
development, software libraries have been implemented.
Figure 15 illustrates how software library design pro-
motes both interoperability and reusability among vari-
ous environments. The business taxonomy library imple-
ments the information structures required for collabora-
tive application design — it can be seen as a contract
necessary for application interoperability. To avoid direct
dependencies between the chosen application platform
and the taxonomy, an integration library has also been
designed. It maps the taxonomy to the concrete plat-
form interfaces and utilises them over the internet thus
enabling remote access. In the prototype, all the applica-
tions and the integration library have been implemented
with Microsoft .NET. To implement applications in another
environment (such as JavaScript), the business taxonomy
library would have to be re-implemented — however, port-
ing to another language is straightforward, and the core
design concepts would remain as such. Then, an appropriate
integration library would also be implemented. Further-
more, the structure enables even a complete web applica-
tion platform replacement. In that case, the same taxon-
omy library (or libraries) would be reused thus requiring

minimal changes in the applications implemented on the
taxonomy. Ultimately, while careful component-oriented
design generally eases both software maintenance and
engineering, this case likely has interoperability benefits
as well.

5.3 Practical Experiments

For experimentation, the information systems of two equip-
ment suppliers and two plant operators were integrated with
the platform. For each party, the information exchange was
implemented for at least one equipment type. The equip-
ment information included both product-related and individ-
ual device information as well as external attachments (such
as operating manuals and certificates).

In both cases (maintenance requests and renewal project),
equipment information was successfully delivered from an
equipment supplier to a plant operator. Using the import
application, information was first imported from equipment
supplier back-end systems to the supplier website on the
web application platform. Then, it was delivered to the
plant operator website. Furthermore, with one of the plant
operators, the export application was utilised to take the
information to the back-end. Table 2 provides the detail of
the experiments.

Table 2 The details of the

experiments made with the Fields in Export to

platform prototype Case Supplier Customer Eq. type Devices record back-end
Maintenance A C Valves 12 20 Yes
Maintenance A D Valves 67 33 No
Renewal project A C Valves 514 20 Yes
Renewal project B C Pumps 99 41 Yes
Renewal project B D Pumps 11 47 No
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6 Discussion

It is clear why there have long been means to transfer
business information electrically (such as EDI) but no
similar methods exist for the technical information in
industry. Compared to the information of typical business
transactions, technical information is far more complex
and versatile. Even in a single plant, the technical
information often comprises dozens or even hundreds of
different equipment types (such as valves, pumps, sensors
and electric motors) that have their specific information
structures. Although there has been standardisation efforts,
there is no concrete medium to exchange technical
information in a digitally structured format.

The envisioned information exchange architecture pro-
vides various improvements in industrial ecosystems.
Although industrial plants will always remain individual, it
would still significantly reduce transaction costs to apply both
commonly agreed practices for information exchange and
information mediators that coordinate the communication.
Due to common practices and mediators, each business party
would just implement a single adapter. The adapter would
wrap any enterprise-specific complexity and provide digi-
tally structured connectivity with any party in the network.

To enable common practices, the main challenge is a
commonly agreed governance model. There must be a
consortium to not only create the practices but also maintain
them, so that the evolution of the business environment
is considered. Therefore, the consortium must be open,
and it also repeatedly requires collaborative effort from
its members. However, the alternative is to preserve the
current situation where some information-related standards
exist but there are no coordinators. Then, information
exchange would always require laborious and error-prone
manual processing. The question is whether the cost of
collaboration and coordination is lower than the cost
of problems and additional work caused by the current
information management methods. The problems of the
current practices are concrete. For instance, if a production
unit or an entire plant remains non-operable because wrong
replacement parts have been supplied for maintenance, the
costs are often hundreds of thousands of euros or even more.
Additionally, there are also indirect costs, as the reliability
of delivery is an important competitive factor.

Despite the overall cost savings of the concept, the
realisation of an adapter may be too expensive for the
business partners that have a low yearly turnover and only
minor ICT infrastructure. A similar obstacle has appeared
for EDI implementations in the past (Bartholomew 1997
as cited by Soliman and Janz (2004)). For low-volume
partners, the concept should offer a more lightweight
mechanism — perhaps a SaaS web application that enables
business interaction without any back-end integration.

Interoperability is not only related to information
exchange, but it also reflects to internal enterprise structures
thus bringing further advantages. The so called Conway’s
law argues that a system design resembles the commu-
nication structure of the organisation it serves (Conway
1968). Here, however, interoperability is enabled with an
“architecture first” approach, and no single business party
dictates the system structure. Then, each party must actu-
ally adapt its own workflows. Such progress will likely
unify organisations in the long term, which reduces the
need of tailored services and, potentially, lowers costs.
Furthermore, enterprise modelling promotes collaboration
(Agostinho et al. 2016). Respectively, it can be argued that
collaboration efforts drive enterprises to adapt their infras-
tructure towards a common model. If this applies, ICT sys-
tems would become more heterogeneous, which reduces the
number of customisations. Then, the “economies of scale”
would apply in the development and maintenance of ICT
infrastructure.

In collaborative business, all the parties are considered
to have benefit from the business model. This work has
focused particularly on the plant operator side. For an opera-
tor, it is clear that if information exchange is both more effi-
cient and produces fewer errors, advantages are expected.
Still, other parties than operators would also receive ben-
efits. Equipment suppliers and manufacturers also need
information management to support their business; appro-
priate information helps suppliers match their services to
customer needs (Saarijérvi et al. 2014). On the other hand,
the business intelligence of service providers is empow-
ered by the data of their customers; in business intelligence,
external data brings more power compared to internal com-
pany data (Castellanos et al. 2013). Naturally, the access
of suppliers to plant information depends on the openness
of plant operators. Still, at least some customer information
must be exposed in business transactions, and the archi-
tecture facilitates the collection of this information due to
the digital communication method. While plant operators
should push their suppliers towards this business model, a
higher supplier desirability is expected if benefits occur to
all parties.

The implemented information mediator prototype
showed its practical usefulness by saving time and effort as
equipment information was delivered. There were two use
cases (maintenance and renewal project) where information
was imported from back-end systems and then exported
in the recipient end. As both import and export had been
configured to use the back-end system templates, neither
manual data mapping nor conversion was required during
execution. The amount of delivered data was considerable
in size, although more benefit would occur in repeated
information delivery. Even though there was a limited
number of equipment suppliers and plant operators in the
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experiment, there is no obstacle for an arbitrarily large
network of partners.

The limitation of the prototype is that there is currently
no open consortium to coordinate the ecosystem. Therefore,
there are neither open API specifications nor actual adapters
for business parties. There is also no mediator network, but
the prototype only includes a single mediator. Nevertheless,
as the open ecosystem develops, it becomes possible to form
a mediator network that utilises commonly agreed APIs.

On the technological side, the prototype has been built
on a single-instance application platform, which could
be replaced with cloud-based infrastructure. On a cloud
platform, the core challenges of information processing
would be similar, and there are no conceptual differences.
However, a cloud-based solution would have advantages,
such as scalability and availability.

The prototype should also support more technical
information types. In various use cases, it is essential to
deliver especially the information of engineering design.
As these structures resemble equipment information, the
work is supposed to be straightforward — however, the
business scenarios that involve consulting engineers are
more complex than information delivery just between a
supplier and a customer. Furthermore, the current prototype
has a limited support for business processes and business
information delivery, as the current focus has been technical
information.

For data adapters, an interesting question is whether
semantic web technologies would reduce the work required
for data mapping (as suggested by Agostinho et al.
(2016), Panetto et al. (2016) and Weichhart et al. (2016)).
The current architecture design relies on coordinated
information exchange and information mediators that
quickly adapt to new business needs. When the business
needs change, the semantic web technologies could save
manual work by automating data conversions between
formats. However, it is questionable whether the power of
automated semantics is sufficient for complex structured
information, such as equipment data. Still, a hybrid solution
of an automated and static conversion could be considered.
In this approach, semantic technologies would generate
static, reusable data mappings under human supervision.
However, even for this approach, the complexity of the data
may be too high. It is also an obstacle that the current data
structures usually lack semantic metadata, which prevents
the application of semantic methods.

7 Conclusion

This paper introduced an architecture to exchange infor-
mation between business parties in a networked industrial
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ecosystem. The motivation is that the operation of indus-
trial plants necessitates information exchange in various
activities, of which this study concentrates on the lifecy-
cle domain and particularly technical information. Because
information exchange is laborious and expensive with the
current tools, this study introduced an architecture to enable
digital information processing. In the architecture, common
agreements are made to unify the business practices and
information formats within an ecosystem, and information
mediators coordinate communication. To demonstrate the
functionality and benefits of this approach, a prototype was
presented. The architecture has considerable potential to
increase efficiency in information management. Indirectly,
it would also enhance the overall production performance
by improving the quality and availability of valuable data.

Various future research tasks remain. An open consor-
tium should be formed to create and maintain the commonly
agreed communication practices. Then, following the prac-
tices, the proposed prototype should be extended to realise
the mediator role, and any enterprises in the ecosystem
would build their adapters to enable connectivity with a
mediator. Furthermore, this work focused on technical infor-
mation in the process industry. In the future, the scope
should also include financing and logistics as well as the
domains of piece goods manufacturing and marine indus-
try. Finally, it is notable that the ICT technologies to build
the digital ecosystem already exist. Therefore, the main
challenge is to organise the ecosystem.
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