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Information is increasingly becoming important in our
daily lives. We have become information dependents of the
twenty-first century, living in an on-command, on-demand
Big data world. In this era, more information is being cre-
ated by individuals than by business houses. In the past, we
had to stand in a queue at a railway reservation counter to
book our tickets, had to visit a cash counter in a bank to do
our transactions, had to arrange a get together at a physi-
cal location within our town to meet and socialize with our
friends, had to visit a theater to watch a movie, and so on.
We now have Information and Communication Technology
(ICT) to help us do all these by sitting in front of a computer
and with a few mouse clicks. Also, all these advancements
are possible because we are drenched in a flood of data
today. It is important to distinguish between data, informa-
tion and knowledge. Data is a set of facts about events.
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Information is a processed set of facts that are meaningful.
Knowledge is broader, deeper and richer than both data and
information. Knowledge answers questions like “How”.

As the world is getting technology savvy, the collec-
tion and distribution of information and knowledge need
special attention (Upadhyaya et al. 2006). As the volume
of data being gathered and stored around the globe is
exploding (due to globalization efforts) and the cost of tech-
nologies like Analytics, Machine learning, Statistics, and
Networking is falling, researchers, industry professionals
and policy makers are beginning to realize the potential of
Big data to identify the needs of common man and pro-
vide services that can make their life better. Days are not
far when we will experience applications like, understand-
ing the strengths and weaknesses of our students by getting
access to their transcripts available on cloud, and corre-
lating those grades with their online experiences; building
an intelligent transportation system for a city through anal-
ysis and visualization of live and detailed road network
data, etc.

Beyond the transactional data used by many organi-
zations, there exists a potential treasure trove of non-
traditional, less structured data (Big data) that can be
mined for useful information (Rajpathak and Narsingpurkar
2013). Today, most of the young people have twitter, face-
book, linked-in, google+ accounts for their online activities.
Also, people are acquainted with flickr to upload their
photographs, semantria.com to see sentiment analysis or
opinion mining, ebay.com to buy or sell items, and crowd
sourcing tasks on Amazon.com. All these are applications
of Big data. Digital information available on the Internet is
increasing 10 folds every five years in a scale of Zeta-bytes.
Data is now available from blogs, RFIDs, sensors, cam-
eras, social networks, telephony, e-commerce and medical
records.
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To gain value from Big data, researchers and industry
professionals are continuously discovering alternate ways to
capture, search, integrate, and process this data. Such Big
data analytics now drives almost every aspect of our modern
society, including telecom, retail, manufacturing, and life
sciences creating new challenges for Knowledge Manage-
ment Systems (KMS). Knowledge management increases
the value of an organization by identifying the assets
and expertise available within the organization as well as
efficiently managing the resources (Bertino et al. 2006).
Knowledge management is about corporations sharing their
resources and expertise, as well as building intellectual
capital so that they can increase their competitiveness
(Thuraisingham and Parikh 2008). Knowledge Management
identifies, captures, and processes organizational knowl-
edge with an aim to control knowledge resources within an
organization (Wolf 2012).

Knowledge Management Systems often involve a num-
ber of categories such as Data Warehousing and Mining,
Decision Support Systems, Content Management Systems,
etc. As a result, secure knowledge management spans across
multiple aspects of any organization. With the advent of
the Big data era, these issues become many-fold. Intellec-
tual capital of any organization is closely tied-up with the
KMS that is in place within an organization, which helps an
organization leverage competitive advantage and enhance
productivity. Hence it has become increasingly important
for an organization, big or small, to identify, manage and
protect its intellectual capital. With the avalanche of data
and information at their disposal, number of companies
store and analyze petabytes of internal as well as business
data including, but not limited to, website visits and logs,
emails, social media interaction with the world, employee
data and records, advertising, and sensor data etc. to gain
better insights about their sales, revenues, collaboration, and
customer satisfaction. Such Big data further brings up the
issues of information ownership and information classifica-
tion. Even in the context without Big data, it is not trivial for
most organizations to implement these concepts. Decreases
in the cost of both storage and compute power have made
it feasible to collect such Big data. As a result, more and
more companies are looking to include non-traditional yet
potentially very valuable data (Big data) along with their
traditional enterprise data in their business intelligence anal-
ysis (Rajpathak and Narsingpurkar 2013). Big data brings
in more challenges with regard to identifying the owners for
the outputs of Big data processes. Thus, ownership of data,
information, and the subsequent knowledge generated from
them may lie in different hands. Clearly identifying these
aspects is important for the success of any KMS utilizing
Big data.

In a connected world, the motivations to penetrate sys-
tems or to inject malicious software vary from personal

satisfaction, to espionage, to financial rewards, to revenge,
and many more reasons. Increasing needs of the organiza-
tion for the knowledge management also increases the need
for organizations to protect their knowledge assets from
leakage, destruction, unavailability, and other threats (Lee
et al. 2005). Security for knowledge management is essen-
tial since organizations need to protect their intellectual
assets. Some information in an organization may appropri-
ately be shared amongst multiple stakeholders and some
may be protected from unauthorized modifications. New
attack patterns, increasing number of tools to attack sys-
tems, rapid growth of computer networking, a wide variety
of applications dealing with confidential information, etc.
are forcing the security researchers to constantly discover
ways to solve these problems specially when there is a
deluge of data.

Integrating Big data with security in knowledge man-
agement provides unique opportunities to consolidate and
analyze logs and events from multiple sources rather than
evaluate them in isolation. Integrating information from
various sources can generate valuable knowledge about
enhancing security which was not available to traditional
business environments. By integrating information from IP-
enabled smart CCTVs, data from biometric systems, logs of
Intrusion Detection Systems or other sources etc., organiza-
tions can tap into the Big data and significantly enhance the
security in Knowledge Management Systems. By the virtue
of availability of such knowledge, we can have advanced
detection of insider threats, criminal activities, and frauds.
However, large volume of information also creates chal-
lenges in terms of identifying the actual security threats for
an organization, and not get lost in a wave of false positives.

The purpose of the Special Issue is to report state-of-the-
art research in different aspects of security in Knowledge
Management Systems (KMS) in the Big data era. This spe-
cial issue of Information Systems Frontiers journal provides
a premier forum for researchers and practitioners of KMS to
present their work to other peers in the security domain. This
issue presents expanded versions of five papers presented
at 6th International Conference on Secure Knowledge Man-
agement in Big Data Era (SKM 2014) held at Dubai, UAE.
Having started in 2004 at SUNY-Buffalo, SKM is being
organized all over the world once every two years. Authors
of the presented papers at SKM 2014 were invited to sub-
mit their extended work to this special issue. All the papers
(SKM ’14, and others) submitted to this special issue went
again through a rigorous review by experts and five papers
were accepted for publication in this journal. Each paper
presents different security aspects for building knowledge
management systems.

In the first paper by Mehresh and Upadhyaya (2015), the
authors propose a novel “mission survivability” architecture
against Advanced Persistent Threats (APT) in a distributed
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environment. If suspicious activity is detected but any immi-
nent danger is not perceived, their approach refrains from
sending clear signals to the attackers such as raising alerts
or terminating a session. Instead, the system continues to
behave normally and make observations to better under-
stand the attacker’s intent, objectives and strategies. Their
framework disguises the knowledge of detection from the
attackers, and thus helps in the designing of targeted recov-
ery procedures. The ‘false assurance’ to an attacker prevents
the attacker from switching to an aggressive strategy or an
alternate plan.

In the next paper, Lee et al. (2015) examine message
diffusion on Twitter social networking platform during
extreme events. Their work examines the impact of tweet
features on the diffusion of two types of messages during
2013 Boston marathon tragedy – rumor related and non-
rumor related (both in the context of the Boston tragedy).
The work of the authors demonstrates the adaptation of the
innovation diffusion model to the diffusion of information,
specifically to the diffusion of tweet messages. The authors
identify several features of tweets as important to diffusion –
(a) reaction time of tweet, (b) Type of message, (c) number
of followers, and (d) hashtag usage of tweet.

In the third paper of this special issue, Sun and
Upadhyaya (2015) develop a rule based data sanitization
scheme to detect and remove personally identifiable and
other sensitive information from the data sets for user
authentication using keystroke dynamics and mouse move-
ments. The authors argue that the privacy of collection and
transmission of keyboard and mouse data has not received
much attention. The authors develop two new architectures
for providing privacy preserving data processing support for
active authentication and its adoption as a secure authenti-
cation scheme in the real world. The two contributions are
– one, a lightweight rule based scripting tool for removing
personally identifiable information and other sensitive infor-
mation from keystroke dynamics data in behavioral biomet-
rics based authentication systems; and two, an Extensible
Messaging and Presence Protocol (XMPP) based scheme
for safely transmitting keystroke dynamics data from the
client to the server. Both schemes were evaluated with
real-world data.

Narang and Hota (2015), in the penultimate paper,
present a game-theoretic approach for deployment of Intru-
sion Detection Systems (IDS) in a Peer-to-Peer (P2P) net-
work. The authors model a P2P network in the form of a
graph, and consider an arbitrary attacker who could connect
to any peer in the network and try to launch attacks on peers
which hold higher ‘value’ in the network (labeled as ‘tar-
get’ nodes). The game-theoretic evaluation by the authors
provides randomized strategies for deployment of IDS at
different peers within the network. The authors present
two kinds of solutions – a simpler solution, wherein the

responsibility of running the IDS lies on the target nodes
themselves, and an advanced solution, wherein the respon-
sibility of running the IDS is given to nodes other than the
target nodes.

Finally, in the last paper of this special issue, Nath and
Mehtre (2015) present analysis of a multi-stage attack that
uses video files as a covert channel. The authors argue that
a naı̈ve user, using his system to view an interesting video,
could innocuously open a video file which contains a multi-
stage attack. The damage will be higher if the machine is
part of a mission critical system. The authors analyze that
some video files contain malicious link through which an
exploit gets downloaded into the host machine. This sets up
the stage for a targeted attack launched in multiple stages.
Finally, the authors propose a new method for detection of
such attacks using API calls.
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