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Abstract
Internet of Things (IoT) is a collection of a huge number of heterogeneous devices, which can communicate, collect, and share 
data through the prevailing web. In the current world scenario, the dependence on technologies and the Internet is increasing 
very rapidly. The IoT came with many applications in the real world in the form of a smart city, home monitoring system, 
environmental condition monitoring, and social networking. With these IoT applications, there are many restrictions, such 
as insufficient resources, limited capacity, and processing capabilities. The Green IoT has emerged with new advantages, 
which is an energy-efficient and environment-friendly procedure that reduces emission, pollution, and minimizes operational 
costs and power consumption. Over the last few years, a plethora of Green IoT solutions has played a critical role in the IoT 
paradigm. A detailed study on several prevalent and innovative IoT solutions in terms of Green IoT is performed in this paper. 
More specifically, the assessment and comparison of these Green IoT solutions are carried out based on their characteristics, 
technology used, outcomes, usability, and their limitations. This survey is envisioned to assist as a guideline and a conceptual 
framework for Green IoT development and research. It also offers an organized assessment of existing Green IoT techniques 
and highlights several potentially substantial research directions and developments towards Green IoT.
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1  Introduction

The evolution of technologies repeatedly has assured the 
Internet of Things (IoT) to take up opportunities in the field 
of information and communication technology. IoT governed 
the infinite number of devices over the network to deliver 
outstanding smart services to the users. IoT provides us with 
plenty of resources to contribute to our daily life needs. IoT 
uses smart sensors and actuators which operate collectively 
to detect, collect and transmit appropriate data over the web 
from the environment. The transmission of this large number 
of information requires a tremendous amount of energy, high 
cost, and a lot of security [1].

The IoT has six key components and they are: identifica-
tion, sensing, communication, computation, services, and 
semantics [2]. The main components of IoT that contribute 

to its overall functionality are shown in Fig. 1. These com-
ponents are described as follows:

•	 Identification Identification method such as the radio fre-
quency identification (RFID) tag provides the detection 
of an object within the network using a common chip or 
sticker attached to it. Addressing methods of IoT objects 
over the networks use IPv6 over Low-Power Wireless 
Personal Area Networks (6LoWPAN) that provide a 
compression mechanism over IPv6 for low power wire-
less networks [2].

•	 Sensing The IoT sensors that can be smart wearable sens-
ing devices are used to gather different tangible informa-
tion. Multiple onboard sensors are fitted with the sensor 
nodes in the networks that can take surrounding readings 
such as temperature, moisture level, acceleration, traffic, 
and house surveillance [3].

•	 Communication There are many communication proto-
cols used for the IoT. Some of the important protocols 
are constrained restful environments (CoRE), constrained 
application protocol (CoAP), and message queue telem-
etry transport (MQTT) [4].
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•	 Computation Computation is used to provide data pro-
cessing hardware and software specifications. Computa-
tion is carried out by various embedded devices, proces-
sors, application-specific integrated arrays, and various 
applications.

•	 Services Identity-related services, information aggrega-
tion services, collaborative aware services, and pervasive 
services are the IoT services. Services related to identi-
fication are used to evaluate entities. Information aggre-
gation services collect all data and prepare reports after 
processing. The collaborative aware services based on 
acquired data decide further activities. Ubiquitous ser-
vices recommend the use of collaborative-aware services 
as per the requirements of the system [4, 5].

•	 Semantics Semantics in the IoT is related to the capability 
to properly collect data from devices to provide the types 
of assistance required. Semantics can also be noticed as 
the ability to abstract information effectively by differ-
ent strategies to convey fundamental services. Semantics 
technologies such as resource description framework and 
web ontology language are generally used [4].

All sensor devices can be connected to the Internet 
through the low power wide area (LPWA) technology to 
restrain energy consumption. LPWA offers effective energy 
resource usage at a low price to a wide variety of users over 
the networks. LPWA highlights features such as the ability 
to provide low-power access. The Narrow-Band Internet of 
Things (NBIoT) is a recently developed radio technology 
that helps to ensure an energy-efficient, cost-effective, sus-
tainable, and low-power framework [6].

The next generation of IoT is defined as the use of smart 
technologies at the core of IoT devices that require strong 
communication, reliable interface, and real-time process-
ing and information analysis [7]. This development is based 
on the incorporation of several primary information com-
munication technologies including modern communication 
protocols, cloud technologies, machine intelligence, and 
cryptography. Many modern technologies in the Green IoT 
field are encouraged like 5G technology, edge computing, 
smart storage, and smart healthcare [8]. The number of net-
work-connected devices is going to increase in the future. 
Therefore, Green IoT architecture has to adapt it. However, 
energy usage and problem-solving are all seen as barriers to 
efficient IoT implementation. The 5G-enabled IoT includes 
higher data rates, higher coverage, and maximum through-
put, which provide a solution for future IoT. Due to many 
heterogeneous nodes involved in the 5G-IoT network, the 
standardization problem occurs. Several edge computing 
technologies have emerged from various backgrounds to 
reduce latency, enhance spectral performance, and help the 
massive communication form of the machine [9]. It provides 
a cheaper, quicker, and more efficient approach to data han-
dling by storing data locally.

In earlier studies, many review works have been done on 
Green IoT in which the basic requirement of Green IoT is 
explained in four levels like hardware, software, commu-
nication and architecture [10–12]. In the proposed work, 
the procedure for Green IoT has been explained about these 
levels. Various key enabling technologies of green IoT have 
been discussed and compared with the existing techniques 
based on their characteristics, technology used, outcomes, 

Fig. 1   IoT elements
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usability, and their limitations. The challenges, applications, 
and research motivation for Green IoT and benefits to switch 
from IoT to Green IoT are discussed. We have categorized 
techniques of green IoT in energy efficiency, cost-effec-
tiveness, security and privacy, delay constraints, and traffic 
offloading with their merits in the reference of Green IoT. 
Different criteria for Green IoT attainment and identification 
of research gaps and limitations to support future research 
are discussed. Various issues to achieve Green IoT have 
also been discussed to assist researchers while finding open 
research problems in the field of Green IoT. All the previous 
review papers focused on energy efficiency and security in 
Green IoT [13, 14]. Besides that our work has considered 
multiple factors from the perspective of Green IoT including 
cost, delay-constraint, and traffic offloading.

In this work first, we have discussed enabling technolo-
gies and applications of Green IoT, thereafter various chal-
lenges and research motivation for Green IoT have been 
discussed. Next, the complete review section is divided 
into five review categories such as energy efficiency based 
techniques, security and privacy based techniques, cost 
efficiency based techniques, delay-constrained based tech-
niques and traffic offloading based techniques. All the review 
categories are focused on various parameters such as pro-
posal/algorithm, characteristics, technology used, outcome 
of work, and usability/ application. Finally, a summary of 
various issues/limitations and research gaps found in the 
literature for Green IoT are discussed in Tables 6 and 7 
respectively.

1.1 � Enabling Technologies for Green IoT

There is an urge for Green computing to minimize energy 
consumption, lower cost, and high security. The Green 
IoT is the revolution in the IoT sector. To produce IoT as 
Green, some characteristics need to be appraised. The main 
characteristic is to make devices more energy efficient with 
improved communication protocols and network architec-
ture. Other characteristics are to reduce network size, to 
produce a cost-effective and secure system with minimal 
environmental emissions and pollution. The Green IoT has 
six main enabling technologies such as Green RFID, Green 
wireless sensor networks, Green machine to machine com-
munication, Green cloud computing, Green data centre, and 
Green Internet and communication technology [15] that is 
shown in Fig. 2. The enabling technologies for Green IoT 
are described as follows:

•	 Green RFID The RFID tag is a unique identifier for any 
object, which is used to store information about that 
object. The transmission is carried out by RFID. These 
tags are generally active and passive. Active tags use 
batteries for powering the signal transmissions hence 

increases the range of transmission while the passive tags 
do not use their batteries though follow the induction 
method for garnering energy [5].

•	 Green wireless sensor networks (GWSN) GWSN is a 
combination of sensor nodes and a base station. Sensor 
nodes sense the data from their surroundings and trans-
fer the sensory data to the base station. To make WSN 
Green, the sensor nodes and base station must follow 
the following energy-saving methods [5, 16]: (i) sen-
sor nodes should use specific sensing or peer-powering 
sensors. (ii) Sleep scheduling and compressed sensing 
should follow such methods of effective communica-
tion route forwarding between sensors and cloud sys-
tems under record at the base station. (iii) An efficient 
algorithm for the gateway nodes for load balancing. (iv) 
Computation of the resource allocator factor.

•	 Green machine to machine (GM2M) The machine to 
machine communication consumes more energy there-
fore, for efficient use of energy the methods to be fol-
lowed are as: intelligently adjust the transmission power, 
design efficient communication protocols, activity sched-
uling, joint energy-saving mechanisms and employ 
energy harvesting (EH) [5].

•	 Green cloud computing (GCC) In GCC for reducing the 
power consumption, the selection of hardware and soft-
ware should be made based on their energy requirements.

•	 Green data centre (GDC) GDC swallows a large amount 
of power and emits more carbon dioxide with the high 
operational cost that can be restrained by using renewable 
and Green energy resources.

•	 Green Internet and communication technology (GICT) 
For GICT some points to be followed are [5]: (i) send 
only data that are needed. (ii) Minimize the length of the 
wireless data path. (iii) Renewable Green power sources.

Fig. 2   Green IoT technologies
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Integration of the cloud and IoT has emerged as a promi-
nent concept in recent times. In contrast to rising demands 
for intensive evaluation of sensor-generated data, the pri-
mary goal is to use the limited computational power of IoT. 
Edge computing can be used as a supplement to cloud-based 
solutions, which has become the leading technology [7]. 5G 
develops a system that provides good bandwidth, supports 
essential services, and satisfies the need for the IoT. For 
the 5G network implementation, a combination of lower-
band (under 1 GHz), a middle band (1 GHz to 6 GHz), and 
higher-band bandwidth is used to enable high data speeds, 
decreased delay, and improve spectrum usage [17]. A smart 
city uses modern information and communication technolo-
gies to deliver basic and essential facilities such as govern-
ance, schooling, medical, community security, housing, 
infrastructure, and household services. Smart electricity 
metres in houses that take full advantage of IoT have evolved 
and are available in various designs and sizes. As a result, 
the development of cheaper, reduced power, and customer-
friendly smart metres that aids in saving energy could be 
significant in Green IoT [18]. It is vital to optimise IoT per-
formance and minimize energy usage as much as possible 
to save and clean up the ecological environment. An energy-
efficient strategy should be used to diminish the power 
consumption of all Green IoT devices. For industrial and 
agricultural applications, rechargeable batteries and usage 
of renewable energy from solar and wind power are viable 
possibilities. To save energy, energy management scheme 
(EMS) works on a technique that compromises the capacity 
of data to be transmitted over the internet [15]. Renewable 
energy from solar and wind power is essential because it 
allows saving more resources and costs. The development of 
the Green IoT is possible using renewable energy resources 
which produce an acceptable CO2 footprint. Adaptive 
Energy-Aware Computation Offloading technique uses solar 
power and grid power supply to improve energy efficiency 
[19]. An accurate weather prediction feature using artificial 
intelligence could be included in this offloading technique 
to develop a reliable network infrastructure in Green IoT.

Green IoT presents a hierarchical framework for placing 
objects/things in IoT. It prolongs the network lifetime by 
allowing direct communications among relay nodes and not 
allowing communications among sensing nodes. The frame-
work can migrate the traffic load from sensing nodes to relay 
nodes [6]. Green IoT uses resource-constrained devices, 
such as RFID, sensor nodes, and high-end data servers. It is 
important to find a way to provide security among heteroge-
neous devices in the Green IoT paradigm.

1.2 � Applications of Green IoT

Using recyclable material in the production of IoT devices 
will help in making environmental friendly networks. 

E-waste is a reason for environmental damage therefore, 
Green IoT can be achieved by managing e-waste. The anal-
ysis gives a solution by printing both sides of the paper at 
the organizational level [5]. Various applications of IoT and 
Green IoT in the field of smart industry, smart transport, 
smart city, data centre, smart healthcare, smart agriculture, 
and smart building are shown in Fig. 3. Some applications 
of IoT and Green IoT in our daily life are described as fol-
lows [1, 5]:

•	 Smart industry Smart industries are adopting robotics 
technology into production and manufacturing processes. 
Robotics is used to detect the fault and analyze data dur-
ing production for increasing productivity.

•	 Smart transport Intelligent traffic system is the usual 
example of smart transport that monitors the traffic and 
report accordingly to diminish the probability and cause 
of an accident.

•	 Smart city In a smart city many more facilitated applica-
tions like automated traffic monitoring, smart parking, 
smart garbage management, and smart home services 
came into existence.

•	 Data centre Data centre is a repository that is used for 
storage, management, and distribution of information. 
The automation of the data centre makes it more dynamic 
and flexible. The routine tasks of data centre such as 
patching, monitoring, updating, scheduling, and con-
figuration are all managed automatically by IoT devices.

•	 Smart healthcare The facilities in hospitals for monitor-
ing and tracking patients improved drastically with the 
help of embedded sensors and actuators.

•	 Smart agriculture The revolution in agriculture is raised 
by introducing a smart irrigation system and sensor tech-
nology. It has improved farm monitoring by using sen-
sors in the crop field.

•	 Smart building Some automatic equipment is used in 
smart buildings such as lighting systems, shading sys-
tem, window opening system, elevators, and air quality 
control system.

A virtualized sensor network as a service may be envi-
sioned in Green information and communications tech-
nologies for improving energy efficiency [5]. For man-
aging power consumption solar power and grid power 
are used as primary and secondary energy supply respec-
tively. To enhance the efficiency of weather prediction 
features an intelligence techniques can be included [19]. 
To prohibit energy consumption during the idle state of 
sensor nodes, gateway scheduling and wake-up and sleep 
scheduling techniques can be used [20]. Data centers 
driven by solar power sources can substantially reduce 
energy, cost and carbon emissions [21]. Three types of 
EH techniques such as solar-based, moving vehicle-based 
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and radio frequency-based can be used to recharge their 
batteries from renewable sources [22]. Lightweight pro-
tocol along with triple data encryption standards can be 
included for improving security in the field of Green IoT 
[23]. By applying artificial intelligence in edge com-
puting, only useful data will be filtered and sent to the 
cloud. This approach can eliminate the expenses in terms 
of bandwidth and data transfer costs [9, 24]. In the dif-
ferentiated services based data routing (DSDR) scheme, 
data routing can be performed statically for different areas 
to resolve delay and energy efficiency problems [25]. 
To allocate communication resources according to the 
requirement of data traffic, an energy-efficient multiple 
slots frame scheduling scheme can be applied to more 
complex network scenarios [26]. By adding a systematic 
deployment of devices in rendezvous-based routing pro-
tocol more security threats can be eliminated [27]. Con-
gestion problems in resource-aware and reliable strategy 
can be resolved by adding varying sized channel slots in 
objective function computation [28].

The succeeding sections are as follows: Sect. 2 briefly 
discusses the challenges and research motivation for 
Green IoT. Section 3 addresses the review of various 
techniques to achieve Green IoT. Section 4 presents vari-
ous issues found in the Green IoT literature. In Sect. 5, a 

review of the research gaps found in Green IoT literature 
is presented. Finally, the concluding remarks and recom-
mendations are given in Sect. 6 for future study.

2 � Challenges and Research Motivation 
for Green IoT

Green IoT necessitates the adoption of processes that 
reduce power consumption and pollution while not degrad-
ing system performance. The most important challenge for 
the Green environment is conserving energy and lowering 
CO2 emissions. All IoT devices are battery-operated and 
to extend the network’s operational period energy saving 
is necessary during the data communication. Many studies 
are focusing on developing Green communication in which 
bandwidth usage is optimized, harmful emissions are 
minimized and power usage is optimally decreased [29]. 
Besides the infrastructure facilities, the primary concern in 
the implementation of Green IoT is ensuring both security 
and privacy. With the adoption of Green IoT, an intruder 
may discover new ways to breach the system causing new 
security and privacy concerns and requiring more secure 
communications [14, 30, 31]. Security methods implemen-
tation places an additional load on IoT devices resulting in 

Fig. 3   Applications of green IoT
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excessive energy and power consumption. Including secu-
rity, we must discover mechanisms that take into account 
both energy usage and the expected quality requirements 
[32]. Moreover, securing IoT devices is a challenge as 
system requirements, power usage and budget constraints 
will increase in opposite directions. While reconfiguring 
Green computing in an IoT framework these constraints 
including security, quality, energy and cost must be con-
sidered [33]. The total cost of a service can be reduced by 
optimizing product quality, communication network and 
performance [34].

Energy harvesting emerges as a viable technique for 
extending battery life by delivering adequate power in Green 
computing. To improve the energy efficiency of delay-sensi-
tive applications the computational latency should be con-
sidered. In Edge Computing, mobile edge computing (MEC) 
server reduces overall computational latency and power con-
sumption for delay-sensitive IoT devices [35]. The compu-
tational latency can be achieved at the expense of energy 
efficiency. Although, to make a Green system while reduc-
ing energy requirements, delay and traffic offloading need 
to be satisfied. In MEC servers, a combined optimization of 
energy consumption and latency is accomplished using the 
Latency-Aware Green (LAG) computing method to balance 
this trade-off [36]. Therefore, to ensure Green computing in 
any Internet framework along with high energy efficiency 
and reduced pollution we have considered security, cost, 
delay, and traffic constraints.

The energy efficiency of Wi-Fi tethering devices has been 
improved by utilising power conservation mode in the power 
saving mode (PSM) strategy. The primary idea behind this 
strategy is to optimise the number of idle intervals to save 
energy. The energy requirement can be reduced by opti-
mizing the number of sleep intervals, although it compro-
mises the delay requirement. Similarly, the energy savings 
are primarily dependent on the precision of network traf-
fic forecasting [37]. A hierarchical framework is proposed 
to increase the network lifetime by permitting direct com-
munications between relay nodes instead of sensor nodes. 
The framework is capable of traffic offloading from the 
sensor to relay nodes [6]. When Green IoT is concerned, 
security and safety are the top priorities. Together with 
privacy, we must consider some technologies that consider 
both power consumption and the required QoS. Green IoT 
research has recently centred on Green IoT technologies like 
Green RFID, GWSN, GM2M, GDC, GCC and GICT [5, 
16]. As the usage and availability of personal devices rise, 
it is becoming essential to fulfil both Green and low-cost 
computing requirements. When it is about the selection of 
hardware, the main objective is to find something that would 
be low-cost, easy to handle with more stability [17]. Some 
applications like recognition software, virtual reality, and 
online video games demand high computational power and 

minimal network delay. MEC is considered as a solution to 
the excessive latency in job offloading. MEC gathers data 
from end-users or IoT devices and evaluates it at the net-
work’s edge. Offloading computationally heavy tasks to the 
MEC will result in energy savings for short-latency devices 
and applications [38]. A detailed study is required to develop 
the procedure for raising awareness about how effectively 
applies IoT technologies in greening the network. Several 
constraints like delay, traffic, cost and security should be 
considered while achieving more generic energy efficient 
results in Green IoT.

Implementing a Green IoT system leads to miscellane-
ous challenges. To handle such challenges there are require-
ments of durable battery, cost-effective robust and flexible 
connectivity, interoperability of heterogeneous hardware, 
and various security mechanisms [15]. Although, the main 
restriction on implementation is because of limited resources 
available for IoT devices such as limited energy, limited 
computation, and limited processing proficiency. Therefore, 
we can categories the following constraints in the deploy-
ment of Green IoT.

•	 Energy efficiency
•	 Cost-effectiveness
•	 Security and privacy
•	 Delay constraints
•	 Traffic offloading
•	 Emission and pollution in the environment

In the current world scenario as the dependence on technolo-
gies and the Internet is increasing very rapidly, therefore, the 
IoT came with many applications in the real world. However, 
it becomes more challenging as IoT devices have many con-
straints such as energy efficiency, cost-effectiveness, secu-
rity and privacy, delay constraints, traffic offloading, and 
carbon emissions in the environment. Hence, the proposal 
of energy-efficient, cost-effective, secure, and low carbon 
emission plays a vital role in Green IoT.

In general, Green IoT can be viewed as the combination 
of four main elements, that is, Green hardware, Green soft-
ware, Green architecture, and Green communication. Green 
hardware consists of sensors, RFID, and a microcontroller. 
Green software can be defined as data analytics, prediction, 
classification, and reliable delivery of data. Green commu-
nication can be specified as the technology used for infor-
mation exchange over the network for example Bluetooth, 
Zigbee, network field communication, RFID and, Ad hoc. 
The Green architecture can be seen as GCC, Green edge 
computing, fog computing, and all kind of virtual comput-
ing [10]. Two important Green IoT elements are described 
as follows:
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•	 Green RFID One of the newest short-range wireless tech-
nologies similar to RFID systems is near-field communi-
cation. With a working range of up to 20 cm, NFC works 
on the 13.56 MHz radio frequency band. Within RFID 
technologies, near-field communication is more user-
oriented. RFID plays an important role towards a green 
and sustainable environment by reducing air pollution, 
tracking ecosystem functioning, saving power consump-
tion, and optimizing waste management. Therefore, the 
biodegradable RFID tag is an initiative concerning Green 
IoT [13].

•	 GCC​ The main purpose of GCC is to limit the use of 
harmful substances, minimize energy usage as well as 
improving the recovery and recycling of obsolete prod-
ucts and garbage. GCC provides eco sustainable and 
energy-efficient technologies while offering excellent 
power management in the cloud. The goal of GCC is to 
create high-end computing systems such as data centres 
and clouds that satisfies the quality-of-service expecta-
tions. GDCs transfer virtual computers to other machines 
and hibernate idle machines to conserve a considerable 
amount of energy. GCC refers to a variety of methods 
for conserving energy such as reduced CPU power dis-
sipation, Green energy supplies, efficient energy storage 
facilities, reduced cooling requirements and enhanced 
clock gating [29, 39]. Cloudlet is proposed in [9], which 
is located at the edge of the internet and a medium-sized 
and efficient cloud data store. The primary objective of 
the cloudlet is to enable resource-intensive and integrated 
mobile applications by offering low latency mobile tech-
nologies with efficient computing resources.

Green IoT systems help in the reduction of waste products, 
the protection and monitoring of the environment, and the 
minimization of operating costs and energy. To have very 
little effect on the environment, the complete production 
process of Green IoT should concentrate on Green archi-
tecture, Green building, Green consumption, and finally 
Green recycling. Now a day’s many operators of data cen-
tres and servers are investing in environmentally friendly 
projects. The service providers are inspired to accelerate the 
transition to renewable energy. There are some challenges 
and benefits to switch from IoT to Green IoT such as soft-
ware-based, hardware-based, routing algorithm-based, and 
policy recycling-based to save energy and cost. An effec-
tive energy-harvesting-aware routing algorithm (EHARA) 
[22] is proposed for Green Internet to predict the arrival of 
harvested energy at the nodes. Three EH techniques which 
are solar-based, moving vehicle-based and radio frequency-
based are discussed in EHARA. These EH techniques are 
used by IoT devices to get energy and recharge their batteries 
from renewable sources. A green Internet-based energy har-
vested wireless sensor network (EH-WSN) [40] architecture 

allows the WSN node to be powered by a thermoelectric 
generator to reduce the cost of hardware and improve energy 
efficiency. Sleep scheduling and wake up protocol are used 
to prohibit direct communication between two sensor nodes. 
The EH-WSN architecture saves energy and increase the life 
span of the system.

Green IoT has several advantages over IoT, some of which 
are listed below:

•	 Environmental friendly Green IoT minimizes the adverse 
environmental impacts of computer hardware develop-
ment and demolition while ensuring long-term environ-
mental protection [41].

•	 In Green IoT, all the devices, communication networks, 
sensor systems, clouds and the webs work together to 
improve energy efficiency [29].

•	 Green IoT provides better use of resources while ensuring 
high performance. The GDCs require computer peripher-
als to evaluate the gathered data and the devices which 
are used to design and produce computer parts should be 
recyclable [22, 41].

•	 Green IoT ensures low latency and cost-effectiveness. 
The MEC allows for resource distribution that is eco-
nomic and faster in reference to energy utilization and 
response time respectively. It also extends the device’s 
lifetime while ensuring low cost [42].

•	 Green computing improves the adherence and compli-
ance of organizations in fulfilling business requirements 
laid by their interested parties along with their reputation 
[41].

•	 Green IoT provides sustainability by using renewable 
energy resources. EH is essential for energy balancing 
and supporting Green communication. Around the world, 
there is a large production of energy from renewable 
sources. As of November 27, 2020, renewable energy 
accounted for 38% of India’s installed electricity genera-
tion capacity [32].

In this paper with an effort towards Green IoT, a survey 
on various energy-efficient, cost-effective, and secure tech-
niques is performed with a detailed focus on delay con-
straints and traffic offloading. This paper will be beneficial 
for researchers, who want to get the deepest knowledge 
about Green IoT and various ways to implement it efficiently. 
This paper contributes to various factors that should be con-
sidered while implementing a Green framework in various 
IoT techniques.
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3 � Review of Various Techniques to Achieve 
Green IoT

This section studies the work that contributed to achieving 
the Green IoT. Many researchers have demonstrated the 
effective use of various schemes toward achieving a Green 
IoT perspective; however, it still needs to be well addressed 
in terms of energy efficiency, cost efficiency, security, delay 
constraint analysis, and traffic offloading. The contributions 
by various researchers for achieving Green IoT have been 
broadly classified into the following techniques: 

(1)	 Energy efficiency based techniques
(2)	 Security and privacy based techniques
(3)	 Cost efficiency based techniques
(4)	 Delay-constrained based techniques
(5)	 Traffic offloading based techniques

3.1 � Review of Energy Efficiency Based Techniques 
for Green IoT

Many energy-efficient techniques can focus on IoT but clas-
sification and design of processes and components used in 
an IoT system in the reference of Green IoT can aid in the 
development of a Green network. In this section, various 
Green IoT schemes such as collaborative location-based 
sleep scheduling (CLSS) and time and priority-based sleep 
scheduling (TPSS) mechanisms [5], cross-interface gateway 
scheduling scheme and green IoT gateway (GIG) scheme 
[37] are discussed while focusing on various Green network-
ing parameters in terms of hardware usages, software appli-
cations and various scheduling algorithms. Various EH and 
management techniques such as an effective EHARA [22], 
light energy-harvesting, radio frequency energy-harvesting 
and vibration energy-harvesting [43] are discussed. Energy 
efficiency based techniques define a way of utilizing less 
energy to implement a process. Various schemes to achieve 
energy efficiency are discussed with their applications in 
the field of Green IoT. Table 1 provides the outline of work 
discussed in the energy-efficient based techniques. The fol-
lowing are the contributions under energy efficiency based 
techniques:

•	 Software-based, hardware-based, policy-based, and 
awareness based Green IoT techniques [1] are used to 
provide selective sensing and intelligent tradeoffs.

•	 CLSS and TPSS mechanisms [5] focused on Green Infor-
mation and Communications Technologies (ICTs) such 
as Green RFID, Green WSN, GCC, GM2M, and GDC. 
These Green ICTs enhance the WSN lifetime, security, 

quality of service, and decrease the WSN energy con-
sumption.

•	 Zonal thermal pattern analysis (ZTPA) and energy effi-
cient adaptive health monitoring System  [6] enhanced 
indoor coverage. These methods reduce power consump-
tion, provide latency insensitivity, and massive connec-
tion support towards Narrow Band IoT (NBIoT).

•	 EMS [15] for scheduling of the processes of energy-based 
nodes for IoT perform data minimization by using data 
prioritization, compression, and fitting. EMS provides 
fault tolerance, tests energy consumption and the number 
of failure nodes for WSN, RFID, and Mobile Ad hoc 
Network (MANET) in the IoT environment.

•	 Lyapunov optimization on time and energy cost (LOTEC) 
[19] algorithm balances the data processing time and 
cost while handling energy consumption in two modes 
of power supply. LOTEC algorithm uses solar power as 
the primary energy supply and grid power as the backup 
supply.

•	 An effective EHARA​ [22] is proposed to predict the 
arrival of harvested energy at the nodes. Three EH tech-
niques are solar-based, moving vehicle-based, and radio 
frequency-based. These EH techniques are used by IoT 
devices to get energy and recharge their batteries from 
renewable sources.

•	 Cross-interface gateway scheduling scheme and GIG 
scheme [37] are used to minimize the energy consump-
tion of high-power WiFi radios and low-power ZigBee. 
This GIG scheme dynamically schedules for both WiFi 
and ZigBee data transmission to maximize the energy 
efficiency of the gateway with bounded delay.

•	 Light EH, radio frequency EH, and vibration EH schemes 
[43] minimize the power consumption of the batter-
ies. The power management integrated chip is used to 
increases the life of the system and uses 6LowPAN, 
Wi-Fi, and ZigBee for communication.

•	 Sleep scheduling and wake up protocol [20] are used 
to prohibit direct communication between two sensor 
nodes. The preferred architecture may save energy and 
increase the life span of the system.

•	 Energy conservation with the assistance of resourceful 
mules (ECARM) [44] is used for resourceful mules (RM) 
selection, information exchange, cycling coordination, 
and fast recovery. ECARM provides energy conservation 
with the assistance of RM, which saves energy for WSN.

3.2 � Review of Security and Privacy Based 
Techniques for Green IoT

The implementation of security and privacy techniques can 
lead to excessive energy consumption and performance 
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degradation. Therefore, including the security we must 
discover mechanisms that take into account both energy 
usage and the expected quality assurance [32]. In this sec-
tion, various Green IoT techniques such as elliptic curve 
Diffie-Hellman (ECDH) technique [45], centralized software 
defined networking (SDN) [46] and attribute-based encryp-
tion (ABE) algorithm [47] are discussed to enhance security, 
privacy, performance and energy efficiency in the Green IoT. 
Security and privacy are very crucial in networking, commu-
nication and information exchange over the network. Various 
techniques to achieve more security and privacy in the Green 
IoT are discussed. Table 2 provides the outline of work dis-
cussed in the security and privacy based techniques. Some 
contributions under security and privacy based techniques 
are as follows:

•	 Scalable mutual authentication and key establishment 
protocol [48] check the reliability of authentication and 
cryptographic material creation and management. For 
the large-scale Internet security-sensitive protocols and 
applications, it uses an industrial-strength automated 
analysis tool. This scheme occupies little memory and 
consumes low energy during the authentication and key 
generation processes with low encryption latency.

•	 The authentication and credential update schemes [49] 
provide authentication and access control. The authen-
tication process includes four-way handshakes and the 
credential of a system administrator to an IoT node is its 
root password. The proposed authentication and creden-
tial update schemes give access to the system depend-
ing on permission levels as administrator, privileged or 
regular users.

•	 Smart vehicle security system (SVSS) [50] employs the 
integration of RFID, global positioning system (GPS), 
Global System for Mobile communication (GSM), wire-
less communication, cloud networking, and fuzzy algo-
rithm. This system provides double security and helps 
one to locate the device on a map with remote control.

•	 ECDH technique [45] authorizes an exchange of tempo-
rary keys for secure communication. Z wave and thread 
are used with datagram transport layer security (DTLS) 
or transport layer security (TLS) for secure communica-
tion. ZWave is based on propriety design, and the thread 
is completely based on standards.

•	 Centralized software defined networking (SDN) [46] 
scheme enhanced security, privacy, performance, and 
energy efficiency in the IoT. The combination of a cen-
tralized software-defined networking and deterministic 
virtual network with long key encryption lowers the capi-
tal and energy costs. SDN detects unauthorized packets 
quickly and achieves exceptional security, privacy, per-
formance, and energy efficiency in the IoT.

•	 Attacker energy efficiency (AEE) approach [51] is an 
energy-aware attacking strategy for hybrid attacks. AEE 
uses theoretical analysis of physical layer security in the 
secure IoT to reduces the secrecy rate.

•	 Lightweight and secure multi-factor device authentica-
tion protocol [23] uses two schemes. TLS and secure 
sockets layer (SSL) protocols for dynamic key genera-
tion, data confidentiality, and message integrity. Config-
urable physical unclonable functions (PUF) and channel-
based parameters support TLS and SSL protocols.

•	 Attribute based encryption (ABE) algorithm [47] pro-
vides more security than other security algorithms. The 
security is enforced within the middleware by utilizing 
many security algorithms such as digital signature algo-
rithm (DSA), Rivest-Shamir-Adleman (RSA), Advanced 
Encryption Standard (AES), data encryption standard 
(DES), and triple data encryption standard (3DES). Mid-
dleware also handles all the communications between a 
client and the target applications.

•	 MEC technique [42] uses caching, task offloading, 
and security service allotment for IoT networks. MEC 
offloads IoT tasks to the edge servers without disputed 
delay requirements. The offloaded tasks are encrypted 
and decrypted at the user devices and MEC servers. The 
MEC technique is prepared as a constrained non-linear 
program (NLP) optimization.

•	 STRIDE, CORAS, and LINDDUN frameworks  [52] are 
used for threat modeling. STRIDE (an acronym that 
stands for six categories of security risks: Spoofing, Tam-
pering, Repudiation, Information Disclosure, Denial of 
Service, and Elevation of Privileges), CORAS (a method 
for security risk analysis) and LINDDUN (an acronym 
for seven privacy threat categories: Linkability, Identi-
fiability, Non-repudiation, Detectability, Disclosure of 
information, Unawareness, and Non-compliance) threat 
modeling frameworks are discussed which deal with 
security and privacy threats.

3.3 � Review of Cost Efficiency Based Techniques 
for Green IoT

Many cost-effective techniques are used to reduce the cost 
by optimizing product quality, communication network and 
performance. Some schemes are discussed that balance the 
trade-off between energy and cost such as minimal energy 
consumption algorithm (MECA) [2] and centralized and dis-
tributed user association algorithm [53]. These schemes are 
used to reduce the cost based on estimated energy consump-
tion. An EH-WSN [40] scheme uses EH to keep low cost 
and utilizes renewable resources for efficient power usage. 
Remote system management unit (RSMU) [54] provides a 
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driving system of low cost, low power and a sustainable 
environment. In this subsection, various schemes to achieve 
cost efficiency are discussed with their applications in the 
field of Green IoT. Table 3 provides the outline of work dis-
cussed in the cost efficiency based techniques. Some cost-
efficiency based techniques are as follows:

•	 MECA [2] grasps the clustering principle and uses the 
Steiner tree algorithm to solve the optimization prob-
lem. MECA uses hierarchical deployment and confers 
a three-layer system framework for large-scale IoT 
deployment. The relays in the proposed framework are 
connected in a mesh mode to achieve a long network 
lifetime by arranging network objects cost-effectively 
to form a Green IoT.

•	 A centralized and distributed user association algo-
rithm [53] allocates the Green energy in the time 
domain for each base station. The algorithm reduces 
the energy cost based on estimated energy consumption 
scenarios. The user association algorithm is also used 
to perform spatial resource allocation.

•	 Fog-based data analytics scheme [55] optimizes 
resource allocation and reduces response time. All the 
tasks such as data consumer association, task distri-
bution, and virtual machine placement are performed 
at a lower cost. Mixed-integer nonlinear programming 
(MINLP) is applied to the minimum cost problem.

•	 An EH-WSN [40] architecture allows the WSN node 
to be powered by a thermoelectric generator to reduce 
the cost of hardware and improve energy efficiency. 
EH is performed with temperature difference and uses 
a rechargeable battery which keeps the charge much 
longer.

•	 An ultra-low cost and compact chipless RFID sensor 
scheme [56] reduces the cost of the sensor by flexible 
printing substrates. The Electric Inductive-Capacitive 
(ELC) sensor gives an efficient frequency shift for 
effective sensing.

•	 Distributed wireless Medium Access Control (MAC) 
protocol [57] is used to improve the Signal-to-Inter-
ference plus Noise Ratio (SINR) without increasing 
the transmitter power. It is an environment friendly, 
cost-effective, and low power technique. Physical-MAC 
provides both the energy-saving and cost-saving.

•	 The clustering algorithm [34] with mobility manage-
ment reduces energy consumption and provides a high 
data rate. The used algorithm consumes low bandwidth 
and arranges all mobile devices into a separate cluster.

•	 RSMU [54] with a Graphical User Interface (GUI) is 
used in a Green highway lighting system. RSMU pro-
vides a safe and smooth driving system of low cost, low 
power, and a sustainable environment.

•	 A cost and energy-efficient IoT edge device scheme 
[58] is used for effective building occupancy estima-
tion. This scheme collects and transmits networking 
and environmental parameters to the cloud. The mes-
sages sent by the edge devices are then collected by the 
long range wide area network (LoRaWAN) gateways. 
These messages are forwarded using MQTT which 
uses secure IP connection, specific web services made 
available by a representational state transfer (RESTful) 
application programming interface (API).

3.4 � Review of Delay‑Constrained Based Techniques 
for Green IoT

Delay requirements can be assured at the expense of energy 
efficiency. To ensure Green computing in IoT while reducing 
energy consumption delay constraints should be focused. 
Some techniques are discussed such as Delay Based Work-
load Allocation (DBWA) [60] that gives minimal energy 
consumption and guarantees delay. Utility-based Adaptive 
Duty Cycle (UADC) [61] routing algorithm is discussed 
to ensure reliability, low energy consumption and desired 
delay. A balanced energy-delay solution [62] and a delay 
DSDR scheme [63] are discussed to reduce transmission 
delay and enhance energy efficiency in Green IoT. Many IoT 
applications are vulnerable to delay constraints and the per-
formance of the system can be severely affected by the long 
delay. Table 4 provides the outline of work discussed in the 
delay-constrained based techniques. To guarantees delay for 
delay-sensitive applications in the field of Green IoT, various 
techniques have been summarized as follows.

•	 Accelerated gradient algorithm [64] is implemented for 
optimal offloading decisions and overcome the energy 
minimization problem. The algorithm is applied to fog 
nodes for fog computation offloading under expected 
time latency. The algorithm achieves an optimal offload-
ing ratio at a fast speed.

•	  Delay Based Workload Allocation (DBWA) [60] algo-
rithm is based on the Lyapunov drift-plus penalty theory. 
The algorithm provides the optimal workload allocations 
among local edge servers, neighbor edge servers, and the 
remote cloud. DBWA gives minimal energy consumption 
towards the IoT-edge-cloud system and guarantees delay.

•	 UADC [61] routing algorithm uses a performance evalu-
ation function to evaluate the relevance of choosing dif-
ferent relay nodes. It selects the node based on the utility 
of the system to perform data relay. The utility function 
combines comprehensive indexes such as the reliability, 
energy consumption, and delay of the node.
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•	  A balanced energy-delay solution [62] is based on the 
evolutionary algorithms approach. In this approach, each 
object is assigned to only one fog instance and the total 
execution time remains below acceptable delay. Hence, 
the number of objects increases which maximizes fog 
utilization and the average latency with a linear slope.

•	  All Fog Processing (AFP) and Light Fog Processing 
(LFP) modes [65] are used to reduce the service delay by 
sharing the load. In used modes, fog layer lies between 
IoT devices and the cloud. It could handle the majority of 
IoT service requests to reduce the overall service delay.

•	 Ultra-Reliable Low Latency Communications (URLLC) 
system  [66] can be created by allocating a large band-
width for the data and using an Orthogonal Frequency-
Division Multiplexing (OFDM). Total handover delay 
can be reduced effectively by using low-rate error cor-
rection coding with multi-antenna beamforming.

•	 A delay DSDR scheme [63] is proposed to reduce trans-
mission delay by establishing energy-efficient routing 
paths. In this scheme, routing is dynamically selected 
according to the delay requirements of data. Two differ-
ent strategies are used as, direct-forwarding for delay-
sensitive data to minimize end-to-end delay and a wait-
forwarding method for delay-tolerant data to perform 
data fusion for reducing energy consumption.

•	 Fog-to-Fog (F2F) communication algorithm [67] is pro-
posed which approves fogs to communicate with each other 
to process job requests and minimize the overall end-to-end 
latency. The algorithm improves the traditional Fog-to-Cloud 
(F2C) communication and increases the probability for a job 
to meet its delay related requirements.

•	 Dynamic Parallel Computing Offloading and Energy 
Management (DPCOEM) algorithm [24] adopts the 
parallel offloading strategy in MEC to solve the problem 
based on the Lyapunov optimization technology. The 
algorithm achieves approximately optimal performance, 
provide energy stability, and sustainability.

•	 A Joint User Association and Offloading Decision with 
Optimal Resource Allocation (JUAOD-ORA) scheme [38] 
is applied to obtain the optimal solution which uses the 
Lagrange multiplier method and Deep Reinforcement 
Learning (DRL). The JUAOD-ORA algorithm performs 
better with low complexity to reduce the latency and 
energy cost-effectively.

3.5 � Review of Traffic Offloading Based Techniques 
for Green IoT

To deploy Green IoT while reducing energy requirement delay 
and traffic offloading need to be satisfied. In this section, some 

techniques to achieve traffic offloading in Green IoT are dis-
cussed. The reinforcement learning technique with the Dyna-Q 
scheme [35] and radio resource management (RRM) algorithm 
[69] are used to save energy by reducing the load of the regu-
lar network. Clustering algorithm with the device-to-device 
collaboration [25] allows faster communication and reduces 
energy consumption by the collaborative device-to-device com-
munications. A Two-stage Energy-Aware Traffic Offloading 
(TEATO) scheme [73] is used to minimize half of the power 
consumption for daily traffic with a renewable power source. 
In this section, various techniques to perform traffic offload-
ing on multiple communication systems are discussed. Table 5 
provides the outline of work discussed in the traffic offloading 
based techniques.

•	 The reinforcement learning technique with the Dyna-Q 
scheme [35] is an extension of Q-learning which incorpo-
rates both EH and MEC. This scheme offloads the com-
putation task through the selection of an optimal offload-
ing rate. The remaining task is computed in a very less 
time with low complexity.

•	 Conditional traffic offloading scheme [68] eliminates 
interference and traffic congestion possibility by using 
efficient traffic offloading technique. This technique 
selects the proper operation mode of small cells and 
fulfills the macro user application’s quality of service 
requirements. The scheme is generally applied to hetero-
geneous network setup.

•	 RRM algorithm [69] is used for intelligent dynamic traffic 
distribution among femto and WiFi networks. It is used 
to shift most of the traffic from the core network to the 
WiFi, therefore it saves energy by reducing the load of 
the regular network and minimize congestion.

•	 Genetic algorithm-based adaptive offloading (GA-OA) 
scheme [70] can be used to achieve low complexity, low 
delay, and processing time with improved request success 
ratio and effective traffic handling. The process of traffic 
handling and request processing is carried out in both the 
infrastructure and gateway part of the architecture.

•	 A low-complexity energy-aware and adaptive traffic off-
loading strategy (EATO) [71] reduces the average on-grid 
energy consumption. EATO strategy adopts harvested 
renewable energy and traffic offloading to improve sys-
tem performance and minimize energy consumption.

•	 Clustering algorithm with device to device collaboration 
[25] allows faster communication and reduces energy 
consumption by collaborative device to device commu-
nications. The use of heterogeneous macrocell and small 
cell base stations (SBS) contributed to allowing traffic 
offloading on two levels: offloading of macrocell traffic 
by SBS and offloading of macro and small cell traffic by 
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the device to device communications, hence it increases 
the data rates of mobile terminals.

•	 Forecast and relay scheme (FAR) [72] is a hybrid scheme 
for message replication (HSM). With HSM a Utility-
Based Scheme (UBS) is also used in which a new sym-
bolic model verifier has been employed for the verifi-
cation of the content dissemination in the dynamic and 
delay-tolerant data environments. UBS avoids message 
loops, lowers the message drop rate, and improves per-
formance.

•	 A two-stage energy aware traffic offloading (TEATO) 
scheme [73] is used to decide traffic offloading for the 
multiple SBS. Using energy arrival and traffic load infor-
mation, it can minimize half of the power consumption 
for daily traffic with renewable power sources.

•	 Traffic-aware multiple slotframes scheduling algorithm 
[26] computes available slot sets and allocates commu-
nication resources according to the requirement of data 

traffic to fulfill the end-to-end real-time communication. 
The algorithm is based on the Time Synchronized Chan-
nel Hopping (TSCH), which can be used in both single-
hop and multi-hop wireless industrial network scenarios 
on a star topology and tree topology.

4 � Various Issues/Limitations Found 
in the Literature for Green IoT

A list of issues in accomplishing Green IoT is given in 
Table 6. These issues are relevant from the Green IoT view-
point concerning different strategies on energy efficiency, 
cost efficiency, security, delay, and traffic offloading tech-
niques. The various issues to achieve Green IoT have been 
identified in the literature and some of them are as follows: 
To save energy, EMS [15] worked on the technique of 

Table 6   Summary of various issue/limitation found in the literature

S. no. Author names Optimization techniques used to 
provide green IoT framework

Various issues/limitations Category

1. Omar et al. [15] Data prioritization, compression 
and fitting

Send limited size data only Energy efficiency based technique

2. Yucen et al. [19] Solar power and grid power supply Otimization is possible in presence 
of solar energy

Energy efficiency based technique

3. Kun et al. [20] Sleep scheduling and wake up 
protocol

Compromised scalability Energy efficiency based technique

4. Yi et al. [44] Energy conservation with the assis-
tance of RM

Weak data security Energy efficiency based technique

5. Mithileysh et al. [50] Green RFID More risk of forgery and hacking Security and privacy based 
technique

6. Reem et al. [23] Lightweight protocol A malware can compromise the 
entire security

Security and privacy based 
technique

7. Pallavi et al. [47] Middleware handles all the com-
munications

Security breach in direct data trans-
fer to cloud

Security and privacy based 
technique

8. Michal et al. [40] Thermoelectric generator A fault can cause permanent 
destruction of the battery

Cost efficiency based technique

9. Felisberto et al. [58] LoRaWAN and MQTT Long evaluation time Cost efficiency based technique
10. Amitav Mukherjee [66] Low-rate error correction coding Need connection re-establishment 

at each radio link failure
Delay constraints based technique

11. Mingfeng et al. [63] Wait forwarding method Complex Data routing Delay constraints based technique
12. Elias et al. [25] Collaborative device to device com-

munications
The proximity between MTs 

required for faster communication
Traffic offloading based technique

13. Shan et al. [73] Renewable power sources Traffic offloading not considered for 
overlapped SBSs

Traffic offloading based technique

14. Rakesh et al. [27] Rendezvous-based routing protocol Random deployment of devices 
promotes more security threats

Security and privacy based 
technique

15. Xiang et al. [74] On-demand scheduling Unsatisfied delay requirements Energy efficient and delay con-
straints based technique

16. Ranji et al. [75] Energy-efficient and delay-aware 
offloading scheme

Devices within specific range never 
collaborate on offloading

Energy efficient and delay con-
straints based technique

17. Bhandari et al. [28] Resource aware and reliable objec-
tive function

Congestion problem, resource-
constrained network

Energy efficiency based technique
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decreasing the capacity of data to be transmitted over the 
internet. LOTEC [19] system uses dual-energy resources, 
solar power, and grid power supply to improve energy effi-
ciency. To enhance the network efficiency by utilizing a solar 
supply, a more accurate weather prediction feature should 
be included. In [20], three-layer architecture is used for IoT 
deployment which compromised scalability for energy-effi-
cient system. The use of ECARM [44] may weaken data 
security and in duty-cycled WSN it does not perform effi-
ciently. In [50] the information sent and obtained from the 
current security system is prone to forgery and hacking. A 
malware embedded in any of the communication devices 
or the presence of an opponent on the same subnet can 
compromise the device security [23]. The system requires 
a longer evaluation time to compare gathered information 
with efficient employee occupancy [58]. In [66] to manage 
energy efficiency and delay in case of the radio link fail-
ure, it requires to re-establish the connection. DSDR [63] 
scheme solves the problem of delay and energy efficiency 
but it is not effective for improving network lifetime. Data 
routing is chosen dynamically for different areas which are 
complex tasks. The proximity between MTs is required for 
faster communication [25]. In [27] a rendezvous-based rout-
ing protocol is proposed in which the random deployments 
of devices promote more security threats. To reduce the 
energy usage on-demand scheduling is used which is not 
able to satisfy all time delay requirements [74]. In Energy-
efficient and delay-aware offloading scheme (EEDOS) [75], 
devices within a specific range are not willing to collaborate 
on offloading which is an issue in the device to device com-
munication. Resource Aware and reliable objective func-
tion (RAROF) [28] is used to enhance the energy efficiency 
and lifetime of the network which uses multi-queuing based 
traffic.

5 � Research Gaps Found in the Literature 
for Green IoT

In this paper, a detailed study is performed to find the 
research gaps related to the real-time implementation of 
Green IoT. Some of the identified gaps are as follows: In [2] 
to achieve a more energy-efficient IoT system compressed 
sensing techniques can be applied in the hierarchical frame-
work. In [19] to enhance the network efficiency, a new 
feature should be included for more precise and accurate 

weather prediction. In cross interface scheduling [37] the 
interference problem of Zigbee and Wifi can be solved by 
using Z-Wave protocol as it works on the different frequency 
band. Effective gateway scheduling can be used to improve 
ZigBee link quality. The green roof monitoring system 
proposed in [49] emphasized authentication and credential 
techniques. The other security features such as confidenti-
ality and integrity should be included in the IoT system. In 
[53] to minimize energy consumption cost, the concept of 
on-grid and solar energy is used. The on-grid energy of a 
centralized algorithm without borrowing can be improved. 
More cost optimization can be achieved in [55] by adding 
a selective sensing module to the fog layer and considering 
privacy-preserving data analytics and the mobility of data 
generators. In [40] to make the power management process 
independent of the user application, an embedded real-time 
operating system with a pre-emptive scheduler should be 
integrated. To minimize delay in IoT systems through fog 
computing the delay-cost trade-off should be considered 
[65]. Data integrity can be considered with delay constraint 
to guarantee transmission latency [63]. To predict future jobs 
the task processing history can be utilized in each fog and 
node [67]. In [26] multiple slots frame scheduling schemes 
can be applied to more complex network scenarios such as 
mesh topology. The complexity of the sensing framework 
[27] should be reduced with real-time implementation. In 
[65] on-demand scheduling is used while to satisfy delay 
requirement proactive method should be introduced. EEDOS 
[74] is more vulnerable against attack because of their lim-
ited computation power, security should be considered. In 
RAROF [28] to resolve the congestion problem, an efficient 
message scheduling technique should be introduced. Some 
important research gaps are identified and addressed in 
Table 7.

6 � Conclusion and Future Work

In this paper, various techniques for achieving Green IoT 
based on different constraints such as energy efficiency, 
security, cost efficiency, delay constraints analysis, and 
traffic offloading have been categorized and discussed. A 
detailed review of various techniques related to each cat-
egory to achieve Green IoT has been provided in this paper. 
Some issues to achieve Green IoT have also been discussed 
with some identified research gaps to assist researchers while 
finding open research problems in the field of Green IoT. 
Focusing on the energy-saving for Green IoT, the renewable 
energy resource and EH should be adopted. To accomplish 
a more secure Green IoT system with discussed techniques 
some modifications for a more secure encryption algorithm 
will be considered as a future endeavour. To improve the 
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delay and traffic offloading schemes the delay-cost trade-off, 
task processing history, and various intelligent scheduling 
from the Green IoT perspective should be considered. Fur-
thermore, the actual impact of Green IoT on the environ-
ment and economy would be of importance; therefore, more 
research to achieve Green IoT is required. IoT will change 
the path of emerging technologies in the future if focused 
and determined work is carried out.
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