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Abstract

It is necessary to consider the impact of collective noise in quantum key agreement proto-
cols. However, the efficiency of quantum key agreement protocols is generally low under
the influence of collective noise. In order to improve the efficiency of the protocols, this
paper proposes quantum key agreement protocols that can resist collective noise based on
the measurement correlation of logical GHZ states. The efficiency analysis shows that the
protocol has a qubit efficiency of 28.57%, which is higher than other protocols. Also, the
security analysis proves that the protocols are resistant to external attacks and participant
attacks.

Keywords Quantum key agreement - GHZ state - Collective dephasing noise - Collective
rotation noise - Qubit efficiency

1 Introduction

With the continuous development of quantum informatics, quantum cryptography [1-6] is
constructed based on the basic principles of quantum mechanics, so it has unconditional
security in theory. Quantum key agreement (QKA) is an important branch of quantum cryp-
tography. Compared with quantum key distribution (QKD) [7-10], QKA has great research
significance because each participant in QKA contributes equally to the final shared key.
In 2004, Zhou et al. [11] presented the first QKA protocol using quantum teleportation,
and after that, many QKA protocols [12—-15] were proposed one after another. However,
most of these QKA protocols are based on quantum communication in an ideal environ-
ment. In practical applications, particles are usually affected by noise, and under the cover
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of the noise, a malicious attacker can steal information. Therefore, it is necessary to con-
sider the effect of noise on the channel when designing QKA protocols. In 2014, Huang
et al. [16] first proposed a QKA protocol to resist collective decoherence. Based on the log-
ical x states and logical Bell states, He et al. [17] designed two QKA protocols immune
to collective noise using measurement correlation and delay measurement techniques for
multi-particle entangled states. In 2018, based on four-particle logical GHZ states, Gao et al.
[18] presented an improved two-party QKA protocol to resist collective noise with an effi-
ciency of 26.67%. In the same year, Cai et al. [19] proposed two multi-party QKA protocols
that are immune to collective noise. In 2019, Yang et al. [20] put forward a two-party QKA
protocol based on logical Bell states to resist collective noise with a qubit efficiency of 20%.
In the same year, Wang et al. [21] designed two QKA protocols with an efficiency of 25%
immune to collective noise, improving the qubit efficiency. In 2020, Tang et al. [22] used
logical Bell states to greatly improve the qubit efficiency of the protocol, reaching 27.27%.

To address the efficiency problems in the above QKA protocols immune to collective
noise, we propose two-party QKA protocols capable of resisting collective dephasing noise
and collective rotational noise, respectively, using the logical GHZ state and its measure-
ment correlation. The safety analysis proves that the protocols are resistant to external
attacks as well as participant attacks. Also, the efficiency of our protocols improves by 1.3%
over the efficiency of the currently proposed QKA protocols immune to collective noise.

The rest of the article is structured as follows. In Section 2, some basics are presented.
Section 3 describes two QKA protocols that are immune to collective noise separately. In
Section 4, the security of the protocol is analyzed. The efficiency of qubits in the protocol
is calculated in Section 5. Finally, a brief conclusion will be given in Section 6.

2 The Unitary Operations and the Collective Noise

First, the four unitary operations are defined as:

Uoo = 1 = |0){0 + [1)(L],
Uor = X = [0)(1] + [1)(0,
Uio = Z =10){(0] — [1)(1],
Ui =iY = 10){1] — [1)(0]. )]

The four Bell states can be denoted as:

n 1
= —(|00) £ [11)),
l9~) ﬁ(l ) £ [11))

£ L
% )—ﬁ(lm)illo))‘ 2

When a unitary operation U;,;,(i1i2 = 0, 1) is performed on the second particle of the Bell
state, the Bell state will be transformed into another Bell state. The relationship between the
four Bell states and unitary transformation is shown in Table 1.

Second, collective noise is divided into collective dephasing noise and collective rotation
noise. The influence of collective dephasing noise (U, ) on normal orthogonal basis |0) and
[1) can be described as:
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Table 1 Relationship between the unitary operations and the transformed Bell states

Bell state Uoo ® Uno Uoo ® Uni Uoo ® Uro Uoo ® Un

™) o) lot) [67) lo™)

™) [67) lo™) o) lot)
Udpl0) = |0), Ugp|1) = €'|1), 3)

where ¢ is the phase noise parameter that vary with time. In order to eliminate the influence
of collective dephasing noise, logical qubits |04,) = |01) and |14,) = [10) are proposed.
Their superposition states can be denoted as:

1
l+dp) = qudp) + [Lap))s

1
|—dap) = —=
P ﬁ
The influence of collective rotation noise (U,) on normal orthogonal basis |0) and |1) can
be described as:

(10dp) = [1ap))- “

U-10) = cos6|0) + sinf|1), U,|1) = —sind|0) + cosO|1), ®))
where 6 is the rotation noise parameter that vary with time. In order to eliminate the influ-
ence of collective rotation noise, logical qubits |0,) = |¢pT) = %(IOO) + |11)) and
1) =|v™) = %(lOl) + [10)) are proposed. Their superposition states are described as
follows:

) = —= (10, + 11,)) = —=(I6™) + 1))
r) — \/5 r r — \/§ ’

|—r) = ! 19,) = 11,)) = 1 () (6)
r/ — \/E r r - \/5 N

3 Description of the QKA Protocols Under Collective Noise Channels
3.1 The QKA Protocol Under Collective-dephasing Noise

In both protocols, the following three-particle GHZ states [23] is used as the quantum
source, that is

1
Imizz = —
V2

1
V2
According to (7), when performing Bell measurements on particles 1 and 2 in |5)23 state

and peforming X basis measurement on particle 3 respectively, the state |1) 123 will collapse
to states [¢ ) 12|+)3 and |¢~)12|—)3 with the probability of %

(1000) + [111))123

(¢ M) 12l4+)3 + 197 )121—)3). @)
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Suppose Alice and Bob want to negotiate a common key k = (K IKDIKZIKD)I
... ICK4 1K ). First, Alice and Bob randomly generate their own 2n bit keys:

Ka=KLMKAI.. . IKE,

Kg=KLIKEl.. 1Ky,

where KI"Q, K% € {00,01,10, 11} and i = 1,2, ..., n. The steps of the protocol are given

below.

Step 1

Step 2

Step 3

Alice prepares n logical GHZ states [14p) aBc:
[Map) !

Ndp)ABC = —=

! V2
1

ﬁ(|O>A|O>B|O])C1C2 +11)all)B110)c,c,)s ®)

and divides all particles into three sequences Si, S> and S3, where sequence S; is
composed of the i-th particle of all [ng,)Apc states. In S3, the logical qubit C is
composed of two physical qubits C; and C,. Alice randomly selects enough decoy
particles from set {|04p), |14p), |+ap). |—dp)} and inserts them into sequences S3
to obtain new sequences S3. Alice sends S to Bob and retains sequences Sy and
So.

When Bob receives sequence S5, Alice announces the position of the decoy pho-
tons and the corresponding measurement basis {|04p), [Lap)} or {I+ap), |—ap)}-
Then, Bob uses the correct measurement basis to measure the corresponding decoy
logical particles and tells Alice the measurement results. Alice compares the mea-
surement results with the initial states of the decoy photons and calculates the error
rate. If the error rate less than a predetermined threshold, the protocol continues.
If the error rate exceeds the threshold, Alice and Bob terminate the agreement and
restart.

After security detection, Bob discards the decoy particles and returns to sequence
S3. A CNOT operation uses C; as the control qubit and C, as the target qubit.
After CN OT operation, each logic G H Z state |ngp)Bc is converted to

(10)10}10ap) + DI DI 1ap)) aBC

CNOT(Cy, C2)[nap)aBc
1
V2
1

ﬁ(ln

Alice, Bob share n |n;§p) states. Alice performs Bell measurement on the cor-
responding particles in sequences S; and Sz, while Bob performs X basis
measurement on the particles C; in sequence S3, Alice and Bob negotiate cod-
ing rules, |+) — 00, |-) — 11. Bob records the measurement results as
Hp = Hé||H§|| ... ||H}, where Hé is Bob’s i-th measurement result, and Hé €
{00, 11}. Due to the measurement correlation of 7 state, Alice and Bob can infer
each other’s measurement results. Alice knows Bob’s measured value Hg, Bob
knows the initial Bell states of the corresponding particles in sequences Sy, S>.

Inap)aBc

(10001) + [1111)) aBC, Cy

YaBc)) ® |1)c,. 9
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Step 4

Step 5

Step 6

Step 7

Alice performs unitary transformation U;,;, on the i’" particle in the sequence Sp
according to her own key K 1’;‘ (i =1,2,...,n) to obtain a new sequence S;‘ . The
subscripts i1i> corresponds to the values of Kf4 (i =1,2,...,n).Then, Sy, S5 form
new Bell states. According to the new Bell states, Alice prepares their correspond-
ing logical Bell states Sy(1), S;(l) as follows. Logical Bell states Si(1), S;(l) are
composed of logical qubits A(two physical qubits A1 and A;) and logical qubits
B(two physical qubits By and B,). Alice performs a permutation operation [ [, on
Si(1) to obtain a randomized sequence Sj ;). Then, Alice randomly selects enough
decoy photons from set {|04p), |14p)} or {|+4p), |—ap)} and inserts sequences S;‘(l)
and S;‘( ) to obtain two new sequences Si“(*l) and S;E“l). Finally, she sends the two
new sequences to Bob.

1
|G 414281 By = 75104} 0ap) + [1ap)1ap)) 4,428, 5,

e g
ﬁ(|¢ NOT)Y — 17" DA BiAB,
1

E('Odpﬂodp) - |1dp>|1dp>)A1AzBle

|bap)A1A2B1B, =
1

ﬁ(|¢_>|¢+) —1¢)P 7)) A, B1 2By (10)

1
[Wap) A1 AsBi By = 75 10ap)1Lap) + 11ap)10ap)) 1142,

1
= —= (O = W)Y Darsia

V2
1
|¢JP)A1A23132 = E('Odpﬂldp) - |1d]7>|0d17>)A1AzBlBQ
= (O = WO Db ast (an
\/i 1514202

After Bob receives sequences Sf(*l) and Sik(*l), Alice and Bob perform the sec-
ond eavesdropping detection. The second eavesdropping detection is the same as
the first eavesdropping detection. If the error rate is lower than the predetermined
threshold, both parties continue the following steps. Otherwise, they will terminate
the agreement and start again.

Bob publicly announces the value of K, where Kj; = Kp & Hp = (Kl]; o
Hé)”(K% @ H§)|| ... I(K% @ Hpg), through the classical channel. According to
the value of Hp, Alice can calculate K p and get the shared key K.

Alice publicly announces the permutation operation [[,, and Bob performs the
corresponding inverse permutation on the sequence ST(I) to obtain the original
sequence Sy(1). Next, Bob performs Bell measurements on the particles Ay, By
and A, B in sequences Sj(1) and S;‘(l). Based on the measurement results, Bob
can know the logical Bell states constituted by Sy(1) and S;‘(l), thus know the Bell
states constituted by i, S; . According to the initial Bell states, Bob can calculate
K 4 and generate the shared key K.
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3.2 The QKA Protocol Under Collective-Rotation Noise

As the first QKA protocol, Alice and Bob want to negotiate a common key K. The
negotiation steps are as follows.

Step 1

Step 2

Step 3

Step 4

Alice prepares n logical GHZ states |n,)apc:

1
Inr)apc = —=(10)10)[0,) + [DIDI1-))aBc

V2

1
§(|0>A|O>B|¢+>C1C2 +Dall)Ble)cic)), 12)

and divides all particles into three sequences S1, S» and S3, where sequence S; is
composed of the i-th particle of all |n,)apc states. In S3, the logical qubit C is
composed of two physical qubits C; and C,. Meanwhile, all the physical qubits
C form the sequence S3; and C; form S3;. Alice randomly selects enough decoy
particles from set {|0,), |1,), |[4+,), |[—+)} and inserts them into sequences S3 to
obtain new sequences S3. Alice sends S5 to Bob and retains sequences S; and 5.
When Bob receives sequence S, Alice announces the position of the decoy par-
ticles and the corresponding measurement basis {|0,), |1,)} or {|+,), |—,)}. Then,
Bob uses the correct measurement basis to measure the corresponding decoy
logical particles and tells Alice the measurement results. Alice compares the mea-
surement results with the initial states of the decoy particles and calculates the
error rate. If the error rate less than a predetermined threshold, the protocol contin-
ues. If the error rate exceeds the threshold, Alice and Bob terminate the agreement
and restart.

After security detection, Bob discards the decoy particles and recovers sequence
S3. At this point, Alice, Bob share n |5,) states, Alice performs Z basis measure-
ment on the corresponding particles in sequences S; and S,, while Bob performs
Bell measurement on the particles C1 and C» in S3; and S3», Alice and Bob nego-
tiate coding rules, |00) — 00, |11) — 11, |01) — 01, |10) — 10. Alice records
the measurement results as Hy = H}l1 ||H§ II...||H?, where H/’; is the i-th mea-
surement of Alice. Due to the measurement correlation of |n)4pc, Alice and Bob
can infer each other’s measurement results. That is to say, Bob knows Alice’s mea-
sured value H,. Alice knows the initial Bell states consisting of the corresponding
particles in sequence S3.

Bob performs the U, ;, operation on the particles C; of the sequence S3;, according
to his own key Kg (i =1,2,...,n) to obtain a new sequence S;z. The subscripts
i1ip corresponds to the values of K% (i =1,2,...,n). Then, S31, 3, form new
Bell states. According to the new Bell states, Bob prepares their corresponding log-
ical Bell states S3(1, S35, as follows. Logical Bell states S3(1), 53, are composed
of logical qubit C(two physical qubits Cy; and Cj>) and logical qubit Ca(two
physical qubits C»1 and C22). Then, Bob performs a permutation operation [ [, on
S3(1) to obtain a randomized sequence S;‘(l) and randomly selects enough decoy
photons from set {|0,), |1,), |+), |—r)} inserts sequences S;*(l) and S_;:(z) to obtain
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Step 5

Step 6

Step 7

two new sequences S;‘(*l ) and S;E‘z). Finally, he sends the two sequences to Alice.

1
|¢;’_>C11C12C21C22 = 7(|0r>|0r> + |1r>|1r>)C11C12C21C22

\/»
(|¢+>|¢+> + W )|1/f_>)C11C21C12C22

(|¢ >|¢ )Jf_ |1/,+>|1//+>)C1]C21C12C22

|wr+>C11C]2C21C22 = (|0 + Il >|0r>)C11C]2C21C22

[
|¢r_>C11C12C21C22 = [(|0 |1r)|1r))C11C12C21C22
f
f

- — +y + -
«/E(|¢ )W ) hlf >|¢ ))C11C2|C12C22

|w;>C11C12C21C22 E(lorﬂlr) - |lr>|0r>)C11C12C21C22

= %(Wﬂhﬂ_) - |¢_>|¢+))C11C21C12C22~ (13)
After Alice receives sequences S;*l) and S;‘*z , Alice and Bob perform the sec-
ond eavesdropping detection. The second eavesdroppmg detection is the same as
the first eavesdropping detection. If the error rate is lower than the predetermined
threshold, both parties continue the following steps. Otherwise, they will terminate
the agreement and start again.
Alice tells Bob the value of K%, where K% = Ko @ Hy = (K} ® HDII(K3 &
Hﬁ)” ... (K} & H}). According to the value of Hy, Bob can infer K4 and
calculate the shared key K of both parties.
Bob publicly announces the permutation operation [[,, and Alice performs the
corresponding inverse permutation operation on the sequence Ss( ) to obtain the
original sequence S3(1). Next, Alice performs Bell measurements on the particles
Ci1, C21 and Cy2, Cy; in sequences S3(1y and Sgk(z). Based on the measurement
results, Bob is able to know the logical Bell states constituted by S3(1) and S;(z)’
thus know the Bell states constituted by S3i, S;“z. According to the initial Bell
states, Bob can calculate K 4 and generate the shared key K.

4 Security Analysis

In the above QKA protocols, the transmitted particles are logical particles that immune
to noise interference. Therefore, the two QKA protocols can resist collective dephasing
noise and collective rotation noise respectively. In this section, we will discuss the security
of the two protocols. The QKA protocol mainly involves two kinds of attacks, including
participant attacks and outsider attacks, the outsider attacks include Trojan-horse attack,
Intercept-resend attack, Measure-resend attack and Entangle-measure attack. The security
analysis will show that the proposed QKA protocols can completely resist these attacks.

Participant attacks The delay measurement technique ensures that Bob cannot know the
key K4 before he announces K7, so he cannot change his key Kp according to K 4.
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Therefore, he cannot successfully execute the participant attack. On the other hand, Alice
can only deduce Kp after sending the encoded information to Bob, so he can’t change
K 4 according to K p. Thus, Alice can’t execute participant attack either.

Trojan-horse attack Trojan attacks mainly include invisible photonic eavesdrop-
ping(IPE) and delayed photonic Trojan attacks [24]. Our propose first protocol under
collective-dephasing is a one-way QKA protocol. All particles are transmitted only once
in the channel, the Trojan-horse attacker has no chance to extract the spy photons from
the particle sequences. But in the second protocol under collective-rotation, since the
sequence S3 is transmitted twice in the quantum channel, it is possible to receive a Tro-
jan horse attack during the transmission. Fortunately, current technology is well able
to defend against such attacks. To be protected from Eve’s IPE attack, a filter is added
before all of Bob’s devices so that Eve’s invisible photons will be eavesdropped, and a
photon splitter (PNS) is able to split each signal into two parts, thus enabling protection
from delayed photon Trojan-horse attacks. In conclusion, in our protocols, an outside
eavesdropper Eve is unable to get the agreement key by performing Trojan-horse attack.

Intercept-resend attack Take the QKA protocol under collective dephasing noise as an
example. If Eve executes the intercept-resend attack, he intercepts S3 firstly, and then
sends the prepared sequence to Bob. However, Eve does not know the position of the
decoy particles in sequence S} and the measurement basis used, so the sequences forged
by Eve cannot pass the first security detection. Similarly, when Eve intercepts S}* and
Si" *, its malicious behavior will also be found in the second security detection. When m
decoy particles are used to detect this eavesdropping attack, the probability of Eve attack
being found is 1 — 2%

Measure-resend attack Take the first protocol as an example. Suppose Eve can perform
measure-resend attacks on particles in sequences S}, S* and S;* respectively. However,
the measurement of Eve will affect the status of decoy particles in S, S7* and S$3*. In
the first and second security tests, the probability of Eve attack being found is 1 — ( %)’”
(m refers to the number of decoy particles).

Entangle-measure attack In both protocols, assuming that Eve wants to perform an
entangle-measure attack on the protocol using his pre-prepared auxiliary particles, he
needs to perform the operation U on the intercepted quantum state. As an example, the
process and results of the QKA protocol for immune collective dephasing noise are as
follows.

U(104p)| EY) = a0l00)|eoo) + ao1|01)leqr) + a0]10)lero) +arr|11)lenn)  (14)
U(|1ap) 1 E)) = bool00)|ego) + bor01)lef,) + biol10)[efo) + bri[11)lef;)  (15)

. 1 ~ .
U(|+ EY) = —(U|0, E)+ U]l E
(IH+ap)E)) \/5( [04p) | E) [Lap)|E))
1
= 5[|¢+)(a00|600> + aitlerr) + boolegy) + brilel))

+|¢7 ) (aooleon) — arilerr) + boolegy) — brilel;))
+1¥ ) (@o1leor) + arolero) + boiled;) + biolefo))
+[¥ ") (ao1leor) — aiolero) + boiles,) — biolefp))] (16)
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Fig. 1 Effect of changes in the number of decoy particles and quantum states on the qubit efficiency

~ 1~ ~
U(l=ap)|E)) = —=(U0ap)|E) = Ullap)| E))

V2

1 + * *
= §[|¢ )(agoleoo) + atilerr) — boolegg) — biiley;))

+|¢ ™) (aooleoo) — attlerr) — boolegy) + brilel;))
+1¥ ) (ao1leor) + arolero) — boilel;) — biolety))
+|¥ ") (ao1leor) — arolero) — boiley,) + biolefp))]. 17

Where, |eqo), |€01> le1o), lert)s legy)s legy )» lely), le],) are pure states determined by unitary
transformation U, and |aoo|> +lao1 |+ lato*+lan > = 1, boo >+ [bo1 >+ [bio[2 +1b11]* =
1. If Eve wants to successfully pass the security detection, the following equations must
hold.

aopl00) |ego) + a10/10)|e1o) + arr|1l)]err) =

boo|00) |ego) + b11]11)|er1) + bo1101)|eor) =

l¢T ) (@ooleoo) + arilerr) + boolegy) + biilef; N+
)

0
0

|9~ ) (aooleoo) — aiilerr) + b00|€()()> - b11|€11 )+ (18)
[¥ ") (ao1leor) — aiolero) + boiles;) — biolefo)] =
|6) (acoleoo) + arilern) — boolego) — briler; )+
|¢ ™) (aooleon) — atlerr) — booledy) + biilel; ))+
[¥ ) (aotleor) + aiolero) — botled,) — biolely)) =
According to (18), |ago| = laiol = lai1] = |bool = |bo1| = |b11] = 0, |eo1) = |e};). Obvi-

ously, if Eve doesn’t want to be found in the security detection, he won’t get any information
about the shared key. Therefore, the protocol can resist entangle-measure attacks.
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Table 2 Comparison of our protocol and the other QKA protocols

QKA protocol Quantum resource Quantum measurement basis Efficiency
Huang’s [15] Logical Bell states Single particles 16.67%
He’s [17] Logical x states Bell basis and single particles 21.05%
Yang’s [20] Logical Bell states Logical Bell basis 21.05%
Wang’s [21] Bell states Bell basis and cluster basis 25%
Gao’s [18] Logical x states Bell basis and single particles 26.67%
Tang’s [22] Logical Bell states X-basis and Bell-basis 27.27%
Ours Logical GHZ states X-basis and Bell-basis 28.57%

5 Efficiency Analysis

In QKA protocol, Cabello’s [25] method is used to evaluate qubit efficiency which is defined

as
c

qg+b’
where ¢ is the number of classical bits negotiated, ¢ is the number of qubits (includ-
ing the number of decoy particles) used in the protocol and b is the number of classical
bits exchanged for decoding the message. In the proposed QKA protocol, the number of
classical bits negotiated is ¢ = 4n, the total number of qubits used in the protocol is
q = 6n+2m + 4m, Bob decodes Alice’s key by U-transformations, so the number of clas-
sical bits exchanged for decoding the message is 2n. Therefore, the qubit efficiency of this
protocol is as follows: n = W‘%, where m refers to the number of decoy parti-
cles, n refers to the number of quantum states. As shown in the Fig. 1. when m < n, on
the left side of the line m = n, this case is considered as an unclassified condition and
should be excluded. When m > n, the value of the qubit efficiency in this case becomes
lower. The value of the qubit efficiency reaches the optimal value only when m = n, i.e.
n= % = 28.57%. The comparison between this protocol and the existing secure QKA pro-
tocols that are resistant to collective noise is shown in the Table 2. Obviously, our protocols
have higher qubit efficiency.

n 19

6 Conclusion

In this paper, two QKA protocols immune to collective dephasing noise and collective rota-
tion noise are proposed by exploiting the measurement correlation of three-particle GHZ
states, respectively. The qubit efficiency reaches 28.57%, which improves the efficiency.
Besides, the proposed protocols only use Bell measurements and X basis measurements,
which can be easily implemented in the existing technology. Finally, the security analysis
also shows that the proposed protocols are resistant to external attacks and internal par-
ticipants attacks. Using the logical GHZ state, our proposed QKA protocols immune to
collective noise is more efficient than previous protocols. But in fact, this efficiency is still
extremely low. Therefore, how to improve the efficiency of QKA protocols that are immune
to noise may be the next step we should consider.
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