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Abstract
Quantum key agreement (QKA) is an important branch of quantum cryptography. In
this paper, we propose a mutual authenticated semi-honest key agreement scheme
with Greenberger-Home-Zeilinger-like (GHZ-like) state. A semi-honest third-party
Trent can help Alice and Bob to achieve mutual authentication and key agreement
without getting any information about the session key between them. Firstly, Alice
and Bob have shared necessary information with Trent respectively in a secure way,
and keep each other confidential. Trent prepares the three-particle GHZ-like states
and shares them with Alice and Bob. Secondly, Trent uses hash security function to
get a set with equal subscripts, and then divides into authentication set and negoti-
ation set. The authentication set is used to realize the security authentication of
three-party identities, while the negotiation set is used for negotiating the session
key. Finally, on the premise of passing the three-party authentication, Alice and Bob
carry out the GHZ-like states encryption communication according to the negotia-
tion subset provided by the third party. Through security analysis and efficiency
analysis, our proposed protocol can effectively resist external eavesdropping and
internal eavesdropping, and have high communication efficiency.
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1 Introduction

Different from traditional encryption, quantum cryptography is based on Heisenberg’s uncer-
tainty principle and quantum no-cloning theorem to ensure the security of quantum commu-
nication, for example, Quantum states are used as Truly Random Numbers carrier to realize the
secure transmission of information. In recent years, with the continuous expansion of the
application field of quantum cryptography, quantum key agreement (QKA) has become a
research focus and an important part of quantum cryptography [1–11].

In 2004, Zhou et al. [1] propoesd the first QKA protocol, in which the communication parties
jointly determine the shared key. However, Tsai and Hwang [2] pointed out that Zhou et al.’s
protocol can fully determine the share key by one-party. In 2006, Liu and Zheng [3] proposed that
there may beman-in-the-middle attack in QKA protocol, whichmay lead to information leakage. In
2010, Chong et al. [4] put forward a new QKA protocol based on BB84 to establish and share the
key between the communication parties, and used the technique of delayed measurement to provide
security. In 2013, Liu et al. [5] proposed the first securemulti-party QKAprotocol for internal attack
and external attack. Then Shi and Zhong [6] pointed out that Liu et al.’s protocol exsited dishonest
participants. On this basis, a two-party or multi-party QKA protocol which can achieve security
communication without the help of a third party was proposed. However, the efficiency of the
above-mentioned protocols were not satisfactory. Then in 2016, Sun et al. [7] proposed a secure
multi-party QKA protocol without entanglement states and can reduce the complexity of the
computation and improve the efficiency of the protocol. One year later, Mohajer and Eslami [8]
pointed out that Sun et al.’s protocol cannot provide security when participants are not authenticated,
and made further improvements for this attack. Only a few multi-party QKA can achieve real
security and effiency. So Huang et al. [9] proposed an multi-party QKAwith single photons, which
had high quantum bit efficiency and measurement efficiency. In 2019, Huang and Yang [10]
designed a secure QKA and introduced a trusted third party to detect dishonest participants to resist
participant attacks. In 2020, Tang et al. [11] proposed a circle-type multiparty QKA, which is based
on two non-orthogonal bases single particles.

Most of the above researches on QKA protocols mainly focus on two-party or multi-party,
without mentioning entanglement resources. In practical applications, the QKA protocol combined
with entangled resources has more practical value, such as Bell state, GHZ state and cluster state
[12–23].

As early as 2004, Hsued and Chen [12] have proposed a QKA protocol with maximum
entanglement states. In 2011, Chong et al. [13] pointed out that there were two security flaws
in the QKA protocol proposed by Hsued and Chen, and proposed a possible solution. In 2014,
Shukla et al. [14] proposed two QKA protocols based on Bell state and Bell measurement,
which had high security. Then Zhu and Hu [15] pointed out that Shukla et al.’s protocols were
not safe for any participant in the protocol can directly obtain other two participants’ secret
keys. Compared with other exsited two-party QKA protocols, Shen et al. [16] proposed two-
party QKA scheme based on cluster state, which can effectively resist participant attack and
external attack. In the same year, Xu and Wen [17] put forward a new three-party QKA
protocol based on GHZ states, and everyone need to perform single-particle measurements
only. However, Gu et al. [18] pointed out that Xu et al.’s protocol cannot provide relative
fairness between participants and proposed an improved QKA protocol. In 2015, He and Ma
[19] propoesd a two-party and a three-party QKA protocols based on unitary operations and
Cluster state, which can effectively resist participant attack and external attack, and had high
qubit efficiency. In 2016, He andMa [20] propoesd a two-party QKA protocols based on GHZ
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states and the double CNOT operation, which realized the fair establishment of shared key,
and can resist common attacks without information leakage. One year later, He and Ma [21]
proposed two robust QKA protocols based on logical GHZ states and Bell states, with the help
of decoy state technology can resist external attacks. In 2020, Zhou et al. [22] propoesd a semi-
quantum key agreement protocol based on four-qubit cluster state, which enables more parties
to participate in and reduces the quantum channel. Later, Tang and Shi [23] put forward a two-
party and a three-party controlled QKA based on GHZ states and Bell measurements.

Combined with entanglement resources, QKA protocols have been applied well. In this paper,
based on the QKA protocol, we introduce a third party and implement secure communication with
GHZ-like state. The third party Trent provides entangled resources for authentication and key
agreement. On the one hand, Trent can achieve pairwise authentication with both sides of the
communication, thus providing higher security. On the other hand, according to the encryption rules,
the subset provided by Trent can be used for the key agreement of communicators.

The rest of the paper is organized as follows: Some preliminaries are given in Section 2. In
Section 3, we describe the concrete steps of quantum dialogue. Next, a security analysis is
described in Section 4. Then, an efficiency analysis is given in section 5. This paper is finally
concluded in Section 6.

2 Preliminaries

2.1 GHZ-Like States

The GHZ-like state is prepared with GHZ state and Hadamard operation. To begin with,
the three-particle GHZ state is widely used in quantum communication, it can be
expressed as:

GHZj i123 ¼
ffiffiffi
2

p

2
000j i þ 111j ið Þ123 ð1Þ

Secondly, the Hadamard operation can be expressed as:

H ¼
ffiffiffi
2

p

2
0j i þ 1j ið Þ 0h j þ 0j i− 1j ið Þ 1h j½ � ð2Þ

þj i ¼
ffiffiffi
2

p

2
0j i þ 1j ið Þ; −j i ¼

ffiffiffi
2

p

2
0j i− 1j ið Þ ð3Þ

And the main calculation formulas can be expressed as:

þþj i ¼ 1

2
00j i þ 01j i þ 10j i þ 11j ið Þ; −−j i ¼ 1

2
00j i− 01j i− 10j i þ 11j ið Þ ð4Þ

Thirdly, the GHZ-like state can be expressed as:

GHZ−likej i123 ¼ H1H2H3 GHZj i123 ¼
ffiffiffi
2

p

2
þþþj i þ −−−j ið Þ123

¼ 1

2
000j i þ 011j i þ 110j i þ 101j ið Þ123 ð5Þ
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The QKA protocol we designed is based on GHZ-like state, and the GHZ-like state is
described in Eq. (5). In the ideal situations, all the measurement results of the three parties
should meet Table 1. “0” represents the measurement result {|0〉, |+〉} and “1” represents the
measurement result {|1〉, |−〉}..

In this study, there are three participants in the communication, Alice, Bob and Trent. Alice
and Bob play the roles of legitimate participants in the communication, while Trent is a semi-
honest third party. KAT and KBTrepresent the shared keys of Alice, Bob with Trent, respec-
tively. Trent performs secure hash function H to obtain a set C. C can also provide authen-
tication set and negotiation set to determine the measurement base. All three parties keep their
secrets to each other. The whole communication consists of three stages, including initializa-
tion and measurement stage, authentication stage and key agreement stage. The following text
details the different stages of communication Figs. 1 and 2.

2.2 Notations

The concrete notations used here after are shown in Table 2.

2.3 Semi-Honest Party

Semi-honest parties [24] follow the protocol steps, but they try to extract information about
other entities’ input or output. For different system and goals, semi-honest has the different
meanings. For example, in Fig. 3, Alice and Bob want to authenticate each other and get
session key by the helping Trent, because Trent has their authenticated information. In this
case, Trent is a semi-honest party, because he follows the protocol steps faithfully, and they
also want get the session key between Alice and Bob.

3 The Proposed Protocol

3.1 Initialization and Measurement Stage

StepI1 Alice and Bob have shared KAT and KBT with Trent. Trent selects a large random

number r and computes KAT ¼ H KAT∥rð Þ and KBT ¼ H KBT∥rð Þ, which are used to
determine authentication set and negotiation set. Trent prepares D groups of GHZ-like
state, it can be denoted as: P1(1), P1(2), P1(3); P2(1), P2(2), P2(3);…; PD(1), PD(2), PD(3).
Trent is responsible for collecting each group of GHZ-like state to form three groups of

Table 1 Measuring results of three parties

Measuring base Trent Alice Bob

Z-base 1 0 1
1 0

0 1 1
0 0

X-base 1 1 1
0 0 0
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particle sequences SA, SB, ST. Trent sends SA and r to Alice, and sends SB and r to Bob
and keeps ST by itself. SA, SB, ST can be expressed as:

SA : P1 1ð Þ;P2 1ð Þ;P3 1ð Þ;P4 1ð Þ;…;PD 1ð Þ½ �
SB : P1 2ð Þ;P2 2ð Þ;P3 2ð Þ;P4 2ð Þ;…;PD 2ð Þ½ �
ST : P1 3ð Þ;P2 3ð Þ;P3 3ð Þ;P4 3ð Þ;…;PD 3ð Þ½ �

StepI2 Alice and Bob execute KAT and KBT respectively. Both Alice and Bob keep confiden-
tial from each other. At this stage, Alice and Bob wait for the notification of Trent. Trent

performs KATi ¼ KBTi and gets a set C whose corresponding bits are equal. Trent randomly

Fig. 1 Process of initialization stage

Fig. 2 Process of authentication stage
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chooses a subset Sub(i) fromC andmeasures the corresponding particlePi(3) in ST. Later, Trent
sends Sub(i) toAlice andBob.According to Table 3 (TheRule), Trent, Alice andBob select Z-
base for measurement when KATi ¼ KBTi ¼ 0. Trent, Alice and Bob select X-base for

measurement when KATi ¼ KBTi ¼ 1. Alice combines Sub(i) and KAT to know which
corresponding bit is equal to Bob. Then Alice measures the corresponding particle Pi(1) in
SA, Bob measures the corresponding particle Pi(2) in SB. Under ideal conditions, measurement
results of the three parties shall meet Table 1. For instance, Trent randomly chooses Sub(4)
from C and measures the corresponding particle P4(3) in ST. Trent sends Sub(4) to Alice and
Bob, they measure P4(1) and P4(2) respectively. All the processes of initialization and
measurement stage can be see in the Fig. 1.

3.2 Authentication Stage

In the Fig. 2, Trent finds out a subset which conform to KATi ¼ KBTi ¼ 1 and named them set
Au, we use X-base to measure the corresponding particles. Trent informs Alice and Bob about
the orders of Au through classical channel.

Table 2 Notations

Symbol Definition

KAT Alice’s communication identity ID
KAT Bob’s communication identity ID

KAT KAT ¼ H KAT∥rð Þ

KBT KBT ¼ H KBT∥rð Þ
KAB The final session key between Alice and Bob
H secure hash function
r a random number
|| concatenation operation
C a set of equal subscripts operated on by the H
Au an authentication set corresponding to bit 1
Ne a negotiation set corresponding to bit 0
Sub(i) a subset of set C

Fig. 3 Process of key agreement stage
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Remark1: Inform the orders (subscripts) will not reveal the finalmeasured values of theAu: For
example, KAT ¼ 10110110;KBT ¼ 10010100, the Au= {1, 4, 6}, Trent informs Alice and
Bob the sets {1, 4, 6}, and anyone (including Eve, based on the Kerckhoffs principle: anyone
knows all the protocol’s process except the secret keys) know the real values are {111} and to
measure these particles by X-base, but this is meaningless, because these entangled particles
have been distributed toAlice andBob, and only Alice and Bob can confirm the final values of
the particles by measurement (see Table 1).
StepA1We need Au to authenticate that Trent is honest. Trent randomly selects a number t
from Au and measures the corresponding particle Pt(3) in ST. Trent informs Alice and Bob
about t and measurement results. Alice and Bob measure the corresponding particle Pt(1)
and Pt(2) in SA and SB. Then, they release measurement results through the classical
channel. According to Table 3, the measurement results of the three parties should be
consistent. Alice calculates the error rate from Trent and Bob’s measurement results. Bob
does the same thing. If the error rate is higher than a threshold, Trent might be an
eavesdropper. Alice and Bob should announce stopping this communication.
StepA2 Alice can be authenticated through Au. Alice randomly selects a remaining
number a from Au and measures the corresponding particle Pa(1) in SA. The following
steps are the same as StepA1.
StepA3 After authenticating Alice and Trent, we need authenticate Bob. Bob randomly
selects a remaining number b from Au and measures the corresponding particle Pb(2) in
SB. Bob performs the same authentication operation just like Alice and Trent.

3.3 Key Agreement Stage

After the three parties have been authenticated each other, the communication enters the key

agreement stage. Trent finds out a subset which conform to KATi ¼ KBTi ¼ 0 and named them

set Ne. According to KATi ¼ KBTi ¼ 1 stipulated in the authentication stage, we use Z-base to
measure corresponding particles.Trent informs Alice and Bob about Ne through classical channel.

Remark2: Inform the orders (subscripts) will not reveal the final measured values of the
Ne which has the same explanation with Remark1.
StepK1 Trent randomly selects some numbers from Ne and measures the corresponding
particles in ST. Trent informs Alice and Bob about sequence numbers and measurement
results. Alice and Bob measure the corresponding particles in SA and SB respectively.
StepK2 Based on the encryption rule EQ, Alice and Bob encode their own particle
sequences. The encryption rule EQ is:

Table 3 Measuring bases

Trent, Alice, Bob

KATi ¼ KBTi ¼ 0
Z-base

KATi ¼ KBTi ¼ 1
X-base
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(1) When Trent’s corresponding measurement reslut is 1, Alice negotiates with Bob. If
Bob’s corresponding measurement reslut is 1, Alice performs the unitary operation
X = |0〉〈1| + |1〉〈0|. If Bob’s corresponding measurement result is 0, Alice performs the
unitary operation X = |0〉〈1| + |1〉〈0|.

(2) When Trent’s corresponding measurement result is 0, Alice negotiates with Bob. If
Bob’s corresponding measurement reslut is 1, Alice performs the constant operation
I = |0〉〈0| + |1〉〈1|. If Bob’s corresponding measurement reslut is 0, Alice performs the
constant operation I = |0〉〈0| + |1〉〈1|.

After encryption rule EQ, Alice and Bob get corresponding particle sequences S'Aand S'B
respectively. And it is denoted as:

KAB ¼ S0A ¼ P1 1ð Þ;P2 1ð Þ;P3 1ð Þ;…;PK 1ð Þ½ �
KBA ¼ S0B ¼ P1 2ð Þ;P2 2ð Þ;P3 2ð Þ;…;PK 2ð Þ½ �

At this point, Trent gets nothing inofrmation about the session key KAB between Alice and
Bob, and the communication information between Alice and Bob can be encrypted by are KAB/
(KBA), which can be expressed as Alice sends EKAB MAð Þ to Bob and Bob sends EKBA MBð Þ to
Alice, see in the Fig. 3.

4 Security Analysis

4.1 Semi-Honest Trent Attack

In the proposed semi-honest three-party authentication quantum key agreement protocol, the
third-party Trent participates in the communication as the authenticator and resource provider,
and Trent is responsible for preparing and allocating entangled particles to Alice and Bob.
Compared with other QKA protocols, this protocol provides effective mutual authentication
among the three-party by using entanglement resources.

Supposed that Trent is an internal eavesdropper (or called semi-honest party) who has
access to some entangled resources from the beginning, and he can follow the protocol steps
faithfully, but he tries to extract session key KAB between Alice and Bob in our instance.

Then in the initialization stage, Trent prepared three-particle GHZ-like state, SA, SB, ST, if
Trent wants to cheat before allocating entangled particles and measure SA and SB, then Alice
and Bob will analyze this behavior in later error rate calculation to determine Trent’s
dishonesty. If Trent allocates entangled resources according to the normal process, it can
successfully distribute the authentication subset Au to Alice and Bob, although the three parties
choose the same base to measure in the authentication stage. In the authentication, Trent must
follow the protocol steps faithfully or Alice/Bob will detect it immediately. In the authentica-

tion, based on KATi ¼ KBTi ¼ 1, all the three-party will use X-base to measure their own local
particles and authenticate each other. Although Trent knows all the values of Alice and Bob
based on Table 1, this is just authenticated phase which is not affecting the values of
negotiation phase between Alice and Bob.

Next, if Trent, Alice and Bob achieve mutual authentication, they can provide negotiation
subset Ne successfully in the key agreement stage. Trent chooses Z-base to measure, according
to Table 1 and encryption rule EQ, when Trent’s corresponding particle is 1 or 0, it cannot
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judge the measurement result of Alice and Bob. In other words, there is no cheating before
Trent distributes entangled resources SA and SB, the probability of not being found is 1

2 for each

qubit for Trent. In addition, the probability of Trent’s attack being found is 1− 1
2

� �L
. L denotes

the length of KAB. We can find that with the increase of KAB, and the probability of Trent’s
attack being found tends to be 1. Therefore, we can effectively resist internal attack (semi-
honest Trent attack).

4.2 External Attack

In external eavesdropping, eavesdropper Eve often uses eavesdropping-resending, measuring-
resending and entanglement–measurement to obtain information [25].

Eve is supposed to obtain the initial state of entangled particles to launch eavesdropping-
resending, measuring-resending attacks. If Eve measures the obtained particles, randomly
selects Z-base or X-base for three-party authentication. According to the quantum collapse
principle, this will bring high error rate. If they can enter the negotiation stage successfully,
Alice and Bob encrypt the information to be sent by using the encryption rule EQ after
negotiation. Since the entangled particle state of Alice and Bob cannot be calculated, the
communication information between Alice and Bob cannot be stolen.

While in entanglement–measurement attacks, Eve entangles the intercepted particles with the
prepared particles, and uses the entangled particles to obtain useful information. However, according
to Heisenberg’s uncertainty principle and quantum no-cloning theorem, Eve cannot directly obtain
useful information, because Alice and Bob use EQ encryption when sending information, which
affects the entanglement between intercepted particles and prepared particles.

5 Efficiency Analysis

According to references [26], the efficiency of quantum communication is measured by η:

η ¼ c
qþ b

In QKA protocols, c, q, b are numbers of bit of shared key generated by protocol, the used
qubits, classical information used to decode, respectively. In our protocol, the initial length of
each group of particles is D, we also need D bits of classical information to decode. Thus, b =
D.. Compared with key agreement stage, the particles used in the authentication stage can be
ignored. Besides, the length of q and c depends on the set C. Suppose the length of C is D, we
take 1

3D bits for key sharing. Thus, c ¼ 1
3D: In order to maximize the encryption strength, the

key consumed in the key agreement state can be approximately equal to the length of the
shared key. In other words, q≈ 1

3D: Then:

η ¼ c
qþ b

¼
1

3
D

1

3
Dþ D

¼ 25%

In the following part (Table 4), we will make a simple comparison between other QKA
protocols and ours from the following aspects: η, third party, authentication and quantum state
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used. Compared with other QKA protocols, our efficiency is in the middle. We add a semi-
honest third party and implement mutual authentication. Besides, negotiation phase and
authentication phase must be close connection. If negotiation phase is independent of authen-
tication phase, then Eve will may steal information only by attacking negotiation part, which
will make the protocol unsecure.

6 Conclusion

In this paper, we proposed a semi-honest three-party AQKA protocol based on three-particle
GHZ-like states to achieve mutual authentication, true random session key and a semi-honest
Trent. In the whole protocol, Trent prepares entangled particles and performs hash security
function to get the authentication set Au and negotiation set Ne. According to the Au, all the
three-party realize mutual authenticate. After successful authentication, they enter the negoti-
ation stage. Alice and Bob use the Ne to negotiate but Trent gets nothing about the session key
between Alice and Bob. According to the encryption rule EQ, Alice and Bob combined with
their own particle sequences KAB to encrypt information, they can achieve multiple commu-
nications. Compared with the existing QKA protocols, the efficiency of this protocol is
feasible. In the future, we will explore N-qubit entangled states and combine classical cipher
technologies to achieve diversified quantum schemes, such as quantum homomorphic encryp-
tion, blind quantum computation with quantum entangled states.
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