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Abstract

As is known to all that entities authentication can provides secure communication for
QSS protocol. In this paper, the authors propose a novel semi-quantum secret sharing
(SQSS) scheme where identity authentication is adopted to verify the identification of part-
ners in communication based on GHZ-type states. Any related quantum operations can be
performed by the quantum Alice, however, classical partners can only perform classical
operations on the transmitted qubits as well as unitary transformation. In addition, the paper
also shows that the protocol is secure resist some eavesdropping attacks.
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1 Introduction

Quantum cryptography is a new discipline that combines quantum physics with cryptog-
raphy, which is a new cryptographic structure that can implement quantum cryptography
by applying quantum physics, and it mainly involves the quantum key distribution (QKD)
[1, 2], quantum identity authentication (QIA) [3, 4], quantum secure direct communication
(QSDC) [5, 6] and quantum secret sharing (QSS) [7-9], etc. The fundamental idea of QSS
is that the sender Alice can split a secret message into several parts and sends them to every
receiver so that the secret message can not be restructured by each of the individual. QSS
has three intentions: distributing secret keys, sharing classical secret messages and shar-
ing quantum secrets (unknown quantum states) among amount of parties. In 1999, Hillery
et al. [7] proposed the first QSS protocol that can safely share secret information by using
three-particle GHZ entangled states as a quantum resource. However, existing QSS proto-
cols require users to have full quantum capabilities. Obviously, it is unrealistic that each
participant has the high quantum resource and preparation or measuring of the capability
of an arbitrary quantum state. To resolve these problems, Boyer et al. [10] first put forward
the concept of a semi-quantum cryptography scheme based on the BB84 protocol in 2007.
Then in 2009, Boyer et al. [11] further improved the semi-quantum concept by using single
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photons as quantum resources. Since then, semi-quantum idea has been applied to different
quantum information processing work, such as semi-quantum key distribution (SQKD) [12,
13], semi-quantum secure direct communication (SQSDC) [14] and semi-quantum secret
sharing (SQSS) [15-17] etc. Moreover, the introduction of the idea of semi-quantum into
QSS makes the QSS protocol more easily to be implemented in the actual systems while
saving quantum resources. The characteristics of SQSS has been constantly attracting schol-
ars to study and discuss in-depth, and now there are many valuable research results has been
acheived. In 2010, Li et al. [15] put forward to two SQSS schemes by using maximally
entangled GHZ states, only one of which has all quantum capabilities. In 2016, Gao et al.
[17] presented a multi-party SQSS scheme by using Bell states as quantum resources.

Furthermore, identity authentication can provide secure communication for QSS proto-
col. It is the procedure of verifying the identification of partner in communication, to protect
a communication from malicious attacker pretending to be a legitimate partner. In 2004,
Nguyen [18] proposed a quantum dialogue (QD) protocol to achieve the process of quan-
tum identity authentication, in which the sender and the receiver can exchange their secret
message simultaneously. Since then, many QD protocols have been proposed [19-21].

Based on the above analysis, the authors realized that although the previous SQSS pro-
tocol could withstand most attacks, eavesdroppers may still launch special attacks provided
that the user does not verify the identity of the other party during the security check. Thus
the authors proposed a new SQSS scheme in which two classical partners Bob and Chatrlie,
can simultaneously perform mutual identity authentication by using three-particle entangled
states (GHZ-type states). The idea of entities authentication in the proposed QSS scheme
was inspired by the protocols in Ref. [22]. The difference between our protocol and the
protocol in Ref. [10] is that in the authors’ protocol, the classical Bob and Charlie can also
apply the classical unitary transformation U € {/, x, y, z} (where [ is a 2 x 2 unit matrix,
x, y, z are the usual Pauli matrices) on the qubits respectively. It’s well-known that they
construct a complete basis of any 2 x 2 matrices. And the authors’ protocol is more effi-
cient than the previous protocol. Finally, the result shows that the proposed SQSS scheme
can efficiently resist intercept-resend attack, modification attack and Trojan horse attack.

The rest of this paper is organized as follows: In Section 2, we proposed a SQSS scheme
based on GHZ-type states. In Section 3, we gave an example to further explain our scheme.
In Section 4, we analyzed the security of the scheme from multiple angles. In Section 5, the
proposed SQSS scheme is comprehensively compared with other existing schemes. Finally,
Section 6 we drew the conclusion.

2 The Proposed SQSS Scheme

Assume that the sender Alice wants to share a secret with two classical agents Bob and
Charlie. The protocol includes two phases: the first phase is identity authentication phase
and the second one is SQSS phase. In the first phase, a QD protocol is considered between
Bob and Charlie for authenticating the identity of each other similar as Ref. [18]. The differ-
ence between the protocol and the protocol in Ref. [10] is that Alice prepares N GHZ-type
states, she takes each particle from each state to form three ordered sequences S4, Sg, Sc.
Alice sends Sp sequence to Bob, and sends S¢ sequence to Charlie, then Bob and Charlie
can use the measurement result of Alice to determine the initial states of the Bell states in
the identity authentication phase. In the second phase, Alice shares a message among Bob
and Charlie. The proposed protocol proceeds in the following steps (See Fig. 1):
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Fig.1 The proposed scheme

Step 1 Alice generates N three-particle GHZ-type entangled states, and each one is in the
state:

ABC

—__ = 1
ﬁ(|+++>+| Dasc NG 7 + 1) 72

Where subscript A represents the 1st particle of each state, B describe as the 2nd parti-
cles of each state, and C represents the 3rd particles of each state. She divides these states
into three ordered sequences of qubits:S4 = {A1, A2, -+, An}, Sp = {B1, B2, -+, By},
Sc ={Cy1, Ca,---, Cn}. Then Alice sends sequence Sg, Sc to Bob and Charlie respec-
tively, and retains the quantum sequence S4 for herself.

Step 2 After receiving Sp from Alice, Bob informs Alice that she has received the Sp.
Bob randomly selects n (n; < N/2) qubits from the received sequence Sp as the checking
state, called Cp1, and then informs Alice the positions of Cp; via a public classical channel.
Once the position of Cp; is received, Alice selects the particle composition sequence Caj
at the corresponding position in S4, and using Z-basis {|0), |1)} to measure C4; to obtain
the measurement result Rc,,. Then, Alice sends Rc,, to Bob through the public classic
channel. According to the Rc,,, Bob can deduce whether the particle B and particle C at
the corresponding positions are in state |<p+) = w or |I//+> = M\ﬁ'w)). Then Bob
randomly chooses one of the four unitary operations { Ugo, Up1, Uio, U11}, to be applied on
Cp1. Next, the position of Cp1 will be announced to Charlie.
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Step 3 According to the positions announced from Bob, Charlie chooses the correspond-
ing photons in Sc¢, called Cc, and measures Cc; using Z-basis {|0), |1)} to obtain the
measurement result, Rc,. Charlie also selects n; (n; < N/2) photons as checking pho-
tons, called Cc2, from the remaining Sc. Charlie announces the positions of Ccy to
Alice. Alice takes the action similar to step 2 to choose the corresponding photons in Sy,
called C42, and measures C4» using Z-basis {|0), |1)} to obtain the measurement result,
Rc,,. Then Alice sends Rc,, to Charlie via a public classical channel. Upon receiving
the Rc,,, according to Alice’s measurement result being 0 or 1, Charlie can determine
that particle B and particle C in the corresponding entangled state collapse into entangled
state "P"') = M\glm or |1//+) = %, and randomly applies one of the four unitary
operations {Upo, Uo1, U0, U1} on Ccz. Finally, Charlie sends Rc., and announces the
positions of C¢» to Bob.

Step 4 Upon receiving measurement result R, and the positions of C¢2, Bob first mea-
sures Cp1 using Z-basis {|0), |1)} to obtain the measurement result Rc,, . Then, Bob checks
whether Rc,, and Rc., have deterministic correlation according to Rc,,, as follows. If the
i'" bit of Rc,, is 0, the i"" bit of Rc, and Rc,, are the same, otherwise, the result of the i’"
bit of Rc., and Rc,, is opposite, where i = 1,2, -- -, ny. If it exists correlation, Bob trusts
there is no eavesdropper during the transmission of Sp and simultaneously the identity of
Alice is authenticated. Otherwise, they stop this communication. Subsequently, Bob selects
the corresponding photon in the remaining sequence Sp, called Cp2, according to the posi-
tion of C¢», and uses the Z-basis {|0), | 1)} to measure C g, to obtain the measurement result
Rcy,. Finally, Bob sends Rc,, to Charlie through the public classic channel.

Step 5 Upon receiving measurement result Rc,,, Charlie first measures Cc to obtain the
measurement result Rc.,. Then, Alice checks whether Rc., and Rc,, have deterministic
correlation according to Rc,,. Similar to step 4, if it exists correlation, Charlie trusts there
is no eavesdropper during the transmission of S¢ and simultaneously the identity of Bob is
authenticated. Otherwise, they stop this communication. After that, sequences S, Sp and
Sc remove the authenticated particles, and the remaining sequences convert to S/, S and
S¢., respectively.

Step 6 Next, Alice shares the secret message with Bob and Charlie using S and S..

(i) Bob randomly selects particles in S, to measure with Z-basis and prepares new iden-
tical quantum states to send to Alice (called SHARE); or Bob returns the particles
without any interference (called CHECK). The resent qubits are reordered via dif-
ferent delay lines. At the same time, Charlie does the action similar to Bob. It is
important to note that at least one particle in the same position in S} and S is mea-
sured by both Bob and Charlie, and if there is no such photon, the scheme will be
aborted and restarted.

(i) Alice receives and restores the qubits reflected by Bob and Charlie in quantum mem-
ory, and announces that she has received their reflected particles publicly. Alice asks
Bob and Charlie to announce the actions they take on each particle and the order of
the particles.

(iii) For each particle in §’,, Alice will take four different ACTIONs according to the
actions performed by Bob and Charlie, as illustrated in Table 1.

ACTION 1: Alice measures her own qubit in the Z-basis {|0), |1)}.
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Table 1 Alice’s action on the

particles of checking state Bob’s action Charlie’s action Alice’s action
SHARE SHARE ACTION 1
SHARE CHECK ACTION 2
CHECK SHARE ACTION 3
CHECK CHECK ACTION 4

ACTION 2: Alice combines her qubit with Charlie’s reflected qubit and performs a Bell
measurement.

ACTION 3: Alice combines her own qubit with Bob’s reflected qubit and performs a Bell
measurement.

ACTION 4: Alice combines her own qubit with the two reflected qubits and performs an
appropriate three-particle measurement.

(iv) Alice evaluates the probability of error. If the probability exceeds the preset threshold,
then the communication step terminates. Otherwise, the protocol continues. Bob can
work with Charlie to get the Shared key:

S=Rp®Rc

Here Rp, Rc represent the measurement results of Bob and Charlie respectively. @
represents the XOR operation.

3 An Example

In this section, the authors give an example to show our scheme.

Assume the sequence generated by Alice is {|¢)1, |0)2, |d)3, |d)a, |D)s, |P)6,
|p)7, |¢)s}. Alice takes each particle from each state to form three ordered
sequences Sa={ai, az, a3, aq, as, ae, a7, ag}, Sp={b1, by, b3, ba, bs, b, b7, bg},
Sc ={c1,c2,c3,c4,c5,cq,c7,cg}. Alice sends Sp sequence to Bob, and sends Sc¢
sequence to Charlie. After receiving Sp, we can assume that Bob randomly selects
ny =3 (n; <4) qubits in Sp to form checking sequence Cp| = { by, b2, b3 }, and then
Bob announces the positions of Cp; to Alice. Alice takes the corresponding qubits to
form C41 = { a1, az, a3 } and measures each selected qubits in Z-basis. Assume that the
measurement result Rc,, = { 0,0, 1 } and Bob takes unitary operations Uq, U1, Ujp on
Cp1, then the state of corresponding particle B and particle C is { Iga)fr, Igo)zr, IW); }. Bob
informs Charlie the positions of Cp;. Charlie selected the corresponding particles in Sc to
form C¢c1 = {c1, c2, ¢3}, and measured them with Z-basis to get the measurement results
Rcc, and then Charlie randomly selects ny = 3 (np< 4) qubits in remaining sequence
Sc to form checking sequence Ccy = { c4, c5, c6 }. Assume that RCA2 ={1,1,0}, the
unitary operations of Charlie is U1, Up1, Upo. Then Charlie sends Rc., and the positions
of Ccy to Bob. Next, Bob authenticates the identity of Charlie. If it is valid, Bob sends
Rcy, to Charlie. Charlie authenticates the identity of Bob, and then Alice shares the secret
message with Bob and Charlie using Sy = { b7,bg} and S; ={c7,cs}. If only the 8th
particle is measured by both Bob and Charlie and Rpg = 1, Rcg = 0, remaining photon is
for checking. Finally, Bob and Charlie can get S = 1 according to S = Rpg @ Rcs.
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4 Security Analysis

In this section, the authors analyze the security of the proposed SQSS protocol. There are
three probability attacks: (1) intercept-resend attack; (2) Modification attack; (3) Trojan
horse attack. The outside attacks are much less threatening than internal attacks because dis-
honest participants already know shadows of the secret. Therefore, in the following security
analysis, the authors focus on the attack of the internal dishonest participants. Suppose Bob
is a dishonest participant in the proposed SQSS scheme.

4.1 Intercept-Resend Attack

In the proposed SQSS scheme, dishonest participant, Bob can know the positions of C¢»
and sends the measurement result Rc,, to Charlie. Alice also sends the measurement result
Rc,, to Charlie. When dishonest participant Bob adopts a intercept-and-resend attack, there
are two potential scenarios:

(i) In identity authentication phase, Bob intercepts Rc,, and re-sends a new sequence
composed of |0) and |1) to Charlie. He can get the corresponding states of particle B
and particle B. However, he will be detected in Step 5, because Bob does not know
the unitary operations Uy, = {Ugo, Uo1, U1o, U1}, which Charlie takes on the par-
ticle C. The probability for Bob to know the right unitary operation is 1/4, but the
probability for Bob to finish the identity authentication is 1/2, and the reason is that
when Charlie chooses Upg and Uy, the results that Bob prepares are the same and
when Charlie chooses Uy and Uy, the results that Bob prepares are the same. Conse-
quently, the probability of detecting Bob’s attack is 1 — (%)nz, If ny is large enough,
the probability of detecting Bob’s attack is 1.

(ii) In SQSS phase, Bob intercepts Sc¢ and re-sends a new sequence Sg randomly com-
posed of |0) and [1) to Charlie and then Bob intercepts Rc,, and re-sends a new
sequence composed of |0) and |1) to Charlie. He can get the corresponding states of
particle B and particle C. However, he will be detected in Step 5, because Bob does
not know the unitary operations Uy, € {Uqo, U1, U1o, U1}, which Charlie takes on
the particles in Sg. The probability for dishonest participant Bob to finish the iden-
tity authentication is 1/2. Consequently, the probability of detecting Bob’s attack is

n
1-— (%) ’ , If ny is large enough, the probability of detecting Bob’s attack converges to
1. Accordingly, the proposed SQSS scheme is secure against intercept-resend attack.

4.2 Modification Attack

In the modification attack, the attacker eve deliberately modified the content of the trans-
mitted photon, so that the correspondent could obtain a false or wrong key message without
being discovered. In the identity authentication phase, Eve can perform unitary operations
on the particles in the sequence Sc, so as to modify the particles held by Charlie without
being detected. After receiving Rc,,, Charlie can know each state of corresponding particle
B and particle C. Undoubtedly, Charlie will detect Eve in step 5. Since Charlie knows the
Rc,, and Rc,,, he measures sequence Cc, expecting that Rc., and Rc,,have determin-
istic correlation. In the SQSS phase, Eve can perform unitary operations on the particles in
the sequence S, so as to modify the particles held by Charlie without being detected. How-
ever, Alice knows initial states, after she received the sequence sent from Bob and Charlie,
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Eve will be detected. Therefore, the proposed SQSS scheme can resist modification attack
efficiently.

4.3 Trojan Horse Attack

In the SQSS scheme, the dishonest participant, Bob, can attach some invisible photons to
each particle of S¢ transmitted from Alice to Charlie, and inserting some delay photons in
the same time window to each particle of Sc. By adding a wavelength filter (WF) before all
devices and a photon number splitter (PNS) [23, 24], it can resist the attack.

5 Performance Evaluation and Comparisons

In the section, comparisons are made between the proposed QSS scheme and the schemes in
Refs. [15, 26] and [27-31]. Table 2 show the comparison results, in which the information-
theoretical efficiency [25] is defined as n = by/q; + b;, where b; denotes the secret
information bits transmitted, ¢, denotes the total qubits used (¢; = ¢, + d Where g, denotes
the number of qubits used to simultaneously send messages and d denotes the number of
qubits used for checking sequence.) and b; denotes the classical bits exchanged between
Alice and Bob.

5.1 Comparison with Ref. [15]

Li et al. [15] proposed a semi-quantum secret sharing scheme based on entangled states,
which showed that Alice shared secrets with two classic parties by using the maximum
entangled GHZ state. Behind the perfect scheme, however, there is an attack threat that
cannot be defended against the Trojan horse attack. Compared with Li et al.’s scheme, in
the autors’ scheme, in order to detect Trojan horse attacks, Alice (Bob) can use wavelength
filter (WF) to remove the hidden photons and consume decoy photons in photon splitting
(PNS) to detect delayed photons. In addition, the authors did not insert decoy particles as
safety detection particles.

5.2 Comparison with Ref. [26]
Tsai et al. [26] proposed a semi-quantum secret sharing scheme based on the W states, which
uses the characteristics of semi-quantum to reduce the consumption of quantum resources.

Although this scheme improves the efficiency of qubits, there is a security problem of dis-
honest participants. In other words, the efficiency of qubits is improved at the expense of

Table 2 Comparison of the proposed scheme with other schemes

Protocols n Quantum states used Semi-quantum Identity authentication
Ref.[15] 1/12 GHZ state Yes No
Ref.[26] 1/8 W state No No
Ref.[28] 1/4 Bell state Yes No
Ref.[31] 2/11 Two particle entangled States Yes No
Our protocol 1/4 GHZ type state Yes Yes
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security. In our proposal, the authors introduce quantum identity authentication technol-
ogy to comprehensively improve the efficiency of qubits under the premise of ensuring the
security.

5.3 Comparison with Refs. [27-31]

Based on the EPR states proposed by Gao et al. [28] aimed at the efficient multi-party
quantum secret sharing protocol, Hwang et al. [27] pointed out that this protocol had a low
utilization rate of qubits. Therefore, Hwang et al. proposed a multi-partied quantum secret
sharing protocol based on the GHZ states, which effectively solved the problem of qubit
utilization. Later, Liu et al. found that the protocol proposed by Hwang et al. had security
loopholes. Therefore, Liu et al. [29] proposed an improved scheme to detect the presence of
eavesdroppers by inserting a single photon to deceive it. After that, Xie et al. [30] applied
the semi-quantum technology to the quantum secret protocol and proposed a novel semi-
quantum secret sharing scheme. Subsequently, Yin et al. [31] continued to improve based
on the scheme of Xie et al. and made a phased contribution to improving the efficiency and
safety of qubits.

Communication security is an eternal topic for mankind. Based on the advantages and
disadvantages of the previous scheme, the authors innovatively proposed a semi-quantum
secret sharing scheme based on identity authentication technology. Compared with the pre-
vious one, the authors’ scheme has perfectly applied the identity authentication technology
to the SQSS scheme. It enables to resist the various attacks to prevent the information
leakage thus ensure the security of communication.

6 Conclusions

In this paper, the authors have proposed an authenticated SQSS protocol based on GHZ-type
sates. Before sharing the secret message, participant Bob and Charlie has performed mutual
authentication with each other. Eventually, the participants Bob and Charlie perform the
XOR operation to deduce Alice’s sharing secret. Simultaneously, it shows that the proposed
SQSS protocol can efficiently resist intercept-resend attack, modification attack and Trojan
horse attack. In addition, since the proposed SQSS protocol does not require all participants
to have quantum capabilities, secret sharing can be achieved at a lower cost. Performance
evaluation shows that the qubits efficiency is higher than most existing schemes.
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