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Abstract

Based on four-qubit symmetric W state, the delayed measurement, decoy photos method,
block transmission technique and the dense coding method, a multi-party quantum key
agreement protocol is proposed. By utilizing the delayed measurement and decoy photos
method, the fairness and security of the protocol are ensured. That is, the final generation
key can be got fairly by m participants and the outside eavesdropper (includes Trojan-
horse attacks, Measure-resend attack, Intercept-resend attack and Entangle-measure attack)
and the dishonest participants attacks can be resisted in this protocol. By utilizing block
transmission technique and the dense coding method, the efficiency of the protocol is
improved. The efficiency analysis shows that the proposed protocol is more efficient than
other multi-party QKA protocols.

Keywords Quantum key agreement - Multi-party - Quantum cryptography - W state

1 Introduction

With the development of quantum algorithm, the security of classical key agreement
schemes based on computational complexity is confronted with severe challenges, espe-
cially since Shor [1] proposed two algorithms for quantum computation: discrete logarithms
and factoring. Quantum cryptography is based on quantum mechanics, and its security is
guaranteed by the fundamental principles of quantum mechanics. The main task of quantum
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cryptography is the quantum key distribution (QKD) which only one participant decides the
private key and distributes it to the other ones. The first quantum key distribution protocol
(QKD) was proposed by Bennett and Brassard in 1984 [2]. The BB84 is based upon a sin-
gle particle carrier and non-orthogonal states which is easy to implement. In addition, BB84
utilized uncertainty principle and non-cloning theorem to ensure the security of QKD. Then,
Shor et al. [3] proposed a protocol that proved the security of BB84 in 2000. In 1991, Ekert
et al. [4] defined the delayed measurement at the first time. It is generally accepted that
only non-orthogonal states can be used to design quantum cryptographic protocols because
orthogonal states can be precisely cloned. However, Goldenberg et al. [5] proposed a pro-
tocol based on orthogonal states in 1995. Quantum cryptography had drawn considerable
attention, and it has been developed quickly since the QKD protocols were proposed. There-
fore, far many different types of quantum cryptographic protocols have been proposed,
including quantum key agreement [7-25], quantum secure direct communication [26-28],
quantum secret sharing [29, 30], quantum key distribution [31-34], quantum signature [35-38]
and so on.

Different from QKD, the QKA allows two or more parties to generate the shared key,
and no one can determine the generated key alone. In 1976, Diffie and Hellman [6] pre-
sented the first key agreement protocol that involves two parties. Zhou et al. [7] first put
forward a QKA protocol based on quantum teleportation in 2004. However, in 2009, Zhou
et al.’s protocol was pointed out the existence of security defects by Tsai et al. [8]. That is, a
participant can determine the shared key alone without being detected completely. In 2010,
Chong and Hwang [9] proposed a QKA protocol based on BB84 that enables two partic-
ipants to consult a shared key, and no one can determine the shared key alone. In 2011,
Chong et al. [10] proposed a improvement QKA protocol based on maximally entangled
states, and pointed out two security loopholes of Hsueh and Chen protocol [11]: (1) dis-
honest user can decide the shared key alone fully; (2) an eavesdropper can get the shared
key without being detected. And they proposed a possible solution to avoid these attacks. In
2016, He and Ma [13] proposed a QKA based on four-particle entangled states about two
parties. Since each particle was transmitted only once in quantum channel, the protocol can
resist the Trojan horse attacks. But these QKA protocols [7-16] only involved two parties
and can not to extend the multi-party case. Next, let us to focus on multi-party QKA pro-
tocols. In 2013, Shi and Zhong [18] first proposed a multi-party QKA protocol based on
entanglement swapping. Unfortunately, Liu et al. [19] pointed out that Shi et al.’s protocol
[18] is not secure that dishonest participant can completely determine the shared key. At the
same time, Liu et al. [19] proposed a multi-party QKA with single particles which was the
first safe multi-party QKA protocol. But, Sun et al. [20] pointed out that Liu et al.’s proto-
col is inefficient. And Sun et al. [20] proposed the improvements on Liu et al.’s protocol.
The photo efficiency of Sun et al.’s protocol can be improved to m and the security is
also improved. In 2014, Xu et al. [23] proposed a novel multiparty quantum key agreement
protocol with GHZ states. In 2016, Liu et al. [25] pointed out that Xu et al.’s protocol is
unjust that the participants can control the shared key to a certain degree since performing
the eavesdropping detection. In view of this problem, Gu et al. [39] proposed improvement
on Xu et al.’s protocol in 2017. In 2014, Huang et al. [21] first presented QKA protocol with
blocks of EPR pairs and single-particle measurements. Chitra Shukl et al. [22] proposed
protocols of quantum key agreement merely utilizing Bell states and Bell measurement the
same year. However, Zhu et al. [24] pointed out Chitra Shukl et al.’s [22] protocol that the
three-party protocol is not secure, and put forward a scheme to improve the three-party pro-
tocol in 2015. Recently, some multi-party quantum key agreement protocols [18-20, 23, 25,
40-44] were proposed.
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In this paper, we put forward a multi-party quantum key agreement protocol with four-
qubit symmetric W state. The shared key is generated by all participants; neither party can
decide the shared key alone. The outsider eavesdropper and dishonest participants cannot
obtain the shared key without introducing any error. This protocol is more efficient than
other multi-party QKA protocols.

The rest of the paper is organized as follows. Section 2, we introduce our three-party
and multi-party QKA protocol with four-qubit symmetric W state. Section 3, we give the
security analysis. Section 4, efficiency analysis is discussed. Section 5, a short conclusion
is given.

2 The Presented Multi-party Quantum key Agreement Protocol

First, we introduce the four Pauli gates:
o =1 =10)(0] + 1)(1],
ol =X =|0)(1] +[1)(0],
o? = Z =10)(0] — [1)(1],
o =i¥ =0)(1] = [1){0].
Then, the four-qubit symmetric W state can be depicted as:
|¢a) 1234 = 3(10001) 4 10010) + [0100) + [1000)) 1234,

where the subscripts 1, 2, 3, 4 denote the first particle, the second particle, the third particle
and the fourth particle of the cluster states, respectively.

Assume that the initial state is |¢,) 1234 = %(|0001) +10010) + |0100) + |1000))1234. When
we perform unitary operation o’(i = 0, 1,2, 3) on qubit 3 and qubit 4, the cluster state
|©q) 1234 Will be transformed into one of the following four cluster states [45]:

|0a)1234 = %(0001) + 0010) + [0100) + [1000))1234,
b} 1234 = 5(/0000) — [0011) —[0101) — [1001)) 1234,
l@c) 1234 = 5(]0011) +]0000) + |0110) + [1010)) 1234,
|9a)1234 = 7(]0010) — [0001) — [0111) — [1011))1234.

As shown in Table 1. In order to unify a secret key, let us to define the following encoding
rules:

[@a)1234 1 00, [@p)1234 : 01, |@c) 1234 1 10, [@a) 1234 ¢ 11.

Table 1 shows the relationship of the unitary operations and the transformed states on the qubit 3 and qubit
4 of cluster state |¢,) 1234

Initial state Unitary operation Final state Agreement key
[@adi234 050 |@a)1234 00

o' l9p) 1234 01

olof |®c)1234 10

olo? l@a)i234 11
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2.1 The Three-Party Quantum Key Agreement Protocol

Suppose that three participants want to generate a shared key K. They are Pi, P> and Ps.
First, Py, P, and P3 generate the bit strings K, K> and K3 randomly as their secret keys,
respectively.

Ky =kl k3, .. k], . KD,

Ky = (k) k3, ... K5, ... KD),

Ky = (ki k3, ... .k}, ... kD).

Therefore, the shared key K = K1 @ K» ® K3 = (k] @ k) @k, k} @ k3 @ k3, ..., k] &
K@k, ...kl K &® kgl). Where ki, k3, kg €{0,1},s =1,2,..., nrepresent sth private
information of P;(i = 1,2, 3). & denotes the addition module 2, and » is the length of
secret bit string. P; indicates i’ participant. Next, we describe the three-party quantum key
agreement protocol.

1 The participant P;(i = 1,2, 3) prepares |<pa)%§ 4> Tespectively. P; divides these states
into four sequences Sil, Siz, Si3 and Si4. Here, the sequence Sf (1=1,2,3,4i=1,2,3)

. th . ®F o _ (1 L2 1j Ly i _
is composed of I'" particle of the |@q) [534- S; = (57 58,77 ..., 8,77, . .,8,7), 877 (L =
n.

1,2,3,4;1 < j < %;i=1,2,3) denotes j”’ particle of Sf. Then P; prepares ’j’ decoy

photos respectively which are randomly in {|0), |1), [+), [—)} and [+) = Loy +11y),

2
|—) = =(10) — [1)).

2
2 The participant P; randomly inserts these decoy photos into the two sequences Sl.3 and
S?, respectively. Then, P; obtains the new sequence Sf/ t =3,4i =1,2,3). Sub-
sequently, P; applies permutation operator (]_[%) p; On Si’/ to create the new sequence

(n%)Pl.s;’ = 8"(t =3,4;i = 1,2,3), and sends S (t = 3,4;i = 1,2,3) to Piy.
Here, + denotes the addition module 3, i.e.,i + 1 = (i + 1) mod 3.

3 After P; confirms that P;y; has received the Sl?”. P; announces the permutation oper-
ator (]_[%) p;- Then, P; announces the positions and the corresponding bases of the
decoy photos. Later, P; | measures the decoy photos by utilizing the correct bases.
P; 1 publishes half of the measurement results randomly after the measurement. Then
P; publishes the initial states of the left half of the decoy photos. At last, they check
whether the measurement results and the initial states are consistent. If they are con-
sistent, P; and P;y; declare that Si3 and S;‘ are secure; otherwise, they discard the

protocol. .

4 If all sequences Sl? (t = 3,4) are secure. P;;1 performs unitary operations kafr]’l and
a3ki2erl on si3 "/ and s? J respectively according to his secret keys kizil_l and kl.z_il , where
Jj = 1,2,3,..., 5. Then, they can get the two sequences S?,i+1 and SffH]. Then,

he applies the decoy photos and permutation operator method that described in step
2 to generate the new sequence Slf’/;. +1(& = 3,4) and sends it to the next participant
Pij.

5 The step is similar to step 3. After P;;; confirms that P;;> has received the
Sl’/; 41t = 3,4), Piy announces the permutation operator (]_[%) P, - Subsequently,
P; 1 announces the positions and the corresponding bases of the decoy photos. Later,
P; > measures the decoy photos by utilizing the correct bases. P;y, publishes half of
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Fig. 1 The three-party quantum key agreement protocol steps of transmitting photons

the measurement results randomly after the measurement. Then P;;; publishes the left
half of the initial decoy photos. At last, they check whether the measurement results
and the initial states are consistent. If they are consistent, P;1| and P; 4, declare that
Sf,i 11 (t = 3, 4) is secure; otherwise, they discard the protocol.

6 The step is similar to step 4. If all the sequences S’ |t = 3,4) are secure. Piy)

i+
: : ! 3k o 3
performs unitary operations o"i+2 and o™"i+2 on j'" particle of sequences S, , and
. . . 2j—1 2j
Sf‘ i+1 respectively according to his secret key &; iz and k; —jﬂ' Then, they can get two

sequences 51'3 ;42 and S;‘[ iy

ator method that described in step (2) to generate the new sequence Sf/; =3 4)

and sends it to the next participant P;. Figure 1 shows the steps of transmitting
photons.

. " " . .

7 When P; receives the two sequences Sii 4o and Sffi 4o he detects eavesdropping with

(t = 3,4) are secure, Then P; can obtain the two

Then, he applies the decoy photos and permutation oper-

Pito. If all the sequences S, .,
sequences Sl.3 ;42 and Sf‘l. 4o+ By performing W basis measurement on j th W state, P;
can get a measurement result. By Table 2, P; can get the key K;+1 @& K;+>. Then P; an

generate the final shared key K = K; @ K41 @ Ki42.
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Table 2 shows the relationship of the unitary operations and the transformed states on the qubits 3 and 4 of
cluster state |@a) 1234, @) 1234, 1@c) 1234 and |@a) 1234

Initial Ki+ The first The first K The second Final Kiy1 ® Kit2
state operation state operation state
[@a)1234 00 0% |@a)1234 00 050 [@a)1234 00
01 0% |@b)1234 01
10 olo? [®c) 1234 10
11 olo? |®d) 1234 11
01 0% |®n) 1234 00 000 |@p) 1234 01
01 0% |a)123a 00
10 olo? |¢a)1234 11
11 olod [®c) 1234 10
10 olo® lec)izza 00 o%? lgechiza 10
01 0% [@a)1234 11
10 olo? [®a)1234 00
11 olo? l@b) 1234 01
11 olo? |®a)1234 00 0o |®d) 1234 11
01 o003 [@c) 1234 10
10 olo? |¢b) 1234 01
11 olod |®a)1234 00

2.2 The Multi-Party Quantum key Agreement Protocol

Suppose that m participants Py, P, ..., P, want to generate a shared key K. They possess
their own secret bit strings K1, K3, ..., K;,, respectively. Therefore, the shared key K =
K1 ® K2 @ --- @ K, wherein neither party can decide the shared key alone.

Ki=(kl, ... K, ... kD),
Ki:(kil7..,,kf,...,k;l),

K=k}, kS, KL).

ms -

. .. . ®%
(1) Preparation: The participant P;(i = 1,2,...,m) prepares |<pa)12§4, respec-
tively. P; divides these states into four sequences Sl.l, Siz, Sl.3 and S;‘ . Sf =
L1102 1j Ly g _ ) . P Lj
(8% s s A = 1,2,3,41 < j < %,l = 1,2,....m), s

denotes j” particle of Sll . Then he prepares 7 decoy states which are randomly in four
states {[0). 1. |4). |-))- )
(2) Transmission: Similar to the second step in the three party agreement. P; sends S/ (i =
3,4) to P;4+1. Here, 4+ denotes the addition module m, i.e.,i +1 = (i + 1) mod m.
(3) Detection: Similar to the third step in the three party agreement. If they are consistent,
P; and P; declare that Sl? (t = 3, 4) is secure; otherwise, they discard the protocol.
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P] o " PZ Pm . I PI
SlJ S'l-l S'])_m S:III
k®k @@k,
P/ R " PH—I i—1 . " P
S /) S /4 Slj_lfl S’f_l—l
k:+] @ k1+2 @ - ® kl*]

1)/71 " " [)I P

S 5 4 m—1 " " PW
3 3 4
COE sy

k®k, ®--®k

m—1

Fig.2 The multi-party quantum key agreement protocol steps of transmitting photons

(4)  Encoding: If all sequences S/ (r = 3, 4) are secure. P;; performs unitary operations

2j—1 2j 3 3 .
okit1 and okt on jt particle of sequences Sl.3 and Sf respectively according

to his secret keys kl.2 frl_] and kl.2 fr 17
two sequences S?l. 41 and Sfl. 4+1- Then, Py applies the decoy photos and per-
mutation operator method that described in step (2) to generate the new sequence

Sl?:; +1(f =3, 4) and sends it to the next participant P; 5.

where j = 1,2,..., % Therefore, they can get

(5) The participants P;17, ..., Pi—1 perform the permutation operator, eavesdropping
check and message encoding processes sequentially, just like steps (3) and (4). As
shown in Fig. 2.

(6) When P; receives two sequences Si;./_] and S;f/l./_l, he detects eavesdropping with
P;_1. If all the sequences Si”i_l(t = 3,4) are secure, Then P; can obtain two
sequences Sf ;1 and S;f ;_1- By performing W basis measurement on j th W state, P;
can get a measurement result. By Table 1, P; can get the key K [ = AGAB#A K;. Then P;

JoJ#i
can generate the final shared key K = K; @ K/.

3 Security Analysis
3.1 Participant Attack

Participant attack is a normal attack mode in the protocols that participants do not trust each
other. Without loss of generality, we assume that P; is the dishonest participant. If P; gets
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the final key K ahead of time, where K is the bitwise of all parties. P; wants to change the
final shared key K to K*. Then P; encodes K*@ K @ K; as his secret key instead of K; when
he performs the protocol. Other parties will regard K* as the final shared key because of
K*®K@®K = K*. Thus, the multi-party agreement has a defect of fairness in this situation.
To avoid the above unfairness, we demand that all participants must check eavesdropping.
If all the sequences S!(r = 3,4) are secure, they perform unitary operation by their own
secret key in our protocol. Therefore, nobody can get the final shared key ahead of time,
and all participants get the final generation key simultaneously. The dishonest participant P;
has no ability to change the final generate key as she expected. Therefore, it is impossible
that a dishonest participant determines the final key alone by encoding a false secret to
others.

3.2 Outsider Attack

Supposed that the outsider attacker is Eve. There are four kinds of attacks that Eve may use,
including Trojan-horse attacks, Measure-resend attack, Intercept-resend attack and Entangle-
measure.

3.2.1 Trojan-horse Attacks

Because our quantum protocol delivers the same photon more than once, it may be attacked
by the Trojan horse attacks, such as the invisible-photon eavesdropping (IPE) attack and
the delay-photon attack. A number of circular quantum transmission debated [47-50]. To
avoid this type of attacks, participants can install a wavelength filter and the photon number
splitters (PNS: 50/50). The photon number splitter (PNS: 50/50) which is used for dividing
each signal into two pieces, should be introduced to defeat the delay-photon attack. If a
multi-photon signal has an irrational high rate, an attack can be detected.

3.2.2 Measure-resend Attack

LS =
3,4) in steps (2), (4) and (5), respectively. Because Eve does not kn(;&/+t1he positl{(l)nls and
the corresponding measurement bases of the decoy photos. The states of decoy photons will
change when Eve performs measurement. Eve can be detected with the probability 1 — (%)%
when the participants perform eavesdropping detection in step (3).

Eve may implement the measure-resend attack on the sequences Sf//, st

3.2.3 Intercept-resend Attack

First, Eve needs to forge some sequences. When Eve intercepts the sequences

Si’”, Sf:;H, e Sit:;fl (t = 3,4) in step (2), step (4) and step (5), she can send the forged

sequences instead of Sl.’N, Sl.’./;. IRTREE Sl.’:;;l (t = 3, 4) to the next participant. However, Eve
cannot obtain any information about the decoy photos before P;, P41, ..., Pi_1 announce
the positions and the corresponding bases of the decoy photos. Therefore, when the partici-
pants perform eavesdropping detection, Eve can be detected. Furthermore, Eve’s attack can
be found with the probability of 1 — (%)% when 7 decoy photos are used for detecting this

attack.
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3.2.4 Entangle-measure Attack

Decoy photons are used for eavesdropping detection in the protocol. The decoy photons are
|0), |1), |[+), |—). Eve can only select a set of orthogonal bases to detect them, but she cannot
distinguish which are the target photons and the decoy photons. Therefore, any eavesdropper
will expose themselves by changing the quantum state. Without loss of generality, suppose
the eavesdropper uses the operation U E, and prepares an auxiliary system |&) g. We can get
the following equations:

UEl0)le)g = al0)leoo) £ + bI1)leor) £,
Uell)le)e = c|O)|e10)E +d|1)]en)E,
. 1
Ugl+)le)e = E(MOHSOO)E + b|l)leo1) E + clO)er0) e +dI1)|e11)E)
1
= 5[|+)(a|800)E + bleo1)E +clew)e +dlen)E) +

|=)(aleoo)E — bleot)E + clero)e — dler) )],

N 1
Upl=)le)E = E(MOHSOO)E + b|1)|eo1)E — c|0)|e10)E — d|1)|en1)E)

1
= §[|+)(a|800>15 + bleo1)E — clero)e — dler)E) +
|—)(aleoo)E — bleo1)E — cleto) e +dle11)p)].

where |al* + [b]* = 1, |c|> + |dI* = 1. |e)g is the initial state of the ancilla
E. {leoo), leo1), |€10), |e11)} are pure ancﬂla states uniquely determined by Ug, so
le00). l201), le10), le11) must satisfy Ug U = 1, ie.:

{€00leoo) + (eo1le01) = 1,
{e10ler0) + (ertlen) = 1,
(eooleo1) + (e10le11) = 0,
{eo1l€00) + (e11l€10) = 0.

If Eve don’t to introduce error in the eavesdropping check, the U £|0)|e)E, UE|1)|8) Es
Ug|+)le)E, Ug|—)|e) E can be denoted the following equations:

Ugl0)le) g = al0)leoo)

Uell)le)e = dl1)len)E,

Uel+)le)E = T+ (aleoo) £ + bleor) £ + clero) £ +dlenn) g),
Ugl-)le)r = 31-)(aleco) £ — bleon) £ — clero) +dlen) ).
Therefore, we can get the equations:

bll)leo)e =
clO)er0)E =
aleoo)E — bleot)E +cleto)e —dlen)e =
aleoo) e + bleo1) e — clero)e — dlen)e =

)
)

0
0,
0
0.

Then, wecangeta =d =1,b =c =0, |ego) g = |€11) g- If Eve don’t to introduce error in
the eavesdropping check, she cannot obtain any useful information. Therefore, the protocol
can resist the outsider attack.
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Table 3 Comparison between proposed multi-party QKA protocols and ours

QKA protocol Quantum resource Particle type Decoy states Qubit efficiency
Liu et al.’s protocol [19] Single photons circle-type Yes m

Xu et al.’s protocol [23] GHZ states tree-type No m

Our protocol W states circle-type Yes ﬁ

4 Efficiency Analysis

In this chapter, we will discuss the qubit efficiency of this protocol. A well-known measure
of efficiency of secure quantum communication is known as qubit efficiency introduced by
Cabello [46], which is given as
c

g+ b

where ¢ denotes the length of transmitted message bits (the length of the final key), ¢ is the
number of the used qubits, and b is the number of classical bits exchanged for decoding of
the message (classical communication used for checking of eavesdropping is not counted).
Hence, the qubit efficiency of our protocol can be computed n = where

n

n - L
2-54+2-5)m — 2m>
m is the number of participants. Table 3 shows that our protocol is more efficient than other
multi-party QKA protocols.

5 Conclusion

In this paper, we present a multi-party quantum key agreement with four-qubit symmetric
W state. By using the delayed measurement and decoy photos method, the security and
fairness of the protocol are ensured. The m participants can get the final generation key
fairly. And the result of security analysis shows that our protocol is safe in resisting both
participant and outsider attacks. By utilizing block transmission technique and the dense
coding method, the efficiency of the protocol is improved. Finally, we estimate its qubit
efficiency. The efficiency analysis shows that the proposed protocol is more efficient than
other multi-party QKA protocols.
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