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Abstract Attacks executed on Spanning Tree Protocol (STP) expose the weakness of link
layer protocols and put the higher layers in jeopardy. Although the problems have been
studied for many years and various solutions have been proposed, many security issues
remain. To enhance the security and credibility of layer-2 network, we propose a trust-based
spanning tree protocol aiming at achieving a higher credibility of LAN switch with a simple
and lightweight authentication mechanism. If correctly implemented in each trusted switch,
the authentication of trust-based STP can guarantee the credibility of topology information
that is announced to other switch in the LAN. To verify the enforcement of the trusted
protocol, we present a new trust evaluation method of the STP using a specification-based
state model. We implement a prototype of trust-based STP to investigate its practicality.
Experiment shows that the trusted protocol can achieve security goals and effectively avoid
STP attacks with a lower computation overhead and good convergence performance.

Keywords STP - Cloud security - Trust evaluation - Trusted network

1 Introduction

Cloud computing is one of the current hot topic in the field of information technology. The
advantages of convenience, economy and high extensibility attract the attention of more and
more enterprises. However, cloud computing is just like a double-edged sword, it brings us
great convenience, at the same time, it also carries additional security vulnerabilities. With
the popularity of cloud computing, the significance of security issues is gradually increasing
and it has become an important factor to restrict cloud applications. Cloud security is com-
plex, not only the traditional firewall, IPS and other security devises are needed to build a
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security defense system, also switch, as the core network equipment of Ethernet, should be
able to prevent attacks or virus. Switch shares an important role with other security devices
to build up a full mechanism for security managing.

Switches typically act as the 2nd layer forwarding devices, and their essential function
is to optimize the network for packet forwarding. Obviously, all kinds of packets are easy
in and out of these open, distributed systems, this increases the probability that the switches
and switch protocols suffer from different kinds of security attacks, such as MAC flooding
attacks, ARP attacks, and STP attacks.

Spanning Tree Protocol (STP) [1, 2] is one of the most important protocols running on
switches. The purpose of STP is to address the problem brought by the redundancy in physi-
cal topology. STP dynamically builds a spanning tree when an active looped topology exists
in a 2nd layer network, thus avoiding the broadcast storm caused by repeating frame for-
warding and unstable MAC address table [3]. Switches collaboratively compute a spanning
tree by exchange Bridge Protocol Data Units(BPDU) each other. Each switch is identified
by a unique Bridge ID (BID), and the one with minimum BID will be selected as the root of
the spanning tree. Due to this feature, an attacker can disguise itself as the root by sending
BPDU with BID less than the current root’s BID, and then take advantages of the root role
for further attacks. This type of attack is called root take-over attack [4]. The spanning tree
algorithm recalculates all the switches’ metric as the topology is changed, which would be
easy for an attacker to launch some other attacks to the network, such as ID changing attack
[5], BPDU flooding attacks and silent attacks. Marro [6] showed the pitfalls of STP in three
aspects: (1) lack of authentication in BPDU message; (2) slow convergence of STP; and (3)
root role is not fully monitored. Thus, many attacks can be exploited to a network running
STP due to these pitfalls, especially when an attacker can easily access the network.

Integrating the trusted computing technology into the cloud computing environment, to
provide cloud services in a reliable way has become a hot spot in cloud security research
field [7, 8]. In this paper, we propose a trust-based spanning tree protocol to address the
pitfalls (1) and (3). First, we use Trusted Computing technology to guarantee the credibility
of the switch. Then, we guarantee the credibility of the trust-based protocol by a trust-based
evaluation model. As we know, virtualization technology is one of the core technologies of
cloud computing, it brings great scalability and manageability features for the data center.
So, finally, we implement a prototype of trust-based STP on a virtual switch to re-appear
the protocol application in the cloud environment to the maximum extent and demonstrate
its application.

The remainder of this paper is organized as follows. Section 2 introduces the existing
solutions to prevent STP attacks. Section 3 shows the proposed trust-based STP in detail.
Section 4 gives a general implementation of the trust-based STP prototype on a virtual
switch. Section 5 presents performance analysis on trust-based STP. Finally, we conclude
the paper in Section 6.

2 Related Work

Many solutions have been put forward for preventing STP attacks, including Cisco’s BPDU
Guard [9] and Root Guard [4, 10]. BPDU Guard prevented the port from accepting any
BPDU message to avoid the STP related attacks, while Root Guard went against root take-
over attack by turning the port that had received the superior BPDUs (conf_BPDU with BID
less than the current root BID) into blocking. The former method did not allow new switches
to connect the port that had BPDU guard enabled. The latter could not stop other network

@ Springer



Int J Theor Phys (2015) 54:3311-3330 3313

infrastructure attacks, and it required manual configuration, which increased the burden of
administrators. Both of them went against the STP design concept.

Applying authentication on BPDU messages is another type of studies. Fung [11] pro-
posed a method to achieve simple BPDU authentication mechanism using a Bridge Address
Permit List (BAPL). This solution was suitable for a small network. If there were too many
bridges in the network, the maintenance of the permit list would become a problem. Whalen
and Bishop [12] developed an authentication mechanism, which modified the BPDU by
adding three extra fields, including a nonce, a key index, and a SHA-1 digest. The weak-
ness of this proposal was that, the signature of each BPDU spent too much time, affected
the normal operation and convergence time of STP.

Yeung et al. [13] proposed a partition-based switched network. It used special switches
at the boundary of the STP domain. The domain was divided into a Network Infrastructure
(NI) and a Non-Network Infrastructure (NNI). The NI used a normal STP, while the NNI
used a modified STP. NNI was used to isolate the attacks launched. However, this proposal
required specially designed switches running modified STP, hence it was not adaptable to
most networks.

Jieke et al. [5] put forward a specification-based IDS intrusion detection system. The
system was modeled as a state machine by the specification of STP, and it could detect the
illegal behaviors of the neighbors by keeping tracks of its neighbor’s specification. It was
not efficient due to the high costs for maintaining state information of all neighbors, and it
could not avoid root take-over attack. Therefore, this method was not applicable to a large
switching network.

Rai et al. [14] suggested an improved method on the basis of Jieke’s approach. It divided
the network into different domains, with each domain running an IDS, instead of each
switch running an individual IDS. Each IDS in a domain could monitor BPDUs generated
from any switch in its local domain. If a BPDU was received from a switch that was not
covered by any IDS, it was considered from an attacker. This approach could detect a new
switch claimed the root role but could not identify the root take-over attacks launched from
the inside network. Another drawback is that the IDS deployment also needed to be changed
if the network topology was changed.

Ge et al. [15] designed an abnormality detection system. Each switch had a spanning tree
parameters: bridge ID and a PPC (Port Path Cost), which was determined by the network
server when the switch joined in the network. Each switch in the network stored a neighbor-
tracking table. By comparing the receiving BPDU with the spanning tree parameters stored
in the neighbor-tracking table, the system decided whether it was an abnormal BPDU or
a normal topology change. This method could prevent the attacks launched by those non-
authorized switches, but could not prevent the basic flooding attacks. The main drawback
of the design was its overhead of storing the neighbor-tracking table.

When the existing mechanism can no longer meet the current need of information secu-
rity, especially when the threats come from inside the network, we need new methods
to address the security problems. In this paper, we implement a prototype of trust-based
STP based on the work in [15]. First, for the credibility of the network device: we use
Trusted Computing technology to guarantee credibility of the switch. A switch cannot join
a trusted network without the TPM (Trusted Platform Moudle) chip, which can prevent the
switch BIOS (Basic Input/Output System) from being tampered. Second, for the credibil-
ity of STP protocol: we propose a method to ensure the credibility of the protocol, which is
trust-based STP. In this design, a switch with a BID less than the current root BID that partic-
ipated in STP needs to be verified by using its certificate, which prevents the illegal switch
participating in STP and launching root take-over attack. Third, for the trust evaluation:
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we guarantee the credibility of the trust-based protocol by a trust-based evaluation model.
Finally, we present trust-based evaluation of STP using a specification-based state model,
which estimates whether the protocol is in accordance with the expected behavior or not.

3 Trust-Based STP

In this section, we describe the improved STP protocol on trusted switch. And we describe
a trust evaluation model based on the expected behaviors of the trusted protocol for
monitoring the unexpected behaviors.

3.1 Trusted Switch

In our tested network, each switch is equipped with a TPM chip. Each TPM has a unique
EK (Endorsement Key), which can randomly generate an arbitrary number of AIK (Attesta-
tion Identity Key) key pairs for identity attestation [16]. When a switch initially joins in the
Internet, in order to obtain permission to announce topology information, it is required to
obtain its own certificate. For this purpose, its platform needs to be attested by the author-
ity. First, the TPM on the switch signs the platform information to the authority to request
platform attestation. Upon successful verification, the authority sends a platform identity
confirm message to the switch. Then the switch binds its user identity information and
platform identity information together for a second round of attestation. After all the infor-
mation has been confirmed, the authority issues a certificate with both platform and user
identity to the switch, and then sends a Certificate Revocation List (CRL) to each switch
in the network. This guarantees that a certificate is only released to a normal switch. The
process is shown in Fig. 1.

The key information in the certificate to be attested is {user ID, Hash(Bridge ID), PCR,
SML}. The user ID contains user information of the switch. We assume that the behav-
iors of a legitimate user are trusted, including changing priority of the switch. The Bridge
ID consists of a unique MAC address and a bridge priority. This part ensures the switch
participating in STP is legitimate and prevents changing ID attacks. The PCR (Platform
Configuration Register) value and the SML (Stored Measurement Log) ensure that the BIOS
system is not tampered during booting up and also guarantee that the trust-based STP and
trust evaluation model are not tampered, i.e., program code is not modified or skipped.

A switch or the authority can also revoke a certificate through a similar process. The
switch just needs to send a message and its signature to request revocation. Then, the

Attestation from the authority

frusted SW3

Authority

Fig. 1 Attestation from the authority
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authority verifies the signature, updates the CRLs and releases a new one to each switch in
the network. The certificate is used each time in STP convergence, as the convergence is not
frequently happened, so we use CRLs instead of OCSP (Online Certificate Status Protocol)
to reduce the overhead.

3.2 Trust-Based STP

We attach a local authentication to the STP that can protect the switch from outside attacks,
especially the root take-over attack. Considering the network topology, we deploy the
improvement of the trust-based STP in the following situation, and in order to give a better
understanding of trusted STP, we take an example to explain the execution of the protocol.

In Fig. 2, switch R is the root bridge. Switch A is a new one, which claims to be a root
bridge. It connects directly to switch B, and passes through several switches connected to
the root bridge R. Claim process based on trust STP is divided into the following steps.

Step 1:  The new switch exchanges BPDU with a non-root switch. Switch A sends a supe-
rior BPDU to claim to be a root bridge. When switch B receives the superior
BPDU from a target root(switch A) directly connected to it, switch B will send a
request BPDU to switch A to ask the certificate. On receiving the requested mes-
sage, switch A should send a response BPDU back with its own unique certificate,
which was acquired as switch A access to the network at the first time. Then
switch B checks the certificate: first, it checks the signature and analyzes whether
the certificate has been tampered; second, it checks the CRLs and see whether the
certificate is revoked. If the authentication succeeds, which means the switch is
trusted, the announcement is accepted. Consequently, switch B updates its infor-
mation of design root and go on to send the superior BPDU with “rootID=A" to
its neighbors(e.g., switch C). Otherwise, switch B gives an alarm to prevent switch
A from participating in STP.

Step 2:  Intermediate switches exchange BPDU. As shown in Fig. 3, switch C receives the
superior BPDU from switch B which design root is switch A. Switch C will send
a request BPDU to the sender (switch B) directly connected to it, instead of to
switch A. When switch C receives the superior BPDU from switch B, it means
switch A has passed the authentication by switch B, thus switch C just need to
verify switch B. That is because switch B certainly first receives the superior
BPDU from switch A, and it does the process mentioned in step 1. Then switch

W B) o ®

root id=A . root id=R
5 ]
bridge id=AL-superior BPDU |\ @ e 1d=B

2. cert request

. verify succeed
3. cert reponse root id=A

Cert (A) bridge id=B

Fig. 2 Step 1: The new switch connects to a non-root switch
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verify succeed
root_id=A
Cort (® bridge_id=C

3. cert reponse

Fig. 3 Step 2: Intermediate switches exchange BPDU

Step 3:

B sends its own certificate back to switch C. If switch B is legitimate, switch C
considers the behavior of switch B is trusted too, and thus, the root announcement
it sent is trusted. Then switch C updates its information of the design root and
takes further steps.

the root switch receives the superior BPDU. As shown in Fig. 4, switch R receives
the superior BPDU with “rootID=A" from switch C. Where switch R is the root
bridge, not only the above step should be executed, but also an additional step
should be executed. If the switch has passed the authentication procedure, the root
(switch R) will take a self-assessment to decide whether the target root (switch A)
should be the root or not. The self-assessment information includes hello time, for-
ward delay, the max age, and the number of alarms aroused by the trust evaluation
model. If no more than two items exceed the threshold values, the self-assessment
succeeds, and switch R does not update the root information. On the contrary,
switch R will give a root take-over attack warning. Otherwise, switch R updates
its CRL and accepts switch A as a new root.

The procedure is shown as follows.

BPDU:
RID:
BID:
X:

C - R:
R — C:
C - R:

the normal format of BPDU in STP

Root ID

Bridge ID

the switch which has a smaller RID

BPDUY{..., Type(0x00), RID(X), BID(C)}

BPDU{BPDU({..., Type(0x02)}}

Response{BPDU/{..., Type(0x04), RID(X), BID(C)), ...}, Cert(C)}

® © ®

root_id=A )
bridge id=C root id=R

1. superior BPDU bridge id=R

——————————— ANé—mmm e 2. cert request

3. cert reponse

1. verify succeed
2. self-assessment fail
Then root_id=A bridge_id=R

Fig. 4 Step 3: the root switch receives the superior BPDU
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3.3 Trust Evaluation

Trusted Computing Group (TCG) uses expected behavior of entities to define credibility: an
entity can be trusted if it always acts as expected, towards the desired objectives [17]. The
trust of a STP depends on the expected behavior of each switch during their announcing
topology information stage. In order to ensure that the trust-based STP is not misconfigured
or maliciously modified, we describe a trust evaluation model based on the expected behav-
iors of the trusted protocol. We can also monitor the unexpected behaviors triggered by the
switch itself, in case the switch is taken over by hackers.

The trust evaluation model estimates the trust-based STP using specification-based state
model [5], which specifies normal behaviors and estimates any other behaviors as abnormal
behaviors. The model divides the protocol into different states according to the type of
BPDU that the switch is waiting for. Then it creates a state machine according to the STP
operating principle. There are six states in the state machine, and each represents a state
of the STP protocol running on a switch. Each arrow represents a transition between two
states and the state transfers from one to another by triggering conditions above the line
and generating the corresponding event under the line, as shown in Fig. 5. Each switch only
maintains a state machine and records its own states, without knowing about its neighbors.

We denote the six states as S1-S6. Where, S1 is Initial state; S2 is Wait for CONF_BPDU
state, at this state, switch is waiting for a configuration BPDU; S3 is Wait for TCN_BPDU

Initial

Wait for
TC BPDU

Receive TC_BPDU
Send TC_BPDU

Receive
TCA_BPDU

Receive CONF_BPDU or

Receive TCN_BPDU
TC_BPDU or v

Send TCN_BPDU and TCA_BPDU

Cert_request Wait for » Wait for
Send CONF_BPDU or CONF_BPDU l4 TCA BPDU
TC_BPDU or v time_out
or Cert_response Send TC_BPDU
become
Root Receive superior BPDU
Send Cert_request
Receive TCN_BPDU
Send TC_BPDU and
TCA_BPDU ,
Or time_out
A\ 4
Receive Cert_request Wait for \ Wait for
Send Cert_response TCN_BPDU Cert_BPDU

Receive superior BPDU
Send Cert_request

Fig. 5 Trust evaluation model
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state, switch is waiting for a topology change notify BPDU at this state; S4 is Wait for
TC_BPDU state, switch is waiting for a topology change BPDU at this state; S5 is Wait for
TCA_BPDU state, switch is waiting for topology change acknowledgement BPDU at this
state; S6 is Wait for Cert BPDU state, switch is waiting for certification BPDU at this state.
We simplify the Figs. 5 to 6.

Then, we extract 11 rules to define the trust evaluation model based on Fig. 6. These rules
represent the key process of the trust-based STP, where each transition (each rule) stands
for the expected behaviors of STP. We monitor the switch is trusted or not by these rules.

Rule 1:

Rule 2:

Rule 3:

Rule 4:

S2 N cert_request received => send cert_response M (S2—S2)

If the state is Wait for CONF_BPDU, switch will receive CONF_BPDU
every 2 seconds from its neighbors. The switch update its information and
forward it to other neighbors. When the topology changes, the switch will
receive the TC_BPDU from one neighbor, and then forward the BPDU to other
neighbors. At that time, the switch will also receive a certification request
message, the switch will send a response BPDU back with its own unique
certificate.

S2 Nis_root => S2 — S3

When the switch is Wait for CONF_BPDU state, if the switch is root bridge,
the switch state will be changed to state S3 (Wait for TCN_BPDU).
S3 N cert_request received => send cert_response N (S3—S3)

The root bridge receives a certification request message, the switch will send
aresponse BPDU back with its own unique certificate.

S3 N TCN_BPDU received => send TC_BPDU N TCA_BPDU N (S3—S2)

The root bridge receives a TCN_BPDU message, the root bridge will send a
confirmation BPDU back. And then it sends a TC_BPDU to other neighbors to
announce the topology change.

.
@CCSTZ ) (s )
®
o o 5

4

O] 53 0 © S6

Fig. 6 Simplified trust evaluation model
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Rule 5:  S3 N superior BPDU received => send cert_request N (S3—S6)

If the state is Wait for TCN_BPDU, the root bridge receives a superior
BPDU with BID less than the current root’s BID, it will send a certification
request BPDU, and then the state changes from Wait for TCN_BPDU to Wait
for CERT_BPDU.

Rule 6:  S2 N superior BPDU received => send cert_request N (S2—S6)

If the state isWait for CONF_BPDU, the root bridge receives a superior
BPDU with BID less than the current root’s BID, it will send a certification
request BPDU, and then the state changes from Wait for TCN_BPDU to Wait
for CERT_BPDU.

Rule 7:  S6 N (cert_response received U time_out) => S6—S2

If the state is Wait for CERT_BPDU, the bridge receives target switch
certification response or time out, the state will be changed to Wait for
CONF_BPDU.

Rule 8: S2 N TCN_BPDU received => send TCN_BPDU N TCA_BPDU N (S2—S5)

If the state is Wait for CONF_BPDU, the switch does not receive any message
until time out, it will send TCN_BPDU message to root bridge and be changed
to Wait for TCA_BPDU. If the switch received the TCN_BPDU message, it will
send TCA_BPDU back and send TCN_BPDU from root port. And then the state
of the switch will be changed to Wait for TCA_BPDU.

Rule 9: S5 N time_out => send TC_BPDU N (85— S2)

If the state is Wait for CERT_BPDU, the bridge does not receive any message
until time out, it will send TC setting BPDU to notify root bridge to recalculate
spanning tree, and the state will be changed to Wait for CONF_BPDU.

Rule 10: S5 N TCA_BPDU received => S5—S4

If the state is Wait for TCA_BPDU, the switch receive TCA_BPDU response

message. The state will be changed to Wait for TC_BPDU.
Rule 11: S4 N TC_BPDU received => send TC_BPDU N (S4—S2)

If the state is Wait for TCA_BPDU, the switch receive TC_BPDU response

message, The state will be changed to Wait for CONF_BPDU.

Case Study: Execution Analysis Figure 7 shows a simple network running trust-based STP.
SW1 is the root. The port of SW4 that connects to SW3 is blocked. When STP is running,
the trust evaluation model is also beginning to work at the same time. Now a new switch

N

LN P

authority

SW3

Fig. 7 Test network topology
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Table 1 Fields of

cert_request_bpdu Byte Field
2 Protocol ID
Version
1 BPDU type (0x02)

SWS5 is connected to the network and claims to be a root. SW4 first receives the superior
BPDU, and it sends a probe to SW5. The state of SW4 changes from Wait for CONF_BPDU
to Wait for CERT_BPDU. If SWS5 is compromised by an illegal user, or a tampered platform,
or SW4 doesn’t receive a certification response for a certain amount of time, it will come
back to Wait for CONF_BPDU state and if this lasts for 3 times, SW5 will be detected as
malicious. Otherwise, SW5 will pass the authentication and SW4 modifies the BPDU and
sends it to SW2. For SW2, it receives the superior BPDU from SW4 but the sender is SW5.
Thus, SW2 sends a probe to SW4 and goes on further steps. Finally, SW1 receives the
superior BPDU from SW2 and SW2 passes the verification, SW1 begins self-assessment.
If SW1 modifies the hello time, forward delay, or max age frequently, or it triggers alarm
many times, the self-assessment will not succeed, because the root SW1 has shown a poor
credit. Then SWS5 is selected as the root by STP protocol. Otherwise, SW5 will be deemed
as launching a root take-over attack.

4 Prototype Implementation

We implement a prototype of trust-based STP on a virtual switch called Open vSwitch [18].
In this section, we present three important components used in trust-based STP: 1) basic
data structure; 2) verifying STP announcements; 3) trust evaluation model. We give the

Table 2 Fields of
cert_response_bpdu Byte Field

Protocol ID
Version

BPDU type
Flag

Root Identifier
Root Path Cost
Bridge Identifier
Port Identifier
Message Age
Max Age
Hello Time
Forward Delay
1028 X509_CERT

NSRS T ST (SR (S R S e RN S
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key structure of the BPDU messages and describe the trust-based spanning tree protocol in
detail. Then show the rules of the trust evaluation model.

4.1 Basic Data Structure

We add two new BPDU type in trusted STP: cert_request_bpdu and cert_response_bpdu.
The format of the messages is shown as follows (Tables 1 and 2).

4.2 Verifying STP Announcements

We simulate our improved protocol on a virtual switch called Open vSwitch. We add
two new BPDU types on the basis of the original message: cert_request_bpdu and
cert_response_bpdu.

We simulate the authority as a CA server, and x509 certificate stands for the user certifi-
cate released by the authority. Each switch has a CA certificate and a user certification of its
own when it accesses to the network. When a new BPDU arrives, stp_receive_bpdu function
is triggered. The switch will verify that if the certificate is issued by the CA server, that is:
1) if the signature of the certificate is valid or not; 2) if the certificate is within the validity
period or not; 3) if the certificate is revoked or not. We use the OpenSSL library function
X509_verify_cert to achieve this goal. The detail is shown as follows.

Input: bpdu packet *bpdu
Result: Notifies the STP entity that bridge protocol
data unit 'bpdu’

1 if bpdu.type=conf bpdu then

2 if receive superior bpdu then

3 call transmit_cert request_bpdu();
4 else call received conf bpdu();

5 else if bpdu.type=tcn bpdu then

6 call stp_received tcn_bpdu(),

7 else if bpdu.type=cert_request bpdu then
8 read certificate file;

9 call transmit_cert response_bpdu();
10 else if bpdu.type=cert_response bpdu:

11 read CA certificate from local storage;
12 verify the user certificate in the bpdu;
13 Else

14 error<—error+1;

15 End

4.3 Trust Evaluation Model

The trust evaluation is used to provide the mechanism to verify if the authentication rules
of trust-based STP are enforced by the trusted switch correctly. State machine is key
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component of the trust evaluation model. We specify normal behaviors of a certain switch
running STP on a certain state.

We take the state Wait for CERT_-BPDU as an example and show detail as follows.

Rule 7: S6 () (cert_response received | J time_out) => S6 — S2

Input: unsigned char state, const char *function
Output: return 1 if succeed, otherwise return 0.
1 If state=WAIT FOR_CERT BPDU then

2 if receive cert_response bpdu then

3 state < WAIT FOR CONF BPDU;
4 return 1;

5 else if stp_timer expired then

6 state — WAIT FOR_CONF _BPDU;
7 return 1;

8 else

9 return 0;

10 End

5 Performance Evaluation
5.1 Test Topology

We use experiments to evaluate the performance of trust-based STP. In our experiments, we
deploy our trust-based STP prototype in three Linux 3.0.0 PCs with Intel Core Duo 2.5 GHz
CPU and 2 GB memory. The formed topology is shown in Fig. 8.

We propose a trust-based spanning tree protocol to protect the network from different
STP attacks. We use a STP attacking tool named “yersinia” [19, 20], which is designed to
explore certain weakness of different network protocols including STP. In this section, we
use attack experiments to demonstrate the main function of the trust-based STP, and present
performance analysis.

BID:0x8000.c83a.35d72e6f

Swi SW3
BID:0x8000.001f.d046.0e77 BID:0x8000.001d.7d57.2312

attacker

Fig. 8 Test network
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File Protocols Actions Options Help

¢ B . ¢ @

Launchattack Editinterfaces Load default Listattacks Clear stats Capture Edit mode Exit

Protocols Packets CDP DHCP 802.1Q ghft

Choose attack

0 Rootid
8000.001D7D572312] COP | DHCP | 802.1Q | 802.1X | DTP | HSRP | ISL | STP | VIP
0 Choose attack
0 Description Dos
0 sending conf BPDU
[ sending tcn BPDU
[ sending conf BPDUs
115 sending tcn BPDUs
[ @ claiming Root Role
e 445, Claiming Other Role
Field Value claiming Root Role with MiTM
Source MAC 00:1D:7D:57:2
Destination MAC 01:80:C2:00:0, | Spanning Tree Protog Cancel OK {
Id 0000 Source MAC | 04:08:20:12:A9:75 DestinationMAC ~ [01:80:C2:00:00:00
Ve (L id [e0e0| ver [00] Type (60| Flags [06] Rootid [ACS8.E7CD90117CAA|  Pathcost [00060000
Type 00
RS & Bridgeld [8423.1B231602FF08) Port  [8002| Age [0000] Max [0014| Hello [6002] Fwd |0eeF
21:17:44

Fig. 9 Launch a root take-over attack

5.2 Experiment Analysis

Experiment A. We first launch a root take-over attack, as shown in Fig. 9, to the original
STP protocol on SW3 (here SW3 is a TPM-free switch), which is the root in the network.
We use the topology in Fig. 8, and the result is discussed in following figures.

In Fig. 10, we can see that a new root 001d.7d56.2312 is announced, which is smaller
than the root (SW3:001d.7d57.2312). We use the command ovs-vsctl list Bridge br0 to show
the STP state information in Fig. 11. We find that the root bridge has been changed.

Experiment B. In this experiment, we launch the same attack on SW3(here, SW3 embedded
a TPM chip) to test the trust-based STP, and we use the same topology in Fig. 8.

) Yersinia 0.7.1

ile Protocols Actions Options Help

= 4
- = d .8 ¢ @

Launchattack Editinterfaces Load default Listattacks Clear stats Capture Edit mode Exit
>rotocols Packets CDP | DHCP 802.1Q 802.1X DTP HSRP ISL |STP| VTP Yersinialog

0 [Roota Bridgeld Port Interface Count Lastseen

g 8000.001D7D572312 8000.001D7D57231248001 etho 141 21108 21:22:23

0 8000.001D7D562312 8000.001D7D56231208001 etho 10 2110H 21:22:38

0

o

0

0

150

0

150

Value
Source MAC 00:1D:7D:57:.
Destination MAC 01:80:C2:00:0|  Spanning Tree Protocol

Id 0000 Source MAC  |04:08:20:12:A9:75 Destination MAC  |01:80:€2:00:00:00

ka5 00 Id 0000 Ver 00 Type 00 FlagS 00 Rootld AC58.E7CD90117CAA Pathcost 00000000

Zap:s gz Bridgeld 8423.1B231602FFO8| Port 8002 Age |6000, Max 0014 Hello |0002 Fwd 000F
211744

Fig. 10 Yersinia result
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—1 7.1# ovs-vsctl list Brldge bre
: d9ec7115-ace3-4bc7-a257-870albc584eb

[]
"0000001d7d572312"

atapath:type
external_1ids

{stp-past-cost="10", stp-priority="0x8000"}
[030fPa76-f372-4c66-a49c-6b1b12f70cb2, c2b7e74e-9c8a-4a2

[]
: {stp_bridge_id="86000.001d7d572312",
"8000.001d7d562312", stp root_path_cost="19"}
tp_enable : true
root@admiiistrator—ubuntu:/home/administrator/openvswitch-1.7.1.bak/openvswitc
-1.7.1#%

stp_designated_rootH

Fig. 11 The information of STP on SW3 being attacked

We can see that the yersinia also sends a message that claims to be a root
(001d.7d56.2312) in Fig. 12. However, the new protocol forces SW3 to send a request mes-
sage, which is shown as 0000.0000000000 in Fig. 12 and whose type is 0x02, to the attacker.
The attacker will fail to the authentication. SW3 triggers the alarms and the system log is
shown in Fig. 13. The information of STP on SW3 being attacked is shown in Fig. 14 and
we can find that the root does not changed.

Figure 15 shows the STP content when it is attacked. When SW3(001d.7d57.2312)
received a superior BPDU, it sends a cert_request message. The length of packet is 7 bytes (3
bytes logic-link control and 4 bytes cert request), the content of cert request is 0x00000002:
2 bytes protocol ID, 1 byte version and 1 byte BPDU type. The attacker has not the correct
certification, so it fails to send a cert_response BPDU.

@®®® Yersinia 0.7.1
File Protocols Actions Options Help
4 s 4 ) P4

Launchattack Editinterfaces Load default Listattacks Clear stats Capture Edit mode

Exit

Protocols Packets

: CDP DHCP 802.1Q 802.1X DTP HSRP ISL

| |Rootid Bridgeld Port
| 1 8000.001D7D572312 8000.001D7D572312 8001

Field
Source MAC
Destination MAC 01:80:C2:00:00:00

Value
00:1D:7D:57:23:12)
Spanning Tree Protocol

mm}m
0000.000000000000 0000.000000000000 §0000 etho 20

STP | VTP | Yersinialog

Interface | Count Lastseen

etho 50 21108 22:22:15
etho 40 21108 22:21:55
21108 22:21:53

Id 0000 Source MAC 04:08:20:12:A9:75 Destination MAC 01:80:€2:00:00:00

Ve 00 id [0000| ver [00] Type [00] Flags [06] Rootid [AC58.E7CD90117CAA|  Pathcost
ype 02

Flaas 00 Bridgeld 8423.1B231602FF08 Port 8002 Age 0000 Max 0014 Hello 0002

22:20:38

Fig. 12 Yersinia result
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Fig. 13 system log

root@administrator-ubuntu: /home/administrator/openvswitch-1.7.1# ovs-vsctl 1i{

d9ec7115-ace3-4bc7-a257-870albc584eb

L]
"0000001d7d572312"

other_config {stp-past-cost="10", stp-priority="0x8000"}
ports [030f0a76-f372-4c66-a49c-6b1b12f70cb2, c2b7e74e-9c8a-4a]
7-8acl1-bf13b88f480c]

[]

{stp_bridge_1id='8000.001d7d572312"', stp_designated_root
''8000.001d7d572312"', stp_root_path_cost="¢"%
Sip_einiauie : true
dgadministrator-ubuntu: /home/administrator/openvswitch-1.7.1# l

Fig. 14 The information of STP on SW3 after being attacked

12 Spanming- STR Walfor

Frame 20: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
IEEE 802.3 Ethernet
i Destination: Spanning-tree-(for-bridges)_00 (01:80:¢2:00:00:00)
# source: Giga-Byt_57:23:12 (00:1d:7d:57:23:12)

Length: 7

Padding: 000000000000000000000000000000000000000000000000. . .
Logical-Link Control

DSAP: Spanning Tree BPDU (0x42)

16 Bit: Individual

SSAP: spanning Tree BPDU (0x42)

CR Bit: command
= Control field: U, func=UI (0x03)

000. 00.. = Command: Unnumbered Information (0x00)

1 = Frame type: unnumbered frame (0x03)

0@

0]

-

= [Expert Info (Error/Ma]formed): Malformed packet (Exception occurred)]
[Message: Malformed Packet (Exception occurred)]

0000 01 80 c2 00 00 00 00 1d 7d 57 23 12 00 07 42 42 .. .. }w#...BB
0010 03 00 00 00 02 CNECRECCECCICICOICCICICRICRE: ..

[\o7{UN00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

[{x{/ 00 00 00 00 00 00 00 00 00 00 00 00

Fig. 15 Content of STP: send request
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15 26.016818 Giga-Byt_5 spanning- STP 60 conf. Root = 32768/0/00:1d:7d:57:21:¢c8 Cost = 0 Port = 0x8001L
6 26.016925 Giga-Byt_ :12 spanning- STP 21 [malformed packet]

26.017186 Giga-Byt_57:21:c8 Spanning- STP 1080 Unknown BPDU type (4)

. 668516 Giga-Byt_ Spanning- STP 60 Conf. Root = 32768/0/00:1d:7d:57:21:c8 Cost = 0 Port = 0x8001

ning- STP 21 Topology Change Notification

0 Port
0 Pport

Sparriré- STP 60 conf. TC 32768/0/00:1d:7d:57:21:c8 Cost
Sspanning- STP 60 conf. TC + Root = 32768/0/00:1d:7d:57:21:c8 Cos

r,
non
o

9
21 29.670405 Giga-ByT_57:2

Frame 17: 1080 bytes on wire (8640 bits), 1080 bytes captured (8640 bits)
IEEE 802.3 Ethernet
@ Destination: Spanning-tree-(for-bridges)_00 (01:80:¢2:00:00:00)
@ Source: Giga-Byt_57:21:c8 (00:1d:7d:57:21:c8)
Length: 1066
= Logical-Link control
DSAP: Spanning Tree BPDU (0x42)
16 Bit: Individual
SSAP: Spanning Tree BPDU (0x42)
CR Bit: Command
@ control field: v, func=ur (0x03)
= Spanning Tree Protocol
protocol Identifier: Spanning Tree Protocol (0x0000)
Protocol Version Identifier: Spanning Tree (0)
BPDU Type: unknown (0x04)
unknown BPDU type data

0000 01 80 ¢2 00 00 00 00 1d 7d 57 21 c8 04

®

[0

Fig. 16 Content of STP: send response

Under normal circumstances, when receiving the superior cert_request, root bridge will
send back its certificate as response, which is shown in Fig. 16. We can see that the type
of cert_response is 0x04, length is 1066 bytes (3 bytes logic-link control and 1063 bytes
cert_response).

Then we demonstrate several experiments and show contrasting result in Table 3.

e Root take-over attack. Repeat the experiment B, attacker without certificate or with
forged certificate can be detected easily. The state of trust evaluation model in SW3
stays at Wait for Cert_BPDU when the superior BPDU is received. It remains at this
state for 2 seconds until Cert BPDU arrived and other new superior BPDUs will be dis-
carded during this period, thus superior BPDU flooding is avoided. Malicious switch
with correct certification, however, who wants to replace the root bridge frequently,
can be detected by the root self-assessment mechanism also. The mechanism can effec-
tively prevent the root from take-over attack without impeding the root bridge election
under normal circumstances.

Table 3 The Contrast Result

Attacks STP Root guard BPDU guard Trust-based STP
Root take-over attack X Vv N J
Superior BPDU flooding X X VA Vv
Conf BPDU flooding X X N v
tcn BPDU flooding X X N VA

note: / avoid x not avoid
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Swi SW2 SW3
eth0:001d.7d57.21c8  eth0:c83a.357d.2edd  eth0:001f.d046.0e77
eth1:001d.7d57.2312

Fig. 17 Test network for performance analysis

Conf/tcn BPDU flooding attack. These attacks are detected by trust evaluation model
when sending or receiving BPDUs more than the expected times in a unit time, and
other malicious behaviors will be detected also, such as sending BPDUs without
receiving corresponding BPDUs on certain states.

Other attacks:

Silent attack. A switch sends configuration BPDUs continuously to indicate it is
alive after the spanning tree is built. When a switch stays silent on purpose (receive
CONF_BPDU without sending it in state Wait for CON_BPDU), the trust evaluation
model will alert it as a silent attack. Also other non-logic actions will be detected.
Furthermore, silent attack launched from outside also can be detected.

Faked failure attack. These attacks aim at network reconfigurations by sending fake
TCN_BPDU frequently. They are detected if it sends TCN_BPDU without trigger event
in any other state but Wait for TCA_BPDU, or sends normal BPDU more than the
expected times in a unit time in the Wait for TCA_BPDU state .

5.3 Performance Analysis

Time delay is one of the most important factors that affect the performance of STP. In order
to test the time delay of the authentication, we deploy the network structure as shown in
Fig. 17. SW2 is connected to SW1 through interface eth1 and connected SW3 through inter-
face eth(. The reason why we connect the switches in a line instead of a cycle is that the
topology can avoid the influence which SW1 brings to SW3, so that we can get an exact data
of the authentication time. Table 4 recorded the behavior of SW2 at each step of authenti-

Table 4 The Record of SW2

time (s) sendorreceive BPDU type and content port
26.016594 Send rootID=001d.7d57.2312 ethO,ethl
26.016818 Receive Superior BPDU with rootID=001d.7d57.21¢c8 ethl
26.016925 Send Cert_request ethl
26.017186 Receive Cert_response ethl
26.018905 Send New BPDU with rootID=001d.7d57.21c8 ethO
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Table 5 Experiment result of verification time

No. 1 2 3 4 5 6 7 8 9 10

time(ms) 1.626  1.638 1.629 1.700 1496  1.641 1.655 1.662  1.656  1.672

cation. In Fig. 17, SW2 first starts up, it sends the message with rootID=001d.7d57.2312.
Then we start up SW1 and SW3.

Table 4 shows that the delay is 1.98ms (26.018905-26.016925) from receiving the supe-
rior BPDU to the end of authentication. The average is 1.719ms. At the same time, we record
the verification time cost of X509 and the result is list in Table 5. The average is 1.638ms.

The result 1.719 ms is only one time authentication overhead but the authentication is
much more then one. The switch asks for authentication only when it receives the superior
BPDU (the bridge ID is less then the current root ID) without knowing other fields in the
BPDU. Thus, we consider two limiting cases. First, in the best case, we suppose that each
switch receives the BPDU with minimum BIDat the first time. So the authentication times
is n — 1 ( n is the switch times in the network, each switch has to authenticate for one time
except the root bridge). For example, in Fig. 18, the ascending order of BID is A,B,C,D
..., switch A is the minimum BID. In the best case, each switch receive the BPDU with
“rootID= A” from its neighbors, so the switch just needs to authenticate once to the first
BPDU’s sender. The example shows that the authentication time has nothing to do with the
topology structure.

Then in the worst case, we suppose that each switch receives the superior BPDU in
decending order of BID. Every time the switch receives the superior BPDU, it will ask for
authentication once. In other words, each switch before receiving the minimum BID, it will
authenticate for all the switch in the network which BID is smaller than its. So if the number
of switch in the nerwork is n, the switch with maximum BID will authenticate for n—1
times, the second biggest is n — 2, and so on, then the totalis (n — 1)+ (n —2)+...+2+1,
that is n x (n — 1)/2. For example, in Fig. 19 (3), switch E first starts up, then switch D.
When switch E receives the superior BPDU from switch D, it authenticate for once. Later,

A A 1D
B c B C
A A D A
B ¢ > E
B c B Yoo ¢ D

Fig. 18 Authentication times under the best situation
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A A 1(A) D
1(0)
1(B)

1) 1) 1(0)

B C B 1(8) C

1(B) 1)

(1 (2) 3)

Fig. 19 Authentication times under the worst case

switch C starts up. Switch D asks switch C for authentication once and switch E asks switch
D for another time (at this time, switch D sends the superior BPDU with “BID= C” to
switch E). Then switch B starts up. And in this way, finally switch E respectively asks for
authentication for 4 times aimming at rootID equal to D, C, B and A. Switch D asks for
authentication for 3 times aimming at rootID equal to C, B and A and so on. The total times
is10(44+3+2+1=10).

In conclusion, a network with n switches, the authentication times is:

n — 1, (n > 2, in the best case)

Sn = :
@, (n > 2, in the worst case) W

Contrast with traditional STP, the convergency time of trusted STP is [1.719%x (n — 1),
1.719x n x (n — 1)/2]ms. When the number of switch is increased, the time cost increase
too, the corresponding time curves are shown in Fig. 20. y1 and y2 are corresponding to the
authentication time cost in the worst case and in the best case respectively.

——y1=1.719*x*(x-1)/2 (ms)
—y2=1.719%(x-1) (ms)

3500
3000
2500
2000
1500
1000

500
77.355

0 o = B-67-04+—M-84-23%
0 10 20 30 40 50 60 70

Fig. 20 Trend of authentication time
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6 Conclusion

This paper developed a comprehensive security solution for low level network protocols
based on trusted network. The trust-based security for STP was applied to enhance the
security of spanning tree protocol, which in turn enhanced the network security in layer
2. Combined with the trust evaluation model, the protocol gave comprehensive protec-
tion to the threats from both outside and inside the switches. Experiments showed that our
improved protocol could effectively avoid the root take-over attack, flooding attacks and
other attacks.
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