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Abstract We present a weak blind signature scheme based on a genuinely entangled six
qubits state. Different from classical blind signature schemes and current quantum signature
schemes, our quantum weak blind signature scheme could guarantee not only the uncondi-
tionally security but also the anonymity of the message owner. To achieve that, quantum key
distribution and one-time pad are adopted in our scheme. Our scheme has the characteristics
of classical security and quantum security.
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1 Introduction

Proxy signature, as an importation cryptographic primitive, was firstly introduced in
1996 [1]. In a proxy signature scheme, an original signer can authorize another person, called
proxy signer, to issue signatures on behalf of himself/herself. However, the common digital
signature can not satisfy the special needs in the deep-seated application of E-commerce
and E-government [2, 3]. Quantum digital signature is a technique which can ensure the
security requirements for integrity of message, proof of origin or disavowal signature can be
performed using the counter-intuitive properties of quantum mechanics. Since Mambo M
et al. proposed a quantum digital signature protocol [1], many efforts have been made on it
and lots of schemes have been presented [4—14]. In 2002, Zeng and Christoph proposed an
arbitrated quantum signature scheme based on Greenberger-Horne-Zeilinger states [4]. Li et
al. [11] presented an arbitrated quantum signature scheme using two-particle entangled Bell
states. Moreover, Wen et al. [15, 16] have proposed some multi-signature schemes.

Blind signature is a special digital signature in which the message owner’s anonymity
could be protected to ensure privacy. In blind signature, the message owner could always
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get the authentic signature of his own message even though the signatory knows nothing
about the content that he signed. Blind signature could be classified into weak blind sig-
nature and strong blind signature according to whether or not the signatory can trace the
message owner. Chaum [17] proposed the first blind signature scheme in 1983 based on the
complexity of factoring large integers. However, it could be easily broken with the emer-
gence of quantum computers. Hence, researchers have show increasing interests in quantum
signature schemes.

In this paper, we put forward a proxy weak blind signature scheme based on controlled
quantum teleportation. The scheme uses the genuinely entangled six qubit state as quantum
channel. We use quantum key distribution and one-time pad to guarantee the unconditional
security and signature anonymity. It is shown to be unconditionally secure, i.e., may not
be forged or modified in any way by the receiver or attacker. In addition it may neither be
disavowed by the signatory nor may it be deniable by the receiver.

2 Preliminary Theory

Different from classical blind signature scheme, the quantum blind signature scheme is
based on the theory below. The four Bell states of 2-qubit are
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Suppose that Alice and Bob share a quantum state in one of the Bell states
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Due to the entanglement characteristic of EPR pairs, after Alice having measured parti-
cle A, particle B will collapse to the same state as particle A. Thus, if Alice and Bob choose
the same base Bz = {|0), |1)} or Bx = {|+),|—)} to measure their particles respectively,
they will get the similar results. For example, if both Alice and Bob choose base Bz and
Alice gets |0), then Bob’s measuring result must be |0) too. However, after Alice’s measure-
ment, if Bob chooses a different base from Alice, Bob will get a random result.

Based on the above theory, we will detail the scheme of quantum weak blind signature
and its verification in the following sections.

3 Controlled Quantum Teleportation

Borras et al. [18], introduced a genuinely entangled six qubits state It is given by
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Fig. 1 Model of controlled Classical channel
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Entanglement source

Bob holds particle 1, Charlie owns particles (5, 6), and particles (2, 3, 4) are belong to
David. The model of controlled quantum teleportation is shown in Fig. 1.
Suppose that the quantum state of particle M carrying messages in Bob is

[¥)m = («|0) + BI1))m “

where the coefficients e and S are unknown and satisfy |a|? + |8]> = 1.
The state |¥)123456 of the whole system composed of particles M and particles
(1,2,3,4,5,6) is given by

[¥) m123456 = |V ) m @ |6) 123456 = (@|0) + BI1)) m ® 1€6) 123456 ©)

(1) If Charlie agrees that Bob and David perform their quantum teleportation, he will
perform Bell-state measurement on his particles (5, 6). Then he informs Bob and David his
measuring results through the classical channel. The Bell-state measurement can collapse
the quantum state |¥) 7123456 into the following states

1
(L) miosass = m(am + B11))(10000) — [0101) — [1010) + [1111)) 1234
1
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(2) Bob performs Bell-state measurement on particles (M, 1). He informs David his mea-
suring results through the classical channel. Suppose that Charlie’s measuring result is |>°),
the Bell-state measurement will collapse the quantum state of particles M, 1,2, 3, 4 into the
following states

1
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(M
1
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(3) According to Charlie’s and Bob’s measuring outcomes, David performs Bell-state
measurement on particles (2,3). If Charlie’s and Bob’s measuring results are |¢¢) and
|p1), respectively, the Bell-state measurement will collapse the quantum state of particles
2,3, 4 into the following states

1
8v2
1
8v2
David operates appropriate unitary operation U,,, on particle 4 to successfully recon-

struct the original unknown quantum state.
For example, when particle 4 is in the state of Eq. (8), the unitary operation are

<¢i3|¢f1|1ﬂf6|‘1’)1\4123456= (=B10) £ a|l1))4
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Bob successfully transmits the unknown quantum state [y),, to the receiver David.

4 Quantum Proxy Weak Blink Signature Scheme

To clarify our quantum weak blind signature scheme, three characters are defined as follows:

(1) Alice is defined as the customer who blinds the payment messages into the blinded
messages, and sends the blinded messages to the businessman.

(2) Bob is defined as the representative of the bank Charlie, who signs the blinded mes-
sages to make a blind signature.

(3) David is defined as the businessman, who receives and verifies the payment messages,
its signature and blind signature.

4.1 Initializing phase

(4.1.1) Message transformation. Alice transforms the message m into an n-bit sequence
asm={m(),m?2),....,m@),....mn)} (i=1,2,...,n).

(4.1.2) Quantum key distribution. Alice, Bob and Charlie share secret key K 4p(2n-bit),
K gp(3n-bit) and K¢p(n-bit) with David, respectively. Bob shares secret key K pc(n-bit)
with Charlie. To ensure unconditional security, let us suppose that all keys are distributed
via QKD protocols [19-22].

(4.1.3) Entangled states generation. Bob generates n EPR pairs such that

<
2

where g; and b; denote the ith two entangled particles.

David generates 2n entangled six qubits state |&).

(4) In each EPR pair, Bob sends particle a; to Alice while leaving particle b; to himself.
In every entangled six qubits state, David sends particle 1 to Bob, particles (5, 6) to Charlie,
and holds particles (2, 3,4).

4.2 Blind the message phase

(4.2.1) Alice measures her particle sequence according to message m. If m(i) = 0, she
measures a; on the base B, = {|0), |1)}. If m(i) = 1, she chooses the base B, = {|+), |—)}.
Alice records the measuring results as m' (i) = {m'(1),m'(2), ..., m' (@), ...,m' (n)}(m'(i) €

Vi) = —=(100) + 11)) 4,8, (10)
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{10), |1) |4+), |—)}). The four states |0), |1) |[+), |—) could be encoded into two classical bits,
for example

0) =00, |1)— 01, [+)—10, [=)— 11 (11)

Thus, the message m (n-bit) has been blinded into m’ (2n-bit).
(4.2.2) Alice encrypts m’ with the key K 4p to get the secret message M, which is defined
as

M =Eg, {m' 1), m'Q2),....m'GQ),....m'n)} (12)

Since both m’ and K 4p are 2n-bit, we adopt one-time pad as the encryption algorithm to
guarantee the unconditional security.

(4.2.3) Alice sends the secret message M to the verifier David through the classical chan-
nel.

(4.2.4) Alice asks Bob to perform blind signature on message m’.

4.3 Authorizing phase

(4.3.1) After Bob receives Alice’s signature ask, he ask the original signer Charlie to
grant him to perform proxy signature on the message.

(4.3.2) Charlie receives particles (5, 6) in |&) which David sends. If he agrees Bob as
his proxy to sign the message, he will allow Bob and David to perform their controlled
teleportation. Charlie performs the Bell-state measurement on particles (5, 6) and records
the measuring results as Sc. Then he encrypts S¢ with the key K g¢ to get the secret message
Egy-{Sc}. He sends Eg,.{Sc} to Bob as granting secret key. If Charlie does not agree Bob
to sign message for him, he will not allow Bob and David to perform their teleportation.

(4.3.3) Charlie encrypts Sc with the key K¢p to get the secret message Ex.,{Sc}. He
sends Eg.,{Sc} to David for verification signature.

4.4 Signing the blind message phase

After Bob has received the message Ex,.{Sc}, he decrypts it with his key Kpc to get
the message Sc. Bob performs the Bell-state measurement on particles (b;,1) and records
the measuring results as Sg. Bob encrypts Sp and S¢ with the key Kgp to get the secret
message Eg,,{Sz, Sc}. Bob sends message Ex,,{Sp, Sc} to David, that is, Bob finishes
the proxy signature of the blind signature m’.

4.5 Verifying phase

David first verifies Bob’s proxy identity, then verifies Bob’s proxy blind signature.

(4.5.1) David receives the secret message M from Alice, then decrypts it with his key
Kap to get the blind message m’. The odd number of blind message m’ is the original
message m.

(4.5.2) David receives the secret message Ek,.,{Sc} from Charlie, then decrypts it with
the key Kcp to get message Si.. On the other hand, he receives the proxy blink signature
Ex,,{Ss, Sc} from Bob, then decrypts it with the key Kz p to get messages S and Sc.

(4.5.3) David verifies Bob’s proxy identity: when S;. = Sc, Bob is authentic proxy and
David will excuse the following operations to verify Bob’s proxy blink signature. Otherwise
he will end the agreement.

(4.5.4) According to the messages Sp and Sc¢, David performs the Bell-state measure-
ment on particles (2, 3). Based on all the measuring results, David operates appropriate
unitary operation on particle 4 to successfully reconstruct the original unknown quantum
state on particle 4.

(4.5.5) Based on the real messages David has obtained, David measures particle 4 on
appropriate base according to the rule in (4.2.1). The measuring results could be encoded
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into two classical bits according to Eq. (11). The encodes results is wrote as d. If m' = d,
the proxy blink signature is valid, otherwise David will reject it.

5 Security Analysis and Discussion

In this section, we will give out that our weak blind signature scheme has the characteristics
of classical security and quantum security.

(5.1) Classical security: the classical trick strategy fails

(5.1.1) The signature is weak blind

In our scheme, Bob is kept blind from the message content. However, measuring the par-
ticles is enough for Bob to sign the message. In E-payment system, the bank is not necessary
to know the customer’s transaction content, but he could sign the payment message for her.
And the businessman could verify and accept the payment message signed by the bank.

(5.1.2) David can not forge messages or signatures

Bob is the representative of the bank Charlie, and they are totally credible in the scheme,
usually. Suppose that the message receiver David is not honest, and attempt to forge Al-
ice’s message or Bob’s and Charlie’s signatures to get profits. Since David knows the shared
secret keys between Alice, Bob, Charlie and himself, he would not be able to forge the mes-
sages, blind messages or signatures. If this disagreement happens, Alice will find David’s be-
haviors. Bob and Charlie are able to measure their particles respectively to uncover David’s
trick.

In addition, David can not disavow his messages and his signatures. If he performs the
controlled quantum teleportation, he will receive the signature and verify it.

(5.1.3) The message owner can be traced

Alice sends message M to David. Since M includes the secret key which is only known
by Alice and David, Alice can not disavow her message M. Once some disagreement hap-
pens, according to the parameters of messages and secret keys, combined with the mea-
suring results of particles, the referee can trace the message owner and judge whether the
E-payment is valid or not.

(5.2) The quantum security: the quantum attack strategy fails

Our scheme can resist intercept-resend attacks. Suppose that Eve is an adversary who
knows well the signature protocol, and captures the particles that Bob sent to Alice. If Eve
tampers the message m or blind message m’, by replacing the original particles with her own
particles, she will inevitably destroy the correlation of particles in the quantum states and be
detected by David.

Our scheme can also resist the man-in-the-middle attacks. Suppose Eve counterfeit Alice
and Bob and send simultaneously particles and message M (or signature ) to Charlie. Due
to the unconditional security of both quantum key distribution and one-time pad algorithm,
it is impossible for Eve to either tamper the message M or counterfeit signing the message
S. This is because that the message M is encrypted by the quantum secret key K 4p and the
signature S is encrypted by Kzp and K¢p.

6 Conclusions
In this paper, we presented a quantum proxy multi-signature scheme based on genuinely
entangled six qubits state. Different from previous quantum signature scheme in classical

cryptography, the security of our scheme is guaranteed by the quantum one-time pad and
quantum key distribution [23-25]. Hence, it is unconditionally secure.
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