Int J Theor Phys (2013) 52:4174-4184
DOI 10.1007/s10773-013-1730-0

Continuous Variable Quantum Secret Sharing
via Quantum Teleportation

Nan-run Zhou - Han-chong Song - Li-hua Gong

Received: 28 April 2013 / Accepted: 2 July 2013 / Published online: 26 July 2013
© Springer Science+Business Media New York 2013

Abstract A continuous variable quantum secret sharing (CVQSS) scheme is proposed by
using quantum teleportation. In the scheme, the participants Bob and Charlie can recover
the classical secret keys only when they cooperate. Meanwhile, the security of the CVQSS
scheme is analyzed in detail by calculating the bit error rates (BERs) under different situa-
tions. It is shown that our proposed CVQSS scheme not only can resist the external attacks,
but also can against the participant’s malicious attacks when the channel transmission effi-
ciency 1 is above 50 %.

Keywords Continuous variable - Quantum secret sharing - Quantum teleportation - Bit
error rate

1 Introduction

Secret sharing is one of the important research directions in cryptography. It allows a sender
to split her message into n parts between n participants respectively; neither n — 1 nor fewer
participants can read out the message only if all the n participants cooperate. Classical se-
cret sharing schemes mainly are designed based on some complex algorithms or unsolved
problems, however they can not overcome the problem of Catch22 [1]. Quantum secret shar-
ing (QSS) schemes mainly depend on the quantum no-cloning theorem and the Heisenberg
uncertainty principle, which ensure the unconditional security of perfectly designed QSS
schemes. Therefore, QSS has attracted lots of attentions and developed rapidly since it was
first presented.
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In 1999, Hillery M. et al. proposed the first QSS scheme based on GHZ states, where
the two parts can recover the secret key when they choose the same measurement basis [2].
Utilizing the quantum error correcting codes, Cleve R. et al. gave an efficient construction
of a (k,n) threshold scheme [3]. From then on, a variety of QSS schemes have been put
forward in both theoretical [4—16] and experimental [17, 18] aspects. According to the dif-
ferent properties of the carriers used, the QSS protocols can be generally classified into two
types, i.e., discrete variable quantum secret sharing (DVQSS) schemes [2—-16] and contin-
uous variable quantum secret sharing (CVQSS) schemes [19-22]. DVQSS schemes mainly
use the single photons or weak laser pulses as their information carriers. DVQSS schemes
are difficult to satisfy the communication demands nowadays due to the low channel ca-
pacity and the difficulty of the preparation of single photons. Fortunately, CVQSS schemes
utilize the continuous variable quantum states to share the secrets, where the states, such
as coherent states, squeezed states can be easily generated and operated by linear optical
components. Furthermore, these states can greatly improve the channel capacity, thus the
CVQSS schemes are expected to play a key role in future integrated continuous variable
quantum information systems. Tyc T. et al. developed a continuous-variable quantum se-
cret sharing framework with its interferometric realization, which needs infinite squeezing
[19]. Lance A.M. et al. performed two experimental (2, 3) threshold QSS schemes using
entangled beams [20]. Later, encoding a secret coherent state into a tripartite entangled
state and distributing to three players, Lance A.M. et al. achieved a fidelity average over
all reconstruction permutations of 0.73 £ 0.02 in experiment [21]. Xie C.D. et al. pro-
posed a quantum state sharing scheme with continuous variables, in which the single-mode
squeezed states are applied to enhance the security of information in quantum teleportation
network [22].

These protocols in Refs. [19-22], however, share not the classical secret itself but quan-
tum state. The secret shares obtained by the agents only allow them to build an unknown
quantum state. These protocols are not applicable to share a classical secret directly. Here,
we present a CVQSS scheme utilizing the squeezed state to carry the secret and the quantum
teleportation to deliver the secret. Unlike protocols in Refs. [19-22] sharing quantum states
finally, our scheme directly shares classic bits and does not need infinite squeezing.

The rest of this paper is organized as follows. In Sect. 2, some basic knowledge is related
in order to introduce the proposed scheme in a compact way in Sect. 3. In Sect. 4, the security
of the proposed scheme is analyzed in detail by calculating the bit error rates under different
situations. The conclusion is drawn in Sect. 5.

2 Basic Knowledge
2.1 Two-Mode Squeezed Vacuum State

In quantum optics, the squeezed vacuum state is:
a=x+ip=¢€x(0)+ie " p(0), (€))]

where x(0), p(0) are the amplitude and the phase of the initial vacuum state and they fol-
lows a Gaussian probability distribution x(0), p(0) ~ N(0, 1), [x(0), p(0)] = 2i, r is the
squeezed parameter, the amplitude is squeezed when r < O while the phase is squeezed
when r > 0. There is a relation between the amplitude and the phase under the Heisenberg
uncertainty principle: Ax - Ap > 1.

@ Springer



4176 Int J Theor Phys (2013) 52:4174-4184

Fig. 1 Schematic of quantum lim a
teleportation F>oo

out2 — ain

D(B)

Two-mode squeezed vacuum state

Similarly, the two-mode squeezed vacuum state can be generated by combining an
amplitude-squeezed vacuum state with a phase-squeezed vacuum state by a half beam split-
ter, then the amplitudes and the phases of the two output modes are [23]:

1 1
Xoutl = %erxinl 0) + EeirxinZ 0), (2a)
1 1
Poutl = Ee_rpinl O + Eerpmz 0), (2b)
1 1
Xouz = ﬁerxinl 0) - ﬁe_rxinz(O), (2c)
1 1
e pin1 (0) — —=¢" pin2(0). (2d)

Pouz = ﬁ NG

The two output modes have the following correlations:

2 2 -

([A(xoutl + x0u12)] > = <[A(p0utl + pout2)] ) =27, 3)

From Eq. (3), one can see that the correlation between ay; and aou becomes perfect as
the squeezed parameter r increases:

lim xou1 = Xou2, lim Poutl = —Pout2, @
r—>-+00 r—+o00

2.2 Continuous Variable Quantum Teleportation

Quantum teleportation is an important ingredient in quantum information science, which
enables reliable transfer of an arbitrary, unknown quantum state from one location to an-
other. Figure 1 is the schematic of quantum teleportation. Suppose two distant players Alice
and Bob share the two-mode squeezed vacuum state doy, dourz, When Alice performs a Bell
measurement on dyy; and an unknown input a;, = x;, + ipp,, she can obtain:

1 1
Xy = ﬁ(xin - xoutl)s Pu= ﬁ(pin + poutl)~ (5)
Then Bob’s mode a,u» can be rewritten as [24]:
Xouz = Xour2 + \/Exu - \/Exu = Xin — (Xout! — Xou2) — \/Exw (6)
Pout2 = Pout2 + ﬁpu - ﬁpu = Pin + (poutl + pout2) - ﬁpu (7)

Note that aqy does not differ much from the original unknown input a;, beside a dis-
placement operator. From Egs. (4) and (6), (7), the original input a;, can be easily recon-
structed by a unitary operation D(8 = 2x + iﬁpu) on do, when the entanglement
degree is high enough.
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2.3 Binary Bit Modulation

For an arbitrary quantum state ¢ = x4 +1pg, where x4, pg ~ N (1, o2), how is the secret key
modulated on the amplitude? If one wants to send bit 1, then he puts a positive modulation A
on the amplitude, where A is a positive constant. While if one wants to send bit O, then
he does nothing. In the ideal condition (0> = 0), when demodulating the signal, one can
obtain only two results u and p + A, corresponding to O and 1 respectively. However, the
variance o2 of the signal’s amplitude is always positive, this means that the results obtained
are not the exact two constants p and p + A all the time but with fluctuations. Denote
bit 0 by the result x4 < p + % while bit 1 by x4 > 0 + %. Also, one should pay attention
to two situations which will cause errors, one is that the measurement result x4 > 1 + %
when sending bit 0, i.e., bit O is turned into bit 1, the other is that the measurement result
Xy < p+ % when sending bit 1, i.e., bit 1 is turned into bit 0. The bit error rate is an
important security evaluation in QSS scheme, if the bit error rate is higher than the specific
error threshold, then the channel is not secure. Likewise, the binary bit modulation is also
appropriate for the signal’s phase quadrature.

3 Continuous Variable Quantum Secret Sharing Scheme
3.1 Principles

Continuous variable quantum teleportation can be used to realize CVQSS. If Alice wants
to share a secret key with Bob and Charlie, she only needs Bob to send a squeezed state to
her, and then she modulates the squeezed state according to her secret bits and transfers the
resulting state to Charlie via quantum teleportation. At this point, Charlie owns the quan-
tum state carrying the bits. However, Charlie does not know which component is squeezed.
Particularly, Charlie can get no secret key alone even if he chooses the right measurement
basis if Bob adds some initial information on the squeezed state. Accordingly, although Bob
knows which component is squeezed, he can also get little useful information since he does
not own the quantum state as Charlie. As a result, the secret key can only be recovered when
Bob and Charlie cooperate.

3.2 Continuous Variable Quantum Secret Sharing Scheme

Suppose Alice wants to share a classical secret key with two distant agents Bob and Charlie.
Then the two receivers, Bob and Charlie, can infer the secret message only by their mutual
assistances. The CVQSS scheme shown in Fig. 2 involves the following steps:

(1) Bob applies a squeezed operator S(r;) on the vacuum state |0); to generate the
squeezed vacuum state a;, while S(r;) depends on Bob’s pre-prepared random bit string 1 p
with p(ng =0) = p(np=1) = % If ng =0, Bob uses r; <0, i.e., a; is an amplitude
squeezed state, then Bob puts a modulation on a; with a displacement operator D(a; = A).
If ng =1, Bob uses r| > 0, i.e., a; is a phase squeezed state, then Bob puts a modulation
on a; with a displacement operator D(c«; = iA). Lastly, Bob randomly selects some time
slots #, to insert the coherent states a; = |x| +ip)) into a; and sends it to Alice together.

(2) On receiving the state a,, Alice returns an acknowledgement to Bob. The state a; is
the same as a; when Eve is absent in the quantum channel.

(3) Bob publishes the corresponding time slots #,, along with the amplitude x| and the
phase p) of the coherent state a;.
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Fig. 2 Schematic of the CVQSS scheme

(4) After hearing from Bob, Alice takes a random measurement on the amplitude or the
phase of a,, and then she compares her measurement results with Bob’s corresponding data
to detect eavesdropping. If the error rate does not exceed certain threshold, Alice and Bob
confirms the quantum channel is secure, then Alice removes the coherent states in a, and
goes to next step; or else, Alice terminates communication.

(5) Alice applies a unitary operation D(a; = x + ix) on a, to generate az according to
the secret key. In this scheme, we formulate Alice uses the binary bit modulation and the
secret bits 0 and 1 correspond to x = B and x = B + Vi, respectively, where the B and V;
are two constants. Apparently, the amplitude x5 and the phase p; of a3 are still Gaussian
variables. Without loss of generality, we suppose x3, p3s ~ N (i, 0?) and the measurement
results w > u + B + %, o <u+ B+ % stand for bits 1 and 0, respectively.

(6) Alice prepares the two mode squeezed vacuum states a4, as and transmits as to Char-
lie.

(7) Charlie declares he has received the state ag, and then he measures either the am-
plitude or the phase of a¢ in some random time slots #,. After the measurement, Charlie
publishes the time slots 7,, the measurement component and the measurement results. ag is
the same as as if Eve is absent in the quantum channel.

(8) Alice chooses the same measurement component as Charlie at #, to detect eavesdrop-
ping. On the basis of the entanglement properties of two-mode squeezed state, there exist
correlations between ay and ag, i.e., (x4 — x6)> — 0 and (p4 + ps)> — 0. If the measurement
result does not exceed certain error threshold, Alice goes to next step; otherwise, she returns
to step 6.

(9) Alice does a joint Bell measurement on a3 and a4 with the outcomes x, = % (x3 —Xx4)
and p, = %( P3 + pa), then she publishes x,, p, and the judgment threshold m = B + %

(10) Charlie applies a unitary operation D (a3 = /21, (x, +ipy)) on ag to get as.

(11) Bob and Charlie cooperate to recover the shared secret keys. As what is required in
the QSS [2, 3], the recovery processes can only be done when Bob and Charlie come to-
gether. If ng = 0, Bob and Charlie apply a unitary operation D (a4 = —,/n1n2¢""" A) on a;
to get ag, and then they measure the amplitude of ag, where 7, 1, are the transmission
efficiencies of the quantum channels from Bob to Alice and from Alice to Charlie, respec-
tively. If ng = 1, Bob and Charlie apply a unitary operation D (a4 = —i,/n1m2¢7""A) on ay,
and then they measure the phase of ag. Finally, Bob and Charlie recover the shared secret
keys according to the judgment threshold m’ = /m,m. It denotes the secret key is 0 if the
measurement result @ < m’, while the secret key is 1 if @ > m'.
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In this CVQSS scheme, the steps (1)—(4) are the preparation and transmission processes
of the squeezed state. To some extent, the squeezed states can be transmitted from Bob
to Alice securely via quantum teleportation like steps (6)—(10). However, this will make
the schemes complicated. For this reason, just the squeezed states are transmitted directly
and the coherent states are inserted to detect the eavesdropping in the channel. Also, some
displacements on the squeezed component of the squeezed state are added to protect the
secret. The purpose of step (5) is to put classical bits on the quantum signal with binary bit
modulation. Although the secret keys are modulated on both the amplitude and the phase of
the squeezed states, they can only be demodulated on the squeezed component due to the
large variance of the unsqueezed component. Notice that if Alice sends her states to Charlie
directly like step (1), Bob can eavesdrop all of the states and select the right component to
measure them, then Bob can obtain all the secrets. Thus, quantum teleportation is employed
to avoid this attack. Steps (6)—(10) are the processes of quantum teleportation, Alice can
teleport the squeezed state carrying the shared keys to Charlie without moving it if the two
mode squeezed vacuum state has a high degree of entanglement. Finally, if Bob and Charlie
cooperate, they can recover the shared keys with step (11), all the squeezed states they owned
can be measured on the right components with the help of Bob’s information, that is to say,
every squeezed states can be used to rebuild the keys.

4 Security Analyses

Compared with quantum key distribution protocols, the QSS schemes have a higher demand
on the security since one should consider not only the external eavesdropper Eve’s attacks,
but also the dishonest participant’s malicious attacks. Moreover, the dishonest participant is
more likely to get the secret keys, since they possess more resource than Eve. Thus the se-
curity of the secret against the dishonest participants is the primary goal in the QSS scheme.
If a scheme is secure to the dishonest participants, it can naturally against the external at-
tacks [25]. In our scheme, Eve has no information about Bob’s squeezed state, and she does
not know which component of the quantum state is squeezed. She does not possess the quan-
tum state carrying the secret keys either. Therefore, the participants Bob and Charlie have
more advantages than Eve in our scheme and the CVQSS scheme is secure if it can resist
Bob or Charlie’s attacks.

4.1 BER Without Eavesdropping

In the CVQSS scheme, Bob prepares the initial squeezed state a; according to his pre-
prepared random bit string np. If ng = 0, a; can be expressed as:

xi =€ (x1(0) + 4), pr=¢"pi(0), (®)
where r; > 0, or else:
x1=e"x(0), pr=e"1(p1(0) + A). ©))
Then Alice’s state a5 is:
X0 = mxi + /1= nixw, 2= mpi++1—mpni, (10)

where xn;, pni represent the noise in the quantum channel from Bob to Alice, xNi, pni ~
N (0, 1). After the unitary operation D(a, = x + ix), Alice obtains a3:

X3 =x2+x, p3=p2+x. (11
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According to Egs. (2a)—(2d), the two-mode squeezed vacuum states a4 and as are given
by:

Xy = %2 (¢”xin1 (0) + € " xin2(0)), (12a)
pa= % (€72 pin1 (0) + € P (0)), (12b)
X5 = \% (€”xin1 (0) — e 2 xin2(0)), (12¢)
ps= \% (€72 pin (0) = € pin2(0)). (12d)

Alice sends as to Charlie, and then Charlie’s state ag is:

X6 = /M2xs + /1 — noxno, P =/Mmps ++/1 —mpn. (13)

Similarly, xno, pn2 represent the noise in the quantum channel from Alice to Charlie,
xNn2, PNz ~ N(0, 1). If the quantum channel is secure, Alice makes a joint Bell measurement
on az and ay:

1 1
Xy = E(Xs — X4), Pu= ﬁ(m + p4). (14)

Since the amplitude and the phase in a quantum state are symmetric, the BER will be
same despite of amplitude squeezed state or phase squeezed state. In the process of secret
recovery, without loss of generality, the situation of amplitude squeezed state Bob prepared
is analyzed. After quantum teleportation, the amplitude of Charlie’s state a7 is:

X7 = X6 +/2M2Xy. (15)

If there is no eavesdropping, Bob and Charlie cooperate to apply a unitary operation
D(ay = —./n1me "1 A) on a; to rebuild the secret. If Alice wants to send bit 0, then x = B.
By recalling Eq. (8) and Egs. (10)—(15), xs turns out to be:

xg = /mB + /mime " x1(0) + \/(1 — n)mxnt + /1 — naxne
— v/ 2me " xin2(0). (16)

Apparently, xg is a Gaussian variable, xs ~ N(/m2B, 03), of =1+ nim(e™1 — 1) +
2me 22 If xg < /M2(B + %), then Bob and Charlie can demodulate and get the right bit O;
or else, they will get the wrong bit 1. Thus the BER of bit O can be calculated as:

00 1 B (1—@8)2
e 5 dx. (17)

pOerr(Bv C) :/

NGICES SINbr e

JRB+%) _ (x*mu;wmz
e 2§ dx. (18)

Similarly, the BER of bit 1 is:

plerr(Ba C) = /
—o© ,/272’0’82

Thus, the total BER without eavesdropping is:

1 Vs n2
pOerr(By C) = plerr(Bs C) = Eerfc 7 Q . (19)
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Fig. 3 Beam splitter attack

4.2 Bob’s Attack

Bob owns the information about the squeezed state he prepared, but he does not own the state
carrying the secret. If Bob is dishonest, his main goal is to intercept the quantum channel
from Alice to Charlie. Generally, Bob employs a beam splitter attack on as as shown in
Fig. 3.

a}g = \/U_ZaNZ -V 1 —naas, (20)

When Alice publishes the results x,, p, of the joint Bell measurement, Bob applies an-

other unitary operation D(—+/2(1 — 1) (xy +1ipy)) on aj, and then he can easily remove

the noise added by him and obtain the state ag. Utilizing his random bits string nz, Bob

can choose the right measurement basis to measure ag. Suppose Alice sent bit 0 and Bob
prepared an amplitude squeezed state, then Bob’s result is:

xp=—v/(1—m)xs +v/m( — e A+ /mxn +v2(1 — m)e 2xin(0). (1)
Making use of Egs. (8), (10) and (11), one can see that: xz ~ N(—+/1 — nzB,aé),
i =1+n(—mn)(e? —1)+2(1 — na)e 2. Thus Bob sets his judgment threshold
as —+/1 —m(B + %). If Bob gets xp > —/1 — (B + %), he demodulates ag and ob-
tains the right bit O; or else he obtains the wrong bit 1, then the BER under Bob’s attack
is:

(B) (B) = serte( L |12 (22)
err = err = —Ceric| — .
Po P1 2 ) 20§

4.3 Charlie’s Attack

Charlie owns the state carrying the secret, however, he does not know the initial information
about the squeezed state prepared by Bob. If Charlie is dishonest, his main goal is to inter-
cept the quantum channel from Bob to Alice. Since the amplitude and the phase of Bob’s
squeezed states are all Gaussian variables, even Charlie applies the beam splitter attack like
Bob; he can either get no information about the squeezed states. Therefore, his main method
is to measure his quantum state directly. Suppose Alice sent bit 0 and Bob prepared an
amplitude squeezed state, then Charlie has 50 % chance to choose the right component:

XCR = X7, (23)

From Eq. (15), one can see: xcg ~ N(y/mB + /mmA, agR), ogR =1+
mna(e=?1 — 1) + 2me~22. As Charlie has no information about Bob’s state, he can only
set his judgment threshold as /7> (B + %) that Alice publishes. Thus the total BERs of bits
0 and 1 are:

1 (Vs —2A/m) [m
o (CR) = ~erf , 24
Poerr(CR) = Zer C< 5 202 24)
1 V, +2A
Pren(CR) = —erfc<( s+ 24vm) n ) (25)
2 2 205,
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Fig.4 The BER curve (r; =6, 1
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While Charlie also has 50 % chance to choose the wrong component:

W) = pron(CW) = Lerfe( 2 [ T2 26
Poerr( )—plerr( )—Ee c 7 20’62~W s (26)

—2rp

where O’éw =14+ nn(e® — 1)+ 2ne
4.4 Security Based on the BER

As analyzed above, four variables will affect the BER: the squeezed parameters r;, r, and
the quantum channel transmission efficiencies 7y, 7. As e™"! and e~ are always less than 1
when r; > 0, r, > 0, r; and r, can not play a dominant role and the BER can also be low even
r1, 1 are finite. Thus, we just set 7| = 6 and r, = 3 since other finite r;, r, are also applicable
in our analysis. Suppose 17, = 1, = 7, that is to say, the two quantum channels are in a same
environment. Figure 4 plots the BERs of every situations analyzed above, where p(CRO)
and p(CR1) denote poer (CR) and pie:(CR), respectively. It is shown that the BER decreases
with the increment of the channel transmission efficiency if Bob and Charlie cooperate, and
that the CVQSS scheme can work well only under a low squeezing degree and it does not
need infinite squeezing since the BER is close to 0 at n = 0.8. If Bob is dishonest, the BER
increases with the increment of the channel transmission efficiency and exceeds the case
that Bob and Charlie cooperate when 1 > 0.5. Under binary bit modulation, the information
between the communication parties is: [ =14 plog, p + (1 — p)log,(1 — p), where p is
the BER in the binary bit modulation. Then the information Bob eavesdropped is less than
that Bob and Charlie cooperated when n > 0.5, which indicates that the scheme is secure to
Bob when 1 > 0.5. If Charlie is dishonest, he will measure his state without the help of Bob.
When he chooses the right component, the BER of bit 0 is close to 1, while the BER of bit 1
is close to 0. Apparently, Charlie can get nothing under this situation. If Charlie chooses
the wrong component, the BER is close to 0.5, then the information Charlie eavesdropped
is close to 0. Thus Charlie can get no information about the secret whatever he chooses
the right component or the wrong one. In conclusion, when 1 > 0.5, the CVQSS scheme is
secure to the dishonest participant, so it is also secure to the external eavesdropping.

In particular, suppose that Bob and Charlie are actually the same party (the same person).
In this case, our proposed scheme reduces to a standard quantum key distribution protocol
(between Alice and only one other party) with continuous variables. Compared with the
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previous quantum key distribution protocols, the proposed CVQSS scheme has some ad-
vantages. The schemes in Refs. [26, 27] need the receivers randomly to choose and measure
one of the two quadratures, but the receivers always do not know which component implied
the key bit, then only half of the states can be used to generate key bits. If Bob and Charlie
are the same person in the CVQSS scheme, Bob can always measure the right component,
therefore the utilization of the quantum states in the CVQSS scheme are twice as that in
Refs. [26, 27]. On the other hand, the BER in Ref. [28] is 4.8 % under ideal situations
(n = 1), while the CVQSS scheme can achieve a lower BER just at n = 0.8. Therefore,
the proposed scheme can also be used to transmit the secret to one party efficiently under
nonideal conditions.

5 Conclusion

The DVQSS schemes will be difficult to meet the vast demands of future communications,
while the QSS schemes based on continuous variables have a higher channel capacity. Un-
like most of the existing continuous variable QSS schemes that sharing a quantum states
finally, we propose a CVQSS scheme with finite squeezing to share classical secret keys di-
rectly. The participant Bob prepares and sends a squeezed states to Alice, then Alice encodes
her bits on the squeezed states and sends them to another participant Charlie via quantum
teleportation. Bob and Charlie can rebuild the classical secret keys when they cooperate. The
security of the CVQSS scheme is analyzed in detail with BERs under different situations.
When 1 > 0.5, neither Bob nor Charlie can get the secret alone without being detected. The
CVQSS scheme can securely and effectively share secret messages with dishonest partici-
pants.
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