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Abstract A blind quantum signature scheme with x-type entangled states is proposed,
which can be applied to E-voting system. In this scheme, the particles in x-type state se-
quence are used for quantum key distribution first, and then for quantum signature. Our
scheme is characterized by its blindness, impossibility of forgery, impossibility of disavowal.
In addition, our scheme can perform an audit program with respect to the validity of the
verification process in the light of actual requirements. The security of the scheme is also
analyzed.
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1 Introduction

Since the first quantum key distribution protocol (QKD) [1-7] was proposed by Bennett and
Brassard in 1984 [1], which has been proved to be unconditionally secure, many branches of
quantum cryptography have progressed quickly, including quantum secure direct commu-
nication (QSDC), quantum secret sharing, quantum signature, quantum steganography, and
so on. Quantum digital signature combines quantum theory with classical digital signature.
The main goal of this field is to take advantage of quantum effects to provide uncondition-
ally secure information exchange. Blind signature is a special digital signature in which the
message owner’s anonymity could be protected to ensure privacy. In blind signature, the
message owner could always get the authentic signature of his own message even though
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the signatory knows nothing about the content that he signed. Blind signatures are typically
employed in privacy-related protocols where the signer and message author are different
parties. Examples include cryptographic election systems and digital cash schemes.

Applying the complexity of factoring large integers, Chaum [8] proposed the first blind
signature scheme in 1983. With discrete logarithm, Harn [9] introduced a blind signature
scheme in 1995. Different from these classic digital signatures, recently, many quantum
signature schemes have been presented, the security of which is assured by the quantum
mechanics principles rather than the difficulty of computation. In 2001, Zeng et al. [10]
have presented a quantum signature scheme based on the correlation of quantum entangle-
ment states. Gottesman and Chuang [11] have proposed a quantum digital signature scheme
based on quantum one-way function. Lee et al. [12] have presented two quantum signature
schemes with message recovery. Moreover, Wen et al. [13] have proposed a weak blind
signature scheme based on quantum cryptography.

In this paper, a blind quantum signature scheme is proposed, based on four-qubit y-type
entangled state [14, 15]

OO>
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where the subscripts denote different particles. In our scheme, Alice is defined as the mes-
sage owner(voter). Charlie is defined as the signatory, who is a representative of the electoral
management center. And Bob is defined as the verifier. There are three phases in this scheme.
First of all, we set up the system and generate the secret keys by preparing y -type state se-
quence. Secondly, Charlie sends a particle sequence to Alice and Bob, respectively. Alice
blinds the message m into the blinded message m’ by measuring her particles and Charlie
signs the blinded message m’ to make a blind signature by measuring his particles. Finally,
Bob measures his particles and verifies the signature based on the correlation of x-type en-
tangled state. After that, Bob makes public the message m. Furthermore, we give an audit
program to prevent Bob’s dishonesty in Sect. 3.

2 The Blind Quantum Signature Scheme

The four-qubit entangled state | %%93,14 is not reducible to a pair of Bell states and does
not belong to the well-known three types of multipartite entangled states, i.e., GHz state,
W state, and linear cluster state. The state | x)3,14 has many properties. If the Pauli opera-
tions are performed on qubits 3 and 1, respectively, arbitrary one of sixteen different y -type
entangled states will be formed. All of them can construct an orthonormal basis set

FMB = {|Xij>3214 = (03i ®Ulj)|xoo)3214|i’jzo’ 1’2’3} 2

for the four-qubit Hilbert space. Here o is one of the four Pauli operators, i.e., 0® = |0) (0| +
[1)(1], o' = 0)(1| + |1){0], o> = |0)(1]| — [1)(0], o> = |0)(0| — |1){1]|. Meanwhile, these
states are maximally entangled states and both the corresponding reduced density matrices
of the qubits (3, 1) and (2, 4), are equal to the complete mixture, p = %(IOO) (00]4+01)(01]+
[10)(10] + |11)(11]). Hence, no experiment performed on the qubits (3, 1) or (2, 4) can
discriminate these states. But a measurement on four qubits can perfectly distinguish these
states from each other.
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By regrouping terms, the state | %x%0)3214 can be rewritten in the following way,
1 _ _
|x")3214 = AP0+ + |D)10—) + W) 14) + %) [ 1-)s14 A3)
1 _ _
= 5(|<b2+>| +0) + [D5)] —0) — [&) + 1) — [¥;)] — 1)314. )

Here, |0) = (1¢1) £ 1¥7)/V2, [¥) = (Iy ") £ 167 )/V2, |D7) = (197) £ [¥ ) /2,
W) = (197) £ 197)/v2, |£) = (10) £ [1)/v/2, where [¢F) = (|00) + |11))/v/2 and
[Y®) = (|01) £110))/ /2 are the four Bell states. In addition, we define orthonormal basis
sets for the two-qubit Hilbert space:

AMBy ={|®]"),1®7), 1¥/"), 1¥)}  BMB; ={|0+),10-), |1+),]1-)}
AMB; = {|9)),19;), 1¥,"), ¥, )} BMB, = {|+0),]=0), |+1), |- 1)}

In the following we describe the three phases of the scheme.

(D Initial phase. This phase generates the keys and sets up the system. In order to generate
the keys, we may use the scheme in [7]. Nevertheless, we propose another solution according
to [16].

(1) Charlie and Bob agree that the four Pauli operations represent two-bit classical infor-
mation, i.e., 0®—'00, 0! =’ 01, 02—’ 10, 03 ' 11'.

(2) Charlie prepares an ordered four-qubit state sequence [P, P}, Py, P}, P}, P}, ...,
P}, P}, Pl"+1, P2”+1, e P3”+N , Pf+N ]. Here, the subscripts represent four different par-
ticles in one y-type state and the superscripts indicate the entangled pair orders in the
sequence. In addition to those particles used for the eavesdropping check, n and N are
dependent on the key length and the message length, respectively. Charlie takes one parti-
cle from each entangled pair to form the ordered particle sequences: S; : [Pil, Piz, .., P,
S [Pl.”“, Pi”+2, e Pl.”N], i =1,2,3, 4. He keeps particle sequences S| and S3, and sends
sequences S, and S4 to Bob.

(3) The eavesdropping check between Charlie and Bob is performed based on measuring
basis sets AMB; and BMB; (i =1, 2). For details, see [16].

(4) In order to generate secret keys, Charlie applies the local unitary operation on the
remainder of particles (encoding particles) in his site. For example, Charlie generates ran-
domly 'k kyksk), where k; € {0, 1}. He performs the operations o2tk gpd g2kstks op the
qubits 3 and 1, respectively. After that, Charlie sends these encoding particles to Bob.

(5) Bob measures the particles in his site by the basis FMB and gains the secret keys
transmitted by Charlie.

Thus, Charlie can share secret key Kz with Bob by using the steps above. Similarly,
Bob prepares x-type state sequence, and shares secret key K 45 with Alice.

(II) Signing phase. In this phase, Alice blinds the message and Charlie signs the blinded
message. Following steps are required:

(1) Charlie sends particle sequences S| and S to Alice and Bob ,respectively, and he
keeps sequences S and Sj.

(2) Charlie chooses randomly a sufficiently large subset from S} and S} sequences and
measures these particles in the basis AMB; or AMB,. And then Charlie broadcasts publicly
the positions of these particles and his measurement basis. Alice and Bob measure the cor-
responding particles in the sequences S| and S} in the basis {|0), [1)} or {|+), |—)}, respec-
tively. Finally, three parties present their measurement outcomes to check quantum channels.

@ Springer



458 Int J Theor Phys (2012) 51:455-461

If the error rate exceeds the threshold, the process is aborted. Otherwise, the scheme goes
on.

(3) Alice measures the remainder of particles in the sequence S| according to the mes-
sagem = (m(1),m(2),...,m(l)), m(i) € {0, 1}. The measurements are made in the order of
the positions of particles. If m (i) = 0, she measures the corresponding particle in the basis
{10}, [1)}. If m(i) = 1, Alice chooses the basis {|+), |—)}. Alice can record the measurement
results as {|m1), |m2), ..., |m;)}, where |m;) € {|0}, |1), |[4+), |—)}. We encode the four states
|0), |1), |[4+), |—) into classical bits 00, 01, 10, 11, respectively. Then, all the measurement
results can be written as m’ = (m’(1), m’'(2), ..., m’(l)), where m’ (i) € {00, 01, 10, 11}. Af-
ter that, the message m has been blinded into m’. Then, Alice encrypts m’ based on one-time
pad with the key K45 and gets the secret message M = E K M)

(4) Bob measures the corresponding particles in the sequence S, based on the basis
{10), |1)} or {|+), |—)}. The measurements are made in the order of the positions of particles.
In the same way, we encode |0), |1), |+), |—) into 00, 01, 10, 11, respectively. Bob records
all the measurement results as B = (b(1), b(2), ..., b(l)), where b(i) € {00, 01, 10, 11}. In
order to provide the basis of post-audit for electoral management center, Bob must transform
B into quantum state by quantum fingerprinting [17]

m

|h(x)) = Z )E; (x)), )

for each x € {0, 1}¥. Here, E : {0, 1}* — {0, 1}’ is an error correcting code (such as Juste-
sen codes) and m = 2¢l for fixed ¢ > 1. Then Bob encrypts |[k(B)) by use of the quantum
encryption algorithm [18] with the key K¢ and gets

|H) = E%,_(Ih(B))). ©)

After that, Bob sends |H) to Charlie.

(5) After receiving |H), Charlie measures the corresponding particles in sequences S}
and §j in the basis AM B; or AM B,. The measurements are made in the order of the posi-
tions of particles. We encode the states |®@;'), |@,), [¥), [¥,), @), D), |¥,"), ¥, )
into 0, 1, 2, 3, 4, 5, 6, 7, respectively. Then, the measurement results are able to be written
as C = (c(1),c(2),...,c()), where c(i) € {0, 1, ...,7}. In this step, Charlie do not know
Alice’s measurement result because he can not deduce B from |h(B)). Charlie encrypts C
based on one-time pad with the key Kpc to get the blind signature S = EiBC (C).

(6) Charlie sends the blind signature S to the verifier Bob.

In this scheme, the management center is considered to be authentic according to the
practical situation. Therefore, Bob is asked to leave quantum fingerprinting of the measure-
ment results in the signing phase to prevent his dishonesty.

(IIT) Verification phase. The verification phase is executed by the following procedure:

(1) Alice sends M to the verifier Bob.

(2) Bob decrypts M with his key K 45 to get the blind message m' and transforms m’ into
the original message m. For example, if m" = (00110110), then m = (0101).

(3) Bob decrypts S with his key Kp¢ to get the measurement result C.

(4) Bob accepts S as the valid blind signature for message m if the parameters m’(i),
b(i), and c(i) satisfy the validation rule which is shown in Tables 1 and 2, for each i
{1,2,...,1}. Otherwise, he rejects it.

For example, if m’(i) =00 and b(i) = 10, then Alice’s measurement result is |0), while
Bob’s is |+). Thus, Charlie’s measurement outcome is [®@ ) according to (3), i.e., c(i) = 1.
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Table 1 Validation rule of the

blind signature. Here, for each 00 01 10 11
ie€{l,2,...,1}, the first column
and the first row represent all 00 0 1 0
possible values of m/(i) and b(i), 01 c c3 3 2
respectively. In addition, c; 10 s cs
(j=0,...,7) and the figures

11 5 7 c6 7

denote the values that ¢(i) may
take, where c¢; can be seen in
Table 2

Table 2 The corresponding values of ¢; based on the different measurement basis chosen by Charlie

Measurement basis co cl &) c3 c4 cs c6 c7
AMB, {0, 1} {0, 1} {2, 3} {2, 3} {1,3} {0,2} {1,3} {0, 2}
AMB, {4, 5} {6, 7} {4, 5} {6, 7} {4, 6} {4, 6} {5,7} {5, 7}

However, if m’(i) =01 and b(i) = 00 (Alice and Bob choose the same basis), i.c., the states
of particles 1 and 4 are |1) and |0), respectively, then particles 3 and 2 collapse into [ T)
according to equation (1). So, Charlie’s measurement result must be |lI/1+ ) or |¥) if he
chooses the basis AMB; . Then, ¢, take either 2 or 3. If Alice and Bob choose the same basis
{I+),1—)}, we may transform equation (1) into

1
00
=—(+++H—-|—-+++) - l+——=)+[+——+
1X®)5004 2\/EI ) — | ) — | )+ )
tl-——H+I+++) -+ +-)+ | ——— s 7
In the same way, we can get the value of c; for each j € {0, ..., 7}.

(5) Bob publishes the message m. And he declares his measurement outcomes to provide
the basis of post-audit.

3 Security Analysis and Discussion

In this section, we will demonstrate the security of our scheme. In initial phase of our
scheme, we propose the quantum key distribution with x-type entangled states based on
quantum secure direct communication. It is known that QSDC has a higher demand for se-
curity than QKD. So, our scheme in this phase is secure based on the security analysis in
[16]. In signing phase, Alice gets the blinded message by measuring her particles in her site,
and encrypts it with one-time pad, by which the security is guaranteed. Next, Bob transforms
his measurement result by quantum fingerprinting and encrypts it by quantum encryption al-
gorithm which has been shown to be unconditionally secure. After that, he sends to Charlie.
But Charlie do not know Bob’ measurement result because quantum fingerprinting is a one-
way function. Thus, Charlie is kept blind from the message content. In addition, since the
blinded message that Alice sent to Bob includes the secret key which is only known by
Alice and Bob, Alice cannot disavow her message. Similarly, Charlie cannot disavow his
signature.

Suppose Eve is an evil attacker who wants to tamper the message and forge the signature,
the common attack methods that he will employ are as follows:

The intercept-resend attack. Eve captures the particles 1 that Charlie sent to Alice, but
if Eve tampers the message m or m’ by replacing the original particles with her own parti-
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cles, she will inevitably introduce some errors and be detected in step (2) in signing phase.
In addition, Eve may intercept particles 1, 4 and prepares another yx-type entangled state
[%%Y35 4. She sends particles 1’, 4 instead of 1, 4 to Alice and Bob, respectively. After
receiving these particles, Alice and Bob measure them, and when three parties present their
measurement results (Charlie’s is public), Eve may eavesdrop the corresponding informa-
tion. For example, Alice’ measurement result is |0) and Bob’s is |—). So, Eve chooses the
basis BM B, to measure the particles 1 and 4 in her site. It can be seen that there are four
possible results: |0+), |0 —), |14 ), |1 —) and these results appear with equal probability. Ob-
viously, the probability that Eve get the same measurement results on particles 1 and 4 as
Alice’s and Bob’s is 25%. Thus, Eve can not pass the eavesdropping check in the condition
that the errors occur.

The man-in-the-middle attack. Eve counterfeits Alice and sends the message to the veri-
fier Bob, but she has not the secret key K 45, which is shared with Bob and generated in the
initial phase. Moreover, Alice adopts one-time pad as the encryption to encrypt her message.
So, it is impossible for Eve to tamper the message. If Eve counterfeits Charlie and sends the
blind signature to the verifier Bob, similarly, due to Eve has not secret key K pc with Bob,
she cannot forge the signature.

In our scheme, Charlie (management center) is considered to be authentic according to
the practical situation and Alice casts a vote as her wish. In the verification phase, since
Bob shares the secret keys K 4p and K g with Alice and Charlie, respectively, it is possible
for Bob to forge Alice’s message or Charlie’s signature. Therefore, the electoral manage-
ment center can perform audit program with respect to the validity of the verification phase
according to actual requirements. There are the following steps:

Step 1. Let B’ denote the measurement result which Bob has published. Charlie can know
m’ according to the public message m. After replacing B with B’ in Table 1, Charlie
may reject the message m if the correlation measurement results of m’, B, and C
dissatisfy the rule which is shown in Table 1 and Table 2. Otherwise, Charlie goes
on for further program to the next step.

Step 2. Charlie transforms B’ into |k(B’)) by (5).

Step 3. Charlie decrypts |H) which has been received in the step (5) in signing phase by
quantum encryption algorithm with the key K ¢ and obtains |h(B)).

Step 4. Charlie compares |h(B)) with |[h(B’)). If the two states are equal, then the audit
program can be passed. Otherwise, Charlie considers that the verification process is
not legitimate.

4 Conclusion

We present a blind quantum signature scheme based on x -type entangled states in this paper.
The particles in four-qubit state sequence are used to generate secret key and set up the whole
system first, and then for signature process. So, the scheme is highly efficient. Moreover, The
signatory knows nothing about the content that he signed in our scheme. The voter cannot
disavow her message, nor can signatory disavow his signature, and the signature cannot be
forged. Furthermore, the electoral management can perform an audit program with respect
to the validity of the verification process according to actual needs. Our scheme is secure by
the security analysis.
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