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Abstract Shi et al. (Phys. Lett. A 281:83-87, 2001) proposed a scheme which allows si-
multaneous realization of quantum key distribution and quantum authentication. However,
this study points out a weakness in Shi et al.’s scheme, in which a malicious user can imper-
sonate a legitimate participant without being detected. Furthermore, an improved scheme is
proposed to avoid this weakness.
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1 Introduction

Distributing a secure key between two remote participants is an important issue in cryptogra-
phy. In 1984, Bennett and Brassard [1] used the property of quantum mechanics to establish
the first quantum key distribution (QKD) protocol (also called BB84 protocol). After that,
many QKD protocols [2-9] have been proposed. The security of these protocols heavily
depends on the assumption that the classical channel is either unjammable or authenticated.
In practice, however, the assumption of an unjammable or authenticated channel seems im-
practical. Therefore, how to assure authentication features in a QKD protocol becomes an
important issue for design of QKD. Various quantum authentication (QA) protocols [10-20]
thus have been proposed. Among these protocols, Shi et al. [13] used a pre-shared entan-
gled state between two participants to propose a scheme in which QKD and QA can be
simultaneously realized. The participants can authenticate each other and also distribute a
secure key without classical channel. However, this study points out a weakness in Shi et
al.’s scheme. While a malicious user performs an intercept-and-resend attack, he/she can
impersonate a legitimate participant without being detected. This study also tries to enhance
Shi et al.’s protocol to avoid this weakness.

T.-S. Wei - C.-W. Tsai - T. Hwang (X))

Department of Computer Science and Information Engineering, National Cheng Kung University,
Tainan 70101, Taiwan

e-mail: hwangtl@csie.ncku.edu.tw

@ Springer


mailto:hwangtl@csie.ncku.edu.tw

2704 Int J Theor Phys (2011) 50:2703-2707

The rest of paper is organized as follows. Section 2 firstly reviews Shi et al.’s scheme.
Then, an intercept-and-resend attack is shown in Sect. 3 and an improved scheme is pre-
sented in Sect. 4. Finally, a short conclusion is given in Sect. 5.

2 Review of Shi et al.’s Scheme

Suppose that two participants, Alice and Bob, have pre-shared n EPR pairs in state |¥ )
= % (]01) — |10)), e.g., the first particle of each EPR pair is held by Alice and the second
one is held by Bob. Shi et al.’s scheme allows Alice and Bob to distribute a secure key as
follows:

Step 1. Bob randomly performs one of the two local unitary operations {/, o} on his parti-
cles and sends them to Alice, where o, = |0) (1| + [1)(0].

Step 2. Alice performs Bell measurement on the corresponding EPR pair. If there is no
error, then the measuring results will be either | ™) or |®~); on the other hand, if there
are measuring results in either |[U) or |®*), then it implies that the received particles are
disturbed by the outsider, where |®¥) = %(|00) +11)) and |¥*F) = %2(|01) + [10)) are
the four EPR pairs. In this way, Alice makes sure that the particles are indeed from Bob.

Step 3. By letting both the state | ™) and the operation / represent the binary bit “0” and
the state |®~) and the operation o, represent to the binary bit “1”. Alice and Bob can also
share a key sequence.

It is obvious that both QKD and QA are simultaneously achieved without any classical
communication.

3 An Intercept-and-Resend Attack

In the following, we show how a malicious user, Eve, can impersonate Bob without being
detected by Alice. Eve intercepts each particle sent by Bob, measures it with the X-basis
{|+) = L2(|0) +1),. |-) = %(|O) — |1))}, and then resends the measured particle to
Alice. Because the encoded state of EPR pair is either |[V7) = iz(l —+)—1|+—-)) or

|d7) = iz(| —+) + | + —)), the measuring results of Eve will be either | + —) or | — ).
And since Alice’s particles now are not entangled with the measured ones by Eve, if Alice
performs the Bell measurement, she will obtain the measuring result |[¥~) or |®~), each
with 50% probability. Obviously, Alice will never find the existence of Eve. Although Eve
can not eventually share a secret key with Alice (Eve has no information about Alice’s
measuring results), Eve indeed successfully disrupts the protocol. Alice can not correctly
authenticate Bob and also she could not make sure if she really shares a secret key with Bob
after the execution of the protocol. Thus, Shi et al.’s scheme fails to achieve QKD and QA

simultaneously under the attack.

4 The Enhanced Scheme
This section tries to enhance Shi et al.’s scheme by adding |¥*), another type of EPR pair,

in the initial states of the protocol to avoid the above mentioned weakness. Section 4.1
proposes the enhanced scheme and Sect. 4.2 analyzed its security.
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Table 1 The relations between Bob’s operations and Alice’s measuring results

Initial state Bob’s operation Alice’s measuring result Bit information
) I ) 0
Ox [®7) 1
[+, |oT) Error
lw) 1 lw) 0
oz =) 1
[®T), |&7) Error

4.1 The Scheme

In Shi et al.’s scheme, the EPR pairs pre-shared by Alice and Bob are all in | ~) and Bob
performs one of the two operations {/, o, } to encode his secret key. Therefore, the measuring
results obtained by Alice are either [V ™) or |® 7). This makes Eve easily escape from Alice’s
detection and thus causes the above weakness. To overcome the problem, let us assume that
the n EPR pairs shared between Alice and Bob are ether in |¥ ™) or in |¥™*), and they both
know the states their particles are in. Then they proceed the following steps.

Step 1. If the pre-shared state is | ~), Bob randomly performs one of the two local unitary
operations {/, o, } on his particles; otherwise he randomly performs one of the two unitary
operation {/, 0.} on his particles and sends the encoded particles to Alice, where o, =
[0){(0] — |1)(1]. Here, I and o, (or o,) denote the binary bit “0” and “1”, respectively.

Step 2. Alice performs Bell measurement on the corresponding EPR pair. If the measuring
result is in error (e.g., Alice obtains |®~), but the initial state is [¥™), see also Table 1),
then she believes that these particles are not from Bob and then aborts this communication.

Step 3. By letting | ™) and |®~) represent the binary bit “0” and “1” respectively if the
initial state is |[¥~); |[¥+) and | ™) represent the binary bit “0” and “1” respectively if the
initial state is |[WT).

Table 1 shows the relations between Bob’s operations and Alice’s measuring results. Ac-
cording to Table 1, if the initial is | ™) then, Alice’s measuring result should be ether | ™)
or |®7); otherwise, it is in error and it implies that a malicious user, Eve, may exist in the
communication.

4.2 Security Analysis

This section shows that Eve can be detected with the probability (1 — (%)”) in the enhanced
scheme if he performs the intercept-and resend attack on the enhanced scheme.

For simplify, let us first consider the case n = 1. Suppose that the initial state is |W™).
Then, after Bob encodes his particle, the corresponding encoded state is either |U) =
U+ +) = ==) or [¥7) = (| —+) = |+ —)). If Eve uses the X-basis {|+), )}
to measure Bob’s particles, then the state will be reduced to a product state. Thus, Alice’s
measuring result will be in one of the four EPR pair {|®*), |®7), |[¥*), |¥ ™)}, each with
the probability of 25%. Thus, in this case, according to Table 1, Eve may be detected if the
measuring result is not W) or not |¥ ), i.e., Eve will be detected with 50% probability.
On the other hand, if Eve use the Z-basis then he will not be detected. Similarly, in the case
that the initial state is in |\ ™), Eve will not be detected if X-basis is used to measure Bob’s
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particles. But she will be detected with 50% probability if Z-basis is used. Without know-

ing initial state, the probability of Eve to be detected is thus 25%. That is the probability

of not being able to detect Eve is % for n = 1. Therefore, for n states, the probability of

Eve being detected is (1 — (%)”). While n is large enough, the probability of Eve being de-
tected is approximately 100%. That is, Eve can not impersonate Bob and disturb the secret
key without being detected by Alice. The improved scheme is secure under the proposed
intercept-and-resend attack.

5 Conclusion

The study has pointed out that Shi et al’s scheme can not simultaneously realize QKD
protocol and QA protocol if a malicious user performs an intercept-and-resend attack to
impersonate Bob. Alice does not detect the malicious user and thus she fails to authenticate
the identity of Bob. Though the malicious user may not be able to share a secret key with
Alice, Alice does not know if she has shared a key with Bob or not. Furthermore, this study
enhances Shi et al.’s scheme to avoid this weakness by adding one extra initial state in the
protocol. The security analysis shows that the enhanced scheme is free from this attack with
a high probability. Thus, QKD and QA can now be simultaneously realized in the improved
scheme.
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