Health Services and Outcomes Research Methodology (2024) 24:112-139
https://doi.org/10.1007/510742-023-00306-1

®

Check for
updates

Privacy preservation of the internet of medical things using
blockchain

Anu Raj' - Shiva Prakash’

Received: 10 October 2022 / Accepted: 11 March 2023 / Published online: 28 March 2023
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract

Nowadays, the Internet of Things (IoT) is used in every domain, especially in the health-
care system it plays a very important role in our life and made our life easier by providing
various facilities in every area. On the Internet of Medical Things (IoMT), IoT devices col-
lect real-time data from patients and send it to the cloud through the Internet. These gath-
ered data are extorted to centralized processing and computational power. Centralization
can lead to a single point of failure, data modification, snooping, security, and privacy eva-
sion. Blockchain can resolve such issues by providing decentralized computational power
and better storage capacity for IoT data. Therefore, integrating IoT and blockchain tech-
nologies can be an intelligent way to implement a decentralized IoT-based smart healthcare
system. We find that integration of the blockchain and IoT is persuasive and can cause
remarkable transformations across the healthcare system. We discussed blockchain and
its applicability in the healthcare industry. The paper explores blockchain’s dimensions,
making the innovative healthcare system more secure and stable. We provide a compara-
tive analysis of well-known recent research on loT-based smart healthcare system security
using blockchain based on different parameters such as architecture, data integrity, medical
information sharing, distributed electronic health records, patient encryption key, access
control, hardware implementation, etc. The paper focuses on the current security issues in
IoT-based smart healthcare systems, architectures, taxonomy, and research gap and their
possible solutions we point out various research challenges that should be considered
before the deployment of a blockchain network in an IoT setting. This paper will be helpful
to new researchers to get an overview of IoT-based healthcare system security.
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1 Introduction

Nowadays, the Internet of Things (IoT) plays a vital role in every aspect of human life.
IoT devices gather data from patients and send it to the hospital for other medication;
meanwhile, these collected data are extorted to centralized processing and computational
power. Because centralization can lead to a single point of failure, data modification,
snooping, security evasion, etc. (Leible et al. 2016) can resolve such issues by provid-
ing decentralized computational power and better storage capacity. It is a technology with
a public ledger for storing data, tracking assets, etc. It has many applications in health-
care and as well other fields. It strengthens e-health applications security, security moni-
toring devices security, recording and exchanging e-media records, medical trial data,
remote health monitoring records, etc. Therefore, integrating IoT and blockchain technolo-
gies can be an intelligent way to implement a decentralized IoT-based smart healthcare
system (Reyna et al. 2018). Combining IoT and Blockchain drives a high impact on the
healthcare industry. Blockchain additionally provides security, durability, and a trustless
foundation. The Healthcare system is another area that impacts human lives. Technological
development has always been a critical issue that needs to be uplifted in each viable way.
Blockchain is a technology in which a ledger is used for storing vast amounts of data. The
details of every accomplished transaction are recorded in a distributed block that shares
all the blockchain network’s dynamic systems. It efficiently records every transaction on
the distributed peer-to-peer network, having saved information co-owned by all participat-
ing systems within the network. Blockchain offers an immutable, relied upon, and impervi-
ous platform for a couple of entities to alternate data/assets, collaborate, and operate trans-
actions. All the dynamic systems have to reach a consensus by applying a consensus
algorithm before accepting a block into the chain. Various consensus algorithms are Del-
egated Proof-of-Stake (DPoS), Proof- Stake (PoS), Proof-of-Work (PoW), and Practical-
Byzantine-Fault-Tolerance (PBFT) (https://www.section.io/engineering-education/block
chain-consensus-protocols/). The Healthcare system has always been a critical issue that
needs to be uplifted in each viable way with technological development.

The Industrial Internet of Things (IIoT) is one of the most significant applications of
IoT in industries that interconnect the automation system with various kinds of enterprises,
planning, and product lifecycle at a broad scale in IoT applications. Industry 4.0 trans-
forms industrial processes using multiple technologies such as smart devices, communica-
tion, computational processing, etc. (Lampropoulos et al. 2019). Cyber-Physical Systems
(Gupta et al. 2020), Cloud Computing, IoT, Machine Learning (Tanwar et al. 2020), Data
Analytics, etc., are various technologies that use different drivers necessary for industrial
transformation. The concept of industry 4.0 is used in healthcare 4.0, which utilizes numer-
ous industrial IoT concepts to implement secure and reliable smart healthcare systems
(Bhattacharya et al. 2020). It incorporates the IoT, cloud computing, IIoT, deep learning,
virtual reality healthcare system, augmented reality, fog computing, artificial intelligence,
etc. IoT is a group of various electronic things or devices connected over the Internet in
a small geographic area such as in the healthcare system. A medical specialist can deal
with numerous patient records, medical clinic hospital records, etc. At the same time, [loT
assists with interconnecting these things or devices at a significant scale (For instance, the
association of hospitals and emergency clinics across urban areas). IoT devices collect real-
time data over the Internet (Raj and Prakash 2019). With cognitive computing and artifi-
cial intelligence, data collected over the cloud is analyzed and processed for e-healthcare
systems (https://searchenterpriseai.techtarget.com/definition/Al-Artificial-Intelligence).
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The continuous developments in IoT have drastically extended the scope of the network
between connected devices for real-time data access and sharing. Thus, IoT changed the
industrial sector worldwide, from the education sector to the healthcare system; every-
thing has changed from mechanical work to device-based work. The healthcare system has
exhibited a fantastic performance by facilitating diagnostics strategies and effectively mon-
itoring the action of the patients. With the advancement of blockchain, total access control,
storage management, transaction, etc., all these services are provided by this technology.
It shows tremendous hold and potential across numerous sectors like healthcare, supply
chain, retail, finance, etc. The main problem that consistently arises in this sector is the
security of information. A lot of stakeholders regularly use it for seeking different activi-
ties. In effect, IoT and blockchain innovations are intensely taken advantage of and utilized
in many spaces, particularly for e-medical care frameworks. Integrating IoT and blockchain
technologies in the healthcare system is useful in every aspect of healthcare.

2 Research contributions of this paper

i A detailed taxonomy of the smart healthcare system is described.

ii  The advantages and disadvantages of the current security solutions regarding the smart
healthcare system are discussed.

iii Finally, the open issues and challenges in IoT-based healthcare systems are presented.

The remaining paper is arranged as follows: Section II explores the taxonomy of smart
healthcare system and their category and subcategory based on various parameters. Section
IIT describes the literature review and comparative study of blockchain technology in it.
Section VI explores the basic architecture of blockchain technology as well as Blockchain
architecture for IoT-based smart healthcare systems using a different network. Section V
describes IoMT deployment, considering possible blockchain solutions and analysis. Sec-
tion VI describes the open challenges and issues in the IoMT. Section VII is about the
conclusion and future direction.

3 Taxonomy of internet of medical things

The section illustrates the classification and subclassification of the research related to the
smart healthcare system. Figure 1 explores the taxonomy of the smart healthcare system,
which depends on the accompanying parameters: services, requirements, applications, and
security.

3.1 loT health-care services

3.1.1 Ambient assisted living (AAL)

This is a kind of service or product that empowers the advancements and the social sur-
roundings to improve the life standard. It provides the privilege to older people in their

living place. AAL provides independence and instant remote assistance whenever needed
(Islam et al. 2020).
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Fig. 1 Taxonomy of the internet of medical things

3.1.2 Adverse drug reaction (ADR)

This reaction happened because of using the medicine recommended by the medical
specialist. Thus, ADR is the consequence of utilizing an unusual quantity of medication
or maybe the impact of blending two or more prescriptions.

3.1.3 Community healthcare (CH)

It is a service that makes its local network dependent on the Internet of things all across
the all-healthcare centers in rural and urban areas.

3.1.4 Wearable device access (WDA)

In this service, several sorts of sensors trespassing to health are produced for various
clinical usage (Rohokale et al. 2011), available for benefits of smart healthcare reliant

upon remote sensor organization. They are additionally enough for the arrangement of
similar services on IoT.
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3.1.5 Embedded gateway configuration (EGC)

It is a combinational service that provides liability to the framework that is associated
(explicitly linked with patients) in the network.

3.2 Healthcare applications

There are many applications of the e-healthcare system as we know that it provides a lot
of smart healthcare services so customers and patients can accurately utilize the appli-
cations (Mosa et al. 2012). Blood glucose monitoring finds the difference in blood glu-
cose levels and helps maintain a proper diet, proactive tasks, and medication time. ECG
detects electrical movement in the human heart and incorporates the approximate of the
straight-forward pulse and the revelation of imperative rhythm alongside the assurance
of perplexing arrhythmias (Liu et al. 2019).

3.3 Smart healthcare requirements

Those requirements are needed while implanting the e-healthcare system. It can be con-
siderably organized into functional and non-functional requirements, as shown in Fig. 1.
The technical specifications manage the specific requirements of the medical services
plan. The temperature monitoring system monitors body temperature, and the activity
range of the thermometer, action frequency, and data collection methods may be unique.

3.4 Smart health-care security

In this part, several technologies are used for security purposes in the smart health-
care system, such as fog computing, edge computing, machine learning, blockchain,
etc. Blockchain is one of the most secure technologies as it provides irreversible and
unmodifiable records after completing the transaction. Electronic health record (EHR)
Yanamadala et al. (2016) is a cloud data storage beneficial for good and suitable health
record sharing in EHR with different medical healthcare suppliers. The personal health
record is the medical health records management in which patients are regularly inca-
pable of checking their information stored in the EHR database. Healthcare informa-
tion exchange (HIE) consists of EHR data records and sharing of these records. Thus,
significant personal health information is dismissed into cloud storage using a compli-
cated validation system to stop undesirable information dissemination. Remote patient
monitoring (RPM) provides a wide variety of services without human contribution, like
RPM. Parallel healthcare systems (Wang et al. 2018) provide patient disease informa-
tion in which diseases need cross-line clinical specialists from different backgrounds
to work together utilizing technology. Multi-site clinical trials (Mutlicentre trial et al.
2021) are the patients’ multiple medical trials. Telecare medication data framework
gives patients and doctors to get medical benefits or information from a remote location.
Therefore, the security of patients’ data should be mainly concerned.
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4 Literature review

This section is a detailed survey about the latest blockchain network and the Internet of
Medical Things and its functionalities in the digital world. There is also a brief compara-
tive analysis of pre-existing research papers on the blockchain.

Gross and Miller (2019) proposed a specific blockchain technology with an inbuilt
healthcare system. This system enables patients to share their information securely,
which resolves various research problems like authentication, data security, authoriza-
tion, confidentiality, integrity, privacy, optimizing or data modification, etc. The opti-
mization learning technique is a fundamental process in blockchain technology for data
security. It instructed the healthcare management on data and made it suitable to share
in protected surroundings that consider all legal aspects. The framework has mainly
focused on information privacy and security, authentication, and developing patient
trust in the system. Hameed et al. (2021) proposed a cloud-based medical decision sup-
port framework for the prediction as well as monitoring of disease with its seriousness
level that has a combination of 5G administrations and blockchain advancements. This
architecture assembles the information of patients using the wearable devices connected
to the patient, and this information is recorded in a cloud server with all relevant clinical
records. The collaboration of blockchain and 5G innovation empowers patients to send
their data to cloud servers safely at a quick transmission rate with proficient response
time. Chakraborty et al. (2020) explained a healthcare setup design infrastructure using
blockchain. This work has developed a high abundance regarding the proficient method
of serving and directing clinical medical services to the patients to keep up with the
protection of the patient’s information and the most common way of spreading out con-
stant precise and confided-in information to the clinical experts. Hussien et al. (2019)
analyzed various research papers related to Blockchain, and IoT explored from three
databases IEEE, ScienceDirect, and Web of Science. Various medical terminologies are
necessary to understand the efficacy of the blockchain-based IoMT. Koo et al. (2015)
clarified that the frameworks inside the blockchain need to concur upon a consistent
arrangement of systematic exchanges to extract the block and update the blockchain
after some time interval. If a transaction is locked and stored in a block, reversing the
completed transaction is impossible. The asymmetric key combination is used to vali-
date the transactions in the blockchain; after this, no one can refuse their role in the
transactions. Budida et al. (2017) proposed an intelligent framework that incorporates
the healthcare sector and IoT technology. The proposed design fundamentally lies in
generating and processing real-time data from intelligent devices or biosensors and fol-
lowing up on some appropriate feedback and suitable solution for the patients. Sivag-
ami et al. (2016) presented an e-healthcare framework that coordinates the sensor’s
effectiveness and proposes human reaction for quick and convenient exhortation to the
patients. The framework avails the use of WSN, RFID, and smart wearable devices that
works with one another over a solitary stage to perform a specific task; like smart moni-
toring of the patient’s environment, allotment of the patient to a specific ward, checking
the patient’s activities and report examination. It is dependent on the information given
by the framework, then post the shared information. Viriyasitavat et al. (2019) dis-
cussed various emerging research challenges during the collaboration of one technology
integrated with blockchain to implement new solutions using the blockchain. Towards
industry 4.0 patterns, incorporation of blockchain advancement with cyber-physi-
cal systems, IoT, and other industrial advances are the base of digital economy-based
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applications, making a significant arrangement in the coming future. The study has
investigated that many publications are expanding dramatically, incorporating different
industry 4.0 points of view with adaptability, flexibility, security, and independence into
innovative design and development of business work. Liang et al. (2017a) introduced
an improvised blockchain system for data exchanging and combining with IoT in their
proposed framework. It describes the work done by collaborating several elements like
the patient, specialist, medical care suppliers, and healthcare coverage organizations on
the sharing and coordinated effort in the healthcare system. A tremendous amount of
information is generated every second, and a cloud server is utilized for the storage of
efficient data processing as well as data integrity management. The proposed frame-
work benefits medical healthcare research and storing personal health records, where
data privacy and security are significant issues. Giungato et al. (2017) explained how
blockchain is in very high demand for data security purposes where implementation
and deployment are at the highest possible level. It is working in every domain on its
applicability in multiple fields because of its enormous advantages. Most authors trust
the traditional centralized framework because of its applicability and storage capacity.
But the decentralized blockchain technology has overcome the centralized architec-
ture. Sharma et al. (2020) discussed the concept of blockchain and their collaboration
with the IoT to implement a secured smart healthcare system. The author described the
blockchain dimensions, which have a decentralized network and smart contracts that
will make the IoT-based smart healthcare system more secure and authentic.

Ehab Zaghloul et al. (2020) explained the relationship between bitcoin and the Inter-
net of Things. The author discussed various applicability of blockchain in different
research regions, including real-time trace data and reducing its duplicity in IoT appli-
cations, the medical services industry, etc. The author investigated the complete founda-
tion of Bitcoin and its essential security. The author also depicted the hidden Bitcoin
distributed organization security risks and Bitcoin data recording security.

Gatteschi et al. (2018) examined whether the acquisition of blockchain technol-
ogy in various domains could work on their efficiency as well as quality or not. They
described how blockchains had been utilized in different IoT applications. As shown in
Fig. 2 there are three hospitals connected over the Internet to exchange medical data and
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Fig. 2 IoT based on smart healthcare services
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perform certain medical operations. It also depicts the framework where a certain num-
ber of hospitals are connected and share medical information with secure boundaries,
and explore regions for better outcomes.

4.1 Comparison and analysis

The comparison of existing surveys on IoMT security using blockchain with the proposed
survey is given in Table 1. Based on specific criteria, which are as follows:

Architecture, healthcare, comparison analysis, security, taxonomy, the study of IoMT
protocols research challenges. Table 1 shows that most researchers mainly focus on the
implementation of the smart healthcare system and its functionalities. The security sta-
tus of the IoMT protocols in medical devices is less concerning. From this table, we find
that a lot of authors did not mention comparative analysis, taxonomy, and healthcare issues
what’s why there is significantly less concern about the security of the smart healthcare
system.

On the basis of Table 1, a visualization is done of different research work on the basis of
the journal/conference articles over year of publication. Figure 3. shows the highest rates
of published articles over time. It has been shown that most of the journals/conferences are
published in IEEE.

5 Blockchain architecture for the internet of medical things

In this section, the fundamental architecture of blockchain and IoT is discussed in such a
manner that covers all basic units, transactions, block networks, and their functions. There
are two parts to this section which first part covers the basic Blockchain architecture, and
the second one covers blockchain architecture for IoT, which are as follows:

12
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‘B w IEEE
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s Elsevier
5 -
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= Al
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2 y 1 | I | Springer
oo . : : . : . .

2015 2016 2017 2018 2019 2020 2021
Year of Publication

Fig.3 The distribution of reputed journal/conference articles over time
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5.1 Basic blockchain architecture

It is a technique in which a ledger is used for storing massive data. The details of
every accomplished transaction are stored in a public ledger shared throughout all
engaged systems of the blockchain network. It is proficiently recording transactions
between two or on an appropriated shared (P2P) organization, with the saved informa-
tion co-operated by utilizing all organization’s people, and permanently.

e Adding a new transaction in the block: Adding a recent transaction has specific steps.
First, it is to add a user request for a new transaction; then, it is stored in the blocks in
the network.

e Transmission to available systems: In this part, a block is comprised of the transactions
transmitted to every method available across the network.

e Transactions Validation: The network utilizes the SHA-256 algorithm to make a unique
cryptographic hash value. Every block is related to the hash function of the previous
block which creates an unbeatable transaction network. Suppose somebody attempts to
add on a new transaction, it should be approved by the organization framework or smart
contract and consensus protocol.

e Addition of block in the chain: After verifying a new transaction by the other system
nodes, a new block is joined within the chain. The current blockchain is extended by
joining another block that is irreplaceable and unmodifiable for the third party.

This is the fundamental framework of blockchain in which every single transaction
requires verification, and these transactions cannot be modified, as shown in Fig. 4.

E

— . W ] \E
Transaction get New Block added in
completed the blockchain u_/

Validation with
SHA256 Algorithm by
other nodes
—

A

<<< >

Transaction block broadcasted to
every node in the network

Request for Transaction . R R
I'ransaction Add in the
block structure

Fig.4 A blockchain architecture
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Fig.5 Blockchain architecture for oMT
5.2 Blockchain architecture for the internet of medical things

This part covers the basic architecture of IoT-based medical healthcare Systems using
blockchain, which has two modules as given below:

5.2.1 The loT module

This module gathered and detected information from the wearable devices worn by the
patients or deployed within surroundings where patients are observed. If a patient is fol-
lowing some medical treatment or undergoing serious surgery, then at that point, wearable
devices detect the information every single second, which is generated continuously by the
patient (Chakraborty et al. 2020). The information gathered by the wearable devices from
the patient such are Breath Strengthening, Calorie Release, Heart Rate, and Sleep Stage
Monitoring; additionally, if pulse estimating devices are utilized or then again assuming
pacemakers are implanted within the patient, this information can likewise be remotely
monitored using the [oMT devices.

5.2.2 Access and transaction management using blockchain

Every second, millions of tons of information are produced; however, do we deal with
this information? Fundamentally a lot of information continuously made by the patient
is needed to be overseen and handled by setting up some consensus algorithm. Besides,
whenever there are multiple partners related to the information being produced, an access
management framework is also inscribed by the Blockchain Network (Chakraborty et al.
2020; Hussein et al. 2019).

The IoMT framework supports the medical services area and is named smart healthcare.
Smart contracts are utilized in the sector of IoI-based healthcare systems where the num-
ber of procedures is expanding progressively (Laplante and Amaba 2018), and the need
to observe and implement the smart agreement is turning out to be progressively trouble-
some. Blockchain is utilized to facilitate this work by eliminating intermediaries in the
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smart healthcare system. The Intermediaries available in the blockchain network for data
validation and decision-making, consume an enormous number of devices, for example,
computation power and period, etc.

It resolves the problem by eliminating the usage of these mediators by setting up the
taking part frameworks itself to work through on their behalf (Dobrovnik et al. 2018).
Resource management is the primary utilization of this technology which is implanted with
smart contracts that characterize who claims which issue at what point in time. In this pro-
cess, every transaction works on a set of input variables, which is characterized accord-
ing to the prerequisites. The connected devices in the IoMT can work as an autonomous
unit and generate results adequately, as shown in Fig. 5. Smart contracts are implanted in
devices with a unique address inside the blockchain system. In the network, the same code
is executed on the other system and the chain is connected. All the completed transac-
tions are irreversible with the goal that the chain becomes sealed and unavoidable (Betti
et al. 2019). For reversing any transaction, a counter transaction must be performed, which
cannot be possible. Smart contracts are used in Blockchain excel in applications where a
tremendous amount of data is available. It will be useful in the healthcare system because
a huge amount of information is being produced, and its processing is still deficient (Wang
et al. 2018).

5.3 Security in loMT communication protocols

In this subsection, we describe the security characteristics of the IoT communication proto-
cols that are specifically used in IoMT devices.

5.3.1 Infrared

There are no embedded security protections in infrared (IR) communications. Data trans-
ferred between the transmitter and receiver can be read by anyone who can block the IR
beam. Security concerns were seen as outside the purview of their threat model since IR
technologies are directed beams that only function in close proximity; for example, an
attacker must be present extremely close to the IR device and have the necessary materials.

5.3.2 RFID- (radio-frequency identification)

The embedded data in RFID communications are read-only and unsecured. RFID does not
by default apply any security measures to prevent tag scanning, either for the tag or the
scanner. This opens the door for attackers on tag data integrity, unauthorized tag cloning,
and attacks on the device, equipment, or medical data confidentiality.

5.3.3 Bluetooth/BLE

Prior to connection formation, Bluetooth device authentication is carried out, and stream
cipher encryption is used to minimize the risk of Man-In-The-Middle (MITM) attacks.
Its encryption mechanism establishes symmetric encryption between devices by using the
address of the master device, clock time, and a key.
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5.3.4 Z-wave

Encryption, behavior detection, and proximity security methods are used by Z-Wave.
Through the "Security" command class, the protocol additionally safeguards the privacy,
source integrity, and data integrity of its data. Through the use of three shared keys and
AES encryption, frames and payloads are both encrypted and integrity-protected.

5.3.5 WiFi

The IEEE 802.1X Standard authentication processes are carefully adhered to by wireless
security (WiFi) devices seeking to join wireless networks. The WiFi Protected Access 2
(WPA2) standard, which is currently used to secure WiFi networks, encrypts data delivered
over wireless networks with a 256-bit key. Although many security precautions are typi-
cally implemented by wireless technologies, they are not always enforced by default in all
networks.

5.3.6 ISA100.11a

To provide message authentication, and data privacy against replay attacks, ISA 100.11a
supports several security measures. A linchpin is used for device authentication to stop a
fake device from connecting to a network.

5.3.7 LoRaWAN

Two layers of cryptography are used in the LoRaWAN design. The network server and the
end nodes share a special network session key which is the first thing that is applied. For
packets transmitted across the LoORaWAN network, the AES encryption technology is uti-
lized to support authentication and data integrity.
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“Patient ID3 *Doctor 3 “¥-Ray Report “Pharma 3
o e o .
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Fig.6 Blockchain using smart contracts for oMT
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The decentralised blockchain-based smart contracts for [oMT establish all the data iden-
tified with every patient transaction with its records, for example, specialist medical infor-
mation, medicine details, and diagnostic test reports. Every record keeper works as a single
block where information moves, starting with one block and then constructing a chain onto
the next block. It also assists with mechanizing this interaction quickly and compelling
information execution, handling, and storage capacity, as shown in Fig. 6. etc.

6 Blockchain deployment in loMT

Nowadays, After the covid pandemic, healthcare facility is the topmost priority of every
country. In a conventional healthcare system, all information related to the patient is
recorded in a centralized database, but it does not give access to information to any unau-
thorized person. The security of patient data is vulnerable to network attacks (Vora et al.
2018). Thus, we found that the centralization framework can’t satisfy these prerequisites
completely. Hence, the e-healthcare system is introduced to the world to deal with the
various challenges and issues in traditional healthcare setups. Due to privacy and security
issues, it is hard to share and communicate data. It influences significant decisions like
implementing new services and analysing the symptoms of various sicknesses or medical
problems. Table 2. provides a comparative study of healthcare security standards used for
the intelligent healthcare system using multiple parameters such as the research goal, merit,
demerit, etc. A comparison of specific healthcare security standards is made, which are as
follows: Architecture, Data integrity, medical information sharing, access control, distrib-
uted electronic health records (EMR), patient encryption key, simulations, algorithms, ben-
efits, and drawbacks of the existing approaches.

1. Architecture, 2. Data integrity 3. Medical information sharing, 4. Access control, 5.
Distributed electronic health records (EMR), 6. patient encryption key, 7. Simulations, 8.
Algorithms.

7 Openissues and research challenges

Blockchain gives a reliable solution for explicit medical services application challenges,
like security, protection, interoperability, availability, and ongoing updates of clinical infor-
mation, mainly when applied effectively. Nonetheless, blockchain has some limitations and
constraints. Figure 7 presents the classification of these challenges.

7.1 Privacy and security

The current secure correspondence designs of EHR dismiss clients’ or patients’ privacy,
for example, the trading framework uncovering all information beyond proprietors’ consent
in the information solicitor summary (Srivastava and Prakash 2020a). Although, if current
EHR applications depend upon blockchain, the solicitor requires exact patient information
to offer customized types of assistance. The critical problem in information security is to
propose an architecture that utilizes cryptographic components for information security
using blockchain-based EHR. This framework perceives a specific patient as troublesome
through his present record number. In any comparative system, inadequacies ought to be
tended to keep up with patients’ private information.
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Fig.7 Research challenges in smart healthcare

7.2 Computing power limitations

The data collected by IoMT using blockchain are frequently computationally restricted,
with the end goal that cryptographic techniques might not be utilized (Dwivedi et al.
2019). There are numerous health-related applications in which cryptosystems have asset
imperative things that handle sensor and actuator security. They are stood up to with cur-
rent situation and secure public-key cryptography plans. Blockchain uses public-key cryp-
tosystems-based ECC with productivity and security issues, subsequently determining the
proper cryptography issues.

7.3 Latency and throughput restrictions

Blockchain innovations will set aside effort for agreement to meet some specific crite-
ria and confirmed transactions, which can be an issue in incorporating blockchains with
medical healthcare applications requiring information gathered execution progressively. A
blockchain sets aside effort for handling these transactions (Srivastava and Prakash 2020b).

7.4 Scalability

The blockchain framework presents one more issue in adaptability and expanding com-
putational assets in IoT-based healthcare devices to expand the number of framework sys-
tems. Such issues can be immediate computational prerequisites for the whole blockchain
technology.

7.5 Interoperability and standardization
Interoperability and standardization are critical research challenges in [oMT that need to be

addressed to fully realize the potential of this rapidly growing field (Schmeelk et al. 2022).
One of the biggest challenges in interoperability is the lack of common data exchange

@ Springer



132 Health Services and Outcomes Research Methodology (2024) 24:112-139

formats. Different devices and systems often use different data formats, which can make
it difficult to exchange data between them. Research is needed to develop common data
exchange formats that can be used by all devices and systems in [oMT. The current EHR
frameworks work over the centralized database and disconnected framework, while cloud-
based blockchain innovation is decentralized (Verma and Prakash 2020a). Appropriately,
moving medical care frameworks towards this implementing blockchain will first and fore-
most require a proficient EHR framework equipped for working with joint effort and inter-
operability among clinical and established researchers. By overcoming these challenges,
IoMT has the potential to transform healthcare and improve patient outcomes.

7.6 Storage requirements

Blockchain technology requires a vast capacity to store the entire transaction sequence
in the network, which may be an issue for prohibitive systems that send data. The tech-
nology ensures that collected and shared EHR data is not modified, irreversible, and
confidential. Yet, it can adequately experience storage-related issues and prerequisites
of large-scale appropriated EHR information (Sharma and Prakash 2020).

Table 3 provides a correlation between issues and research issues in the medical
healthcare sector and their suitable solutions using blockchain.

a) Master patient indices

Consistently vast amounts of health-related information increments, and frequently,
records become manipulated when managing medical care information. Additionally,
unique electronic healthcare records frameworks have their information format and
informational index to execute the information, increasing the requirement for a normal-
ized data format design.

b) Patient information management

The Health Insurance Portability and Accountability Act controls patients’ informa-
tion privacy. The patients must provide their clinical information to other parties like
drug specialists, pathologies, doctors, etc., which securely store the information. A
cryptographic value for every patient’s data is produced in the blocks consisting of all
patient identities using blockchain technology.

¢) Data integrity

Patients’ health records, EHR, and information gathered from wearable devices (Raj
and Prakash 2018) are stored in the decentralized database, which requires data privacy
and integrity while sharing this information with other parties. The blockchain is more
valuable in such situations due to its capacity to give information respectability. The block-

chain methodology is to store and exchange information on transactions securely.

d) Clinical trials

@ Springer



133

Health Services and Outcomes Research Methodology (2024) 24:112-139

anyea
ysey oriqnd e Sursn LAynuapt s Juaned jo uonmmsqng

s197eap SnIp judnpnely
N0 puy 0) suondesues) pa[dures-owr) A[qISIALI]
SUOTOLIISAI SSAJ08 BIR(
S)IpNe [eOoIpaul A[qeInuuw]

PI023I Y)[eay SUI[[ONUOD SYI0[q SSAOY

1 yuened o[3urs
© 0] PYUI] 98 SAQY PUB SSAIPPE AUO URY) IO

ampadoxd
JUSUIELI) JUSIOYJAUT pue d[quedwodur ay ],

SSNIp YIIM paysnes SHUSID JO JoquInu SS9

BJEp [BOTUI[O IO UOTIRZIPIEpUR)S BIe(]

sagua[reyd AILInoag

$s900€ )ep [euosiad pazrioyineun)

uoneoy
-nuapr eyep juoned ur suonesrdwos ‘Jrayns vjeq

Kordnp
vIRp ‘A)I[IqEpUER)ISIOpUn Blep ‘KoeArid ‘KoeInooy

QupoIpaw asyey ‘Ayorpdnp Snug
WRISAS
JUSWASBURU UOTBWLIOJUT J1aY) 9ZI[In satuedwo))

Surssaooid uonewIojur ur
Kyrxordwos Quowoeuew eyep Jo junowe 230y Y

son
-red pary) yiim vonewtojur syuaned SuiSueyoxyg
SUTBWIOP [OIL3SI JUSISJJIP Y} UT SBWSYdS YHH
SNOLIBA ‘SPIOJAI [BOIpaW Ul A)I[Iqe)suf

juow
-YOLIUd vlR(]

finqe
-o0e1 3niqg

S[eL [eoruI)

Kudayur vreq
Juowageurwr
UOTBULIOJUT
jusned
SQoIpuI
juaned 19)seIN

ureyoyo0[q SuIsn suonnjos

suonesrduy

sonss|

1adsy

ureyoYo0[q SUISN UONIN[OS WAISAS AIRIYI[EY JIewWs JO sisA[eue aaneredwo)) ¢ ajqel

pringer

As



134 Health Services and Outcomes Research Methodology (2024) 24:112-139

Specialists employed in different areas consistently need their confidential data stored
securely and safely so that no unauthorized individual can modify or alter the informa-
tion. Data alteration is inconceivable using the SHA256 algorithm, which makes a specific
hash value associated with the chain (Verma and Prakash 2021). The medical services sec-
tor requires storing and sharing information identified with medical preliminaries safely,
which must be imparted to approved gatherings, such as research supports or adminis-
trative advisory groups. The information can be overseen or followed with assent inside
numerous destinations, conventions, and frameworks with the blockchains. Patients with
legitimate access advantages can likewise get this data regarding their medical problems
and related examination.

e) Drug traceability

As of now, the primary obstacle in pharmacology is medication duplicity. The detri-
mental impact of this is the severe loss in the business, which can prompt serious harm to
an individual’s health. The utilization of blockchain across medical healthcare can identify
cheats from the medication dealer (Verma and Prakash 2019, 2020b). All the task provid-
ers are composed in the blockchain network that empowers them to follow the entire course
of medications.

f) Data enrichment

Gathering raw data can prompt changeability, time utilization, and the absence of sus-
tainability (Sharma et al. 2020). Information enhancement is an activity to add qualities
to expand quality. Healthcare information should be organized, accurate, secured, time-
stepped, and simple to peruse.

8 Conclusion and future direction

The paper presents a comprehensive study of the Internet of medical things. The paper
describes how IoT- Blockchain integration can be leveraged to develop improved smart
Healthcare frameworks. This survey is categorized into six sections; the first section
describes the introduction of the paper and the second section emphasizes on taxonomy of
the smart healthcare system. The third section includes the literature review of the block-
chains-IoT system in smart healthcare. The fourth section explores the basic architecture
of blockchain and IoMT architecture. The fifth section accentuates the real-time imple-
mentation of the blockchain in smart healthcare, which explains current solutions using
Blockchain for IoT applications. The sixth section explores research challenges and open
issues in the smart healthcare system. Compromising private data to unauthorized parties
in medical services applications reduces the patient’s trust in the EHR framework. Hence,
it is difficult to maintain public trust if the privacy of real-time healthcare data is leaked.
Blockchain permits easy identification of a particular system and easily enables patient
private data gathering, such as names, diseases, and present addresses in the network.
Comparative analysis of well-known recent research on IoT-based smart healthcare sys-
tem security using blockchain is done based on different parameters such as architecture,
data integrity, access control, medical information exchange, EMR, patient encryption key,
hardware implementation, etc.
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Many systems are designed to give users more control over their data, but the challenge
of building a fully decentralized user-centric system for health data still exists. There are
situations when the use of permission solutions controlled by healthcare organizations is
unclear, potentially allowing users to manage their data but ultimately forcing them to fol-
low consortium guidelines about data management. Even if user data is stored in a decen-
tralized manner, solutions cannot guarantee a user-centric system if the Blockchain runs
the danger of being hacked by participants. An innovative model can be designed where
each user physically owns their data, possibly on a smartphone or a small device they have
at home. If these devices serve as secure, decentralized data storage, then any unknown
party might simply access the information stored there while abiding by the regulations
imposed by the users who own the content they share. Additionally, proper data collection
methods and determining connections across the blockchain network will be addressed to
manage confidential and private transactions. In the near future, we will design a model
based on a cryptographic scheme for private transactions and attempt to verify the per-
formance of the enhanced blockchain version on the decentralized healthcare system. We
hope that this paper will provide a background related to working on future blockchain
systems that will be secured and scalable in the real world.
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