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Abstract Air cargo involves large-scale data and mul-
tiple stakeholders, i.e., airports, airlines, agents, and
clients. How to enable stakeholders to share data in
a secure way is essential, since it improves efficiency
for various processes among stakeholders. This paper
proposes AIRCARGOCHAIN, a blockchain-based data
sharing approach for air cargo, which has the follow-
ing advantages: (a) secure: we propose a blockchain-
based cooperative network architecture, Cooperative
Network (CN), to allowmutually distrusted stakehold-
ers to manage data collaboratively. (b) scalable: we
design a storage scheme, Off-Chain Storage (OCS),
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based on IPFS to support large-scale data storage;
(c) user-friendly: we provide effective communication
mechanism and convenient contract name service in
Node Communication (NC) and Contract Manage-
ment (CM), respectively. A comprehensive evaluation
offers insight into the applicability and effectiveness
of AIRCARGOCHAIN.

Keywords Blockchain · Smart contract · Data
sharing · Air cargo

1 Introduction

Air cargo involves multiple distributed stakeholders
and goods, which requires efficient data sharing to
improve business process, e.g. freight checking. In
freight transport, stakeholders need to check freight
according to waybills that contain large-scale sensitive
data, such as identity information, address, and tele-
phone. Secure data sharing among multi-stakeholders
is important, since it accelerates business process.
But the multiple challenges are still existing: (a) for
stakeholders, they have to perform freight checking in
information asymmetry, which leads to low efficiency;
(b) for sensitive data, the privacy preservation of data
decides we cannot use central information system to
manage data simply; (c) for storage, ever increasing
volumes of data demand a scalable solution.

Blockchain technology is initially used in finan-
cial sector [1]. In recent years, blockchain has found
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applications in a variety of other non-financial fields
[2–4] as it is a peer-to-peer network that enables
mutual distrusting nodes to maintain a distributed,
consistent, and tamper-proof ledger collaboratively.
However, using blockchain technology as data shar-
ing systems in air cargo may bring other issues, for
example, (a) data stored in a ledger is shared among
nodes, which may expose sensitive information if we
do not consider an access control method; (b) storing
large-size data in a blockchain that uses up storage
resources as every node maintains a complete ledger;
(c) some business communications do not require
irrelative stakeholders participate; (d) account address
is too complicated for users to remember, since it is a
fixed-length hexadecimal string.

This paper presents AIRCARGOCHAIN, a dis-
tributed and scalable data sharing approach for air
cargo. AIRCARGOCHAIN proposes a cooperative net-
work architecture, Cooperative Network (CN), based
on blockchain to manage data collaboratively among
mutual distrusted stakeholders. Each airport and air-
line has an Externally Owned Account (EOA) that
is able to create Contract Account (CA) for each
agent and client. CA records identity information and
waybills. As for privacy-preserving, an access con-
trol method is proposed to ensure that only airports,
airlines and CA owners can access CA and view
details. Considering the limited storage capacity of
each blockchain node, we design a storage scheme,
i.e., Off-Chain Storage (OCS). OCS utilizes Inter-
Planetary File System (IPFS) [5] to store waybills
information and then stores hash values generated by
IPFS in CA. IPFS is a content-addressable storage
that distributes data without redundancy and generates
a unique hash string as Uniform Resource Identi-
fier (URI) to retrieve the data. Last but not least, we
provide a user-friendly service based on Advanced
Messages Onchain Protocol (AMOP) and Contract
Name Service (CNS). AMOP enables two nodes to
efficiently communicate without being noticed by oth-
ers. CNS allows users to assign a simple name instead
of complicated contract address.

The advantages of AIRCARGOCHAINare

• Secure: we propose a data sharing approach for
air cargo based on blockchain technology, which
not only enables mutual distrusted stakeholders to
manage data collaboratively but also ensures user
privacy and data security.

• Scalable: we design a high scalable storage
scheme to support large-scale data storage that
reduces the consumption of storage resources.

• User-friendly: we provide user-friendly func-
tionalities that contain an effective communica-
tion mechanism and a convenient contract name
service.

The rest of this paper is structured as fol-
lows. Section 2 reviews blockchain technology and
the related work of blockchain-based data sharing.
Section 3 presents the problem description of data
sharing in air cargo. Section 4 describes AIRCAR-
GOCHAIN, including system model, main procedures
and security analyses, which is followed by the imple-
mentation and experimental reports in Section 6.
Section 7 concludes the paper.

2 Related Work

This section first reviews blockchain technology, and
then discusses the existing projects of blockchain-
based data sharing.

2.1 Blockchain technology

Blockchain is a shared ledger that stores append-only
data. It is originally derived from Bitcoin [6], then has
emerged a large number of applications in the finan-
cial domain [7–10]. In recent years, much attention
has been attracted to applications of blockchain in the
non-financial sectors such as healthcare, internet of
things, and supply chain [11–13], for the following
four reasons:

• Decentralization: A blockchain is a peer-to-peer
network that consists of multiple nodes which
do not fully trust each other. It enables nodes to
maintain a set of global states without a trust third-
party or central administrator. Each node keeps
an entire replicated ledger and no Single Point of
Failure (SPoF) [14] can affect the availability of
the stored information [29].

• Tamper-proofing: A blockchain provides
integrity protection for all data recorded in the
ledger via its append-only linked block structure.
This structure makes adversary hard to modify
data because any modification needs to modify
all the previous blocks in the chain.
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• Fraud prevention and consistency: Nodes in a
blockchain network work collaboratively by using
a consensus protocol, such as Proof of Work
(POW) [6], Proof of Stake (POS) [15], and Prac-
tical Byzantine Fault Tolerance (PBFT) [16]. A
consensus protocol manages the right of creating
new blocks and determines the next block, which
not only ensures consistency but also makes fraud
impossible.

• Smart contract: Smart contract [17] is a modular,
reusable, and automatically executed script that
runs on a blockchain, which improves efficiency
of business processes. When a transaction is sent
to the contract address and trigger the predeter-
mined condition, all nodes execute the operation
code generated by the script compilation of this
contract, and finally write the execution result to
the blockchain.

2.2 Blockchain-based Data Sharing

Plentiful solutions of blockchain-based data sharing [18–
24] have been proposed during the last decade. Here,
research trends pertaining to blockchain-based data
sharing for supply chain are outlined.

Lei Xu et al. [25] presented a set of protocols for
blockchain-based efficient information sharing and
exchange for maritime transportation. They focused
on how to maintain information consistency between
the ledger and reality. However, they neglected the
data privacy and ownership, exposing sensitive infor-
mation in transactions to all participants. Quansi Wen
et al. [26] proposed a blockchain-based data sharing
scheme for supply chain. They stored real-time data in
a blockchain and set access policies by smart contract,
ensuring the reliability and privacy of data sharing in
supply chain. But they did not take into the scala-
bility, using up a large number of storage resources.
Ingo Weber et al. [27] designed a blockchain-based
system to address the lack-of-trust issue in collab-
orative business processes. It was the first to use
blockchain for collaborative process execution and
monitoring. Although they discussed data privacy and
off-chain data storage in their paper, they did not
demonstrate the details of their scheme. The studies
[28–31] introduced spatial and temporal blockchain
methods to enable blockchain applicable for broad
scenarios.

In summary, privacy concerns and storage limita-
tions should be carefully addressed when employing
a blockchain system as a data sharing tool. Our work
not only proposes a role-based access control, but also
designs a high scalable storage scheme to reduce the
consumption of storage resources.

3 Problem

This section describes the problem of secure data
sharing among multiple stakeholders in air cargo,
including potential threats and design goals.

3.1 Potential Threats

Table 1 shows multiple potential threats in air cargo.
Our work needs to avoid these risks.

• DT denotes Data Tampering, i.e., data (e.g., way-
bills data and identity data) is maliciously modified.

• IL denotes Information Leakage, i.e., agents/
clients’ information is leaked to unauthorized
third-party.

• MSA denotes Message Spoofing Attack, i.e., a
malicious stakeholder may broadcast fake mes-
sages to other stakeholders.

• SPOF denotes Single Point of Failure, i.e., a node
failure stops the entire system from working.

• Waybills-based Solutions represent original
manual solutions without digital system for data
sharing. They rely on a large quantity of human
resources and paper-based documents (e.g., way-
bills) to execute business processes.

• Centralized Systems represent traditional air
cargo systems that utilize centralize services and
store data in a central database.

• AirCargoChain is a proposed scheme in the paper.

Table 1 Potential risks

Waybills-
based
solutions

Centralized
systems

AirCargoChain

DT • • −
IL • − −
MSA • • −
SPOF − • −
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Examples of potential risks are as follows:

• Waybills-based Solutions: In waybills-based solu-
tions, data is recorded in paper documents. The
data is easy to obtain and modify once a malicious
user gets paper documents (i.e., DT, IF). There
is no message verification mechanism, causing
waybills-based solutions are vulnerable to fake
messages (i.e.,MSA).

• Centralized Systems: A centralized system has an
administrator with the highest authority. First, an
attacker invades the system and acquires adminis-
trator privileges. Next, the attacker is able to mod-
ify waybills data to maximize his/her profits or
broadcast fake messages about the information of
cargo to swindle profits (i.e., DT, MAS). Finally,
any centralized servers or databases fail, which
interrupts the entire business processes and results
in significant economic losses (i.e., SPOF).

• AirCargoChain: we present the security analysis
of AIRCARGOCHAINin Section 4.

3.2 Design Goals

This paper focuses on exploring a distributed and
scalable data sharing method, aiming at business pro-
cesses acceleration and information security protec-
tion for air cargo. Therefore, the design of AIRCAR-
GOCHAIN should achieve the following seven goals:

• Privacy protection: Waybills contain sensitive
data such as identity, address and telephone. To
protect the privacy of users, it is necessary to
design a rule to prevent unauthorized third parties
from accessing data.

• Decentralization: Air cargo involves multi-
ple distributed stakeholders and storing a large
amount of sensitive data in a centralized
database increases security risks. Thus, AIRCAR-
GOCHAINought to take full advantages of dis-
tributed nodes, ensuring the security of stored
data.

• Consistency:Multiple stakeholders often execute
operations concurrently. Thus, it is essential to
maintain data consistency among decentralized
stakeholders.

• Fraud prevention: Air cargo is intricacy and dis-
trusting. Any role has the probability to broadcast

Table 2 Symbols and Definitions

Symbols Definitions

Auser User’s address

Iuser User’s identity information

Nuser User’s contract name

Dwaybill Waybill data

Hwaybill URI of waybill data stored in IPFS

CN Cooperative Network

OCS Off-Chain Storage

NC Node Communication

CM Contract Management

fake messages that disturbs business processes.
Therefore, how to prevent fraud is worth explor-
ing.

• Tamper-Proofing: A tamper-proof design is con-
siderable because data tampering impairs the reli-
ability and results in economic losses.

• Scalability:With the growth number of cargo vol-
ume, the data continues to increase. Due to the
limited resources, it is not suitable for storing all
data in blockchain.

• User-friendliness: It is important to consider a
user-friendly design, which improves user experi-
ences.

4 Proposed Method

This section presents system model and four main
processes. Table 2 gives the list of symbols we use.

4.1 System Model

As shown in Fig. 1, AIRCARGOCHAIN has four roles
(i.e., airport, airline, agent and client) and an AirCargo
Information Platform (ACIP). The ACIP contains four
modules: Cooperative Network (CN), Off-Chain Stor-
age (OCS), Node Communication (NC), and Contract
Management (CM), the detailed design of ACIP is
presented as follows.

• CN: The revised version of Ethereum1 is used
to implement Cooperative Network. It is a
blockchain network consisting of decentralized

1https://github.com/FISCO-BCOS
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Fig. 1 The module design of the proposed system

peers that can communicate with each other and
maintain a consistent ledger collaboratively. We
utilize the features of blockchain itself to ensure
data is tamper-proofing. In CN, Airport/Airline
creates CA for Agent/Client by EOA. CA, which
is run in EVM, records Agent/Client’s identity
information and the URI of its waybills in Ledger.
We use PBFT tomanageblock generation in case of
fraud messages and inconsistency among nodes.

• CM: All smart contracts are managed by CM.
A fixed-length hexadecimal contract address is
generated once a smart contract is deployed. A
contract address is used to invoke the smart con-
tract. We employ a Contract Name Service (CNS)
to make a mapping between contract address and
contract name. In other words, when a smart con-
tract is deployed, the CNS allows the deployer
to assign a string to the smart contract. Users
just need to provide the string when they want
to invoke the contract. Next, CNS confirms the
contract address corresponding to the string, and
invoke this contract. On the other hand, to protect
privacy, each smart contract includes a declarative
access control that can determine which users can
read, edit, and update elements in network.

• NC: NC involves communication over the net-
work. The broadcast protocol of the blockchain
network is similar to Gossip: for newly generated
transactions, they are broadcast to every node;

for transactions from other nodes, they are broad-
cast again to 25% nodes which are randomly
selected; a transaction is broadcast only once on
a node. The Advanced Messages Onchain Pro-
tocol(AMOP) provides message channel on the
blockchain network where all nodes can com-
municate once the blockchain is deployed. The
AMOP messages do not rely on consensus and do
not be stored in the blockchain.

• OCS: Traditional storage schemes store all data
in a blockchain. With the rapid increase of cargo
data, traditional storage schemes are impractical
because of the limited disk spaces. Leveraging the
distributed features of a blockchain network, we
build an InterPlanetary File System to store large-
size waybills data. The IPFS provides a high-
throughput block storage model with content-
addressed hyperlinks. A file is broken down into
many smaller blocks when adding the file to IPFS.
The address of blocks is resolved to a hash value
that links to those blocks. The hash value of the
file is generated according to file content, so the
hash value changes whenever the file is modified.
In short, it not only improves the security of data
storage but also saves storage resources.

4.2 Main Processes

This section presents three main processes in AIR-
CARGOCHAIN: (1) registration; (2) data storage; (3)
data access.

4.2.1 Registration

First, agents/clients need to register CA for joining the
blockchain. Algorithm 1 illustrates a user’s operations
in the registration process.

Assuming that user1 is a user who wants to reg-
ister CA. In order to avoid repetitive registrations,
we need to verify whether the identity information
(Iuser1 ) or the contract name (Nuser1 ) is used (Line
1). checkInf o denotes a function of verification. If
Iuser1 and Nuser1 are not occupied, CA is registered
for the user (Line 3). register() denotes a function of
deploying CA. Auser1 denotes the contract address of
user1’s CA. After successful deploy, a mapping is set
between Iuser1 and Nuser1 (Line 4). Otherwise, users
are warned of registration failed (Line 6).
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Algorithm 1: Registration.
Input: Iuser1 , Nuser1

Output: result

1 isExist ← checkInf o(Iuser1 , Nuser1);
2 if isExist == flase then
3 Auser1 ← register(Iuser1);
4 result ← CNSS(Iuser1, Nuser1);
5 else
6 result ← f alse;
7 end

4.2.2 Data Storage

After owning CA, a agent/client is able to enjoy air
cargo services. Algorithm 2 analyzes processes and
functions required to create/update waybills in detail.

Algorithm 2: Data storage.
Input: Nuser1 , Auser2 , Dwaybill

Output: result

1 isV alid ← checkP ermission(Auser2);
2 if isValid == true then
3 Auser1 ← CNSM(Nuser1);
4 operate ← conf irmOperate();
5 if operate == addition then
6 Dwaybill ← verifyWaybill(Dwaybill);
7 Hwaybill ← OCSS(Dwaybill);
8 result ← CAS(Auser1, Hwaybill);
9 else if operare == update then
10 Hwaybill ← selectWaybill();
11 Hwaybill ← OCSU(Hwaybill , Dwaybill);
12 result ← CAU(Auser1 , Hwaybill);
13 end
14 else
15 result ← f alse;
16 end
17 else
18 result ← f alse;
19 end

Assuming user2 is an airport/airline that under-
takes the transportation. Auser2 denotes user2’s public
key address. checkP ermission() is used to check
user’s permissions (Line 1). If a user is legal,

conf irmOperate() gets user’s contract address and
confirms operation type currently (Line 3-4). CNSM()

is a mapping function between contract address and
contract name. Addition operation includes three
steps: first, verifyWaybill() allows communication
between carriers (the airport and the airline) to ver-
ify waybill information (Line 6); second, Dwaybill is
stored in IPFS and Hwaybill is received form IPFS
(Line 7); third, Hwaybill is stored in Ledger (Line
8). OCSS() and CAS() denote functions of storing
data in IPFS and Ledger, respectively. Update opera-
tion also contains three steps: first, selectWaybill()

selects which waybill needs to be updated (Line 10);
second, OCSU() updates data in IPFS (Line 11);
third, CAU() updates data in Ledger (Line 12). Oth-
erwise, a user is warned of storage failed.

4.2.3 Data Access

In AIRCARGOCHAIN, waybills query is a process of
data access, which is exhibited in Algorithm 3.

Algorithm 3: Data access.
Input: Nuser1 , Auser2

Output: result

1 isV alid ← checkP ermission(Auser2);
2 if isValid == true then
3 Hwaybill ← selectWaybill();
4 result ← OCSQ(Hwaybill);
5 else
6 result ← f alse;
7 end

In the process of data access, user’s permission first
needs to be verified (Line 1). If a user is legal, user’s
CA is invoked and then the user selects which waybills
to query (Line 3-4). Otherwise, a user is warned of
query failed (Line 6). QCSQ() is a function used to
query data from OCS.

5 Security Analysis

This section presents the security analysis of the four
potential threats described from Table 1 in Section 4,
including Information Leakage (IL), Data Tampering
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(DT), Message Spoofing Attack (MSA) and Single
Point of Failure (SPOF).

• DT: We store Dwaybill in OCS and store Hwaybill

in Ledger. A URI of waybill data stored in OCS
is content-based. A new URI is generated once
waybill data is modified. However, Hwaybill is
unaltered because of blockchain features. Thus,
the falsify is meaningless because tampered data
is inaccessible owing to the difference of URIs.

• IL: We design an access control method in CA
and store both Irole and Hwaybill in Ledger. Only
Airports/Airlines and CA owners can access CA
and acquire data (i.e., Irole, Hwaybill , Dwaybill).

• MAS: In AirCargoChain, all nodes run a Byzan-
tine Fault Tolerance (BFT) protocol to agree on
a concerted strategy. Therefore, AirCargoChain is
able to verify the credibility of the received mes-
sages, since the number of malicious nodes is
limited.

• SPOF: SPOF is a serious concern in traditional
systems because both data storage and services
are centralized. However, AirCargoChain is a
blockchain-based distributed system. Every node
stores a complete ledger, and each node can be a
duplication and provide the same services if any
other node fails.

6 Evaluation

This section deploys a 4-node blockchain network
and performs experiments to verify the feasibility of
AIRCARGOCHAIN. Our experiment environment is
described in Table 3.

We first report experimental results and present
discussions to answer the following questions.

1. Scalability: How well does AIRCARGOCHAIN

store large-scale data?

2. User-friendliness: Why does AIRCARGOCHAIN

conveniently work on real-world business?
3. Effectiveness: can AIRCARGOCHAIN improve

efficiency for various processes among stakehold-
ers in air cargo?

6.1 Q1 - Scalability

For the experiment, we compare the usage of disk
space with original blockchain-based solutions by
using a 98.8MB dataset. Original blockchain-based
solutions store all data in a blockchain. The dataset
includes 1,288 records where each record contains
departure address, arrival address, timestamp, and
figure of goods. Space consumption is shown in Fig. 2.

In original blockchain-based solutions, the disk
space usage of each blockchain node consumes
average 596.88MB, and 2387.52MB usage is con-
sumed in total. In AIRCARGOCHAIN, IPFS stor-
age nodes increase 146.36MB space usage, but
only 36.79MB space usage is consumed in each
blockchain node. To sum up, the total disk space
usage of AIRCARGOCHAINis 293.52MB, and AIR-
CARGOCHAINdecreases storage resources consump-
tion 0.1x of original blockchain-based solutions.

6.2 Q2 - User-Friendliness

In real-world business, stakeholders need communi-
cation to confirm the details of waybills. However, the
process does not require the irrelated others to par-
ticipate. AMOP is suitable for the process because it
not only provides peer-to-peer communication, but also
ensures packets are not acquired by other nodes. In
addition, a contract address is usually a fixed-length
hexadecimal data identifier, such as b83261efa42895
c38c6c2364ca878f43e77f3cddbc922bf57d0d48070f79
feb6, which is too intricate to remember for users.
CNS allows users to use a simple name instead of an

Table 3 The Details of
Implements Parameters Values

CPU Intel(R) Xeon(R) CPU E5-2630 v4 @ 2.20GHz × 40

Operating System Ubuntu 18.04.1 LTS 64-bit

Memory 64GB

Software Solidity: v0.4.24 Tomcat: v6.0.35
JDK: v1.8.0 Mysql: v5.7.11
Revised version of Ethereum:
v2.4.0 IPFS: v0.4.23
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Fig. 2 Storage Resources
Consumption: origin vs
AIRCARGOCHAIN

intricate contract address, for example user1. Thus,
AIRCARGOCHAINis user-friendly. We conducted a
survey for the real practice with 80 users, 96% of the
returned questioner are likely to use CNS.

6.3 Q3 - Effectiveness

We evaluate three main processes of AIRCAR-
GOCHAINand the results are presented in Fig. 3.

a b

c

Fig. 3 Performance Evaluation. a Latency for Registration b Latency for Data Storage c Latency for Data Access
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T and F denote two situations where all nodes are
working and some node fails, respectively. We per-
form each process 400 times in each situation. In F ,
we first fail one node at the experiment beginning and
recover the fault node at the 51st execution. Then we
fail next node and recover the new fault node after the
next 50st execution.

Most latency in F is similar to that in T .
Figure 3a exhibits that a little latency is approxi-
mately 3471.21ms/tx in F . The average latency for
registration is 437.37ms/tx and 831.97ms/tx in T

and F , respectively. Figure 3b shows a little latency
increases but all latency still less than 300ms/tx in F .
The average latency for data storage is 115.15ms/tx
and 126.31ms/tx in T and F , respectively. Figure 3c
describes a little latency increases but no more than
200ms/tx in F . The average latency for data storage is
1.65ms/tx and 13.95ms/tx in T and F , respectively.

In summary, AIRCARGOCHAINis still working
even if any node fails. Although there is a little
increase of latency when some node fails, the incre-
ments do not disturb business processes and latency
also recovers after failed nodes return to work. The
millisecond AIRCARGOCHAINis more efficient than
traditional schemes that are hours or days. Stake-
holders can acquire data and execute various pro-
cesses, such as freight checking, faster than traditional
schemes. Thus, AIRCARGOCHAINhas no SPOF and
improves efficiency for air cargo.

7 Conclusion

This paper proposes AIRCARGOCHAIN, which
addresses the distrusted problem of data sharing for
air cargo. The main idea is to build a cooperative
network among stakeholders based on a blockchain,
and make up for the deficiencies of the blockchain
through an IPFS-based storage scheme and additional
user-friendly design.

The advantages of AIRCARGOCHAINinclude

1. Security: security analyses in Section 5 proves
that AIRCARGOCHAINis able to avoid multiple
potential risks in air cargo.

2. Scalability: AIRCARGOCHAIN saves storage res-
ources is presented in Section 6.1 with Figure 2.

3. User-friendliness: AIRCARGOCHAIN provides
convenient services discussed in Section 6.2.

We also conduct evaluation of AIRCARGOCHAINin
Section 6.3. The experimental results demonstrate
the effectiveness and applicability of AIRCAR-
GOCHAINfor air cargo.
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