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Abstract Recent advances in artificial intelligence,
big data, mobile edge computing and embedded
systems have successfully driven the emergence
and adoption of smart vehicles and vehicle edge
computing which will improve road safety, traffic
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congestions, and vehicle exhaust emissions. The
high-mobility, ad-hoc network topology, and diverse
vehicle-to-everything (V2X) have brought substantial
challenges in the TCP/IP-based vehicular network-
ing. Given the unique characteristics and strengths
in resilient communication in mobile ad hoc network-
ing environments, named data networking (NDN) has
become a natural fit for supporting vehicular edge
computing (VEC) as the underlying network archi-
tecture. However, a variety of security and privacy
challenges remain for developing NDN-based VEC
networks such as key management, cache poison-
ing, access control. In this paper, we introduce a
novel blockchain-based security architecture in NDN-
based VEC networks to systematically tackle these
security challenges. More specifically, we design and
implement an efficient blockchain system on NDN
by adopting lightweight yet robust delegate consen-
sus algorithm, and carry out extensive experiments
to evaluate performance efficiency on key manage-
ment protocols, cache poisoning defense schemes,
and access control strategies for NDN-based VEC
networks. To the best of our knowledge, this paper
is the first effort to systematically devise practical
and efficient blockchain-based security architecture to
provide key management, cache poisoning security
protection, and privacy-aware access control in NDN
VEC networks.
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1 Introduction

The recent rapid development and deployment of self-
driving vehicles and vehicle networking for improved
driving safety, energy-saving, and traffic management
has benefited from the latest advances in artificial
intelligence, mobile edge computing and embedded
systems. Given the high-mobility and content-oriented
characteristics in V2X data communications such
as vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I), and infrastructure-to-vehicle (I2V) communi-
cations, NDN has been considered as one of the
promising network architectures for VEC networks
due to its efficiency on content distributions what
is the content rather than hosts, locations and where
of data exchanges between content consumers and
content publishers [12, 31].

In VEC networks, the majority of nodes, i.e.,
moving vehicles, have high mobility, which brings
substantial challenges for traditional TCP/IP-based
Internet in delivering data between mobile vehicles
efficiently and maintaining routing consistency in
constant topology changes. On the other hand, NDN,
an emerging network architecture driven by data con-
sumers, leverages location-independent data names to
identify content and effectively acquire and dissemi-
nate content by their names. In addition, the caching
and data forwarding features of NDNmake data trans-
mission more efficient in VEC networking. However,
the inherent data security and privacy threats of such
content-centric networking solutions remain in the
integrations of NDN and VEC networks, thus, it is
very critical to develop novel effective systems to
enhance the security and privacy of NDN-based VEC
networks.

In NDN VEC networks, the communication chan-
nel does not exist between fixed two end-points,
such as IP-based hosts. Thus, the research focus of
enhancing security and privacy is on data packets.
NDN requires each named data object to be digi-
tally signed by its producer. However, in practice,
this security feature poses a challenge for verify-
ing fake content. For example, the root key may
be attacked and tampered. When the root key as
a trust anchor fails, each site essentially becomes
a relatively independent trust domain. With the
absence of trust anchors, it is a challenging task
to verify the authenticity of the key issued by a
large number of independent trust domains. Moreover,

NDN provides content-based security by verifying the
signature of each data packet on intermediate nodes,
i.e., vehicles. Due to significant computation and com-
munication overheads, vehicles are often unable to
carry out such tasks of performing per-packet sig-
nature verifications. As a result, content poisoning
attacks can be easily carried out, in which attackers
inject a large number of tampered and forged packages
into the cache of network nodes to isolate users’ access
to the authentic content. Such attacks can be fatal in
NDN VEC networks, e.g., attackers hiding conges-
tion information in a location in tampered or forged
interest packages.

In addition to the above security threats on data
authenticity and integrity, the challenge of ensuring
data confidentiality is also very critical. For example,
unauthorized data access on the locations of certain
vehicles at a given time is a huge privacy concern. As
NDN makes extensive use of the in-network cache,
the content produced by the publisher is cached on
all the intermediate routers in the network forward-
ing path. The in-network cache strategy decouples the
content from its publisher, and the consumers often
obtain a cached copy of the content from intermediate
routers. The existing NDN architecture implements
access control via a content-based encryption scheme,
in which a central node such as a server acts as an
engine for processing access control logic. However,
the centralized access logic execution methods face
an inherent trust problem of the authorization engine.
Therefore, NDN-based VEC networks require a trust-
based access control scheme to control unauthorized
access to copies of the content that are cached on
intermediate notes.

In this paper, we introduce a blockchain-based
security architecture for improving the security and
privacy of NDN-based VEC networks. In contrast to
traditional centralized system architectures with the
risk of the single point of failures and the problem
of trust issues in multi-trust domains, the blockchain
build trust among multiple untrusted nodes without
a centralized third party by making all participating
nodes in the network share and verify the data under
certain consensus. The open and trustworthy security
infrastructure ensures the secure transmission of data
via consensus algorithms, and also provides neces-
sary services for different security applications such as
designing new mechanisms for key management, con-
tent poisoning attack detection, and access control for
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address security and privacy challenges in NDN-based
VEC networks.

The major contributions of this paper can be sum-
marized as follows:

– We propose a novel blockchain-based security
architecture for NDN VEC networks and develop
three key mechanisms for key management, cache
poisoning detection, and access control for pro-
tecting VEC networks for a wide spectrum of
security threats.

– We design and implement an efficient blockchain
system on NDN by adopting delegate consensus
algorithms. More importantly, we systematically
evaluate the performance effectiveness, cost and
efficiency of the proposed blockchain system on
NDN via extensive experimental evaluations on
the ndnSIM platform.

– We verified that the proposed key management
scheme developed in the proposed blockchain-
based security architecture for NDN VEC net-
works is able to solve the trust security problem
caused by single trust anchors.

– Our experimental results show that the cache poi-
soning detection scheme designed in this paper
protects cache poisoning attacks with lightweight
computational computation and validation over-
heads on intermediate nodes.

– The proposed access control scheme supports
resource owners to have fine-grained access con-
trol over their own resources, and supports the
applicants to prove their access rights via the
blockchain system.

The remainder of this paper is structured as follows.
Section 2 gives a brief introduction to the basic con-
cepts of VEC, NDN and blockchain, and explains why
VEC is worthy of attention and why NDN is more
suitable as the infrastructure of VEC. Section 3 intro-
duces the system model and key designs components
of the proposed blockchain-based architecture for
securing NDNVEC networks. Section 4 sheds light on
the critical applications of the proposed architecture
in key management, content poisoning attack detec-
tion and access control, and Section 5 systematically
presents the performance and cost of the proposed
architecture via extensive experimental evaluations.
Section 6 discusses related work, while Section 7
concludes this paper and outlines future work.

2 Background

2.1 Vehicular Edge Computing Networking

The emergence of intelligent vehicle applications has
brought many benefits in road traffic safety, driv-
ing efficiency, and in-vehicle entertainment. How-
ever, these applications have also raised challenges
on systematic performance and security for resource-
constrained vehicles. To address these challenges, an
early study [9] has proposed the initial vehicle cloud
computing (VCC) architecture model. Recently, the
vehicle networking community has introduced a new
model of vehicle edge computing (VEC) [35] for
accommodating broad data communications of V2X
networking including V2V, V2I, and infrastructure-to-
vehicle (I2V).

Compared with cloud-based computing service
models, a major benefit of VEC lies in the faster
interactive responses provided by the local service
providers that are physically closer to vehicle nodes,
thus guaranteeing the user experience of delay-
sensitive applications and reducing the end-to-end
latency and transmission cost [7]. In addition, the
ubiquitous edge resources in VEC could directly offer
vehicles and users many services in driving safety
and efficiency such as real-time navigation and local
service discovery.

In a typical VEC environment, a variety of nodes
could act as service providers including base stations,
Internet of Things (IoT) gateways, and vehicles them-
selves. For example, the base station collects informa-
tion of surrounding vehicles and performs streaming
data analysis to provide accurate and real-time traffic
information to vehicles. Similarly, vehicles, experi-
encing road traffic congestion, could broadcast con-
gestion locations and durations via V2V networks in
which nearby vehicles serve as forwarding nodes to
disseminate data packets carrying congestion informa-
tion. On the other hand, selfish or malicious nodes
could potentially compromise the efficiency and secu-
rity of the entire VEC network. For example, mali-
cious neighboring vehicles could intentionally drop or
alter the data packets while serving as the forward-
ing nodes. Similarly, the malicious base station could
leak the private information of vehicles or users in the
data analysis. Thus, security and privacy issues must
be taken into account for ensuring the operation and
management of VEC networks.
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2.2 Named Data Networking for VEC

NDN is one of the emerging information-centric
network architectures. Compared with the current
TCP/IP architecture, NDN has two major features:
name-centric routing and addressing and a widely
used in-network cache. The primary content trans-
ferred in NDN consists of Interest packets and Data
packets. A consumer, who is interested in retriev-
ing specific data contents, first sends interest requests
carrying the name of the data to the NDN networks.
The edge, intermediate, and core routing nodes in
NDN forward the interest request based on the rout-
ing policies and rules until one of the routing nodes
has the requested data in the local cache or the original
data producer. The data packets are forwarded back
to the consumer hop-by-hop along the reverse path as
the interest packet, and more importantly, are cached
by all intermediate routing nodes for serving the
future requests of the same interests. Thus such an in-
network caching feature is an efficient mechanism for
improving the content distribution in NDN (Table1).

Powering vehicular edge computing networks with
the NDN architecture has a variety of unique advan-
tages. First, NDN builds the naming mechanism to
map the content resources and devices with human-
readable semantic information, which is very critical
for vehicles to retrieve security and traffic updates
and discovery local services in a certain area at a cer-
tain time with different granularities [13, 34]. Second,
the inherent in-network caching principle in NDN
accelerates the dissemination of the traffic information

between vehicles [34, 43], and such rapid content dis-
tribution is often desirable for transmitting accurate
and timely traffic congestion in major metropolitan
areas around the world. Last, but most importantly,
the NDN’s ability to retrieve data based on inter-
est, rather than IP-based end hosts, allow VEC nodes
to switch different vehicles under high mobility sce-
narios or frequent node failures [38, 42]. When the
vehicles communicate with the roadside infrastructure
in its movement, it will face the problem that the cur-
rent access point is not available and has to establish
a connection with a new access point. Although some
work focus on using technologies like forecasting next
access point to realize seamless connection switch,
the communication delays came with the mobility is
always impossible to ignore, while the name-based
data retrieval and extensive caching of NDN eliminate
the dependency on static locations and connections.

These unique advantages make NDN a natural fit
for VEC data communications, and some research
work has explored how to construct the Internet of
vehicles based on NDN. However, the challenges of
data security and privacy issues remain in NDN-based
vehicular edge computing networking. The NDN net-
work without end-to-end connection needs an identity
management mechanism to build trust, but unfortu-
nately, the widely used identity-key-binding mecha-
nism suffers from the problem that key authentication
relies on a certralized root key, which is not suitable
for an open P2P vehicle network. At the same time,
the intermediate forwarding routers have the option of
skipping the signature validation of data packets due

Table 1 The paraphrase of major nouns

Proper Name Paraphrase

Vehicle Edge Computing(VEC) Combining V2X with edge computing, VEC focuses on communication and com-
puting collaboration between vehicles on the edge of the network and other vehicles
or infrastructures

Vehicle to Everything(V2X) Compared to vehicle-to-vehicle communication or vehicle communicating with
roadside infrastructure, V2X enables vehicle-to-vehicle, vehicle-to-base station and
even vehicle-to-anything communication, which facilitates vehicles to obtain a
series of traffic information

Named Data Networking(NDN) A new network architecture which uses names for content retrieval, routing and
forwarding and improves the efficiency of content distribution by router cache

Blockchain Blockchain is essentially a decentralized database with tamper-proof, traceable fea-
tures, where each node adds content to the ledger through a consensus algorithm
and keeps a full copy of the ledger

Consensus Consensus algorithm is a protocol used to reach consensus among the nodes of
blockchain
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to the computation overhead, which opens the door for
the attackers to inject forged or tampered data contents
into the NDN networks and cause significant dam-
age to vehicle nodes. Moreover, the semantic naming
mechanism in NDN creates challenges for protecting
the privacy of vehicles and drivers, which must be
carefully addressed in the design of VEC networks.

2.3 Blockchain and Consensus Algorithms

Blockchain is an open and distributed digital ledger
for effectively recording transactions between parties
in a verifiable and untamable manner. In contrast to
the traditional centralized ledger systems, all the par-
ticipating nodes in the blockchain system maintain
the distributed ledger collectively through the consen-
sus algorithm. The blocks in the blockchain have a
strict specification on their data structure where all the
block headers are linked or chained through the cryp-
tographic hash values of their prior blocks for ensuring
the integrity of historical transaction records.

The consensus algorithm is a key component of
the blockchain system for establishing the reliabil-
ity and trust among participating nodes in such a
distributed and decentralized computing environment
without a trusted central authority. The core idea of
the evidence-based consensus algorithms such as the
Proof of Work (POW) mechanism of Bitcoin and
the Delegated Proof of Stake (DPOS) mechanism of
Ethereum. However, these evidence-based algorithms
are often computationally expensive. As a result, the
union or private chains prefer lightweight vote-based
consensus algorithms such as the practical Byzantine
Fault-Tolerant (PBFT) algorithm. In the PBFT con-
sensus algorithm, the master node first broadcasts the
message to all other nodes, which in turn verify and
send votes to each other to reach an agreement. This
design can tolerate up to one third Byzantine faults.
However, this consensus mechanism, albeit computa-
tionally efficient, is very complex to implement, and
becomes increasingly challenging to manage as the
growth of participating nodes.

When blockchain is proposed as a solution, perfor-
mance is always a concern as it is strongly tied to its
consensus protocol design and hard-coded limitations
on computations per block[36]. However, this is also
a problem that scholars pay attention to and begin to
solve. Some more efficient consensus algorithms are

proposed[22]. Furthermore, some research teams have
made various optimizations for the query efficiency
of blockchain, and proposed to improve the data
structure[26, 29], or learn from the idea of efficient
database[23] to achieve efficient query processing.

In recent years, a few research effort have been
made to introduce the blockchain system into the
NDN architecture such as BlockNDN [17] and
BoNDN [4]. These earlier studies mostly focus on
how to better integrate NDN and blockchain and how
to design the forwarding and synchronization mech-
anisms for supporting all the basic and fundamental
functions of NDN. However, there are few attempts
considering how to design efficient consensus algo-
rithms and how to explore the blockchain system for
improving the security and privacy in NDN (Table 1).

3 System Design Overview

In this section, we first describe the system model of
our proposed blockchain-based security architecture
for NDN-VEC networks. Subsequently, we present a
simple yet effective delegate consensus algorithm for
the blockchain architecture and discuss the design of
the naming rules in the proposed system.

3.1 System Model

We consider a vehicle edge network where nodes
including vehicles, base stations, and edge cloud
servers communicate with each other via NDN. Given
that vehicles act as data producers and consumers,
they can inform their locations, speed and traffic infor-
mation to nearby nodes including vehicles, base sta-
tions, and edge cloud servers in the area. Reciprocally,
vehicles can also request similar location information
and related traffic services from nearby nodes. Thus,
the node identifier is supposed to identify and man-
age easily. For the V2V architecture, in addition to
the base stations, the vehicles themselves also under-
take the work on certain packet forwarding. Thus, it
is more crucial to be free of cache poisoning in the
data cache for secure and efficient forwarding in NDN
based VEC networks. In addition, edge cloud servers
play the role of the service provider and data pro-
ducer in NDN. They collect and store information, or
perform data analysis to provide various services.
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Fig. 1 NDN-VEC model:
A vehicle edge network
where nodes including
vehicles, base stations, and
edge cloud servers
communicate with each
other via the NDN. The
vehicles act as data
producers and consumers,
which can inform their
locations, speed and traffic
information to nearby nodes
in the area. The edge cloud
servers play the role of the
service provider and data
producer, which collect and
store information, or
perform data analysis to
provide various services.
Considering resource
capacity, blockchain and its
supported security services
are deployed on base
stations and cloud servers,
while vehicles obtain
security services via
communicating with base
stations

To allow producers to control their own data and
finally guarantee data privacy, we propose the NDN-
VEC system model, as illustrated in Fig. 1. Con-
sidering that resource capacity, blockchain and its
supported security services are deployed on base sta-
tions and cloud servers, while vehicles obtain security
services via communicating with base stations. More-
over, due to the overhead of the blockchain consensus
described in Section 3.2, the base stations act as
the ordinary blockchain node to submit and query
transactions, while the cloud servers and the nodes
with stronger storage and computing capacity serve as
delegates to perform signature verification.

3.2 Delegate Consensus Algorithm

Considering a scenario with a large number of vehicle
nodes as well as high-performance expectations, none
of the existing blockchain consensuses is a straight-
forward solution. For example, Proof of Work (PoW)
and Proof of Stake (PoS) have good scalability and
mature implementation, but they are criticized by poor
performance. Byzantine Fault-Tolerant (BFT) proto-
col performs well in terms of efficiency, but sacrifices
scalability due to complex communication, resulting

in its limitation on the network scalability. To this end,
we propose the delegate consensus algorithm (DCA)
based on delegation.

Inspired by delegated PoS (DPoS) and BFT, DCA
achieves scalability and high performance at the same
time. In DCA, a fixed number of delegation members
are responsible to pack and verify blocks. Each indi-
vidual member is dynamically elected and is allowed
to generate blocks during a fixed time. A candidate
block is set as valid only when it is confirmed by
more than 2/3 of the delegates. The valid block is then
propagated and verified across the whole network.

Specifically, DCA elects M delegates that serve as
trust domain administrators, according to the actual
scenario. Assume the time slice is fixed as δt , and each
delegate solves an id based on the current timestamp
for block generation as:

Did = (timestamp/δt ) mod M

If D0 is the current delegate to create blocks, it is now
allowed to serialize a batch of transactions into a new
candidate block Buv and send it to all other delega-
tion nodes. Upon receiving Buv , each delegate verifies
the validity of the block, including transaction verifi-
cation and block verification. Transaction verification
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varies from different applications while block verifi-
cation focuses on block generation turn and packet
signature. If the block is valid, the delegate node signs
Buv and send it back to D0. When D0 receives more
than 2 × M−1

3 valid signature from other delegates, it
generates a multi-signature and adds it to Buv to create
a verified and valid block Bv . After this, the new block
is broadcast and confirmed across the entire network.
The future block productions continue with a similar
process.

3.3 Naming Strategy in the System

The routing and forwarding of NDN are all based on
the name, so naming is a significant part to be consid-
ered when using the NDN network. However, NDN
leaves the design of namespace up to the developers
and consumers to enhance the density of mappings
between applications and their networks. NDN simply
recommends that naming be structured in a hierar-
chical way, which helps to represent the relationship
between content and name elements and helps to
semantically represent contents.

When designing the naming rules in the proposed
system, there are two significant considerations: easy-
to-understand hierarchical naming and convenient-
to-check naming. A clear naming strategy implies
not only application functionalities but also attributes
which are associated with data content, such as block
height and block producer ID.

There are three parts of each name in the blockchain
system: i) application name prefix, ii) function name
prefix, and iii) block information prefix, e.g.

/application/function/blockinfo

Three functions will be defined and distinguished
under the function prefix of broadcasting synchronous
data for a blockchain system. The first function iden-
tifies specific block data, naming each block with
block information prefix including block height, pro-
ducer id, and block type. The second synchronization
function is used to retrieve synchronization informa-
tion from the network when the node is missing block
information to restore the latest blockchain state,
while the third function informs the other nodes of
newly generated block information.

4 Security Applications and Analysis

The crux of improving security and privacy in NDN
VEC is to ensure the authenticity, integrity and consis-
tency of the data. The authenticity and integrity of data
packages are guaranteed by digital signatures, and
the verification of digital signatures depends on the
authenticity of the corresponding key. In the scenario
where multiple sites issue keys like VEC, it is worth
paying attention to how to verify the authenticity of
the key across multiple trust domains. Meanwhile,
content poisoning attacks can damage the authenticity
and integrity of data, so how to prevent content poi-
soning attacks without too much verification burden
on nodes needs to be explored. Also, in order to ensure
the consistency of the data, it is necessary to ensure
that the data in the cache can also be controlled.

In this section, we describe the security appli-
cations of the proposed blockchain architecture for
NDN-VEC networks in key management, cache poi-
soning attack detection, and access control. In addi-
tion, we analyze the security of the blockchain system
based on the DCA consensus algorithm, and its guar-
antee on the data consistency.

4.1 Key Management

All systems encounter the common security problem
of data authenticity and integrity, as the data that
flow through the whole network are possible to be
tampered, falsified, or attacked. In general, the public-
private key technology is a straightforward solution,
where the private key is used to sign data while the
public key enables others to verify the signed data
based on a certain trust rules. However, this type of
scheme faces a dilemma in key management of how
to gain trust from the keys, i.e., how to guarantee key
authenticity.

To enhance the reliability of key management, we
propose a blockchain-based solution to endow key
trust instead of a root key. In our design, key manage-
ment is abstracted into three layers as shown in Fig. 2.
The user is placed in the second layer in our design,
and it will be responsible for managing all the devices
and applications in its domain, such as the user’s
vehicle and the application for obtaining road traffic
information. Like in the existing schemes, a user-level
key has the right to give a trusted certificate of keys
in the first layer by signing these keys, resulting in the
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Fig. 2 Blockchain-based
key management model:
The user will be responsible
for signing managing all the
keys of devices and
applications, such as the
user’s vehicle and the
application for obtaining
road traffic information.
When verifying the
authenticity of the device’s
and application key, we first
trace back to the user who
issued it, and then query the
blockchain to verify
whether information of the
user’s key is true

only way to verify the keys in the first layer is to trace
back the user layer. The third layer is the blockchain
layer, in which each site node stores the public keys of
the user layer and the namespace that the users apply
for authorization. The introduction of blockchain can
not only store the relevant information of users’ keys,
but also be naturally suitable for verifying the authen-
ticity of the key across the user trust domain.

The mapping of the user layer’s public key and the
device layer namespace it has authority over will be
stored on the blockchain, and the key authenticity can
be verified layer by layer by the following steps. Con-
sumers get the validation information of the device
layer’s key through the field KeyLocator in the data
packets, in which they will find the user-layer key
itself and user-layer key name. The key name is used to
check the authenticity of the user-level public key, and
the process of check is simple: the consumer calcu-
lates the hash value of the user’s public key using the
SHA-256 function and compares it to the hash value of
the user’s public key stored in the blockchain to check
if it is consistent. For quick lookup, BlockHeight and
TransactionHash of the key authentication transaction
will also be recorded in the public key packet.

4.2 Content Poisoning Attack Detection

The implementation of trust key management
cannot guarantee the integrity and authenticity of
data, because the intermediate router does not and can
not perform the signature verification of packets due
to limited resources. As a result, packets transmitted
over the network can be poisoned, which can be
divided into three categories:

– Corrupted content: the attackers simply tam-
per with the content of the packet and do not
regenerate the signature based on the tampered
data packet.

– Unauthentic content: the attackers tamper with the
content and reconstruct the legitimate signature
using his own key.

– Fake content: malicious producers use their own
keys to sign and publish fake contents, such as
wrapping a Trojan file as traffic information.

Our proposed blockchain-based security architec-
ture employs a three-stage scheme to detect all cat-
egories of content poisoning attacks: retrieval stage,
recovery stage, and feedback stage.
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Fig. 3 PIT table items

4.2.1 Retrieval Stage

The primary purpose of the retrieval stage is to
identify and eliminate untrue poisoned contents in a
lightweight but efficient manner. The user is required
to add self-authenticated information in the interest
packet when requesting the content.

Specifically, the public key digests information of
the content publisher (PPKD) corresponding to the
requested content is written to the PPKD field of
the interest packet. The intermediate node will verify
whether the returned data packet matches the self-
authentication information. In other words, the routing
node will obtain the publisher’s public key (PK) from
the KeyLocator field in the data packet, then compare
the hash of the public key with PPKD in the corres-
ponding table of PIT, and discard the data packet if:

hash(PK) �= PPKD

Besides, the information of the PPKD domain will
also be recorded in the PIT table, whose items in this
scheme also have an additional record of the data face
(DF), so that the source interface of poisoned content
can be found in the recovery stage and the forwarding

state of the interface can be adjusted accordingly, as
illustrated in Fig. 3. If the validation fails, the corre-
sponding FIB table forwarding status is modified and
marked Yellow. According to the forwarding priority,
the forwarding status in the FIB table can be suc-
cessively divided into Green, Yellow, and Red. When
the forwarding status is Red, it means that the inter-
face cannot work normally, and the forwarding to the
interface will be prohibited.

4.2.2 Recovery Stage

The corrupted contents can not be identified by inter-
mediate nodes because of lacking signature verifica-
tion. Thus the content requester identifies the cor-
rupted contents and sends a Feedback Interest Packet
(FIP) with excluding filters to get the real content.
As shown in Fig. 4, exclude filter in the FIP indi-
cates the hash value of the poison packets received by
the user, and a complete poison packet is attached to
the FIP.

Depending on the exclude filter field in the FIP,
each router will check whether the poisoned content
is cached in the local CS, and, if found, deletes the

Fig. 4 Feedback interest packets
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packet and adjusts the forward policy by marking the
forwarding status of the correlative interface as yel-
low. In order to prevent content poisoning again and
speed up the acquisition of real content, the intermedi-
ate routing node will determine whether the interface
of packet arrival is green or not and if it is not, it
will actively do signature verification. If the signa-
ture is verified successfully, the intermediate routing
node removes the PIT entry with the DF record and
changes the FIB forwarding status back to Green. Oth-
erwise, it can be inferred that the last hop of the data
packet is a contaminated router or content server, and
the node will directly discard the data packet and mod-
ify the FIB forwarding status of the return interface
to red.

4.2.3 Feedback Stage

The last stage is designed to identify fake contents and
potential malicious content publishers. After receiving
the false content from the malicious content publisher,
the content requester can send back Feedback trans-
action to the blockchain, which means that the user
accuses the content publisher whose public key hash
is PPKD. If a content publisher was issued by multi-
ple users at the same time, it is more likely a malicious
content publisher.

When the number of transactions accusing a cer-
tain node exceeds a threshold, a decision transaction
will be triggered, which requires the consensus node
to actively verify the validity of the content. The deci-
sion transaction confirmed by consensus represents
the consistent confirmation of poisoned content by the
blockchain nodes, so the reputation of the content pro-
ducer which influences the right of publishing content
will be reduced.

4.3 Access Control

The key management mechanism and measures to pre-
vent content poisoning attacks can only guarantee the
authenticity and integrity of the data in the process of
delivery. One thing that also should be ensured is that
the subject receiving the data has the right to view it,
which is guaranteed by the access control mechanism.

In this paper, the symmetric encryption algorithm
is adopted to encrypt the content with a symmet-
ric data key, and access control is implemented by
controlling the distribution of data key, so that it

can only be obtained by authorized consumers. This
design avoids the problem of cached copies in the
routers that do not perform the same access con-
trol policy, because the cached copies now are also
encrypted. In terms of the implementation of access
control policies, this paper integrates the attribute-
based access control, names the access policies hierar-
chically, proposes a distributed access control model
based on blockchain, and designs a complete access
control process on this basis. Attribute-based access
control abstracts real identities into attributes, which
can describe access control policies in a fine-grained
way. The consensus mechanism of blockchain can
introduce distributed policy decision points, which can
avoid single point failure of central decision points
and help realize fine-grained access policy decisions.
On the other hand, the hierarchical semantic naming
strategy in NDN has the function of describing access
policies in a fine-grained way.

4.3.1 Attribute-based Access Control Strategy

Compared to other access control mechanisms
for NDN-VEC networks, this paper proposes to
adjust the attribute-based access control mechanism
so that the access control decisions do not have to
rely on a centralized policy decision point. Instead,
the subject requesting access certifies to the entire
blockchain that satisfies the resource access policy set
by the resource owner. On the other hand, a hierar-
chical semantic naming scheme is still used because
it allows fine-grained descriptions of access policies.
The following part will describe the blockchain-based
access control mechanism in detail.

Inspired by the attribute-based access control
model (ABAC), our proposed access control strategy
uses a set of attributes to represent the resource and the
subject requesting resource. In addition, we explore
blockchain to record the access control policy made
by the resource owner as well as determine whether
the subject meets the access policy for obtaining the
resource. Finally, the subject will publish a transac-
tion to prove to all consensus nodes that it satisfies the
access control policy.

4.3.2 Transactions in Blockchain

– Register: when the subject wants to access a
particular resource, the subject it publishes a reg-
istered transaction to the blockchain. The input
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of the transaction is the subject’s public key, and
the output is the name of the resource it wants to
access.

Tregister =(Input (SPK), Output (ResourceName))

– Authorization: an authorization transaction is a
transaction in which the resource owner informs
the subject of access policy. The resource owner
will build the access control policy according to
the attribute set provided by the attribute agency,
then take the public key of the access control
policy (policy public key, PPK) and the random
number encrypted by the subject’s public key as
the output of the transaction. It should be noted
that the access strategy built by the resource
owner is converted by the system into a CP-ABE
access tree, and only the subject that satisfies the
access tree attribute can decrypt the source data
encrypted by this access tree. The PPK stored in
the authorization transaction points to the access
tree for easy access by subsequent subjects. The
input of this transaction will be the name of the
resource requested for access and the signature
signed by the public key of the resource owner.
This is done to facilitate tracing back to the regis-
tered transaction for which the principal requested
access to the resource.

T authorization =(Input(ResourceName, Sigropk),

Output (Noncespk, PPK))

– Access: an access transaction can be viewed as a
process by which the subject proves that it sat-
isfies the access policy of the resource owner
in the blockchain. When the subject queries the
blockchain for an authorization transaction related
to its request, it uses the PPK provided in the
transaction to find the access control strategy of
the resource owner, that is, a CP-ABE access tree.
The subject then attempts to decrypt the access
tree, and if it satisfies the access control policy,
a key from the access tree (Attribute Secret Key,
ASK) can be easily decrypted. The subject will
use ASK as the input of the access transaction to
prove that it satisfies the access control policy.

Whether the ASK submitted by the subject in
the access transaction is an ASK encrypted by the
resource owner using the access tree will be veri-
fied by multiple consensus nodes through the con-
sensus process. The consensus nodes will obtain

their property from the property agency through
the principal’s public key and use the property to
decrypt the access tree, then they check whether
they can get the ASK or the consistency of the
ASK they decrypted and recorded in the access
transaction. If verified, the access transaction will
be successfully recorded on the blockchain, which
proves that the subject has access to the resource.

T access = Input (Sigspk), Output (ROPK))

– Revoke: when the resource owner wants to revoke
the access control policy that was previously noti-
fied to the subject, it is supposed to publish the
revoke transaction. The input is the subject public
key, and the output is an empty set and the pub-
lic key of the previously published access control
policy, representing replacing the policy with an
empty set.

T revoke = (Input (SPK), Output (ø, PPK))

– Feedback: feedback transactions are designed to
identify resource owners in the network who are
maliciously denying access. When the resource
owner queries the access transaction related to the
subject recorded in the blockchain, that is, the
subject has access to the resource, it should give
the subject the required resource. In the case that
for some reason the resource owner still refuses
access, the principal registers the denial on the
blockchain as a feedback transaction. The trans-
action input is the public key of the subject (SPK)
and the output is the public key of the resource
owner (ROPK).

T f eedback = (Input (SPK), Output (ROPK))

A simple threshold is used to prevent mali-
ciously denied access and maliciously marked
resource owners from denying access. UseWe use
n to count access transactions associated with a
resource owner, and N to count represent feed-
back transactions associated with that resource
owner. If the rejection coefficient μ = n

N
exceeds

a certain threshold, the resource owner will be
observed on a blacklist, which will be published
via the blockchain. Similarly, let n2 represents the
registered transaction related to the specific sub-
ject, and N2 represents the feedback transaction
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related to the subject. If the feedback coefficient
ρ = n2

N2
is higher than a certain threshold, the sub-

ject is considered to have maliciously marked the
resource owner.

4.3.3 Resource Access Steps

When the subject wants to access a particular resource,
the whole process of access, as shown in Fig. 5 can
be summarized into three steps, first, the subject send
information to the resource owner, showing the appli-
cation of resources, in the second place step, the sub-
ject issues a series of transactions to the blockchain to
prove to the blockchain that it satisfies the access con-
trol strategy, and third, the subject obtains resources or
feeds back to the blockchain of denying access.

The first step can be summarized as a subject
sending an interest packet to the resource owner indi-
cating which resource it is interesting. The interest
packet will contain the subject public key(SPK) that
identifies itself and a data key name that identifies
the interest resource. For example, “car/PKU/A1/14-
15UTC/loca” represents the location of the car of
Peking University marked as A1 at 14-15UTC.

Subsequently, the subject proves to the blockchain
that it satisfies the access policy. It will first send the reg-
ister transaction to declare its request, then the resource
owner issues the authorization transaction to indicate
the access control policy, and finally, the subject issues
the access transaction to submit its own proof of meet-
ing the policy, in which the consensus node determines
whether the proof is valid for the chain. The details are
explained in the Access transaction.

The last step is to obtain resources and submit
feedback feedbacks. After the access transaction is
successfully confirmed by the consensus node, the
subject sends an access packet to the resource owner
to remind the resource owner that it satisfies the
access policy. The access packet contains two items,
the first of which is a random number of Nonce.This
random number is stored in the authorization
transaction created by the resource owner and
encrypted by the Subject Public Key. The subject uses
its private key to decrypt the value of the random
number to prove to the data owner that it is indeed the
owner of the public key. The resource owner verifies
the random number and access transaction, and then
sends the resource to the principal with its specific
name.

4.4 Security Analysis

When introducing blockchain into our architecture, it is a
natural question whether the security of the blockchain
itself has an impact on the overall scheme. Many of the
security issues of the blockchain are related to its con-
sensus algorithm. For example, 51%Attack is directed
to the POW algorithm, and the BFT algorithms face
the threat of sybil attacks and eclipse attacks. Partic-
ipants in the blockchain are concerned about whether
they can reach a agreement safely, and the resulting
blockchain will not fork or appear abnormal.

Now we analyze the security of the blockchain
system based on the DCA consensus algorithm and
its guarantee on data consistency via the following
theoretical analysis and proofs.

Proof Assuming that the number of delegate mem-
bers is M , as long as more than 2M/3 + 1 delegates
do not fail, the production of block Bv is legal and
irreversible.

DCA algorithm requires the delegate group to verify
the unverified block Buv and send signatures to its pro-
ducer. Only when more than 2M/3 delegate’s signatures
are valid can a legal Bv block be generated, so a legal
Bv block represents that more than 2M/3+1 delegates
have approved the Buv block in this round. There are
no more than M − (2M/3+ 1) = M/3 delegates fail-
ing at most, so the illegal Buv block can only receive
M/3 confirmations at most, and cannot become a legal
block. Even if delegate in this round send different
Buv block to different delegate set, as long as one Buv

block received more than 2M/3+ 1 delegate’s confir-
mation, which means at least M/3+1 honest delegate
confirmed Buv , another block can only receive con-
firmation from M − (M/3 + 1) = 2M/3 delegates
because the honest delegate cannot sign two different
blocks in the same round. Therefore, as long as more
than 2M/3 + 1 agents do not fail, the production of
block Bv is legal and irreversible.

Proof Legitimate transactions can eventually be pack-
aged into blocks and confirmed by the blockchain.
DCA algorithm requires a set of delegates to generate
blocks in turn. Although the dishonest delegates will
send the illegal block or not produce the block, the
previous proof guarantees that the illegal block cannot
be confirmed, and the next delegate will still package
the transaction and produce the block as long as an
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Fig. 5 The overall process of resource access: A subject
sending an interest packet to the resource owner indicating
which resource it is interesting. Then the subject proving to
the blockchain that it satisfies the access policy, including

subject sending the register transaction, resource owner issu-
ing the authorization transaction and subject issuing the access
transaction. Finally the subject obtain resources and submit
feedback

honest working delegate exists. Therefore, legitimate
transactions can eventually be packaged into blocks
and confirmed by the blockchain.

5 Experimental Evaluations

In this section, we first examine the performance
of the proposed blockchain security architecture for
NDN-VEC networks. Subsequently, we present the
performance and cost of the proposed architecture
in detecting and mitigating content poisoning attacks
under two different types of VEC network topology.
We conclude this section by presenting the overhead
of the proposed access control scheme.

5.1 Blockchain System Evaluations

We implemented a prototype blockchainv system over
NDN via Networking Forwarding Daemon (NFD).
The system consists of the core components includ-
ing DCA. In addition, the ndnSIM platform, a NS-3
based Named Data Networking (NDN) simulator pro-
vide an extensive collection of interfaces and helpers
perform detailed tracing behavior of every component,
is used to simulate the content poisoning mitigating
and access control, and we evaluate the performance

and cost of both schemes on local machines with Intel
Core i5-6500, 3.2GHz and 8GB RAM.

The performance of a blockchain system is mainly
evaluated by two metrics:

– throughput: the number of transactions per sec-
ond processed by the blockchain system (TPS)

– delay: the time of a transaction from its initiation
to its final confirmation.

The time delay includes the transaction prop-
agation time T Broadcasttx , the block propaga-
tion time T Broadcastblock , and the consensus time
T Consensus. In summary, the delay metric is calcu-
lated as

Delay = T Broadcasttx+T Consensus+T Broadcastblock

Higher TPS and lower latency are essential for
VEC networks, as there are thousands of vehicles
constantly taking advantage of blockchain security
applications. Our extensive experiments lead to the
following observations:

1. TPS changes with different block interval: As
shown in Fig. 6a, the TPS of the DCA algorithm
changes with block interval. With the increase
of block frequency, the TPS of the algorithm
increases. At the block interval of 10 seconds,
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Fig. 6 Blockchain system
performance: a TPS on
different block prodution
period; b Delay on different
block prodution period
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DCA can achieve the highest throughput of 1,331.
When the interval of producing block increases
to 15 seconds and 20 seconds, the algorithm TPS
starts to decline slightly, which is due to the fact
that the block interval is related to the block
size. The larger the block interval is, the more
transactions can be accommodated in a block.
In another words, the more transactions can be
processed during a unit time. However, the large
block size causes longer broadcast delay, and
agents who do not work properly will not be
able to generate valid blocks in its generation
round. Therefore, the larger the block interval, the
greater the probability that there is no block gen-
eration for a long time. Figure 7 illustrates TPS
metrics of several common algorithms or plat-
forms. The PoW in Bitcoin only handles 7 TPS
on average, with blocks size about 1M. The TPS
in Ethereum is also unsatisfactory. The BitShare
platform achieves 500 TPS via DPoS mechanism.
Compared with these mainstream consensuses
of blockchain, the delegate consensus algorithm
adopted in this paper can achieve higher through-
put with nearly 1,350 TPS in the underlying
network architecture of NDN.

2. Delay changes with different block interval: As
shown in Fig. 6 (b), the delay of DCA lin-
early increases with the increase of block inter-
val. The increase of block interval increases
the time between the transaction generation
and its packet. Moreover, the delay of broad-
cast block TBroadcastblock also increases due to
the increased transaction volume contained in a
block. As the total time to verify a transaction
signature increases, TConsensuswill increase cor-
respondingly. Therefore, the increase in block
time interval will lead to an increase in delay.

5.2 Evaluation of Content Poisoning Detection and
Mitigation Mechanism

We conduct experiments under both simple and com-
plex network topologies as shown in Table 2. Com-
pared with IKB based schemes and multi-channel for-
warding and schemes based on signature verification,
our solution aims to receive the response of interest
packets that regards traffic conditions and other infor-
mation within the shortest delay. Towards this end, we
mainly evaluate three major metrics: number of inter-
est sent, number of signature verification, and request
delay:

– Number of interest sent: for each content acqui-
sition, the less the average number of interest
sent, the less the number of trips back and forth
representing interest, and the number of packet
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Fig. 7 TPS performance metrics of different consensus algo-
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606



Table 2 Experimental parameter setting

Parameter Simple topology Complex topology

Link bandwidth (Mbps) 10 10

Link delay (ms) 10 10

Number of routers 4 30

Number of consumers 1 16

Number of producers 1 1

Number of attackers 1 2

Data size (byte) 1024 1024

Number of content items 100 100

Interest rate(content/s) 20 20

Zipf parameter (s) 1.0 1.0

CS size(units) 20 40

Caching probability 0.7 0.7

Cache replacement policy LRU,LFU,FIFO,Random LRU

Simulation time(s) 10 10

signature verification will be less, which is critical
to the average latency of the request.

– Number of signature verification: it is costly for
vehicles to act as the intermediate router to per-
form validation. Thus, the higher is the number
of signature verification, the longer is the request
latency.

– Request delay: this metric is the key to evalu-
ate the efficiency of our content defense scheme.
Even if there are attackers and content poisoning
in the network, the smaller the request delay is,
the faster the consumer vehicles can retrieve the

real content and the faster the intermediate router
vehicles can eliminate the poisoned content.

5.2.1 Simple Network Topology

For cache replacement strategies including LRU
(Least Recently Used), LFU (Least Frequently Used),
FIFO (First Input First Output), and Random, we eval-
uate the average number of times that users send inter-
est packets under three schemes, respectively. Fig. 8(a)
presents that our method and IKB scheme results in
the same for different cache replacement strategies
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Fig. 8 a The average number of issued Interests on different cache replacement policy; b The average number of signature verification
on different cache replacement policy
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Fig. 9 a The latency result when the attacker disseminates corrupted contents; b The latency result when the attacker disseminates
unauthentic contents

with 1.2 and 1 respectively. As for mf-osv, the average
number of interest packets sent under LRU, LFU and
FIFO policies is 5, while under Random policy is 36.
As shown in Fig. 8(b), our defense scheme requires
the least number of signature verifications at only 0.3
on average. IKB requires 4.5 signature verification
operations, while mf-osv requires an average of 5 sig-
nature verification operations under LRU, LFU and
FIFO policies, even 10 signature verification opera-
tions under Random policy. In addition, the defense
scheme in this paper only needs to perform signa-
ture verification in the recovery process, and only one
consumer performs the verification. After receiving

FIP, the router will mark the interface forwarding
status of the attacker to red according to DF informa-
tion in the corresponding table of PIT. Therefore, our
scheme achieves the least signature verification.

Figure 9(a) elaborates the average request delay
when the attacker sends corrupted content. Our poi-
son avoidance scheme based on blockchain and for-
warding strategy reduces the delay of IKB by 56%
with only 134 ms. Figure 9b shows that our scheme
optimizes the request delay when the attacker sends
unauthentic content. IKB solution’s delay is 253 ms
while our scheme is 71 ms. Although the IKB scheme
has the small average number of sending interest

0

50

100

150

200

0 20 40 60 80 100

la
te

n
cy

(m
s)

content ID

IKB

our mechanism

0

50

100

150

200

0 20 40 60 80 100

la
te

n
cy

(m
s)

content ID

IKB

our mechanism

(a) (b)

Fig. 10 a The latency result when the attacker disseminates corrupted contents; b The latency result when the attacker disseminates
unauthentic contents
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packets, it requires a lot of signature verification, and
too many signature verification operations reduce the
performance, causing a large average request delay.

5.2.2 Complex Network Topology

The complex topology simulates the network topol-
ogy of Deutsches Forschungsnetz (DFN), also referred
to as German Research Network, which includes 30
routers, 16 consumers, 1 legitimate content publisher,
and 2 attackers. As shown in Fig. 10, the average
request delay of the IKB scheme with two attacks is
121 ms and 112 ms, while the request delay of our
scheme is 34 ms and 21 ms, both much lower than that
in the IKB scheme. In complex network topology, the
ratio of the cache hit increases, therefore the average
request delay of the user decreases. Through experi-
ments in simple and complex network topologies, it is
proved that our defense scheme can effectively defend
against content poisoning attacks, enable intermediate
nodes to identify and eliminate poisoned data pack-
ets at low cost, and enable consumers to retrieve real
content quickly.

5.3 Evaluation of Access Control Model

For access control, high TPS of the underlying
blockchain supports high access frequency. This
section tests the computation and storage overheads of
the encryption algorithm in the access control system
to see whether it is acceptable in the VEC scenario.
In this paper, the CP-ABE encryption algorithm is
adopted and data packets of four different sizes, i.e.,
512 bits, 1,024 bits, 1,536 bits and 2,048 bits, are used
to simulate data keys that are encrypted. The number
of attributes is set to different values successively and
the cost of key generation, encryption and decryption
of different packets will be tested. The final cost is
averaged for 4 tests.

5.3.1 Calculation Overhead

When the number of attributes is adjusted from 5 to
30, the time to generate the key is shown in Fig. 11a.
Although the generation time of the decryption key
generally presents an upward trend with the increase
of the number of attributes, the difference between
the generation time of 30 attributes and that of 5
attributes is about 0.07 seconds, so the generation time

of the key is almost irrelevant to the size of the data
key. As Fig. 11b shows, the time required for encryp-
tion increases as the number of attributes increases,
but the increasing trend is small. When the number
of attributes is 30, the encryption time is less than
0.25 seconds, which increases by less than 0.2 sec-
onds when the number of attributes is 5. Moreover,
at the same number of attributes, there is little differ-
ence in the time required for the encryption between
the four kinds of data packets, meeting the encryption
time requirement for data key in VEC.

Figure 11c proves that the time required for
decryption raises with the increase in the number
of attributes, and this increase is even smaller than
the increase in encryption. The difference in the
time required for decryption between the number of
attributes 5 and 30 is only about 0.05 seconds. When
the number of attributes is 30, the maximum time
required for decryption is slightly more than 0.07 sec-
onds, which also meets the requirement of data key
decryption efficiency in VEC.

5.3.2 Storage Overhead

The storage cost also reflects the feasibility of a
framework. Using the CP-ABE algorithm to encrypt
four kinds of data packets, and setting the number
of attributes from 15 to 35 successively, the mem-
ory usage was measured for different attributes when
each packet was encrypted. As shown in Fig. 12a,
for the same packet, the storage footprint of differ-
ent attribute numbers is almost the same. For example,
for the packet at a size of 1,024 bits, when the num-
ber of attributes varies from 15 to 35, the memory
usage remains at 300 bytes, indicating that the num-
ber of attributes has little difference in the storage
overhead.

In the decryption process, as presented in Fig. 12b,
the storage size occupied is related to the packet
size while is almost not influenced by the number
of attributes. For example, for the 502bit packet, the
memory occupied by the number of five different
attributes is between 100 bytes and 200 bytes.

In summary, our extensive experiments have
demonstrated that the overhead of encryption and
decryption can be accepted by the VEC scenario, and
the changes brought by different attributes and packet
sizes are small, which indicates that our scheme has
good scalability for VEC.
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6 Related Work

6.1 Security Application in NDN

As NDN starts the real-world deployment for mission-
critical applications, the security and privacy have
become the most serious issues in the NDN and cyber-
security research community [21, 25, 30, 33, 37].
However, few attempts have been made to systemati-
cally study key management issues in NDN.

Some efforts have introduced new certificate for-
mat [40] or new namespace design scheme [32] to
simplify the process of identity authentication, while
the work in [15] proposed the binding of the identity
of the publisher, the public key of the publisher, and
the name of data for ensuring the validity of the public
key. Recent research in [41] has proposed a web-of-
trust model to allow users to collaborate on identity
authentication, which inspires our blockchain-based
trust and key management scheme developed in this
paper.

The widely adopted defense strategies against con-
tent poisoning attacks rely on intermediate routers in
NDN for content verification. However, the studies
in [2, 8] have revealed the weakness and overhead
of signature verification by intermediate routers. The
scheme developed in [10] binds the content nam-
ing prefix with publisher public key digest (PPKD),
but requires non-trivial computational overhead on
resource-constrained vehicles. Rather than relying on
active content verification, [3] has proposed an alter-
native scheme to explore the passive feedback from
the consumer to inform downstream nodes on the
poisoned content. The feedback triggers the interme-
diate nodes to lower the ranking of the correspond-
ing content, thus reducing the probability of content

poisoning by prioritizing highly ranked content. On
the other hand, attackers may maliciously send a large
amount of feedback data to exhaust the computing
resources of the intermediate nodes to reduce the
effectiveness of the feedback-based content poisoning
attack scheme [18].

The access control issue in NDN has received sig-
nificant attention due to the importance of contents
in the NDN architecture. In general, the data encryp-
tion and signature in NDN have provided certain
degree access control. However, such general access
control schemes require strong security of key distri-
bution [14], the high reliability of access administra-
tors [44], and efficient use of the in-network caching
feature in NDN [5]. Recently, an interest-based access
control scheme [45] is proposed to leverage the for-
warding feature in NDN where intermediate nodes
make the forwarding decisions only based on the
information of interest packet. These access control
schemes incur substantial computation overhead for
encryption/decryption operations, thus are not suit-
able for connected vehicles with limited computa-
tion resources [6, 16, 39]. Different from these prior
studies, our research effort in this paper focuses on
developing a blockchain-based and lightweight secu-
rity framework for providing a variety of security
services such as key management, cache poisoning
attack detection, and access control in NDN-based
VEC networks.

6.2 Security Application in TCP/IP Network

In TCP/IP networks, some works have discussed
enhancing key management with blockchain technol-
ogy. [1] proposed that the key management scheme
based on a third-party key generation center (KGC)
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Fig. 11 a The impact of the number of attributes on the key generation time; b The impact of the number of attributes on the encryption
completion time; c The impact of the number of attributes on the decryption completion time
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Fig. 12 a The impact of the number of attributes on the storage overhead required for data encryption; b The impact of the number
of attributes on the storage overhead required to data decryption

or certificate authority (CA) is too trusting of the
third party to be suitable for user-oriented privacy sce-
narios, while the blockchain eliminates the potential
challenges posed by trusted third parties. In the view
of [20], the introduction of blockchain can accelerate
information transmission between security domains in
the case of distributed existence of multiple security
managers managing keys in their domains, because
the information is transmitted directly between two
security domains rather than through a central man-
ager. Similarly, the purpose of introducing blockchain
to the key management in this paper is solving the
problem of single-point failure in key authentication
and cross-domain authentication in distributed sce-
narios. The difference is that the first two schemes
directly use the bitcoin blockchain, while the scheme
in this paper improves the design of the underlying
blockchain, such as a new consensus algorithm.

Content poisoning attacks are more common in the
NDN network. In order to guarantee the authenticity
of the content, the content in NDN must be signed by
the producer on request, but for reasons of content dis-
tribution efficiency, the router does not be requested
verifying signature compulsively, so an attacker may
inject fake content into the router’s cache, resulting in
fake content being later assigned to the consumer[11].
In TCP/IP networks, a similar poisoning attack is the
DNS cache poisoning attack. Specifically, the attacker
can attack the URL name servers, replacing the correct
IP address of the domain name in the cache with mali-
cious server IP address, to provide an error response

later[24]. The defense against this kind of poisoning
attack mainly requires the server to use ports ran-
domly during the query to avoid the attacker to find
the corresponding ports[19]. However, there are dif-
ferences between DNS cache poisoning attacks and
content poisoning attacks, as the implementation of
DNS cache poisoning attacks requires the attacker to
analyze the DNS server port while content poison-
ing attackers only need to intercept and modify data
packages on the communication channel, which is
inevitable. So the discussion of DNS cache poisoning
attacks has limited significance to what we discuss in
this paper.

Resource access control is a means to protect user
privacy. In today’s access control scheme, some work
has focused on how to achieve lightweight access con-
trol in the scenario with resource-constrained devices
such as the Internet of things. LACS[28] proposes a
lightweight tag-based scheme that verifies the iden-
tity of IoT nodes by verifying the integrity of the
shared files embedded with tag values for achieving
access control. Some work has also used blockchain
technology in the scheme. FairAccess[27] creatively
utilizes issuing and using digital tokens for access con-
trol. However, due to the caching feature of NDN,
whether the content cache copy performs the same
access control policy should also be taken into consid-
eration, which is not considered in the TCP/IP network
access control scheme. The scheme proposed in this
paper meets this requirement in the access policy
verification.
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7 Conclusions and Future Work

This paper introduced a blockchain-based security
architecture for protecting the security and privacy
for NDN VEC networks and developed three security
mechanisms for key management, cache poisoning
detection, and access control. We designed and imple-
mented a novel and efficient blockchain system on
NDN with a lightweight delegate consensus algo-
rithm. Our extensive experimental evaluations based
on the ndnSIM platform have demonstrated that the
proposed blockchain architecture is suitable for VEC
network scenarios. Specifically, the proposed key
management scheme solves the trust problem caused
by a single trust anchor, the cache poisoning detec-
tion method protects VEC networks from the cache
poisoning attacks with lightweight computational and
validation overhead on intermediate nodes, and the
access control strategy supports fine-grained access
control over VEC resources and validates access rights
via the blockchain system.

Considering the blockchain’s own mechanism and
the security issues currently discussed, more detailed
impact on overall efficiency and safety as well as the
optimization scheme when introducing the blockchain
in our architecture will be one of the key points of
future work. Meanwhile, our future effort is centered
on extending blockchain-based security framework
for a variety of Internet of Things (IoT) network archi-
tectures such as NDN-based unmanned aerial vehicle
ad hoc networks and smart building networks.
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