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Abstract With the emergence of internet-based de-
vices, the traditional industrial control system (ICS)
networks have evolved to co-exist with the conventional
IT and internet enabled IoT networks, hence facing
various security challenges. The IT industry around the
world has widely adopted the common vulnerability
scoring system (CVSS) as an industry standard to nu-
merically evaluate the vulnerabilities in software sys-
tems. This mathematical score of vulnerabilities is com-
bined with environmental knowledge to determine the
vulnerable nodes and attack paths. IoT and ICS systems
have unique dynamics and specific functionality as
compared to traditional computer networks, and there-
fore, the legacy cyber security models would not fit
these advanced networks. In this paper, we studied the
CVSS v3.1 framework’s application to ICS embedded

networks and an improved vulnerability framework,
named CVSSIoT-ICS, is proposed. CVSSIoT-ICS and
CVSS v3.1 are applied to a realistic supply chain hybrid
network which consists of IT, IoT, and ICS nodes. This
hybrid network is assigned with actual vulnerabilities
listed in the national vulnerability database (NVD). The
comparison results confirm the effectiveness of
CVSSIoT-ICS framework as it is equally applicable to
all nodes of a hybrid network and evaluates the vulner-
abilities based on the distinct features of each node type.

Keywords Industrial control system . Internet of things
(IoT) . Supply chain . Security . Vulnerability modelling

1 Introduction

Industrial control systems (ICS) are the integral part of
modern industries. ICS are integrated with all types of
industries like power generation systems, water supply,
oil and gas, advanced manufacturing, medical equip-
ment, aviation, smart devices, etc. Industrial control
systems are evolving from thousands of years.
Ctesibius’s water clock is considered as one of the oldest
control systems invented in Alexandria, Egypt [1]. Con-
trol systems have evolved a lot since then and have
several classifications like distributed systems, supervi-
sory control and data acquisition systems (SCADA),
manufacturing execution and programmable logic sys-
tems [2]. In recent years, industries are integrating leg-
acy control systems with enterprise information net-
works, especially with the internet enabled devices

J Grid Computing
https://doi.org/10.1007/s10723-020-09528-w

A. Ur-Rehman : I. Gondal : J. Kamruzzaman
Internet Commerce Security Lab; (ICSL), Federation University
Mount Helen VIC, Mount Helen, VIC, Australia

A. Ur-Rehman
e-mail: attiqur-rehman@students.federation.edu.au

I. Gondal
e-mail: Iqbal.Gondal@federation.edu.au

J. Kamruzzaman
e-mail: joarder.kamruzzaman@federation.edu.au

A. Jolfaei (*)
Department of Computing, Macquarie University, Sydney, NSW
2109, Australia
e-mail: alireza.jolfaei@mq.edu.au

(2020) 18:863–878

/Published online: 4 July 2020

http://crossmark.crossref.org/dialog/?doi=10.1007/s10723-020-09528-w&domain=pdf
http://orcid.org/0000-0001-7818-459X


(IoT) for improved productivity, safety, real time visi-
bility and reliable operations. But along with these ben-
efits, it has also attracted the typical cyber security
threats into the ICS space. This integration has opened
the door to remotely control the ICS and exploit its
vulnerabilities [3], [41–44].

Due to the typical culture of hiding the weaknesses
by industrial organizations, most of ICS security chal-
lenges and attacks are not publicly reported [4]. But as
per available information, in the past few years, ICS
vulnerability is growing. As listed in the national vul-
nerability database (NVD) and other vulnerability data-
bases, only 19 vulnerabilities were reported in 2010
while 189 were reported in 2015. CVSS has scored 92,
out of these 189 vulnerabilities, as critical whereas 79
are marked as medium [5].

Common vulnerability scoring system (CVSS) is one
of the most comprehensive and widely used vulnerabil-
ity scoring system [6]. CVSS was first introduced in
2005 with the goal of assigning universally acceptable
severity to software and computer vulnerabilities. After
having the industry feedback, version 2 was released in
2007 represented as CVSS v2. Based on the further
adjustments, CVSS V3 was released in 2015. The most
recent version of CVSSwas released in 2019withminor
adjustments and marked as CVSS V3.1 [7]. CVSS
framework assigns severity ranking to vulnerabilities
ranging from 0 to 10; where 0 is the least severe and
10 is the most severe score. CVSS consists of three
metric groups called Base, Temporal and Environmen-
tal metrics as shown in Fig. 1. Usually, system admin-
istrators only refer to the base metric score for accessing
the vulnerability impact.

Base Metrics measure attacker accessibility, attack
complexity, privileges and preconditions required for
an attack and its accomplishment. It also assesses the
scope and gage of a given vulnerability and its impres-
sion on integrity, confidentially and availability.

Temporal Metrics assess the changes to vulnerability,
patch and fix availability that grows over the passage of
the time.

Environmental Metrics re-evaluate the vulnerabilities
using organizational environmental factors and priorities.

Based on the CVSS score, this framework helps
security administrators to drive their mitigation strategy
and allocate resources according to the severity level.
The Internet Security Threat Report (ISTR), published
by Symantec security and endorsed by Cisco, has listed
‘phishing’ as the most used attack in 2017 and 2018.
This is mainly the result of the ICS integration with
internet faced corporate networks [8].

Though the above reports suggested the increase in
vulnerability in the ICS space, their scorings are widely
criticized by ICS security specialists due to the fact the
vulnerability tools used to evaluate the ICS system are
not appropriate for the ICS systems. These tools were
designed basically for IT computer networks and do not
best fit due to the unique characters of the ICS system
[9]. Traditional computer networks are usually connect-
ed with multiuse devices, have decent processing power
and storage facilities. These networks are equipped with
security protocols and protected with sophisticated en-
cryption and intrusion detection systems, whereas the
industrial control system networks were originally

Fig. 1 CVSS V3.1 groups
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designed in isolated environments. The primary purpose
of these control systems is reliability, continuous
and precise functionality in a time critical frame-
work. ICS are designed around particular business
logics, hence have limited computing powers and
storage capacity [10].

Primarily, ICS are built for performance, compromising
on security features like encryption, anti-virus software and
intrusion detection systems. These systems have a specific
operating system with hard-coded passwords and purpose
build protocols. Network protocols are unauthenticated,
and commands are in plain text with no or low level of
data encryption. The patch management in a control sys-
tem is kept minimum to avoid unnecessary risks to the
production line [11]. As these features are not evaluated in
the native CVSS framework, ICS security administrators
argue the validity of its scores and raise questions on the
credibility of the reports generated using CVSS and other
IT related vulnerability models.

In recent years, various ICS specific vulnerability
modelling systems were proposed to address the above
concerns. Due to the advancement in communication
technologies, the ICS networks are hardly isolated, rath-
er integrated with the typical IT and IoT networks. In
this work, these multi node networks are called “hybrid
networks”. With the wide adoption of IT and IoT de-
vices in ICS networks, the ideal vulnerability modelling
solution should fit the characters of each device in a
hybrid network [12]. It should correctly evaluate the
vulnerabilities for typical IT systems and concomitantly
address the exclusive features and limitations of the IoT
and ICS devices. Asmodern ICS networks are evolving,
instead of designing a brand-new vulnerability model-
ling solution and then waiting for its industry wide
adoption to gain maturity, it is much practical to evolve
an existing industry wide accepted solution for hybrid
network, by integrating the distinct ICS features into it.
In our previous work [13], we have evolved CVSS
framework for IoT devices by embedding the IoT ex-
clusive characteristic in it, called CVSSIoT.

In this work, we have further evolved CVSSIoT
framework for hybrid networks by embedding the ICS
specific features into CVSS V3.1. As ICS networks are
usually tightly coupled with local industrial needs, these
features are implanted in environmental metrics. This
empowers the local administrators to choose the value
for environmental metrics to meet their specific needs
without affecting the universal base score of CVSS
framework. We have used the attack graphs theory to

build the relationship in selected vulnerabilities on a
variety of nodes for a multistep attack on a hybrid
network. Attack graphs are used to reveal the relation-
ship between diverse vulnerabilities and detect po-
tential threats to the most critical nodes. With the
help of attack graph recommendations, mitigation
strategies are prioritized, and resources are allocat-
ed to secure the critical nodes [14].

In this work, we have identified the deficiencies of
the CVSS v3.1 framework for ICS nodes. These defi-
ciencies are addressed by embedding the ICS specific
features in the CVSS framework. The evolved model,
named CVSSIoT-ICS, is equally applicable for all nodes
of hybrid networks including traditional IT and IoT
devices, along with ICS. The proposed new framework
is validated using a realistic use case of a supply chain
model. This supply chain model consists of ICS nodes,
IoT sensors and typical IT systems, hence forming a
hybrid network. The nodes of this hybrid network are
then assigned with the vulnerabilities listed in the NVD
database [15]. The probabilities between the connected
nodes of our hybrid network are computed using the
CVSS scores of these vulnerabilities. Firstly CVSS
V3.1 score is used, then the same calculations are re-
peated using the proposed CVSSIoT-ICS framework.
Vulnerability security analyser (VSA) tools are used to
determine the recommendations of the attack graph.
Based on the results, it is established that CVSSIoT-ICS
evaluations are more realistic, as it reflects the exclusive
features of all nodes types in a hybrid network.

2 Related work

Industrial control system (ICS) security has always been
a point of interest for research. Wei et al. conducted the
detailed cyber security analyses of the smart grids sys-
tem and proposed a cyber security framework based on
securing the network traffic management, automation
and power switch management [16]. It was a basic
framework limited to the protection of Smart Grid.

Knowles et al. conducted a detailed survey on vari-
ous security frameworks and standards in twenty-two
industries including oil, gas and chemical sectors [17].
They concluded that the USA based cyber security
standards and practices are dominating in these indus-
tries for securing the ICS networks.
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Kim et al. proposed a novel approach to identify the
vulnerabilities in ICT by scanning and analysing the
network traffic [18]. In this approach fuzzing based
classification were used to generate the three type of test
cases after analysing the network traffic protocol (i.e.,
protocol length, protocol contents, and protocol data).
The ambiguities in network traffic are reported based on
these three basic tests to generate the alerts.

Kobara et al. reviewed the existing security issues for
industrial control systems and industrial IoT devices.
Based on the recent attacks, they discovered that
middleware IT and IoT devices are used to launch attacks
on ICS networks [19]. Hence, to secure the ICS, the linked
IT and IoT devices should be monitored and secured.

Busby et al. conducted a detailed analysis of the
affordability and timely adaption for cyber security so-
lutions to industrial control system [20]. In their lab,
using the attack graph theory model, they injected each
node with some known risks (i.e., assigned weak pass-
word to each node) and analysed the node behaviour. In
the next several iterations, they kept adding the com-
plexity in the node password and kept analysing system
for adoptability for this change along with the average
time and cost associated with this. Using this informa-
tion each path is ranked based on affordability and
performance score. They argue that this ranking is use-
ful for system administrators to execute their mitigation
policy for testing the vulnerabilities in their systems.

Though the above are useful techniques to under-
stand adoptability of ICS network, these are limited to
specific use cases or scenarios. This ranking may be best
for certain types of vulnerabilities in a specific ICS but
may mislead the system administrators for vulnerabil-
ities of varying dynamics.

Yilmaz proposed an attack detection and prevention
system for ICS built on scanning network packets [21].
In this model network traffic is continuously scanned to
detect the ambiguities in network traffic. These ambigu-
ities are then matched with predefined attack patterns. If
the attack is matched with a predefined pattern, then
appropriate actions are executed to prevent this attack.
This model is intelligent and detects known attacks in
initial stages. However, it does not have the capability to
detect new attacks. The proposed model suits the net-
work traffic monitoring rather than being a complete
security model.

Laszka explored the evolution in IoT based industrial
control systems and rise in its privacy challenges [22].
They proposed the Privacy-preserving Energy

Transactions (PETra) solution by providing a strong
blockchain encryption to deal with system security, safety
and privacy concerns in these modern ICS networks.
Though strong encryption means strong security, it is
directly proportional to processing power. IoT devices
are low budget devices and usually lack strong processing
power. Though PETra may suit some specialised IoT
based ICS systems to address privacy issues, it may not
be appropriate for industry-wide adoption. Zimba et al.
explained the attack dynamics on a modern ICS system in
[23]. The system is multi layered, where ICS nodes are
usually integrated with supervisory networks and these
supervisory networks are integrated with internet enabled
corporate networking nodes. The supervisory networks
and corporate networks are mostly fitted with tra-
ditional IT systems. Aaron explained that external
attackers are using the internet connected nodes to
launch attacks on ICS system. So, in modern ICS
networks, the security of all connected nodes is
vital for the overall security of the system.

On similar lines, Ge explored the unique cyber secu-
rity characteristics for industrial IoT based control sys-
tems. He discovered that the ICS nodes attract various
types of threats based on their functions [24]. Most of
these attacks are executed on the ICS nodes from inside
corporate networks. As compared to traditional IT
nodes, the IoT and ICS are more in number and widely
used in various industries and have collateral damage
risk linked with it. The work proposed Forum Alert
Traffic Security (FATS) architect to monitors network
traffic and generated alerts for ambiguities in network
traffic based on defined patterns.

Farris et al. conducted a very detailed survey on
current security threats to industrial based IoT system
[25]. They investigated the security features of various
IoT topologies and highlighted the security risk associ-
ated with these setups.

The above work shows the research interest in cur-
rent ICS networks. ICS networks are usually configured
in a separate zone (DMZ) with almost no direct connec-
tivity with public networks. However, with the emer-
gence of internet base devices, the ICS networks are
evolved to exist side by side with existing IT and IoT
systems. Though this model has open new horizons for
modernizing the traditional ICS networks, at the same
time it has also opened the door for IT cyber security
issues to arrive into ICS networks. Attackers are using
the IT and IoT system as a stage to execute attack on ICS
network. Due to this fact, a comprehensive security
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model not only secures ICS network, but also considers
IT, IoT and ICS networks as a whole. It should take care
of the unique characteristic of ICS nodes like cascading
impact, impact on the production line, monitoring and
data loss issue. Though the above models proposed in
the literature are reasonable, these are mainly limited to
ICS networks with specialised industries. They fail to
address the cyber security issues of IT and IoT nodes of
hybrid network.

As CVSS is the most widely used industry standard
for the traditional IT system, Johnson et al. conducted a
detailed Bayesian analysis of CVSS system [26]. In this
study, they compared the vulnerability database of NVD
for CVSS, X-Force from IBM, open source vulnerabil-
ity database (OSVDB), CERT-VN from software engi-
neering institute (SEI). They used Bayesian analysis to
investigate “how good is each vulnerability database at
predicting the true values of a vulnerability”. They
concluded that, in general, NVD database of CVSS
assigns the more reliable score to vulnerabilities as
compared to other databases.

For the same reason, in the recent years, the research
trend has gone towards evolvingCVSS for IT, IoT, and
ICSdevices.Houmbet al. proposedamodel to estimate
vulnerability frequency and impact for IT networks
from CVSS 2.0 metric using Bayesian belief network
(BBN) [27]. The vulnerability impact is predicted
using CVSS environmental metrics by combining it
with integrity, confidentiality and availability score
of base metrics. Similarly, the vulnerability frequency
score is predicted usingCVSS temporal metrics group,
access vector, access complexity and authentication
metric scores. They used BBN technique to predicts
these additional values. BBNmethod has the potential
to drive scores for newly embedded factors in CVSS
framework for IT, IoT and ICS nodes.

Sing et al. proposed new factors in CVSS for esti-
mating the “vulnerability frequency” score using the
CVSS exploitability and temporal Metric for digital
networks [28]. Spring conducted a detailed analysis for
CVSS V3.0 and highlighted significant usability issues
for CVSS V3 framework [29]. As CVSS score mirrors
the severity of the vulnerability but not the risk to the
overall system. It does not reflect the risk for the systems
where data loss is important. CVSS designed for tradi-
tional IT systems, it does not truly reflect the severity of
IoT and industrial control systems. As these modern
nodes have complex dynamics and have specific safety
and privacy concerns, Spring recommended improving

the CVSS system to address the above challenges, but
he did not suggest any improvements.

Yigit et al. proposed a cost-aware security model for
IoT nodes working with industrial control network
using attack graphs model [30]. They used the CVSS
exploitability score of base metric as a success proba-
bility of node vulnerability. They have also assigned the
cost and time weight from 0 to 5 to each link to mitigate
node vulnerabilities. Based on these weight values each
link in the attack graph is evaluated and assigned a new
score. This way the most costly and time effective
vulnerable paths are identified. These paths are preferred
in applying mitigating strategies against vulnerabilities.

Although this vulnerability model represents the
overall security of the entire network having IT, IoT
ICS nodes, it does not factor in the unique characteristics
linked with IoT and ICS devices like collateral damage,
cascading impact, business continuity impact, etc. Thus,
using the CVSS score for these nodes may deceive the
administrators for prioritising and executing mitigation
policies. For example, Yigit assumed the random
weights for cost and time ranking but predicting these
random weights is a challenge as it may change from
human to human and industry to industry.

In summary, the traditional ICS networks are shifting
and adopting the internet interactive devices. The typical
ICS networks are embedded with traditional IT and IoT
systems. However, IoT and ICS systems have exclusive
dynamics as compared to legacy IT systems. Though
traditional IT systems are around from decades, their
cyber security models and standards are well established
and adopted worldwide. But these IT based security
models leave gaps when extended for these exclusive
nodes. So instead of proposing brand-new solution for
ICS embedded systems, it is much practical to evolve
existing solutions for hybrid networks.

3 Proposed CVSSIoT-ICS Framework

3.1 Deficiencies of current CVSS framework

As CVSS is the most used industry standard for IT systems
to predict vulnerability, researchers tend to evolve this for
IoT and ICS systems by implanting the exclusive dynamics
of these networks. But these proposals are limited for a
specific industry or scenario and cannot be adopted as
universal vulnerability modelling solutions. In our previous
work [13], we have addressed this gap in CVSS V3.0 by
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embedding the unique dynamics of IoT nodes and this was
named CVSSIoT. Meanwhile CVSS v3.1 is released by the
Forum of Incident Response and Security Teams (FIRST)
withminor changes. In this version, the FIRST has accepted
the fact that diverse industries may have a variety of factors
to consider for their specific need of vulnerability calcula-
tions and introduced the CVSS extension framework to
CVSS V3.1 to accommodate additional factors [31].

As identified in our literature review, the main pur-
pose of ICS to provide reliability and continuity to the
industrial production process. So based on extensive
study, we have identified following ICS specific factors
to be evaluated for vulnerability calculation in the CVSS
framework.

& Process visibility [32].
& Process monitoring [33].
& Process control [34].
& Process cascading sequence [34].
& Process system safety [35].
& Production impact [36].
& Business continuity impact [36].

3.2 Formulation of Vulnerability Scoring in CVSS
framework

To answer the deficiencies in CVSS 3.1, we have im-
planted the ICS context into this framework. We have
used CVSS 3.1 extension framework to fill the gap by
embedding the above factors into our previous work of
CVSSIoT by extending environmental metrics. Environ-
mental metrics are selected as it provides the flexibility
for industries to adjust the values according to their
specific need, without pervading the universal scoring.
The extended framework is called CVSSIoT-ICS. The
environmental metrics now evaluate the following.

& Process visibility impact (PV): to measure influence
on the ability to accurately and completely view
production processes.

& Process monitoring impact (PM): to quantify the
impact on process monitoring assessments.

& Process control impact (PC): to account for the
effect on process stability, and consistency.

& Process cascading sequence impact (PCS): to mea-
sure the influence on the chain of process sequences.

& Process system safety impact (PSS): to measure the
effects on the overall safety of the system.

& Production impact (PI): to incorporate the influence
on the manufacturing process.

& Business continuity impact (BCI): to quantify the
impact on the ability to maintain essential functions.

Figure 2 shows the embedded features in the CVSS
framework. The base metric group of this figure reflects
our previous work related to IoT devices, where envi-
ronmental metric group shows our current work of
embedding ICS dynamics in hybrid networks. The dif-
ferences between Fig. 1 and Fig. 2 are highlighted with a
red outline reflecting the embedded changes in the
CVSS framework.

To evaluate the vulnerability impact on the process
visibility, a new vector Process Visibility (PV) is intro-
duced in environmental metrics with values of “Not
Defined” (X), Low (Li), Medium (Mi) and High (Hi).
For CVSSIoT-ICS, the numeric values of PV vector are
[X, Li = 0.04, Mi = 0.60, Hi = 0.97]. These proposed
values are calculated using Bayesian Networks Model
[37]. Selecting this vector value as “X”means this factor
not being considered for vulnerability scoring. On a
similar note, the impact on Process Monitoring (PM),
Process control (PC), Process cascading sequence
(PCS), Process system safety (PSS), Production impact
(PI), Business continuity impact (BCI) are calculated.

The numeric values for the newly introduced metric
are predicted using the Bayesian Believe Networks
(BBN). BBN is a diagram (called a directed graph)
together with an associated set of probabilities. It is used
to determine conditional probabilities. Figure 3 reflect
the BBN model of CVSSIoT-ICS metrics used to predict
the numeric values of ICS embedded features.

For example, the process visibility (PV) value is
predicted using BBN rule as follows:

P A;Bð Þ ¼ P AjBð ÞP Bð Þ ¼ P BjAð ÞP Að Þ ð1Þ

P AjBð Þ ¼ P BjAð ÞP Að Þ
P Bð Þ ð2Þ

where P (A, B) is a combined probability of both events
A and B. P(A|B) represents the probability of A under the
assumption that B is known. For n variables,

P A1;A2;…;Anð Þ ¼ P A1j A2;…;Anð Þ P A2j A3;…;Anð Þ…

P An−1jAnð ÞP Anð Þ:

ð3Þ
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As shown in Fig. 3, the unknown probability of
process visibility P(PV) is directly impacted by proba-
bilities of confidentiality P(C), user interaction P(Ui),
privileged access required.Where the privileged-access-
required further depends on the scope change P(SC) or
scope unchanged P(SU). We used the base score of
CVSS V3.1 as P(C), P(UI), P(SC), P(SU). First inter-
mediate possibilities P(V1), P(V2) are determined and
these intermediate possibilities are used to predict the

probabilities for P(PV). Table 1 shows the node proba-
bility for P(PV).

3.3 Integration of CVSS v3.1 with CVSSIoT-ICS

The proposed CVSS IoT-ICS is inegrated with the
existing CVSS v3.1 with the purpose to have a single
framework equally applicable to all node types in a
hybrid network. In this integration, the numerical

Fig. 2 Embedded features of CVSSIoT-ICS

Fig. 3 BBN Topology for CVSSIoT-ICS
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evaluation for traditional computing nodes and systems
is driven like the same as of CVSS v3.1, but values to
IoT and ICS nodes are accessed and assigned after
evaluating the dynamic feature of these nodes. This
way legacy computer nodes have the same value of
CVSS v3.1, but other nodes, having additional factors,
are evaluated using evolved metrics. These metric
values are listed in Table 2, the IoT and ICS related
values are listed with subscript i.

The differences between CVSS and CVSSIoT-ICS
are in bold font. The numeric values for the newly
introduced metric are predicted using the BBN and
listed in Table 3.

The Environmental equation for CVSS IoT-ICS is as
follow.

MISS ¼ Minimum
�
1−

h �

1−ConfidentialityRequirement �ModifiedConfidentiality
�

� 1−IntegrityRequirement �ModifiedIntegrityð Þ

� 1−AvailabilityRequirement �ModifiedAvailabilityð Þ

� 1−ProcessVisibility�ModifiedPVð Þ

� 1−ProcessMonitoring �ModifiedPMð Þ

� 1−ImpactHistoricaldata�ModifiedIHDð Þ

� 1−ProcessControll �ModifiedPCð Þ

� 1−PotentialOfCascadingImpact �ModifiedPCIð Þ

� 1−BusinessContinutityImpact �ModifiedBCIð Þ

� 1−FinancialLostImpact �ModifiedFLIð Þ
i
; 0:915

�
:

ModifiedImpact ¼

If ModifiedScope is Unchanged then

6:42�MISS If ModifiedScope is Changed then

7:52� MISS−0:029ð Þ−3:25� MISS � 0:9731−0:02ð Þ13

ModifiedExploitability

¼ 8:22�ModifiedAttackVector

�ModifiedAttackComplexity

�ModifiedPrivilegesRequired

�ModifiedUserInteraction

� ModifiedHumanSafety

�Modified SystemSafetyImpact

EnvironmentalScore ¼

If ModifiedImpact≤0 then 0; else

If ModifiedScope is Unchanged

¼ Roundup ð Roundup ½Minimum ð½ModifiedImpact

þModifiedExploitability�; 10Þ

�

�ExploitCodeMaturity

�RemediationLevel � ReportConfidenceÞ

Table 1 CVSS attributes for P(PV)

CVSS base values Rating Values Intermediate
values

P (PV)

Confidentiality (C) High (H)
Low (L)
None (N)

0.56
0.22
0.00

PV1
0.66
0.20
0.0

High (H)
Low (L)
None (N)

0.97
0.60
0

User Interaction (UI) None (N)
Required (R)

0.85
0.62

Privileged (Scope Changed) (PSC) None (N)
Low (L)
High (H)

0.85
0.66
0.50

PV2
0.96
0.77
0.27Privileged (Scope UN Changed) (PSU) None (N)

Low (L)
High (H)

0.85
0.62
0.27
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If ModifiedScope is Changed

¼ Roundup ð Roundup ½Minimum ð1:08

� ModifiedImpact þModifiedExploitability½ �; 10Þ�
� ExploitCodeMaturity� RemediationLevel

� ReportConfidenceÞ

4 Case Study

To access and analyse the CVSSIoT-ICS, we imple-
mented this proposed framework on a supply chain
system having various types of nodes. It has tra-
ditional computer nodes like inventory manage-
ment and payment systems, and internet enabled
devices like temperature sensors and GPS system,
and industrial control nodes like robotic arms. In a

Table 2 CVSS IoT-ICS possible values

CVSS IoT-ICS possible values

Metric Metric Name Possible Values Mandatory

Base Attack Vector AV
Attack Complexity AC
Privileges Required PR
User Interaction UI
Scope S
Confidentiality C
Integrity I
Availability A
Human Safety Index HI

[N, A, L, Li, P, Pi]
[L, Mi, H, Hi]
[N, L, H]
[N, R]
[U, C]
[H, L, N]
[H, L, N]
[H, L, N]
[Ni, Li, Hi]

Yes

Temporal Exploit Code Maturity E
Remediation Level RL
Report Confidence RC

[X, H, F, P, U]
[X, U, W, T, O]
[X, C, R, U]

No

Environmental Confidentiality Req CR
Integrity Req IR
Availability Req AR
Modified Attack Vector MAV
Modified Attack Complexity MAC
Modified Privileges Required MPR
Modified User Interaction MUI
Modified Human Safety Index HI
Modified Scope MS
Modified Confidentiality MC
Modified Integrity MI
Modified Availability MA
Process Visibility
Process Monitoring
Process Control
Process Cascading Sequence
Process System Safety
Production Impact
Business Continuity Impact

[X, H, M, L]
[X, H, M, L]
[X, H, M, L]
[X, N, A, L, Li, P, Pi]
[X, L, Mi, H, Hi]
[X, N, L, H]
[X, N, R]
[X, Ni, Li, Hi]
[X, U, C]
[X, N, L, H]
[X, N, L, H]
[X, N, L, H]
[X, Hi, Mi, Li]
[X, Hi, Mi, Li]
[X, Hi, Li]
[X, Hi, Li]
[X, Hi, Mi, Li]
[X, Hi, Mi]
[X, Hi, Mi, Li]

No

Table 3 CVSS IoT-ICS updated matrix values

CVSS IoT-ICS possible values

Metric Metric Name Possible Values Mandatory

Environmental Process Visibility
Process Monitoring
Process Control
Process Cascading Sequence
Process System Safety
Production Impact
Business Continuity Impact

[X, 0.97, 0.60,0.0]
[X, 0.99, 0.70, 0]
[X, 0.97, 0.45]
[X, 0.97, 0.45]
[X, 0.91, 0.55, 0.06]
[X, 0.97, 0.45]
[X, 0.99, 0.4, 0.08]

No
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supply chain system, the robotic arms are very
important to meet production timelines and goals.
The malfunction of these industrial controllers may

result in worker’s safety and damaging the busi-
ness reputation. It may cause food quality concerns
and hence may result in health and safety issues.
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Fig. 4 Layers and nodes of
selected supply chain system

Table 4 CVSS IoT-ICS updated matrix values

Nodes CVE CVSS v3.1 CVSSIoT-ICS

Robotic Controller (RC) CVE-2017-5753 4.0 6.6

Temperature (Tem) CVE-2018-11,315 3.6 3.8

Alarm (Alm) CVE-2019-11,561 2.6 2.7

Sensor Controller (SC) CVE-2019-11,895 1.6 6.1

Servers (SVC) CVE-2018-1111 7.5 7.5

Terminal controller (TC) CVE-2019-14,402 3.3 4.9

Network devices (Net) CVE-2019-0690 2.8 2.8

Interactive layer (IL) Combined average 4.9 5.3

Systems layer (SL) Combined Average 9.1 9.1
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Our supply chain model, as shown in Fig. 4. have
three layers. Figure 4 is not a network topology diagram
but the layers in this diagram are classified based on
functionality and physical access to the nodes.

Systems Layer (SL) The traditional IT system like servers
and backup systems are usually protected with firewall,
and have no or very limited direct access to end users.
These systems are managed using a variety of admin tools
and rich in processing power and storage space.

Interaction Layer (IL) The interactive layer usually has
direct access to the end users on the front end. The nodes
in this layer communicate with systems layers using
inner network devices. The devices in this layer may
have physical or public access.

Controller Layer (CL) These are industrial control sys-
tems (ICS).

In this layer, the devices are mostly restricted and
usually in demilitarized (DMZ) network zone. But some
of the nodes in this domain like alarms, and control
serves have specialised interactive interface.

For our study, the nodes in Fig. 4 are assigned
the real vulnerabilities from the National Vulnera-
bility Database (NVD) [19]. These vulnerabilities

are then assigned the bases score listed in the
NVD database. The robotic controller (RC) is
assigned CVE-2017-5753 vulnerability from
NVD. The RC node is connected to many other
devices including the system layer nodes with
network devices. NVD listed base score for
CVE-2017-5753 is 4.0. This value is used as node
probability for RC node. Similarly, the other nodes
are assigned with vulnerabilities and their CVSS
base score from the NVD database. The selected
values are listed in Table 4. Using these scores of
node probability, the link probability between
these nodes is calculated. The link probabilities
are then passed to the vulnerability analyser tool
(VSA) to identify the critical nodes and weakest
path to the target nodes. VSA is a security
analyser tool, it takes the nodes and path proba-
bilities as input and builds an attack graph of the
requested network. It lists all possible paths from
interactive nodes to the target node. It also iden-
tifies the easiest path and most vulnerable node to
the target node.

5 Results

The 3rd column of Table 4 shows the environmental
metric score of CVE vulnerabilities. This is the same as
the base metric score because no adjustments are made
in the environmental matric for our supply chain system
in CVSS v3.1. The 4th column in the same table lists the
environmental metric score under CVSSIoT-ICS. As we
have three types of nodes in controller layer, the tradi-
tional IT nodes like servers (SVC) have the same vul-
nerability score in both columns. The IoT nodes like
Temperature sensor (Tem) have higher values under
CVSSIoT-ICS as compared to the native CVSS.

The difference is due to IoT related characteristics,
such as the human safety index linked to temperature
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Fig. 5 Value Compression between CVSS and CVSS IoT-ICS

Fig. 6 CVE-2019-14,402 under
CVSS
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and alarms nodes (IoT devices). Similarly, ICS nodes
also influence the process visibility (PV), processing
monitoring (PM) and business continuity impacts
(BCI) under CVSSIoT-ICS, calculating higher values as
compared to the native CVSS framework. Figure 5
shows the vulnerability related data, where CVE-2018-
1111 and CVE-2019-0690 have same results of CVSS.
But other IoT and ICS related CVE vulnerabilities like
CVE-2018-11,315 and CVE-2017-5753 are rated high.

For example, CVSS base score of CVE-2019-
14,402 vulnerability assigned to the terminal con-
troller (TC) is 3.3, the cvss metric breakdown is
shown in Fig. 6. Using this vulnerability, the net-
work commands scripts may be injected to the
nodes [38]. As we are not making any adjustment
in the base score for environmental metric so
environmental metric scores are calculated using

value ‘X’ form Table 2. Hence it reveals the same
score as of base for environmental metric.

In our supply chain system, the terminal controller is
responsible for coordination between multiple robotic
arms. Getting the wrong task dictated by remote net-
work script may have a catastrophic impact on the
supply chain, where the order of a certain task is impor-
tant to maintain the chain sequences. This vulnerability
has the potentials of hiding the process, manipulating
the process monitoring statistics or may take control of
the complete process. It may stop the robotic arm,
further causing the business continuity impact [39]. As
the native CVSS does not provide metrics to measure
these distinct factors of ICS, to get more realistic scores
we used CVSSIoT-ICS for evaluating our supply chain
system. This calculation has rated the selected vulnera-
bility higher compared to CVSS. The CVSSIoT-ICS

Fig. 7 CVE-2019-14,402 under CVSSIoT-ICS

Fig. 8 VSA analysis of selected
supply chain using CVSS
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metric breakdown is shown in Fig. 7. The main
difference is in MISS (modified Impact Sub-Score)
part of Equ (1), where we have embedded IoT and
ICS related factors.

In this supply chain system, the link probability
between connected nodes is derived using the fitness
model of graph theory [40]. This linked probability is
calculated based on the CVSS vulnerability score of
environmental metrics and then passed to VSA as path
probability. Figure 8 and Fig. 9 are the graphical de-
scription of the results produced using the VSA tool
[13]. Figure 8 results are based on CVSS values, while
Fig. 9 shows the same vulnerabilities evaluated using
CVSSIoT-ICS framework. For simplicity and better un-
derstanding, all nodes in area A of Fig. 4 are represented
by a combined node called System Layer (SL).

The average score of the nodes in this area is assigned to
SL and listed as a combined average in Table 4. Similarly,
in Fig. 4, all nodes of area B are represented by IL
(interactive layer) and assigned with average score. But
area C of Fig. 4, which represents the Controller Layer
(CL), is treated as individual nodes. This layer consists of
IT, IoT and ICS nodes, and it is firewall protected, to
separate the controller layer from corporate systems.

RC node in Fig. 8, represented by a bold light blue
circle is the target node in our supply chain system. The
attackers’ target is to compromise this node. There are

several possible paths to this target node from an inter-
active nodes; the middle nodes are presented with dark
blue circles while the light blue circles present the
interactive nodes. The possible paths to target nodes
are denoted using direct arrows from the source node
to the target node. The critical paths are presented using
orange direct arrows and the easiest path is with dotted
line arrows to the target node. In Fig. 8, the VSA tool
has revealed the Network node (NET) as the critical
node, presented by the red circle. The critical nodes
are the most vulnerable nodes in a system and selected
based on their vulnerability and accessibility to the
target node. Compromising these nodes makes it easier
to attack the target node.

In our supply chain system, some nodes are ICT and
others are IoT devices. In our next experiment, the links
probabilities are evaluated using CVSSIoT-ICS. These
results are again fed to the VSA tool. This time, Termi-
nal controller (TC) is also revealed as a critical node
along with Net node by VSA. A comparison of Fig. 8
and Fig. 9 demonstrates that CVSSIoT-ICS has also up-
dated the paths to the target node of RC. The easiest path
is also updated and re-ranked, due to the distinct factors
considered in calculating the probability for ICS and IoT
nodes. As presented in Fig. 10, the four most critical
paths to the RC node are listed and compared for CVSS
and CVSSIoT-ICS where 1 out of 4 paths is via critical

Fig. 9 VSA analysis of selected
supply chain using CVSS IoT-ICS

Fig. 10 CVSS vs CVSS IoT-ICS

Vulnerability Modelling for Hybrid Industrial Control System Networks 875



nodes. On the left hand side of Fig. 10, the paths are
ranked using the CVSS framework, while on the right
hand side the paths are ranked using the proposed
CVSSIoT-ICS framework. The VSA analyser has
reranked the attack possibilities on the right hand side
as per the probabilities are calculated including the
unique factors of ICS and IoT nodes. It has included
the TC nodes instead of Tem in the ranking. Under
CVSSIoT, ICS node RC is ranked up from the 3rd to
the 2nd palace and IoT nodes Tem is moved out due to
more realistic vector values.

Figure 11 further illustrates the differences between
CVSS and CVSS IoT-ICS. The link probability is the
same for identical vulnerabilities for traditional nodes
under CVSS and CVSS IoT-ICS. However, for IoT and
ICS nodes, the CVSSIoT-ICS assigns higher values as it
evaluates ICS and IoT characters. So CVSS scores may
mislead system administrators to wrongly allocate their
resources and efforts. It may lead to incorrectly design
their mitigation strategies. Observing Fig. 8, system
engineers may direct their efforts to Network node
(Net) but the attacker may get its way to the target nodes
by compromising the terminal controller (TC). This gap
is correctly highlighted in Fig. 9 which is revealed using
CVSSIoT-ICS to protect the target node. The CVSSIoT-ICS
has covered the gaps for ICS and IoT nodes as per their
priorities for the same vulnerabilities.

6 Conclusion

In this paper, we proposed a CVSSIoT-ICS vulnerability
modelling framework for the hybrid network. CVSSIoT-

ICS is evolved from CVSS v3.1 after incorporating the
distinct features of IoT and ICS nodes without changing
its application to traditional IT systems. The CVSSIoT-
ICS is compared with CVSS using real world vulnera-
bilities and studing developed vulnerability analysing
tools for a pragmatic supply chain system. The detailed
analysis endorses the CVSSIoT-ICS framework as it as-
sesses and evaluates the distinct features of each type of
the node in a mixture of nodes. Our future research will
include analysis of CVSSIoT-ICS framework for complex
topologies and further evolve this technique for threat
modelling in hybrid networks.
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