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Abstract

The introduction of automated vehicles promises an increase in traffic safety. Prior to its launch proof of the anticipated reduc-
tion in the sense of a positive risk balance compared with human driving performance is required from various stakeholders
such as the European Union Commission, the German Ethic Commission, and the ISO TR 4804. To meet this requirement and
to generate acceptance by the public and the regulatory authorities, a qualitative Risk- Benefit framework has been defined.
This framework is based on literature research on approaches applied in other disciplines. This report depicts the framework,
adapted from the pharmaceutical sector called PROACT-URL which serves as a structured procedure to demonstrate a posi-
tive risk balance in an understandable and transparent manner. The qualitative framework needs to be turned in quantitative
methods once it should be applied. Therefore, two steps of the framework are discussed in more detail: First, the definition
of adequate development thresholds that are required at an early stage of the development. Second the simulation-based
assessment to prove the positive risk balance prior to the market introduction.

Keywords Positive risk balance - Safety threshold - PrOACT-URL - Safety assessment by simulation - Accident statistics -

Safety performance

Introduction

The introduction of automated driving systems (ADS)
promises a variety of improvements with regard to passen-
ger comfort, traffic flow, emission reduction and road safety
(Kyriakidis et al., 2015; Payre et al., 2014; Rodel et al.,
2014). Current crash statistics indicate human error contrib-
utes to 93% of road collisions, which originate in temporary
distraction, decreased reaction time, limited perception of
the environment or emotional reactions in traffic situations
(Petridou & Moustaki, 2000). The introduction of ADS has
great potential to rule out human errors.

Vehicles with level 3 automation (SAE, 2016) offer on
selected road types the opportunity to take over the driving
task, allowing passengers to take their hands off the wheel
and engage in so-called non-driving related tasks such as
eating and reading (Hancock et al., 1999; NHTSA, 2013).
Taking over the driving task by the system represents a

< Nina Kauffmann
Nina.Kauffmann @bmw.de

I BMW Group, Knorrstrale 147, 80788 Munich, Germany

major challenge. This is related to those aspects in which
attentive drivers have their strengths, such as situational
awareness and prediction of future outcomes (Endsley, 1995)
as well as recognizing and interpreting communication pat-
terns (Firber, 2015).

These aspects of the ADS concern various aspects of
machine perception. The ADF’s main challenges are the
perception (Dietmayer, 2016) and the human factors (HF)
aspects which range from the system interaction with the
driver when it comes to take-over from and to the driver,
designing a take-over request (TOR) (Merat & De Waard,
2014) or the system's reaction if the driver fails to respond
and executes a minimal risk maneuver (MRM).

In 2016, the German government established an Ethics
Commission to address legal and ethical issues in automated
driving. In its 2017 published report, it requests to prove
that an ADS will cause fewer collisions compared to the
human driver, i.e. a positive risk balance (PoRiBa) (Fabio
et al., 2017). The importance of decreasing the accident risk
by means of ADS was also emphasized in the report Eth-
ics of Connected and Automated Vehicles published by the
Commission Expert Group of the European Union in 2020
(Bonnefon et al., 2020).
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An initial response to these requirements by industry rep-
resents the White Paper Safety first for automated driving
(Wood et al., 2019). Here, the authors propose safety-by-
design and verification-and-validation (V&V) methods of
ADS of SAE level 3 and level 4 (SAE, 2016) to demonstrate
a PoRiBa. In 2020, the UNECE released the regulation No.
157 for automated lane keeping system (ALKS) to drive
automated up to 60 kph. Regarding safety, it states that the
driver as well as the surrounding traffic participants should
not be exposed to a higher risk with the introduction of ADS.
This aspect is highlighted by the requirement to compare the
ADS to a competent and careful driver, which should be the
baseline for not explicitly scenarios addressed by the ALKS
(UNECE, 2020). In the same year, ISO published the techni-
cal report 4804, which describes steps for the development
and validation of ADS based on fundamental safety princi-
ples derived from globally applicable publications (ISO TR
4804, 2020).

This document aims as a supplement to existing standards
and publications to provide a technical implementation to
achieve a PoRiBa of ADS throughout the entire develop-
ment process.

Definition of PoRiBa

The starting point of the PoRiBa framework is the 2nd
requirement of the above-mentioned German Ethics Com-
mission: “The objective is to reduce the level of harm until
it is completely prevented. The licensing of automated sys-
tems is not justifiable unless it promises to produce at least a
diminution in harm compared with human driving, in other
words a positive balance of risks.”(Fabio et al., 2017, p.10).
For the practical application of this requirement, it needs to
be operationalized. This led to the development of frame-
work that should not only provide the result of a PoRiBa,
but also show how the result was achieved. The objective is
to create acceptance by society and authorities.

Based on the publication of the Blumenthal et al. (2020),
the PoRiBa can be divided into three categories.

Define thresholds for the
development

Field observation & EDR %‘9},
é‘od

A. Safety as a measurement Safety as a measurement
refers to the quantitative and qualitative methods used to
demonstrate the PoRiBa. Blumenthal et al. (2020) distin-
guishes between lagging and leading measures. Lagging
measures are for instance current crash statistics that give
clues to current human driving performance, and leading
measures are indicators such as the analysis of driving
behavior before a collision has occurred.

B. Safety as a threshold Safety as a threshold can be
expressed in a qualitative (e.g. the risk acceptance criteria
ALARP (as low as reasonably practicable) or in a quanti-
tative manner (e.g. Minimum Endogenous Mortality). An
overview of risk acceptance principles is given by Kron
(2004). Setting thresholds is necessary for the develop-
ment of automated vehicles to demonstrate a PoRiBa.

C. Safety as a process Safety as a process refers to the
establishment of a safety culture in the company. Stand-
ards and processes are defined in such a way that the infor-
mation-, product- and reporting obligation of the company
as well as the proof of the standards (e.g. ISO 26262, ISO
21448) can be guaranteed.

It is obvious that it would not be enough to determine
the risk balance at the end of the development and hope
for the best. The PoRiBa frame work needs rather to cover
the entire development process starting from the concept
to the release of the product (see Fig. 1). Therefore, in
the following section the principles of the framework are
explained (chapter 3). Afterwards the consideration of
the PoRiBa for two stages are described (concept phase
in “Quantitative risk balance” and its final prove in the
release phase in “Assessing the safety performance of
an ADS”). The development and ‘in operation’ phases
are not explained, since in those phases the considera-
tion of PoRiBa is very much related to safety procedures
like functional safety, safety of the intended functionality,
cybersecurity, and field observation.

Ensure the dependability (SOTIF
Functional safety, Cybersecurity)

Determine the safety impact of
an automated function function

Fig. 1 Definition of a positive risk balance (PoRiBa) (blue: relevant aspect in this paper)
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Development of a framework for PoRiBa

To define the PoRiBa framework two steps are necessary.
First, to define requirements of the framework. Here, a
detailed analysis of the entire report of the German Ethics
Committee (Fabio et al., 2017) was conducted. Based on
this analysis, the framework shall consider and cover the
following aspects:

e public's demand for transparent information about new
technologies and their use,

e the many unknown factors in the approval process of
automated systems,

e combining quantitative and qualitative methods,

e agpects regarding the monetary cost of incidents shall not
be included.

e the complexity of the decisions.

The second step was literature review on similar frame-
works in other fields and branches, like railway transpor-
tation (DIN EN 50129, 2019; DIN EN 50126, 2018) or
the aviation industry (International Civil Aviation Organi-
zation, 2008), which have already been established and
accepted by regulatory authorities. To find the best pos-
sible model, we compared the identified frameworks with
the previously defined requirements and exclusion criteria.
A schematic overview of the procedure is given in Fig. 2.

Many of these frameworks were not suitable because
they do not meet the criteria defined above. For exam-
ple, some frameworks are only applicable in their defined
context and therefore cannot be applied to our decision-
making process. These include the TR Strab Brandschutz

(2014) in the area of structural fire protection in traffic
facilities and the DIN EN ISO 14971 (2020) for medical
devices. Other frameworks show deficiencies in the trans-
parency of the decision making (FDA, 2018) or consider
the monetary cost of incidents in risk analysis (Hazard-
ous Substances: REACH Authorization, Medical devices:
DIN EN ISO 14971, 2020). While automated systems have
been approved in the aviation industry for many years, the
nature of automation is not at all comparable to automotive
automation. In airplanes, the pilot will continue to moni-
tor the automation, i.e. autopilot systems. In automobiles,
the driver is expected to take the place of the “passen-
ger” in the long term and will thus be removed from the
control-feedback loop (Banks et al., 2019). Besides, most
people are not pilots and rarely fly. By car, on the other
hand, most people drive regularly. Due to that, problems
are clearly more obvious, which makes the demands on the
transparency of the process much higher when introducing
ADS. Therefore, the model of the aviation industry does
not fully meet the requirements.

High consistency of the defined criteria could be detected
with the requirements for the approval of pharmaceuticals in
Europe. Similarities regarding the magnitude of uncertain-
ties and risks were identified in the pharma and automobile
sectors. Both deal with a limited amount of data in advance.
Conventional pharmaceutical approaches generally include
a stepwise implementation including preclinical animal stud-
ies at inception which are followed by studies on human sub-
jects in several phases. The automotive industry evaluates
relevant traffic scenarios based on driving simulator stud-
ies or real traffic scenarios with human test subjects. After
launching new drugs or in the automotive sector, a new func-
tion, field observation plays a crucial role. In both industries

Additional requirements

* Established approach in risk-oriented

@ | s admission decisions.
Dlgtl kanmicrs .

Identified descriptive risk
frameworks

Acceptance of the procedure in

different jurisdictions / authorities.

* Transparent framework that allows

—~——

flexible customization of methods and

is context-independent.

AUTOMATED AND
CONNECTED DRIVING .

Extraction of requirements

Fig.2 Procedure of identifying framework

* No monetization of damage / benefits.
Explicit emphasis on positive effects.

Recommendation:
PROACT-URL

Assessment of the fulfilment
of the requirements
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customers are consulted by using different data collecting
methods. The automotive industry uses for example field
operational tests, customer studies or if necessary, acci-
dent research or crash investigation. In the pharmaceutical
branch doctors, patients or pharmacies are obliged to report
the occurrence of rare side effects to the European Medi-
cines Agency (EMA). Both industries also need to inform
their relevant stakeholders about favorable and unfavorable
effects. This information is accessible in the patient informa-
tion leaflet of drugs and concerning the automotive sector in
the user manual of a function. Due to the strong similarity
of requirements, corresponding approaches applied in the
pharma sector were investigated further.

The basic approach to drug approval is described in more
detail in a research project funded by the EMA. Based on
an exemplary initial approval and subsequent withdrawal of
approval of a drug, a systematic procedure for the creation
and maintenance of a risk balance sheet was developed as
a benchmark for the approval. Using the initial letters of
the individual process steps, this approach is referred to as
PrOACT-URL (EMA, n.d.).

Risk balance method according to PrOACT-URL

Within the European Union, there exist several empirical
verification strategies for determining the positive effect of

medicinal products. The PrOACT-URL method was devel-
oped with the aim of creating a modern drug monitoring and
approval system that is both patient-centered and relevant
as well as accountable from a societal perspective. The sec-
ond objective of PROACT-URL is to strengthen the moni-
toring of the risk—benefit balance of medicines in Europe.
To achieve this overall goal, PrOACT-URL was designed
as a comprehensive and integrated framework that aims to
develop and validate tools and methods. The PrOACT-URL
procedure provides eight stages of risk—benefit assessment.
The following Fig. 3 shows the different process steps and
their description (EMA, n.d.; Hunink et al., 2001):

Procedure for risk balancing of highly automated
driving

Then, the PrOACT-URL framework was adapted for the
automotive industry. The procedure of a PoRiBa is depicted
as a control loop. The presented loop shows a possible adap-
tion of the framework by additionally extending the process
with a product observation step, because product observa-
tion after start of production (SOP) is a key element for
the PoRiBa of ADS over lifetime. The individual steps can
be assigned to the manufacturer of the vehicle on the one
hand and to the approval authority on the other, as shown
in Fig. 4.

Description of the problem and the setting (e.g. Involved stakeholders, target group, type of
problem, outcome, affected time period)

Objectives Specification of objectives

Criteria definition for target evaluation

Alternatives

Elaboration of available options (pre and post approval)

Consequences

Definition of impact (e.g. severity, incidence or magnitude) for the individual options

Trade-offs

Evaluation of the options favorable and unfavorable effects

individual framework steps

Elaboration and assessment of quantitative and qualitative uncertainties with regard to

Evaluation of associated impact on risk balance

Risk Tolerance
product

Determination of the stakeholders (e.g. the regulatory authority) risk attidtue towards the

Linked decisions

future decisions

Consistent decision making with regard to past or comparable decisions as well as potential

Fig.3 Process steps of PrOACT URL (EMA, n.d.)
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Fig.4 Basic concept of the risk
balancing procedure for the
automotive industry

Product
observation

Linked
Decisions

Risk
Tolerance

Uncertainty

A new aspect of the procedure for the automotive industry
is the control loop concept for dealing with uncertainties in
vehicle functions. This gives the possibility of subsequent
improvement after the vehicle has been placed on the market
as part of the release and approval decision.

Problem Here a new driving function is to be introduced,
which aims at reducing the number of collisions. This step
consists in a comprehensive description of the operational
design domain (ODD), which includes a description of the
vehicle in operation, for example a description of road types,
environmental conditions, and other constraints (NHTSA,
2016), collisions on which a system can have a direct or
indirect impact (is referred to functional field of application
(FFoA)) and a description of the affected target group.

Objective Presentation of objectives that indicate the
overall purposes to be achieved and the development of cri-
teria against which alternatives can be evaluated.

1. the ADS yield improved safety performance compared
with the human driver

2. the risks avoided by ADS exceed the risks caused by
ADS.

The objectives also include the description of favorable
and unfavorable effects.

Alternatives Display of absence of ADS in terms of safety
performance considering associated favorable and unfavora-
ble effects.

Manufacturer \f

Regulatory

authority Objectives

Alternatives

Tradeoff Consequences

Consequences Assessment of the impact of the different
options for instance concerning the ADS function in compari-
son with human driving performance.

Trade Off Assessment of the balance between favorable
and unfavorable effects by different stakeholders, for instance
through the establishment of a company internal committee
formed by representatives of different departments and exper-
tise incorporating diverse perspectives.

Uncertainty Reporting uncertainties of qualitative and
quantitative types at every step of the process. For example,
this includes the assessment of the quality of crash data or
accuracy of simulation model. The balance between favorable
and unfavorable effects due to uncertainty is also considered at
every step as well as the extent to which the benefit-risk bal-
ance is reduced by including all sources of uncertainty, to pro-
vide a benefit-risk balance, and the reasons for the reduction.

It is now possible to make a release recommendation or to
identify improvements that are necessary, e.g., in the func-
tion, the verification strategy, or the argumentation chain. A
transparent and comprehensive documentation of an initial risk
balance is handed over to the authorities.
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Risk tolerance and linked decision concern
the regulatory authorities

They consider the consistency of this decision with compa-
rable decisions taken in the past and assess whether taking
this decision could impact future decisions either favorably
or unfavorably (e.g., would it set a precedent or make similar
decisions in the future easier or more difficult) (Krumbach
& Schnieder, 2019).

Quantitative Risk Balance

In accordance with the traditional V-model as it is defined
in ISO 26262 (ISO26262, 2018) the implementation of the
PoRiBa at system level is described in the following. Chap-
ter 4 gives the definition of safety thresholds as a basis for
the development of ADS as it is required at an early develop-
ment stage (see step objective of PrOACT-URL).

Safety metric

The PoRiBa compares the safety performance SP of auto-
mated vehicles SP,;, with the safety performance of the
human driver SP;;,. Hence, a safety metric and a corre-
sponding threshold value is required. In terms of a PoRiBa,
the following equation must hold.

SP4y > SPy;, (1

But what is a suitable safety metric to measure the safety
performance? We propose to use the average distance d
between two collisions as a safety metric. In general, the
safety performance can be then calculated as follows:

m

P =
s A ollision (2)
m denotes the annual mileage and nc,;,,, refers to the
annual number of crashes, e.g. of a human driver. Other
metrics, such as crashes per hour (crash rates) can be derived
accordingly based on d. For example, the crash rate results
from the inverse of d, i.e. 1/d.

In the following, a method is described to quantify the
safety performance of human drivers SP;, based on accident
data. Evaluating the national accident statistics, for example
Destatis for Germany (Destatis, 2019) reveals the occurrence
of various types of collisions (e.g. single truck collisions,
collisions between passenger vehicles or between passenger
vehicles and pedestrians). Our focus is on automated passen-
ger cars, we propose to count collisions only, if a passenger
car is involved (e.g. passenger car vs truck, single collision
of a passenger car). Collisions, where no passenger car was
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involved are not relevant to this analysis. Therefore, it is
important to only include collisions that correspond to the
type of ADS and vehicle in question. Likewise, if other vehi-
cles are considered, e.g. automated trucks, only collisions
where a truck was involved shall be counted.

However, one may argue that in some cases, a passenger
car is involved in a collision without being at fault, for exam-
ple, at the end of a traffic jam. A common crash scenario is
a rear-end collision with a truck. In these kinds of crashes,
even an automated vehicle barely has any chance to avoid the
collision if the automated vehicle was rear-ended by some-
one else. Similarly, as mentioned above, such crashes are
independent regarding automation. In this sense, it may not
be reasonable to include these types of collisions (7, y;sion)-
Although the rear-end example may be very intuitive about
being at fault (the vehicle that rear-ended the automated
vehicle), the reality is different. Today, courts evaluate in
many cases who of the involved parties is at fault, although
the police report filed a main culprit (Destatis, 2021). To
solve that issue for the safety metric, it has been decided
to consider all collisions on which a system can have an
impact, the FFoA independently of the question of who is
at fault. Thus, the assumption is made that the likelihood of
being involved in this type of collision is independent of the
automation (i.e., manual or automation).

However, n.,;;s.n does not only depend on the type of
vehicle involved. Developing an automated vehicle requires
a description of the ODD. In this example, an ADS that is
capable to operate on highways with a maximum velocity of
130 kph is considered. For simplicity, other constraints such
as weather are neglected. Accordingly, the question arises
if neypision Tefers to collisions, where a passenger car was
involved on a highway with a maximum speed of 130 kph.
Here, n¢,yi5i0, Would refer to the ODD. But how to deal with
collisions, where a passenger car was involved but outside
the ODD? For example, single car crashes on a highway,
where the collision speed of the vehicle was at 180 kph?

Again, as the high-speed collision from above was outside
the ODD, one may argue that this collision should not con-
tribute to 7n.,50,- HOWever, as the considered ADS is only
capable of driving 130 kph, such high-speed collisions are
eventually prevented (positive effect of an ADS). This exam-
ple shows that it is not sufficient to focus only on collisions
in the ODD. Thus, it is necessary to evaluate if the ADS has
an impact on other crash types outside the ODD. Hence, the
ODD is extended and is called FFoA. The precise definition/
description of the FFoA is typically not limited by possible
criteria, but by information that data sources can provide.
Today accident databases either are limited in their granular-
ity or in the number of cases. Solving this issue would allow
a more precise identification of relevant collisions.

The following Fig. 5 shows the relationship between the
ODD, FFoA and all possible traffic situations. The traffic
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Traffic space

FFoA

Fig. 5 Relationship between ODD and FFoA

Table 1 Number of collisions with involvement of a passenger car on
German motorways (FFoA) (Destatis, 2015, Destatis, 2017, Destatis,
2018, Destatis, 2019, Destatis, 2021)

Severity Number of collisions with passenger car per year
2015 2016 2017 2018 2019
Fatal 287 250 236 248 230
Severe 3495 3753 3627 35473 3457
Slightly 14,342 15,258 14,973 14,518 14,308
Property damage 129,966 140,626 152,572 133,684 136,851

of severity refer to the maximum severity of all participants
involved in the crash. For example, if a passenger vehicle
collides with a pedestrian who is getting killed, the accident
is counted as fatal, although the driver of the vehicle may
not be injured at all.

Based on the equation above, the mileage of passen-
ger vehicles m on highways is required. Depending on the
country, the annual mileage may not be provided for every
year. For example, in Germany, the mileage of passenger
vehicles on a highway is estimated only every several years.
Specifically, 2014 is currently the latest year for which mile-
age for passenger vehicles on highways is available (Bast,
2017). However, the annual mileage of all types of vehicles
(including trucks, motorbikes, etc.) on German highways is
available for every year. Accordingly, the relative change of
the overall mileage Am; | 4jvenicies 15 Used to extrapolate the
mileage as follows

My =my; - (1+ Amy iy anvenicies) 3

where m; denotes the mileage of passenger cars in a specific
year.
Table 2 shows the resulting mileage for all vehicle types,

Table 2 Estimated mileage of
passenger vehicles per year

(Bast, 2014)

Driven mileage 2014 2015 2016 2017 2018 2019
Motorway (all vehicles) [10° km] 230.6 237.6 243.5 246.4 249.4 252.1
Rel. change [%] 3.0 2.5 1.2 1.2 1.1
Estimated motorway (passenger vehi- 164.5 169.5 173.7 175.8 177.9 179.9

cles) [10° km]

space contains other collisions of other road types, while
in our example, FFoA and ODD are limited to highway
collisions.

In general, the ODD is always a subset of FFoA, which
itself is always a subset of the whole traffic space except for
fully automated vehicles of SAE Level 5.

To conclude this section, the question remains open, what
type of human driver is considered to quantify SPy,. In the
literature, different proposals are made if safety performance
should be based on an attentive driver or an average driver
(Blumenthal et al., 2020). Finally, the question may be
answered by the availability of such data, especially if SP,;,
is based on crash statistics.

Safety performance based on crash statistics

In this section national accident data and national data on
mileage is used to quantify SP, see Eq-2, based on the con-
siderations above. The following Table 1 shows the number
of collisions 7., Where a passenger car was involved on
German highways (Destatis, 2015, Destatis, 2017, Destatis,
2018, Destatis, 2019, Destatis, 2021). The different levels

Table 3 Driven Distance between two collisions of passenger cars in
Germany per year

2015 2016 2017 2018 2019

Motorway [Mio. km] 591 695 745 717 782

the relative change per year and the calculated mileages for
passenger vehicles on German highways using Eq. (3).

Having the number of collisions and the annual mileage
available, we can calculate the average distance between two
collisions for the individual severities (Eq. 2). Table 3 shows
the average distance between two fatal collisions over the
years.

As fatal collisions are extremely rare events, one can see
that the distance varies between 591 Mio. km and 782 Mio.
km. These variations induce difficulties determining a valid
baseline. Considering two different companies developing
the same ADS but starting in different years, the requirement
of their system would be significantly different, although
developing the same ADS. Therefore, we propose to take the
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average, for example, of the last five years (n,,,, = 5). This

provides a realistic estimate of today’s safety performance
while averaging over seasonal effects.

nvem'
Z,-'zl SP HD,i

year

SPyp = @)

The discussion above highlights the difficulty of extract-
ing the right collisions to quantify the safety performance of
a human driver. Using the average value is based on all driv-
ers, i.e. ranging from the attentive driver up to the inatten-
tive and not experienced driver. Furthermore, the outcome
of a collision with respect to injury severity is influenced
by active safety measures or infrastructure (Bundesminis-
terium fiir Verkehr und digitale Infrastruktur, 2015). For
example, guardrails prevent vehicles to run off the road and
collide with trees, which would generally result in severe
injuries. Accordingly, speaking of the safety performance
of a human driver might be misleading. The numbers above
reflect rather the safety performance of today’s traffic includ-
ing also other stakeholders. Furthermore, the ODD may not
be activated at specific environmental conditions (e.g. heavy
snowfall). Following the logic from above, collisions under
those conditions and being one of the contributing factors
should be neglected as the ADS isn't capable prevent those
collisions. However, national statistics does not provide suf-
ficient details allowing the extraction of respective infor-
mation. This underlines uncertainties in crash statistics and
requires the consideration of safety factors.

Safety factors and safety thresholds

As discussed above, the average distance between two fatal
collisions exhibits large variations. Although, an average
value can be obtained, it is still unknown, what the true
value of today’s traffic safety performance is. Assuming

Ist Safety Factor

2nd Safety Factor

a Gaussian distribution to model the uncertainties in the
safety performance, the real value may not be the obtained
average value from above. This means that if an ADS
system is designed to simply lie above the average value
(here distance between two collisions), the risk balance
might not be fulfilled. Consequently, we propose to set the
threshold higher than the estimated average value. Specifi-
cally, we propose to consider a safety margin comprising
of two safety factors. The first safety factor considers a
target threshold two times the standard deviation o (safety
factor 1) above the average value. Accordingly, the target
safety performance SPr,,,,, is calculated as:

SPTarget = SPHD + 20 5)

In addition, when developing ADS, engineers face a
lot of uncertainties with respect to sensor performance,
occurrence frequency of specific situations (e.g. obstacles
on the road), etc. In some cases, only expert judgment is
available. This means, that an additional safety factor (2nd
safety factor) is required based on the uncertainty with
respect to design decisions of the ADS. In the pharmaceu-
tical sector, a safety factor of 10 is applied to account for
uncertainties in data quality concerning the dosage of a
drug for a human being (CDER, 2005). However, if more
and more data and information is available, the uncer-
tainty is reduced. This would allow a reduction of the
2nd safety factor accordingly. However, the value SPr,,,,
must never be exceeded. In general, such uncertainties
are not limited to ADS. The inclusion of safety factors
is an established concept and are sometimes requested
by regulations (CDER, 2005). Figure 6 also highlights
that a residual risk remains despite using different safety
factors. Society, industry, and ultimately everyone must
answer the question, what is a suitable and acceptable
residual risk.

/L >

Mean Safety
Performance
in FFoA

Residual Risk

Fig.6 Safety factors and residual risk
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Assessing the safety performance of an ADS

On system level there is the question of how the PoRiBa
can be proven once the system is approved for operation
on public roads. The European Commission requests for
such an assessment in its ethic report the establishment of
an objective baseline represented by non-automated vehi-
cles, the application of coherent metrics of road safety as
well as new methods for continuously monitoring ADS
safety (Bonnefon et al., 2020). However, all relevant
ethical reports remain rather on a general level without
describing detailed approaches for answering this ques-
tion. Therefore, in the following approaches for the safety
performance assessment to prove a positive risk balance
of ADS are discussed.

Challenges related to the safety assessment
of automate driving

Before discussing different approaches, it is important to
discuss the challenges related to the safety performance
assessment with respect to traffic safety. Three main chal-
lenges are identified for the assessment of ADS:

Challenge A. Timing of assessment The traditional
approach is to prove the system’s safety performance
by means of statistical analysis of accident data (Unselt,
2004; HLDI, 2021; Spicer et al., 2018). For this purpose,
different sources of accident data can be applied, such as
(police) reported accident data (Famer, 2004; Knoll et al.
2006) (Unselt et al., 2004), insurance data (HLDI, 2021)
or emergency call data (Spicer et al., 2018). However, the
German Ethics Commission stated that the introduction of
ADS depends on proving of the system’s PoRiBa (Fabio
et al., 2017). This poses a challenge to the traditional
assessment approaches since historical accident data will
not be available at this stage.

Furthermore, it is expected that ADS data on this mat-
ter with sufficient sample size will not be available in near
future. To support the argument a small example is cal-
culated (see Table 4). It is presumed that a car manufac-
turer sells on average 5000 automated vehicles per year.
The annual mileage on the motorway of each vehicle with
active ADS is 5000 km. To consider the fact that vehicles
are constantly sold over the year, in the current year only
half of the total amount is considered for the calculation.
The vehicles that encountered a crash with sever or fatal
injuries are removed from the fleet. The risk of having a
collision is equal to the current given risk of manual driv-
ing e.g. the risk of a collision in German is used (see chap-
ter 4). According to the prediction in the given example in
five years approx. 280 collisions including 33 collisions

with injuries are likely to occur. These numbers indicate
that the empirical validation of ADS is rather a challenge
as already been discussion by Winner et al. (2015) and
Zhao et al. (2017). This leads to the conclusion that apart
from the traditional retrospective assessment method fur-
ther approaches are required. These approaches are called
prospective safety assessment approaches (Page et al.,
2015) and are discussed in chapter 5.2.

Challenge B. Comprehensive assessment: To comply with
the recommendations in the EU’s Ethic report (Bonnefon
et al., 2020) of a fair assessment, a comprehensive view on
the safety performance is required. Different frameworks for
impact assessments have been defined that group the poten-
tial effects into different categories. Smith et al. (2017) take
a quite broad approach considering apart from safety and
vehicle operations effects like network efficiency, land use
and public health (Innamaa et al., 2018; Smith et al., 2017).
A similar direction is taken by Milakis et al (2017), which
structures the impact of ADS depending in three levels, in
which the first level covers rather the direct impacts and the
higher levels more indirect effects. However, these frame-
works are rather intended to serve as a qualitative assessment
than a quantitative assessment. A widely deployed frame-
work for the quantitative safety impact assessment is the nine
safety mechanism approaches (Draskdczy et al., 1998). This
approach considers a technology’s direct and indirect effects
as well as exposure effects. The approach has been applied
in several European research projects (Innamaa et al., 2020;
Larsson et al., 2012; Malone et al., 2008). One limitation
of its application is the absence of a detailed calculation
instructions for the individual mechanism, which often leads
to the use of expert opinions instead of data-based calcula-
tions—in particular for the indirect and exposure effects.
Although these effects contribute to the overall safety impact
performance, the focus in the assessment is typically placed
on direct safety effects of a technology. According to the
L3Pilot project, a technology can affect traffic safety directly
in three possible ways (Metz et al., 2019):

(1) Reduction of risk in a scenario This corresponds to the
intended effect for each technology that aims at improv-
ing traffic safety. However, it must be noted that an
improvement can only be achieved in such situations,
in which the human driver does not perform well, i.e.
today’s collisions.

(2) Not affecting the risk in a scenario This category typi-
cally includes scenarios that are outside of the vehi-
cles ODD and therefore are not directly affected by the
ADS.

(3) Causing potentially new risks This category covers sce-
narios, in which ADS potentially performs at least as
well as the human driver. During the development it is
essential to reduce the occurrence of these scenarios to
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a technical minimum by ensuring the functional safety
(IS0, 26262, 2018), the safety of the intended function-
ality (ISO, 21448, 2019) as well as the cybersecurity
(UNECE, 2020). An often-discussed example for this
category is the MRM (Innamaa et al., 2020).

For a comprehensive analysis it is indispensable that the
assessment covers scenarios of all three categories, although
the identification of scenarios for the last category represents
the greatest challenge since they might not even be known
to the developer (ISO, 21448, 2019). In this context, “corner
cases” (i.e. scenarios that are very rare but have a significant
societal impact due to its potential negative consequences)
need to be considered.

Challenge C. Definition of a baseline: An objective baseline
is a key aspect for the safety performance assessment (Bon-
nefon et al., 2020). The P.E.A.R.S. initiative (an open consor-
tium to harmonise the prospective effectiveness assessment of
active safety systems by simulation) formulated five different
aspects that need to be defined prior to the assessment (Page
etal., 2015, PE.A.R.S., 2021):

e technology under assessment (incl. penetration rate of tech-
nology under assessment as well as other technologies that
are considered in the baseline),

scenario and metric,

considered (environmental, infrastructure etc.) limitations,
considered region and time horizon of the projection,
envisioned level of confidence in relation to the objective
of the research question.

In particular, the definition of the penetration rate of other
technologies in the baseline is a key aspect in the quantifica-
tion of the ADS safety performance. The reason is that today’s
safety oriented advanced driver assistance systems (ADAS),
like autonomous emergency braking (AEB) systems, address
similar crash scenarios as ADS. The effectiveness of ADAS
has been proven in multiple studies (Isaksson-Hellman et al.,
2012, Spicer, 2018). Already today, human driver’s benefit
from these systems. This needs to be recognized when defin-
ing the baseline for the assessment. Consequently, this leads
to the challenge that a reasonable quantification of the existing
ADAS penetration rate in the market is indispensable for the
assessment. L3Pilot, for instance, defined a market penetration
of 7.5% for the AEB systems (Innamaa et al., 2020).

Prospective safety performance assessment
approaches

Overview on approaches

Different approaches have been defined to conduct a prospec-
tive safety assessment. There are rather simple approaches

@ Springer

such as identifying the field of application by means of
accident data analysis. This approach has been applied for
instance by Kocherscheid (2004), Dryselius (1990) and
Sternlund (2017). Although this approach is rather simple
to implement, its outcome is strongly affected by quality and
level of detail of the analysed accident data and thus often
provides only a rough estimate, since the actions of the new
technology are not considered in detail. Furthermore, due
to the analysis of historical accident data and the constant
changes in the traffic environment, it is questionable whether
challenge C can be addressed adequately with this approach.

Studies in driving simulators or on test tracks can be
used to identify the technology’s safety performance. This
approach is described for instance by Breuer (2015). The
clear advantage of this approach is that it can analyse the
interaction between driver and technology. The major draw-
back is that typically only very limited number of situations
can be analysed due to resource limitations. In the light of
ADS that are applicable in various scenarios, this approach
allows only to investigate few situations in detail (e.g. take-
over situations). However, it will not allow for a comprehen-
sive assessment as mentioned in challenge B.

A third approach to investigate the safety performance of
a technology is by means of a field operational test (FOT).
This approach has been applied in several projects (e.g. Kes-
sler et al., 2012; Sayer et al., 2010). The advantage of the
approach is that it allows to investigate technology's effect
in a real environment. On the other hand, collisions remain
rare events. Thus, detecting statistically relevant number of
collisions is rather difficult with reasonable effort. This often
leads to use surrogate measures, like e.g. critical driving
situations (Benmimoun et al., 2011; Dingus et al., 2006).
These measures can provide an indication on the safety per-
formance of a technology. However, they do not allow for a
direct link to the safety performance in terms of reduction
of collisions. It is rather necessary to conduct further analy-
sis as described by e.g. Najm et al. (2000) and Najm et al.
(2006). Furthermore, this approach can only be applied at a
very late stage in the development since the technology must
be mature enough to operate on public roads safely. Thus,
challenge A is a serious challenge.

A fourth approach is a simulation-based assessment
approach. Simulation can be implemented in different ways:
Hardware-in-the-Loop, Model-in-the-Loop or Software-in-
the Loop. An overview can be found in Hakuli and Krug
(2015). The focus in the following is on the latter. Simula-
tion can be applied already from an early stage on in the
development (challenge A). They allow investigating a high
number of scenarios with reasonable efforts (challenge B)
and can be set up in a controlled way (challenge C). How-
ever, there remains the question regarding the transferability
of conclusions to the real-world. The answer to this question
highly depends on the evaluation scope and the quality of the
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implementation (P.E.A.R.S., 2021). To prove the correctness
of simulation validation and verification activities are essen-
tial to this approach. Despite this aspect, virtual simulation
remains the most promising for a comprehensive assessment
of ADS’s safety performance. Therefore, these approaches
will be discussed in more detail in the following.

Simulation based approaches

A simulation tool consists of several models that represent
the environment, the vehicle including technologies as well
as the driver during the course of simulation. Depending on
the assessment scope and the applied simulation approach,
requirements regarding model fidelity vary. Overall,
P.E.A.R.S. defines four approaches for deriving the simu-
lated baseline case (P.E.A.R.S. 2021, ISO 21934):

A: Direct usage of real-world cases (i.e. reconstructed
crash data or field data) without any changes). This approach
has been applied for instance in interactIVe (van Noort,
2015).

B: Usage of real-world cases plus varying the initial val-
ues by means of distribution. Examples for the application
of this approach are Sander et al. (2018) and Fahrenkrog
(2016).

C1: Deriving scenario mechanism and distribution from
real world case and selecting a low number of representa-
tive cases. This approach has been applied for instance in
Euro NCAP for passive safety tests (Ellway et al., 2019) or
for active safety technology by the CATS Project (op den
Camp, 2016).

C2: Deriving scenario mechanisms and distributions from
real world cases and applying a sampling in order to get mul-
tiple cases. Examples for the application of this approach are
Helmer (2014) and Fahrenkrog et al. (2019).

Each of the simulation approaches has advantages and
disadvantages depending on the available data and scope
of evaluation. For the assessment of ADS, technology’s
fundamental mechanism must be considered. ADS is
constantly operating and in contrast to a safety oriented
ADAS not only in case of critical situations. Therefore, it
is not sufficient to cover only a couple of seconds in the
simulation. It is rather important to extend the simulation
period to allow the ADS to enter the relevant situation
with realistic speed and distance to other traffic partici-
pants. Regarding the usage of possible data sources this
aspect sets limits for those approaches that have a direct
link to the real-world cases (see approach A. and B.), since
reconstructed accident data cover typically only couple of
seconds. In the German Pre-Crash Matrix (PCM) data-
base, the period of a scenario is only 5 s (Spitzhiittl et al.,
2015). Typically, the application of field data from natu-
ralistic driving studies or FOTs does not have such limita-
tions, since in these studies time series data are logged

permanently (Kessler et al., 2012; Sayer et al., 2010).
On the other hand, in this dataset only a limited number
of collisions is recorded. In the light of comprehensive
assessment, this is not ideal either. Approach C1 is also not
applicable since with the limited number of cases a com-
prehensive analysis of the situation space is not possible.

For these reasons we expect that the approach C2, which
does not directly rely on the real-world cases but establishes
the link to them via distributions, is the most appropriate
approach for the prospective safety performance assess-
ment of ADS. In this approach only the starting conditions
of the traffic participants are sampled from input distribu-
tions (Fahrenkrog et al., 2019; Helmer, 2014), which can be
derived from accident data as well as field data depending
on the scenario in question. In general, there is a need for
extending in-depth database covering traffic and crash sce-
nario. From such extension not only C2 but all approaches
would benefit. In sense, data driven activities like SHRP2
(National Academies of Sciences 2014), PEGASUS
(2019) or ADScene (Arnoux, 2021) contribute to better
assessments.

However, the challenge of approach C2 is that in contrast
to approach A and B no predefined trajectories are avail-
able. Therefore, the movement of the traffic participants
resulting from the starting conditions needs to be derived
during the simulation. Typically, a driver behavior model
handles this task. This leads to high requirements for the
driver behavior model since it needs to cover “everyday
driving” as well as the human reaction in critical situations
in a realistic manner. For both types of situations, models
have been developed. “Everyday driving” models that cover
the behavior in non-critical traffic situation are for instance
the Wiedemann model (Wiedemann, 1974), the intelligent
driver model (Treiber et al., 2000) or Sumo (Alvarez Lopez
et al., 2018). Models covering the behavior in critical situ-
ation are often tailored to certain scenarios. Examples are
the tau-theory model (Lee, 1976), Japanese model in the UN
ECE ALKS regulation (UN ECE ALKS, 2020) or the model
described by Rosener (2020). Further developments start to
cover also both types of models. Examples of such driver
behavior models are the model described by Mai (2017) and
the stochastic cognitive model (Witt, KompaB, et al., 2019;
Witt, Wang, et al., 2019). Despite the recent developments,
further improvements in this area are required to achieve a
realistic modelling of human driving behavior to ensure a
correct baseline for the assessment.

Examples for the application for a simulation assessment
of the ADS’s traffic safety effects can be found Sinha et al.
(2020) and Bjorvatn et al. (2021), which itself include an
overview about different studies. In general, the reported
effects of ADSs differs quite a lot among the studies
depending on the analysed system, traffic situation, con-
flict type and penetration rates. This underlines the need for
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detailed investigations in the safety effects for individual
implementations.

Exemplary application of simulation

To exemplarily demonstrate the principles of approach
C2 for the prospective safety assessment by simulation as
described above, it is applied for exemplary ADS in two
scenarios. The first scenario covers rear-end conflicts with
the predecessor, in which the ADS is expected to minimize
the risk. The predecessor is either a slow vehicle, a deceler-
ating vehicle or slow vehicle that as well starts to decelerate
at random point of time. The second scenario is a MRM
scenario that could lead to potentially additional risk. The
MRM manoeuvre is activated at a random point of time in
the simulation.

The exemplary ADS is a SAE Level 3 automated driv-
ing system which is designed for motorway drives up to
speed of 130 kph. It must be noted that the exemplary ADS
do not allow for any conclusions on a real implementa-
tion. The function is capable of performing automated lane
changes. The minimum risk manoeuvre is executed by a
constant deceleration with 2 m/s® up to stand still. During
the MRM the ADS does not change the lane. The MRM is
activated when neither the driver nor the vehicle is in charge
of controlling the vehicle and corresponds to a fallback level
intending to resolve such situations which are likely to result
in collisions. Such situations are likely to result in a col-
lision. The MRM is only executed if the driver does not
respond to a TOR within a certain time period. The MRM
stops once the driver takes over. This means that stand still

will only be reached in case the driver does not respond at
all (Fig. 7).

Both scenarios have been simulated for the baseline con-
dition with the human driver model and for the treatment
condition with the ADS for the ego-vehicle. The applied
driver behavior model is the SCM model (Witt, KompaB,
et al., 2019; Witt, Wang, et al., 2019). Multiple runs have
been simulated, in which next to the kinematic starting con-
dition also the infrastructural (i.e. speed limit, number of
lanes) and traffic conditions (i.e. traffic volumes) have been
varied. For the rear-end scenario the speed limit (unlimited)
and the number of lanes (3 lane) is less relevant. Therefore,
the focus is purely on the variation of the traffic volume.
Covered traffic volumes are 100, 250, 500, 750, 1000 and
1500 vehicles per hour and lane. For the MRM the motor-
way has been simulated with 2 and 3 lanes as well as the
speed limits 80 kph, 100 kph, 120 kph, 130 kph and unlim-
ited. The simulated traffic volumes are the same as for the
rear-end scenario.

The simulation has been conducted by means of open-
source simulation tool openPASS (openPASS, 2021) on a
standard desktop computer. The results are given in Table 4.

This example is intended to highlight the capabilities of
assessing the effect of automated driving in different sce-
narios but does not provide a complete assessment. It must
also be noted that the calculation of the effects in the sce-
narios, will not be enough to calculate the safety impact. In
addition, the scenarios’ frequencies need to be considered.
For the crash-related scenarios, national and international
statistics shall be considered as described in chapter 4. For
those scenarios, in which the ADS potentially increase the
risk, accident data are typically not an appropriated source

Fig. 7 Visualization of a rear-end conflict scenario (slower and decelerating predecessor) for an ADS simulated with openPASS
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Table 4 Prediction of cumulative number of collisions of motorway
ADS for years after market introduction for the given scenario based
on the calculated human drivers’ collision risk

Scenario Number  Crashrate Number  Crash Relative
of simula- baseline  of simula- rate treat- change of

tions [-1 (%) tions ment [-]  crash rate
baseline treatment (%) [-] (%)
[-] [-]
Rear-end 594 333 598 19.6 —41.1
MRM 929 3.9 1574 5.8 +50.8

for describing the frequency. Here, in case of infrastruc-
ture related scenarios the frequency should be determined
by means of infrastructure data (e.g., spatial frequency of
passing a motorway entrance) or in case of system related
scenario—as for the MRM—based on system information.
A combination of different data sources could be required
to determine this frequency.

Conclusion

This paper provides a methodological approach of how
to deal with the requirements of a Positive Risk Balance
defined by regulatory authorities. The qualitative framework
PrOACT- URL, adapted from the pharmaceutical sector,
represents an adequate approach. The next step consists in
further refining the quantitative methods as a part of the
PoRiBa. These include aspects such as the way in which
the results are presented to the authorities as well as the
examination of methods that allow for a potential offsetting
of the results from the individual disciplines such as safety
of intended functionality, cybersecurity, functional safety as
well as prospective safety performance assessment. Another
challenge constitutes the application of the safety metric to
other functional use cases (for example in traffic jam assist)
as well as other markets as it requires the availability of data
with sufficient quality.

Proofing the PoRiBa for an ADS requires at the beginning
of its deployment prospective safety assessment methods.
Among different possible methods and tools, the virtual
simulation will play a crucial role. Therefore, the compli-
ance of the virtual assessment with the real world needs to
be proven by means of the validation and verification of
the simulation and its sub-models. The required fidelity of
the models as well as the required accuracy of the overall
simulation is still an open issue that needs further discussion
involving different stakeholders. Another important aspect
related to the virtual assessment is the availability of data
to set the parameters or to validate the simulation. Here,
large differences in terms of amount and quality can be rec-
ognized between different countries. Since data builds the

foundation for a solid assessment, joint efforts are required
from all stakeholders (industry, academia & research as well
as on governmental side) involved. In this context, learning
from previous assessments and developments is a valuable
contribution to the method. Therefore, a feedback-loop shall
be considered once the ADS has been launched and the next
generation of ADS is developed.
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