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Abstract

In the moment of preparation of this paper, the world is still globally in grip of the Corona (COVID-19) crisis, and the
need to understand the broader overall framework of the crisis increases. As in similar cases in the past, also with this one,
the main interest is on the “first response”. Fully appreciating the efforts of those risking their lives facing pandemics, this
paper tries to identify the main elements of the larger, possibly global, framework, supported by international standards,
needed to deal with new (emerging) risks resulting from threats like Corona and assess the resilience of systems affected.
The paper proposes that future solutions should include a number of new elements, related to both risk and resilience. That
should include broadening the scope of attention, currently focused onto preparation and response phases, to the phases of
“understanding risks”, including emerging risks, and transformation and adaptation. The paper suggests to use resilience
indicators in this process. The proposed approach has been applied in different cases involving critical infrastructures in
Europe (energy supply, water supply, transportation, etc., exposed to various threats), including the health system in Austria.
The detailed, indicator-based, resilience analysis included mapping resilience, resilience stress-testing, visualization, etc.,
showing, already before the COVID-19, the resilience (stress-testing) limits of the infrastructures. A simpler (57 indica-
tor based) analysis has, then been done for 11 countries (including Austria). The paper links these results with the options
available in the area of policies, standards, guidelines and tools (such as the RiskRadar), with focus on interdependencies
and global standards—especially the new ISO 31,050, linking emerging risks and resilience.
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1.1 COVID-19 as “surprise”?

As of April 2020 COVID-19 has “covered” the world
(Fig. 1). More than any other crisis before, the Corona cri-
sis comes as probably the most global one so far, not only
in terms of geography. The crisis is unique also because it
appears to be one of the first globally experienced emerging
risks. Affecting resilience of the world and stress-testing the
resilience of both the healthcare system and the society as a
whole. Did it come as a surprise? Hardly.

Despite the numerous preceding warnings and men-
tioning of new kind of pandemic risk in the WEF Global
Risk Report starting as early as 2006, and the detailed
OECD reports (2011a; b), preparedness level of almost all


http://crossmark.crossref.org/dialog/?doi=10.1007/s10669-020-09779-8&domain=pdf

Environment Systems and Decisions (2020) 40:252-286

253

Fig.1 The world on April 2, 2020: firmly in the grip of COVID-19 (https://www.google.com/maps/d/viewer?mid=1yCPR-ukAgE55sRO
nmBUFmtLN6riVLTu3&11=18.683350789325377%2C52.46303051550274&2=2, accessed on 2 Apr 2020)

healthcare systems around the globe to fight a pandemic
outbreak remained insufficient. The critical mix for a “suc-
cessful pandemic outbreak” is a fast and efficient human
to human transfer of the pathogen where, humans have lit-
tle or no immunity against it, no vaccines currently exist
and supply of antiviral drugs is insufficient or not existing.
Most of these can now be seen during the current COVID-19
outbreak. In other words, the outbreak of COVID-19 is not
a real surprise, the surprise is linked to its extremely high
infection rate allowing a very fast worldwide progression. In
the Global Risk Report of 2006 (written after the Avian Flu
H5N1 Pandemic in 2003), it is mentioned that if the virus
can no longer be contained and person to person infection
were to become common place, “the vulnerabilities of our
interconnected global system would intensify the human and
economic impact. The worldwide spread would be facilitated
by global travel patterns and insufficient warning mecha-
nisms. Short term economic impacts would include severe
travel impairments, tourism and other service industries, as
well as manufacturing and retail supply chains. Deep shifts
in social, economic and political relations are possible”.
What else could one have added? In its voluminous, almost
300 pages long report, OECD (2003, p. 31) has been fore-
casting this as follows:

As underlying conditions of risk — from climate to
pathogen resistance — change, risk management poli-
cies based on past records and experience are likely
to be increasingly faced with “surprises”. How to
account for evolving conditions will become a central
issue in the handling of many risks. This will entail, in

particular, a framework for dealing with major uncer-
tainties and gaps in scientific knowledge.

1.2 COVID-19 pandemics as a“global shock”?

Considering pandemics as aspects of public health and infec-
tious diseases as “‘existential threats” to the society has been
embedded already in the United Nations Development Pro-
gramme (UNDP) of 1994 and reaffirmed in the 2003 UN
Commission on Human Security (see OECD 2011b). The
report points out, that “survival under a pandemic global
shock clearly refers to taking every action to minimize mor-
bidity and mortality as well as to minimize the effect of the
pandemic on the economic, social and political stability of
communities, nations and transnational organizations”. Fur-
thermore, the authors argue, that the global shock to public
health in the form of a pandemic is unique among global
shocks in having profound positive and negative externali-
ties and interdependencies. But being officially classified as
pandemic by WHO,' would COVID-19 qualify as “global
shock”, too? Table 1 shows that it is clearly the case. But six
months after the outbreak of COVID-19, it is rather under-
stood and perceived as a “global threat” and the focus is
on monitoring of the threat (e.g. Johns Hopkins?), media

! https://www.euro.who.int/en/health-topics/health-emergencies/
coronavirus-covid-19/news/news/2020/3/who-announces-covid-19-
outbreak-a-pandemic

2 https://coronavirus.jhu.edu/map.html
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Table1 COVID-19 as a global shock—plotted against OECD (2011a) criteria (number of ticks indicating level of applicability: from

(V)—“partly” to v'vVvV—“fully”)

Characteristics Routine emergencies Disasters Global Shocks COVID-19
Scale Scale is modest and well- Scale may be large, but defined Scale is large and perhaps v
defined in space and time ill-defined in space and
time. High impact possibly
irreversible
Visibility Event recognized, but low High visibility Very high profile, intense and ~ v'vV'V/
visibility long-lasting political and
media interest
Interaction Interaction with familiar faces  Interaction with unfamiliar Counterparts unknown vv
faces
Familiarity with procedures Familiar tasks and procedures ~ Tasks and procedures some- Tasks and procedures outside ~ v'vV'V/
times unfamiliar previous experience
Coordination Intra-organizational coordina-  Intra- and inter-organizational =~ Multi-layered international vV
tion needed coordination needed coordination needed
Infrastructure affected Roads, telephones and facilities Roads may be blocked or Transport and communication v/
intact jammed, telephones jammed hubs blocked, ports may be
or non-functional, facilities damaged (airports, Internet
may be damaged ports, maritime ports), dis-
rupting global supply chains
Communication channels Communications frequencies  Radio frequencies and mobile  International telecommunica- (V')
adequate for radio traffic services often overloaded tions overloaded or disrupted
Type of communication Communications primarily Need for inter-organizational Need for international informa- v'v/
intra-organizational information-sharing tion-sharing
Terminology of communication Use of familiar terminology in Communication with persons ~ Communication between per- VvV
communicating who use different terminol- sons with different language,
ogy culture, norms and geo-polit-
ical perspective
Press/Media Need to deal mainly with local Hordes of national and interna- Media sources incapacitated,  v'vV/
press tional reporters social media unmanageable
Resources Management structure Resources often exceed man-  Resources sometimes cannot VvV

adequate to coordinate the
number of resources involved

agement capacity

be accessed for long periods

focused on response measures and science unable to make
reliable predictions, or even provide consistent explanations.

1.3 COVID-19 as an emerging risk

New, previously unknown or not considered, “emerging”
risks can pose the greatest challenges to resilience, safety
and operational and business continuity. These “new and/or
increasing” risks can be related to different areas of activi-
ties, such as new processes, new technologies, new types
of workplace, or social or organizational change. They can
also be some long-standing issue, newly considered as a risk
due to a change in social or public perceptions or due to new
scientific knowledge. The increasing nature of these risks
means that the number of hazards leading to the risk may
be growing, or that the exposure to the hazard leading to the
risk is increasing, or that the effects/impacts of the hazards
are getting worse (e.g. seriousness of effects and/or the num-
ber of people affected). These risks will interrelate with the
processes like globalization, digitalization, innovation, cross
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boundary operations and many others, inextricably, directly
or indirectly influencing each other, being interconnected,
systemic and/or interdependent.

Starting from the ISO 31000 definition of risk (“effect
of uncertainty on objectives”) and understanding risk man-
agement as a significant contributor to value creation and
preservation, the new "ISO 31050° Guidance for Manag-
ing Emerging Risks to Enhance Resilience", currently
under development, will contribute to the further enhance-
ment of integrated governance and management processes
that provide insight into how risk may affect the achieve-
ment of organizational objectives.* An emerging risk, as

3 https://committee.iso.org/sites/tc262/home/projects/ongoing/iso-
31022-guidelines-for-impl-2.html

4 The development of the standard is assigned to the Joint Work
Group ISO/TC 262/JWG 01 "Joint ISO/TC 262—ISO/TC 292 WG;
Managing emerging risk" of the Technical Committees TC262 and
TC292. The work started in June 2018, taking DIN SPEC 91299
(CWA 16649, 2013), the work of the ISO TC292 (ISO 223xx stand-
ards, especially 22300 and 22316) and the works of organizations
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B. Dimensions:

risks prepare  withstand

A. Phases: S -

I. Understand Functionality a. System/
risks physical

II. Anticipate o b. Information /

Loss of functionality

/ prepare smartness

II. Absorb/ c. Organizational
withstand / business

IV. Respond/ d. Societal /
recover political

V. Adapt/ e. Cognitive/
transform | | | i Time/ o decision-

Understand ' Anticipate/  Absorb/ Respond/ Adapt/ Phase making

recover

transform

Fig.2 The resilience matrix based on five phase and five dimensions as adopted in SmartResilience project (2019)

currently discussed at within work at the new ISO 31050
standard, proposes to define it as a highly uncertain risk
which is evolving from events with potential for serious
consequences/impacts. There, the term “evolving” refers to
changes in the risk understanding related to relevant threat
sources, events and their effects/consequences, their likeli-
hood and/or level of and uncertainty associated with back-
ground knowledge. Obviously, COVID-19 is in the scope
of this definition, but primarily in terms of “potential for
serious consequences/impacts”, not in terms of awareness
that an event like this may occur.

2 Risk and resilience analysis

The ISO (22300:2018(E)) meta definition of Resilience
is ability to absorb and adapt in a changing environment.
In the context of critical infrastructures and the SmartRe-
silience project (2016), the definition was first extended
to resilience as the ability to anticipate, prepare for, and
adapt to changing conditions and withstand, respond to, and
recover rapidly from disruption (Linkov 2014, NAS 2012)
and then, with inclusion of the ability to understand risks
(current and emerging), as the ability to understand risks,
anticipate, prepare for, and adapt to changing conditions
and withstand, respond to, and recover rapidly from disrup-
tion” (@ien et al. 2010). SmartResilience project adopted
concept of resilience of an infrastructure (Jovanovic et al.
2019a, b) as the ability to understand and anticipate the
risks — including new/emerging risks — threatening the

Footnote 4 (continued)

such as OECD, SRA, WEF and EU (projects iNTeg-Risk, SmartRe-
silience and ResiStand) as main references.

critical functionality of the infrastructure, prepare for antic-
ipated or unexpected disruptive events, optimally absorb/
withstand their impacts, respond and recover from them, and
adapt/transform the infrastructure or its operation based on
lessons learned, thus reducing the critical infrastructure fra-
gility (Russoa, Ciancarinia, 2016). This conceptual frame-
work, as an extension of the one of Fox-Lent et al. (2015
and 2018) and Linkov (2018), yields the following main
additional advantages:

e Including understanding of risk (including emerging
risks),

e Including optimization, adaptation and transformation,

e Allowing to naturally include phases of the resilience
cycle and the indicator-based approach within the resil-
ience matrix.

The definition allows analysing behaviour of an infrastruc-
ture exposed to an adverse event both during the operation
time (e.g. a year) and over the “scenario time” (e.g. dur-
ing the adverse event, Figs. 2, 3). The approach allows to
decompose the overall resilience problem and focus on sin-
gle relevant resilience issues described by relevant resilience
indicators, the values of which allow to quantitatively assign
an aggregated value to each “cell” of the resilience matrix
(Fig. 4).

Phase I Understand risks, is applicable prior to an
adverse event. It emphasizes emerging risks and
includes their early identification and monitor-
ing; e.g. what could the “adverse event” be?

Phase I Anticipate/prepare, also applicable before the

occurrence of an adverse event. It includes

@ Springer
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Fig.3 Possible outcomes in ®
the case of an infrastructure ADVERSE &:. p";“v ——
i3 . . .

exposed o an adverse event: EVENT | % v st Functionality of the infrastructure @
between improvement and e xx ¥ better than before (e.g. adaptation)
complete failure, e.g. in the case 'd{f s 7] L
of COVID-19 (e.g. COVID) Functionality of the @

infrastructure

Functionality level of the infrastructure

Stress-test limits

same as before

Functionality of the

infrastructure worse

than before, only

partially recovered

Functionality of the ®
infrastructure
completely lost

Scenario time

PHASES of a SINGLE RESILIENCE CYCLE
-W‘”‘S" <<RTI“ENHCE>>[’T"’" | I. UNDERSTAND | Il. ANTICPATE/ | IIl. ABSORB/ |IV.RESPOND/ |V.ADAPT/
RISK PREPARE WITHSTAND RECOVER TRANSFORM
a. SYSTEM / PHYSICAL Average Good Average Good Excellent
2
b. INFORMATION / .
PREVIOUS S SMARTNESS Good Average Good Good Good Operation
RESILIENCE E >>>
CYCLE = NEXT
=| c. ORGANIZATION /
o
>>> o BUSINESS Excellent Excellent Poor Poor Excellent RESILIENCE
Operation < CYCLE
i
=|(d. SOCIETAL /
-
E POLITICAL Poor Good Excellent Average Excellent
©
e. COGNITIVE /
DECISION MAKING - Excellent Average Good Average

Fig.4 Example of a resilience matrix showing the resilience level in each cell of the matrix (NOT related to any particular case and not to
COVID-19; examples of issues and indicators defining the resilience level are given in 4.2)

planning and proactive adaptation strategies,
possibly also “smartness in preparation”.
Absorb/withstand, comes into action during the
initial phase of the event and shall include the
vulnerability analysis and the possible cascad-
ing/ripple effects; e.g. “how steep” is the absorp-
tion curve, and “how deep” down will it go?
Respond/ recover, is related to getting the
adverse event under control as soon as possible,
influencing the “how long” will it last, question.
Further, it includes the post-event recovery; e.g.
“how steep up” is the recovery curve for nor-
malization of the functionality?
Adapt/transform, which encompass all kinds of
improvements made on the infrastructure and
its environment; e.g. affecting “how well” the

Phase II1

Phase IV

Phase V

@ Springer

infrastructure is adapted after the event, and
whether it is more resilient and “sustainable”.
The activities in this phase also lead to prepara-
tion for the future events and hence, this resil-
ience curve also exhibits a reoccurring cycle.

For each phase, one can define dimensions of the resil-
ience, such as state of physical characteristics, information
flow, organization, policies, etc. While defining the “phases”
of the resilience cycle (“A”), is usual straight-forward, the
decomposition over dimensions (“B”’) might be more dif-
ficult, as these may overlap very much in practical cases
(Fig. 4).

The dimensions help in categorizing the indicators.
Dimension (a), system/physical, includes technological
aspects of the given infrastructure, as well as the physical/
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technical networks being part of a given infrastructure, and
interconnectedness with other infrastructures and systems.
Dimension (b), information/data, is also related to the tech-
nical systems but is dealing with information and data, spe-
cifically. Further, dimension (c), organizational/business,
covers business-related aspects, financial and HR aspects
as well as different types of respective organizational net-
works. Dimension (d), societal/political, encompass broader
societal and social context, also stakeholders not directly
involved in the operation and/or use of the infrastructure
(e.g. social networks). Lastly, dimension (e), cognitive/deci-
sion-making, accounts for perception aspects (e.g. percep-
tions of threats and vulnerabilities, Jovanovié et al. 2016).

3 Analysing resilience by means
of resilience indicators

In the indicator-based concept (Fig. 5), an "issue" is a gen-
eral term referring to anything that is important in order to be
resilient against severe threats such as terror attacks, cyber
threats and extreme weather. It is telling what is important,
e.g. it can be "training" performed in the anticipate/prepare
phase. Obviously, the more indicators one choses, the bet-
ter the “coverage” of an issue is going to be, but it is also
obvious that the larger the number of indicators, the more
complex their handling is going to be. The “way out” has
two components and these would be:

¢ finding the “right number” of indicators properly describ-
ing given resilience problem tackled (in the usual engi-
neering practice, managed by humans, 120-150 indi-
cators are usually a maximum—the more critical the
situation, the smaller the number; in absolute emergency
situations humans can hardly look at more than 3 indica-
tors), and

e allowing to “drill-down” in cases when one or more indi-
cators need further explanation.

The resilience indicators are mainly taken from current
practices (standards, guidelines, reports, etc.) within safety
and risk management, emergency preparedness, business
continuity, etc. and in most cases, they exist already as safety
indicators, risk indicators, or similar. Collecting the indica-
tors and applying the approach, the theoretical framework
for variable selection, weighting, and aggregation must be
defined and the basis for this is the context of the assess-
ment, or scenario.

The value of an indicator can come from, e.g.:

e Expert opinion (e.g. during a table-top exercise)
e Measured value (e.g. from a monitoring system)
e Analysis of big data.

Once in the model, they are, in a general case, normalized
and used as scores.

There are two principally different ways (methods) of
measuring resilience using indicators as illustrated in Fig. 6.

Method 1 treats the resilience cycle indirectly, as a con-
ceptual model where indicators are used to measure the
resilience in each phase indirectly, i.e. without consider-
ing the curve describing functionality of the system by
means of the resilience curve.

Method 2 models of the shape of the resilience curve
(FL-t curve) directly and looks for "macro-indicators"
(e.g. maximum loss of functionality, downtime, etc.).
In this method, the event is described as an exact sce-
nario, and the time may be referred to as scenario time,
as described further below. The model behind the method
is illustrated in Fig. 7.

3.1 Analysing resilience over operating time
(“indirect resilience assessment”)

In the SmartResilience approach applied in in the research
behind this paper, the values of the indicators (at the time
of measurement) are based on, e.g. data from monitoring
systems, expert opinions and big data analysis. The approach
is based on several previous methods, notably the ANL/
Argonne method (Fischer 2010), the Leading Indicators of
Organizational Health (LIOH) method and the Resilience-
based Early Warning Indicator (REWI) method (@ien et al.
2012).

The indicators can be of any type, e.g. yes/no questions,
numbers, percentages, portions, or some other type. They
are transformed to an equal scale, i.e. a score on a scale from
0 to 5. The indicator scores are aggregated upwards in the
six-level hierarchical model ending with an overall resil-
ience level (RIL) of a critical infrastructure (e.g. healthcare
system) or an entire area (e.g. a city or a country). If the
assessment is repeated (regularly, e.g. annually), the trend
curve (RL-T) is obtained. This time (T) may be referred to as
operational time and the details on the underlying levels can
be drilled-down using visualization (Jovanovi¢ et al. 2017).

The calculations are performed bottom-up, but the main
part of the assessment is carried out top-down, starting with
defining the scope, e.g. a city, region or country (level 1),
one or more smart critical infrastructures (SCls), e.g. the
healthcare system (level 2), one or more threats, e.g. pan-
demic (level 3). The phases (level 4) are fixed as described
in Sect. 2. The remaining two levels, issues (level 5) and
indicators (level 6) are core concepts in the resilience assess-
ment method.

@ Springer
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Dynamic CheckLists (DCLs) [_Sample dynamic checklist |
Preparedness ‘ Phase |- H phase1 |
Understand risks Hissvecit |
Phase II: Anticipate/ [ indicator R1.1.1
Prepare [ Indicator R1.1.2
L [~ Indicator $1.2.1
Robustness Phase IlI: H{Issue c12
Absorb/Withstand Issue lll.1 Indicator I1.1.1 [~ Indicator R1.2.1
- |- Indicator R1.2.
Indicator I1l.1.2  values from Indicator R1.2.2
[ ——— EXPERTS L Indicator R1.2.3
‘ L= Issue R1.3
| Issuelll.2 Indicator 111.2.1 OR  \iEA- |- indicator R1.3.1
b Indicator 1122 WOR SURED [ Indicator R1.3.2
[ Va|ueS 1
__ L‘ Issue $1.3
Recovery/ Values from ! -
La | [~ Indicator $1.3.1
Adaptation BIG DATA : -
Phase V: | ‘— Indicator $1.3.2
Respond/Recover |
Phase V:
Adapt/Transform |
=
RESILIENCE [ T
INDEX & RESILIENCE CUBE PHASES ISSUES INDICATORS VALUES

Fig.5 Issues measured by indicators, allow to make the bridge between a given, e.g. measured value of an indicator, and the overall, final Resil-

ience Index & Resilience Cube

An "issue" is a general term referring to anything that
is important in order to be resilient against severe threats
such as a pandemic. It is telling what is important, e.g. it
can be "understanding of the threat/ pandemic", "learning
from others about COVID-19, e.g. China", "doctors and
nurses”, "intensive care beds", "respirators"”, "test equip-
ment", "infection control equipment", "plans for increasing
capacity", "plans for restrictions such as quarantine and iso-
lation", etc. The issues can, if necessary, be categorized in
various ways, e.g. according to the dimensions in Fig. 2 or
some subcategories. Computationally, this can be solved by
weights. One or more indicators are used to measure each
issue, e.g. "number of intensive care beds available", "
ber of respirators operational”, etc. The issues and indicators
for any resilience assessment have to be tailored for a given
assessment, e.g. in the case of a pandemic in general, or
COVID-19 in specific.

One of the strengths with this method is that every
measure (or at least the most important measures) taken
before and during (and eventually after) COVID-19 can be
described as issues/indicators in the resilience matrix and
made more transparent (see Annex 1). The preference for
certain measures will of course vary between countries
due to, e.g. political, cultural, social, financial and other
differences.

num-
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3.2 Analysing one resilience cycle (“direct resilience
assessment”)

One challenge with this approach is that no matter how
intuitively one might say that the critical functionality of an
infrastructure is easy to define, in practical terms, especially
quantitative, it is usually not. In the case of COVID-19, the
healthcare system’s critical functionalities are, e.g. to hos-
pitalize all infected persons in need of healthcare, to provide
intensive care for those who need this, and to provide respi-
rators for the most critical patients, but also, e.g. continuing
to provide adequate care to non-COVID-19 patients. In the
SmartResilience concept, these are the functionality ele-
ments (corresponding to the “issues” in the indirect method),
which can be assessed by functionality indicators, just as
in the indirect method based assessment (e.g. the "number
of intensive care beds available" can be such an indicator).
Defining the functionality this way enables to quantitatively
define the resilience curve in scenario time, e.g. for the main
characteristic points in time.

Based on the resilience curve (or functionality curve), it is
then possible to define the resulting macro-indicators, such
as Robustness, Absorption time, Downtime, Loss of Func-
tionality, Fragility (loss of functionality rate X Loss of func-
tionality), Recovery time, Recovery rate, Disruption time,
and Adaptation/transformation (Jovanovic et. al 2018a, b, c).
The resulting macro-indicators (not the input indicators) can
also be used for "stress-testing", in which case these can be
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Fig.6 Indirect and direct meas- A Sample dynamic
urement of resilience Critical bvent checklist
Functionality l H phose |
""""""""""""""""""""""""" Hlssvecra]
o H ndicator 11
Loss of functionality [ et
-—| Is: ‘eCl.Z
[ ndicotor .21
[~ Indicator R1.2.2
L ndicstor 1.2
[issuer1s |
ndicator K131
/. Indicator R1.3.2
T | / 1/ / : Time/ o, i
A Respond) Adapt/ Phase . ndicator s1.3.1
recover transform i L pdenor 5133
I
Method 1: Indirect measure of each phase  Method 2: Direct measure of the curve I
Resilience level (RIL) assessment Functionality level (FL) assessment
Infrastructure
Scope / scenario
( Phases )
Understand " Anticipate/ Absork/ Respond/ ' Adapt / RIL Baseline resilience assessment
risk prepare withstand recover transform
g N A Excellent
1. Systenyphysical € O/)\O\O/Q g
2. Information/data m |
3. Organizationaf D Poor
business T
4. Societal/political E Critical
5. Cognitive/ Values t
ISR / T \ Resilience matrix 1 T Ts Ts Ts
S J

Monitoring systems Experts Big data

Fig. 7 The hierarchical model in method 1

compared with the critical thresholds, e.g. for the maximum
loss of functionality, duration or a combination of these, etc.

A special characteristic of a pandemic like COVID-19,
compared to other extreme events, is that it is gradual, long-
lasting and may involve several dips in functionality level.
This gradual increase in infected population, i.e. the infec-
tion rate, is critical to control in order not to overwhelm the
healthcare system, i.e. it is necessary to "flatten the curve",
as illustrated in Fig. 8. The figure also illustrates that dur-
ing the preparation phase, the critical functionality (critical
resources) can be increased, since all but the first country
(China) know that the virus is on its way. In addition, the
phases "absorb/withstand" and "respond/recover" are not as
clear-cut as in sudden and concentrated events. The same
type of representation can also be used to look at the grad-
ual and long-lasting impact of COVID-19 pandemic onto
infrastructures (health and others) including the, e.g. mul-
tiple shocks of varying degrees of severity occurring to the

system over time with different recovery responses (e.g. the
often discussed “second wave”).

4 Application of the approach to assess
resilience of a healthcare infrastructure

The approach assumes that the resilience of the healthcare
system plays a key role in assessing the overall resilience of
other related critical infrastructures. In this sense, looking at
healthcare infrastructure means also looking at the society in
terms of infrastructure-of-infrastructures, i.e. as an “integra-
tive” case study. The scenario was analysed before Corona
(COVID-19) crisis, but de facto considering many its ele-
ments. It assumed a threat of a sudden and/or unexpected
surge of patients or injured people due to either a mass casu-
alty incident (e.g. water contamination, disasters), or a health
problem like epidemic (pandemics such as COVID-19 in an
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Fig.8 Flattening of the curve to not overwhelm the healthcare system

extreme case), or due to an event that renders a substantial
fraction of healthcare providers inoperable. The healthcare
system of Austria is used as a test case. Experts from the
technical direction of Europe’s largest hospital, as well as
experts for a data-driven and evidence-based benchmarking
and performance measurement of healthcare systems evalu-
ated the threats and provided advice.

4.1 General description of the assessed critical
healthcare infrastructure

The Austrian healthcare system encompasses about 20,000
different healthcare providers with services that accounted
for 39.6 billion € or 11.2% of the Austrian GDP in 2016.
Among these providers are 122 hospitals throughout the
country and about 5000 primary care providers that pro-
vide services covered by the mandatory social insurance in
Austria. The focus is on the General Hospital of Vienna, the
largest hospital in Europe and employing about 9000 people
and treating around 95,000 inpatients annually (Fig. 9).
The Austrian healthcare system is highly segmented with
responsibilities being split up between various regional
or national organizations in different health sectors. For
instance, responsible for outpatient care in Austria are
mostly more than 20 different social security institutions that
have recently been restructured into only five institutions.
In the inpatient sector, hospitals are managed by regional
carrier organizations, next to some exceptions of hospitals
that are managed directly by the Republic of Austria. From
this fragmentation (presumably an issue in other countries,
too) arises the challenge of harmonizing and integrating data
from all of these institutions, which is necessary to give a
comprehensive picture of the efficiency and resilience of
healthcare in Austria. In practical terms, this means that
there are databases that integrate these heterogeneous data
sources. They include all relevant inpatient and outpatient
services (which allows connecting activities in the health
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sector to other sectors, such as transportation). But, there is
no real-time monitoring on a comprehensive, nation-wide
scale of such activities and, therefore, no (non-)automatic
adaptations to events observed in real time.

Almost all European countries face the challenge of an
unsustainable healthcare system. That is, health expenditures
typically grow faster than national incomes, which means
that on the long run there is only a limited set of options:
one either cuts back on medical services provided to the
population or cuts back in other sectors, unless dramatic
technological developments reduce the future demand for
health services. As a consequence of these pressures, health-
care systems are constantly pushed towards operating at their
maximal capacity, e.g. in terms of patients treated at hos-
pitals and the occupancy of hospital beds. If the system is
already close to its maximum capacity in the normal mode
of operations, how will it react in the situations of severe
shocks such as COVID-19? How resilient will the system
be with respect to sudden and unexpected surges in patient
numbers if waiting rooms in outpatient wards and doctor
offices are already full? Relevant threats on the routine level
(Table 1) therefore include cyber-attacks (rendering some
providers non-operational) and natural threats (e.g. urban
flooding), yet the methodology that has been developed
can be generically applied in all situations where a specific
type of healthcare providers faces a sudden and unexpected
increase, such as COVID-19 in the number of patients to be
treated within a given time span.

4.2 Applying the resilience indicator-based
approach

In the particular case, the resilience matrix (5X5) was
applied taking into account the main issues shown below
(per each dimension of the resilience matrix Fig. 2, Tables 1
and 2).
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Fig. 9 Map of Austria with
healthcare providers shown as
circles (inset: General Hospital
Vienna)

4.2.1 System/physical

e Understand risks The physical dimension that is rel-
evant for a resilience assessment of the healthcare system
corresponds to a city-spanning network of different types
of healthcare providers—from hospitals over physicians
and medical specialists to pharmacies. In order to provide
effective care for patients, multiple of these healthcare
providers need to coordinate themselves in their treat-
ments.

e Anticipate/prepare In the normal mode of operation this
system can be characterized by flows of patients between
their homes or work places and through different types of
providers. To understand risks for such a system means
to understand how such these flows change under the
particular scenario. Anticipation and preparation on this
dimension means to adjust the densities of certain types
of provider in specific regions such that the system has a
sufficient capacity to provide for the population even in
the case of adverse events.

e Absorb/withstand and respond/recover In the case of
emergency response this requires an effective system for
triaging patients and routing them according to their level
of urgency through the healthcare system following the
rules implemented in a so-called patient guidance sys-
tem.

¢ Adapt/transform The procedures in this system need to
be continuously adapted and adjusted in order to reflect
the “lessons-learned” from past events.

4.2.2 Information/data

e Understand risks For a quantitative and data-driven
understanding of risks in a regional healthcare system,
the implementation of a shared, nation-wide system for
electronic healthcare records is necessary.

e Anticipate/prepare This allows to anticipate and to pre-

pare for adverse events through a moment-by-moment
quantification of population health and the characteriza-
tion of the status quo of the utilization of certain types
of healthcare providers. From this it is possible to derive
key performance indicators that are informative on where
potential vulnerabilities exist in the system.
Absorb/withstand and respond/recover In the case of
an event itself, a permanent monitoring of patient flows
at the sites of individual healthcare provider, in particular
those involved in emergency response, is key.
Adapt/transform These experiences can then be used to
refine and update the performance indicator in order to
have a “smart” and resilient healthcare system.

4.2.3 Organizational/business

Understand risks On an organizational level, such quan-
titative approaches to risk analysis need to be comple-
mented by suitable qualitative approaches, in particular
scenario analysis.

Anticipate/prepare In order to anticipate and prepare it
is crucial to formulate a plan of action that clearly assigns
roles, competences and also hierarchies to different
organizations as well as key staff within these organiza-
tions. In case of an event the personnel need to follow the
procedures set out in the corresponding plan of action.
Absorb/withstand In these plans, response measures are
typically implemented through extensive checklists.
Respond/recover and adapt/transform Regular training
and simulation exercises for the key staff are necessary
for an adaptive and in this sense learning system.

@ Springer
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4.2.4 Societal/political

¢ Understand risks To ensure an efficient and suitable
allocation of resources and investments in relevant infra-
structures is fundamental in the societal/political dimen-
sion. An important characteristic of the healthcare system
is that a large number of stakeholders are involved on this
level (representatives of the inpatient and outpatient sec-
tor on a state and federal level, private companies, social
security institutions, public and private carrier organiza-
tions for hospitals, and so on).

e Anticipate/prepare In order to understand the risks and
prepare plans of action accordingly it is therefore neces-
sary to coordinate all these involved stakeholders.

¢ Absorb/withstand and respond/recover In the case of
an event and in its wake one of the main priorities for this
dimension is to efficiently distribute information to the
media, medical staff, but also to relatives.

e Adapt/transform An adaptation and learning on this
level can only be achieved through a redistribution of
-mostly public- funds.

4.2.5 Cognitive/decision-making

¢ Understand risks The first step in understanding risks
is to note that there are crucial differences between the
routine mode of operation in the healthcare system and
procedures in the case of adverse events.

e Anticipate/prepare In anticipating and preparing for
such events this means to understand which types of mass
casualties or disruptions in the operation of certain types
of healthcare providers are to be expected.

¢ Absorb/withstand In the case of an event the first prior-
ity is to identify the relevant threats and then follow the
checklists and agreed-upon procedures.

¢ Respond/recover and adapt/transform Increased
adaptability and learning can be achieved through
increasing the coordination between different healthcare
provider and stakeholder organizations.

The approach was used in the Austrian federal state
(Vorarlberg) with outpatient care provider placed at random
locations within their districts (show on map in Fig. 10). The
figure (a) shows for one selected provider its dependence
relations to other providers as blue lines. The thickness of
these blue lines gives estimates for how likely it is that ser-
vices provided by the selected provider can be substituted
by services from the linked providers (which is estimated
from the data based on factors like geographic proximity,
overlap in patients, type of services provided, etc.). A surge
in the number of patients at this provider will overload its
capacity and cause secondary effects for the other provid-
ers (b), where the levels of redness indicate how much of

the initial shock each provider is expected to absorb. As a
result, tertiary cascades might occur (c). This kind of assess-
ment can either be done directly “by hand” in the healthcare
assessment module developed within the project, or auto-
matically for each doctor and district in Austria. A more
detailed description of this stress test of a healthcare system
can be found in Lo Sardo et al. (2019). The approach is
comparable to those applied to other critical infrastructures
(e.g. transportation, Ganin (2017) or epidemic outbreaks
(Massaro et al. 2018)). For the inpatient setting, i.e. hos-
pitals, we developed a different assessment module that is,
however, based on the same functioning principles and the
same indicators. As a concrete scenario here we consider an
urban flooding event in Vienna. The initial event is a surge
in the number of patients to be treated as an initial impact
of the flood (in the current scenario, it was assumed that
the subway system is flooded in the morning close to rush
hour leading to the load of an entire subway train needing to
be transported to the hospital). The assumed situation was
further that the flood cuts off access to hospitals at the other
side of the Danube, that only become accessible again later
in the day, see also Fig. 11.

4.3 The exercise

A list of indicators that underlies the above exercise scenario
have been developed over multiple workshops and bilateral
meetings with key stakeholders in the Austrian healthcare
system. During these interactions, the issues and conven-
tional resilience indicators to be used were defined and
evaluated, and also the "inner workings" of the healthcare
assessment module of the tool assessed. This included the
comparison of districts with respect to their Resilience Index
Level as well as a more detailed investigation of changes in
the functionality level of Vienna’s hospital in the case of a
large event (see the Functionality Level assessment).

For the development of the assessment module and a
proper formulation of the indicators, an end-user driven
approach was followed in a series of joint meetings and
workshops. One of these specific characteristics of this exer-
cise was the use of a GIS-based assessment module in order
to compare all 122 Austrian districts with respect to their
resilience levels in the inpatient and outpatient sectors. In
particular, based on needs and requirements communicated
by the end users, iterative versions of the assessment module
were developed, including its underlying data sources, and
respective issues and indicators. After an updated version
was built, another meeting to discuss progress was set up and
further expert input on how to refine the assessment module
until a satisfactory state of the tool was achieved as a basis
for the assessments. The final scenario was then selected in a
table-top meeting exercise where the corresponding numeri-
cal simulations were carried out Fig. 12.

@ Springer



264

Environment Systems and Decisions (2020) 40:252-286

@ f
C t=2

®.°

1 @

Fig. 10 Test scenario for outpatient care providers: Schematic rep-
resentation of patient displacement dynamics. a Doctors are repre-
sented as nodes (size represents the number of patients treated per
year). They are linked if they share patients in the patient sharing net-
work, a (black arrows). The colour represents their current capacity;
green means that they have capacity, and red means that they can no
longer accept new patients. b Doctor “a” retires at time step 1; his/

4.4 Main results of the exercise (general case)

The main result of the comparison of all districts of Vienna
with respect to their Resilience Index Level is summarized
in the Fig. 13. The Resilience Index Level for each district
is colour coded on a scale from O to 5. Note that the 23 dis-
tricts of Vienna have been aggregated into a single district
for purposes of the visualization, the individual assessment
reports of these districts can be accessed via the resilience
dashboard. It is evident from the picture above that the resil-
ience level is confounded by geographic proximity, i.e. dis-
tricts that are close to each other tend to have comparable
resilience levels. There is one outlier in terms of low resil-
ience, which is a district in lower Austria with a comparably
low healthcare coverage index (i.e. density of primary care
provider) that is coupled with a sudden loss in accessibility
of primary care services in case of an increased medical
needs of the population.

The indicators used include the "unsupervised", big-
data-driven indicators that have been evaluated using the
assessment modules described above. While a substantial
amount of resources went into the exact formulation of these
indicators, they have the advantage that they can easily be
applied to all Austrian districts once their methodology has
been fixed. In order to comprehensively quantify all rele-
vant aspects of resilience as defined by the SmartResilience
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her patients are distributed to other doctors according to the weights

of the links from “a” to “b” and from “a” to “c” (yellow arrows).

This, in turn, changes the capacity of the other doctors. ¢ As c has
reached its capacity limit (red), he/she must send patients to other
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doctors (blue arrows from “c” to “b” and “d”). This creates a cascade
of patient displacements of size 2

approach, these big data indicators where complemented
with more conventional, "supervised" suitable indicators.
Most of these indicators apply across all districts, as the
healthcare infrastructure (in particular in the inpatient sec-
tor) is operated by a small set of carrier organizations. The
most important regional variations however, such as health-
care coverage indicators, numbers of cases, number of avail-
able hospital beds, population density in affected areas and
such are evaluated in an unsupervised way from big data
sources. Only the results from one specific district (Vienna
Oth district that contains the country’s largest hospital, the
General Hospital of Vienna), out of 122 evaluated districts
are shown here (Fig. 14, 15). For the remaining districts, the
assessment reports containing the data-driven indicators are
available in the ResilienceTool.

A further study has been performed by Sardo et al.
(2019) looking for the answer to the question, is there a
point beyond which these pressures will severely impair the
quality of care? Resilience captures how fast and the extent
to which it is possible to deliver adequate healthcare services
to the entire population in the wake of such an assumed
shock (“stress-test”). The questions like the one above
were, at the time of working at the study, the assumptions

3 https://www.resiliencetool.eu-vri.eu
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Fig. 11 Snapshot of the hospital assessment tool. Hospitals are shown
as circles with colours that indicate their free numbers of beds. The
shaded areas give regions of equal time to travel to one specific hospi-
tal. The tool allows one to simulate an event in a specific place (speci-
fied by the time of day, traffic conditions, and the number of injured

for hypothetical scenario, similar to the COVID-19 one.
Although the assumptions for the stress-test were by far
less severe than those of COVID-19, the results are show-
ing quite a different picture than the one in Fig. 13.

4.5 Recommendations

The lowest indicator scores, i.e. the largest potential for
improvement, can be identified in the use of real-time
monitoring tools that aid decision-making, in particular in
the response and recover phase. As already mentioned, the
healthcare system is particularly robust with respect to the
adoption of new technologies. In some areas in healthcare,
paper-based record keeping is still the de facto standard, with
digital data imputation only occurring as an afterthought
in order to claim financial compensation from the social
security institution. The consequence is a lack of real-time
information on how the current "load" (numbers of patients
at specific providers in a given region—a serious problem
in COVID-19 pandemic) is distributed at any given time.
Rather, one has to infer this knowledge in the simulations
from historical data. The main conclusion of this exercise is
therefore the need to reinforce investments into developing
information flows to ensure that patient-level information is
channelled efficiently to all necessary healthcare providers

people) and computes how long it takes to bring each of those people
to a free hospital bed. Inset: example of how a scenario can be imple-
mented. By clicking on a specific location and specifying the num-
ber of injured people there, the tool estimates the resulting changes in
indicator levels for all hospitals

in order to improve the resilience of healthcare systems. This
recommendation has been fully confirmed by COVID-19
in Austria.

As the Austrian healthcare system is undergoing a major
restructuring, one of the incentives of which is the need
to harmonize the provision of medical services across the
country. This offers the opportunity to rethink the current
processes of collecting and sharing data. In particular, it
would be necessary to break up the currently existing silos
of data and to enable a comprehensive real-time mapping of
activities in the healthcare system. How many beds are right
now free in department X within hospital Y? What is the
waiting time for treatment Z in region U? While it is beyond
doubt that such kind of information is vital to improve resil-
ience of the healthcare system, it must at the same time be
taken into account that healthcare data is highly sensitive
and needs to be processed accordingly. It therefore requires
a unique set of skills to be able to (i) appropriately handle
the high-volume dynamic and sensitive data that healthcare
systems produce and (ii) have the required domain knowl-
edge to transform this data into actionable knowledge this
can ultimately be used to improve population health. A new
kind of institutional setup is therefore needed to simultane-
ously fulfil both needs, as current institutions either lack
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Fig. 12 Snapshot of the hospital assessment tool. Simulates an event of three concentrations of an adverse event, roughly simultaneous and their
impact on possible patient routing to healthcare providers, easily overcoming the normal capacity of the assigned providers
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Fig. 13 Main result of the first exercise. For each district of Austria (the “tree” on the right side), the resulting score of the resilience assessment
exercise is shown on the scale from 0 (red) to 5 (green)—*‘routine emergencies” (Table 1)

medical domain knowledge or the skills to handle large-scale
dynamic data.

The stress-testing exercise clearly show that the resilience
of healthcare systems cannot be described by trivial sum-
mary statistics, such as physician density. The resilience can
be quantified, e.g. by set of appropriate indicators, and used
to aid decisions on optimal allocations and how investments
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for the increase of regional primary (health)care provide
(PCP) densities would be most beneficial. One can estimate
the systemic relevance of individual providers and therefore,
identify which providers it would be particularly important
to keep in place or support immediately (e.g. in the case of
COVID-19, the PCPs who have succumbed the infection.



Environment Systems and Decisions (2020) 40:252-286

267

Interactive map of assessments

Visualize resil > map of

£ show Resilience Level (RL) scores only
SmartResilience Project: CHARLIE: Healthcare system v All scenarios selected

Show approved only

nurnoer
$79 Jihozépaa
A
ilbro - Ceske
<« R4+ ) Budéjovice J
v i ) Bayern ’ o
ttemberg Ingolstadt d /
tlingen 2 S NS N,
i Ulm® , : \2)Y
g ~ > X
Augsburg\. X LA o
0 ¢ Obero.™
Minchen &
(< _—
¥ . ¢

5 Q.

Tire, Dﬂnsbm(k
¢ IS

Liechtenstein
it

Trenting-Alto
Adiae/Sudtirol

Fig. 14 The 122 evaluated districts in the healthcare system of Austria

Resilience level assessment “

Assessment ‘Bruck an der Leitha (307)

Jihlava ¢ N ==
Jihovyehiod % gt

19

Assessment ID: .Ples’

Scenario neme:  51C Systemic risk in health care

| CaseStudy SmartResilience Project: CHARLIE:
name: Healthcare system
RL score: 35

kolc
H

Assessed by: Klimek Peter (MedUni Wien)

' Assessed on: 05.12.2017 00:00:00

City: ‘Bruck an der Leitha, Austria

dés

& 2.

Location: 48.02375,16.77534

. Zalaegel

L 3 Szekizrd

Fig. 15 One of the results of the stress-test (Sardo et al. 2019): Map
of Austria showing the upper bound of the resilience indicator for all
districts for a very challenging stress-test scenario. Districts coloured
in green (red) have a particularly high (low) resilience: that is, critical

Finally, the analysis confirms in the quantitative terms
the common sense knowledge saying that current health
systems are designed to deliver more of the “continuous
service” than prevention and match for extreme events such
as pandemic.

removal fractions (Fig. 10)—the map shows significant change com-
pared to the scenario in Fig. 13; note that the stress-test scenario was
not of the scale of the COVID-19 one

5 Comparing practices in the COVID-19
crisis by means of resilience indicators

5.1 Countries selected for comparison

The countries selected for the comparison were selected
based on the importance of their situations, including
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precautionary and response measures, and based on the
availability of data®—it is common knowledge that the num-
bers related to COVID-19 are collected in different ways
and formats, and cannot be compared directly; these arrive
with different time delays and all together, are yet to be con-
solidated for the full-scale scientific analysis. Hence, for the
preliminary analysis performed here, the data were collected
primarily from online sources, including media. For the sake
of traceability, main sources of information are stored in the
ResilienceTool (Jovanovi¢ et al. 2019a, b, Fig. 16).

5.2 Results per country

In the ResilienceTool, the countries are set up as one
COVID-19 case study, following the project scenario. So far,
all the countries (Fig. 17) follow the same scenario, while
country specific variances may be set up in the future, as
more information becomes available. For the selected sce-
nario, a dynamic check list of 57 indicators was established.
Again, as for the selection of countries, it was not always
possible to use the most interesting indicators (e.g. number
of doctors and medical staff affected or dead)—the data for
the values of these were simply not available. The sources
consulted were taken as available. The results are organized
on several levels per country:

Level 0 RLI-based (resilience level indicator)—Fig. 17

Level 1 Resilience phase indicators based—Fig. 18

Level 2 Resilience matrix based—Table 3 and Annex 1

Level 3 Detailed description Table 4 and Annex 2 (exam-
ple China)

Level 4 Full reports—Fig. 19 and Table 5

6 Identifying and understanding emerging
risks related to COVID-19

COVID-19, as discussed in chapter 1.3, cannot be consid-
ered as a “pure breed” emerging risk. But as a phenomenon
and cause of further emerging risks, it affects the global risk
and resilience management by:

— changing both the internal and external context,

— exposing huge lack of valid relevant information and
knowledge, the potential for established information to
become invalid as the context changes and the possibility
of misinformation becoming common in the new context,

6 An interesting point could be if the availability of data in itself is an
indicator of how resilient the country might be to pandemic, reflect-
ing the state of healthcare informatics accuracy and flow?

@ Springer

— causing impact that the new context may have on the
control environment, specifically noting that an emerg-
ing risk may jeopardize the current control environment
(e.g. the healthcare infrastructure in case COVID-19),
or require new thinking in terms of controls that must be
applied,

— being systemic in its nature and multidisciplinary in its
character, and

— being of transnational or sector or system transgressing
nature.

As arisk with low likelihood (frequency), but high impact
on human health, safety security, the environment or the
resilience of the society, and as summarized in Table 6, it
fits the criteria specifying differences between a risk that is
already subject to appropriate control and an emerging risk.
The process of “maturation” of emerging risks shows that
the organization should look at the emerging risks initially,
looking at weak signals and giving due consideration to the
potential for future impact and speed of change rather than
fixate on current impact.

For an emerging risk, it is necessary to consider the main
characteristics describing its emerging character: the accu-
mulation of the available knowledge/information about it,
i.e. its maturation with time. In most of the cases, the evi-
dence collected will be heterogeneous and incomplete, often
contradicting, and it is therefore necessary to ensure that
each piece of evidence is stored in a structured manner, in
order to obtain a meaningful and consistent picture of an
emerging risk as soon as possible.

Practically, it is assumed that a risk “starts” as an emerg-
ing risk, when the first indication (e.g. a “weak signal”) is
recorded for the first time. After that, any new evidence
(notion), further early warnings, indications, signals, pre-
cursors, incidents, etc., recorded and processed will contrib-
ute to the process of maturation of an emerging risk.’ This
may lead to first anticipated scenarios, usually formulated
by potentially involved stakeholders, who start to feel threat-
ened by these scenarios. If these scenarios start to material-
ize more frequently, further development (maturation) might
lead to the creation of interest groups leading to actions to
clarify and/or prevent the emerging risk. Once this process
leads to, e.g. new or changed regulation, legal decisions and
similar, one can talk about fully emerged risk, fully included
into the scope of known, and thus conventional, risks.

Although the maturation of an emerging risk does not
necessarily need to have a constantly ascending character
and the initial indication may end up by becoming false
(e.g. no occurrences happen or counter evidence becomes

7 https://committee.iso.org/sites/tc262/home/projects/ongoing/iso-
31022-guidelines-for-impl-2.html
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COVID-19 Country Assessments

[} coviD19 Resilience

[Z}- COVID-19 Resilience assessment DCL [USER]
COVID-19 Assessment for Austria
COVID-19 Assessment for China
COVID-19 Assessment for France
COVID-19 Assessment for Germany
COVID-19 Assessment for Israel
COVID-19 Assessment for Italy
COVID-19 Assessment for Norway
COVID-19 Assessment for S. Korea
COVID-19 Assessment for South Africa
COVID-19 Assessment for Switzerland
COVID-19 Assessment for USA

[Z}- System analysis facing COVID-19 [COMPLETED)

Financial System

Health System

Social Infrastructure

Fig. 16 Countries analysed by the ResilienceTool

COVID-19 Country Assessments v | All scenarios selected

v Unites wifigdom e

Colomb

Paraguay

Fig. 17 Countries covered by this resilience analysis (“level 0”)

available, the maturation process starts decaying and the
emerging risk, eventually, disappears), the early identifica-
tion of early warnings is extremely important. One way of
capturing these early warnings, is the risk radar (Fig. 20), as
applied to COVID-19. The COVID-19 related events should
be monitored in order to ensure business continuity and the
respective warnings properly aggregated, classified and visu-
alized for the stakeholders. Thus, it enables stakeholders to

Case Study 57 JET Report | Full JET report

Benchmark
Scenario 210 Info
Resilience level 192 Info | TreeMap | Compariso
Assessment RL 538 Result | Report | TreeMap
Assessment RL 537 Result | Report | TreeMap
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Assessment RL 521 Result | Report | TreeMap
Assessment RL 525 Result | Report | TreeMap
Assessment RL 530 Result | Report | TreeMap
Assessment RL 522 Result | Report | TreeMap
Assessment RL 529 Result | Report | TreeMap
Assessment RL 524 Result | Report | TreeMap
Assessment RL 523 Result | Report | TreeMap
Functionality level 194 Info | Comparison
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Assessment FL & 536 Result | Report | TreeMap

[ Shaw approved only
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‘ City: Jecusalem, Iscael T

palne Phllipp ries

, Location: 31.76832.35.21371

South Sudan

'Yy

Mocamblaue

discuss early on, what the intended and unintended effects
of the developments may be.

The Risk Radar tool has been applied to scan, moni-
tor and visualize the ever-growing volume of online data
on COVID-19. The tool utilizes a purely content-based
methodology to rank a set of publicly available documents
(news articles, blog posts, abstracts from scientific journals
etc.) according to their potential to generate impact. The
tool considers the textual data over a period of time for a
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Resilience Level per Phase (phases IV and V not assessed)
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Fig. 18 The resilience phase results (“level 1) per country
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Table 3 Resilience matrix based (“level 2”) results per country (example of Austria, full report in Annex 1, the RLI is given in the matrix)

Resilience Level Overview Comment

Resilience level (RL) matrix
Il Absorb / | IV. Respond /.| V. Adapt/
wihstand | recover _ transform

333 3

Austria Weaknesses:
R B e
o e RS

@
System /
physical

Strength:

b.
Information /. 35 267

smartness.

c
Organization/ 333

business

d.
Societal / 3
political

e
Cognitive / 3
decision
making

- Preparedness level not sufficient related to medical equipment/intensive care equipment

- Good monitoring of situation
- Fast implementation of measures
- Good coverage of medical equipment

given topic, uses this information to perform data analytics
to rank the relevance or importance of the documents and
related keywords based on document centrality. Centrality
is a simple indicator for gauging the impact of the document
that captures the frequency of the terms, but also how these
terms are related to each other. The tool yields the Radar
and a Network map. The former includes a list of risks-
related keywords on a radar-like widget, along with the list
of sources used for extracting and ranking these keywords.
The position of the keywords (shown in yellow dots) on the
radar indicates its importance where the closer to the centre
the term is, the more “relevant” a keyword is in documents
related to the COVID-19 coronavirus analysis. The Network
map includes a short description of the topic (shown in green
circle) connected to the most common keywords (shown in
blue circles) and the articles (in colours of red, orange and
yellow). The colour and size of the collected articles are
designated based on their relevance; the larger circle has the
highest applicability to the topic.

By looking at different sources (e.g. “science (Fig. 20),
“media” and “public” (Fig. 21)) the system identifies the
topics of interests in the information parsed (web pages,
blogs, publications, reports...) and assigns them the respec-
tive risk scores according to the criteria set (e.g. sentiment,
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credibility of source, context, etc.). The early warning is
identified on the basis of the relation of the terms in search,
not on simple “word bagging”. The radar-like visualization
is based on the semantic network in the background allowing
user to drill-down to the initial source of information and
obtain the background information (e.g. the full-text report).
An example is shown in Fig. 22, accidentally showing the
predictive character of the methodology and the tool: the
screen shot made on March 30, 2020 was identifying as risk,
which in fact materialized 7 days later.

7 Interdependencies and scenarios:
COVID-19, health, economy, society,
acceptance...

As shown by Klimek et al. (2019) modern macro-economic
theories can be of limited usability to predict the duration
and the recovery rate of a crisis (Fig. 23). Predicting the
outcomes and recovery from COVID-19 global crisis will
be an even greater challenge.

This analysis has to focus on resilience as a non-equi-
librium property of networked complex systems (example:
the system looking simultaneously at health, economy/
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Table 4 An example of the summary report per country (“level 3 report”): example of two countries, two indicators, https://www.c19hsrm.org/

searchandcompare.aspx

Italy

France

Monitoring and surveil-
lance

Physical distancing

For surveillance purposes, Italy adopts the European Centre for
Disease Prevention and Control (ECDC) definition, which
describes a case as a person who is confirmed as having the
virus that causes COVID-19 through lab testing, regardless of
signs or clinical symptoms

The government is also evaluating digital “contact tracing” solu-
tions, which would allow the detection of the infected person’s
movements. Concerns about privacy, however, remain a focal
point

A National Surveillance System, coordinated by the ISS, was
activated on 27th February and oversees the daily gathering
of data from regions and from ISS’s National Laboratory for
SARS-CoV-2 through a dedicated web portal reporting info-
graphics (graphs, maps and tables), describing the diffusion in
space and time of the spread of the disease across the country
and providing a brief description of infected cases

o [taly was the first country in Europe to adopt restrictive physi-
cal and social distancing measures

e Although introduced incrementally, the nation transitioned to
full lockdown in a very short period

e Government decrees released from 9th to 22nd March have:

e Banned any movement except for proven working require-
ments, situations of necessity and health reasons. Citizens must
carry a signed self-declaration explaining the reason for their
movement or risk criminal charges
e Prohibited any form of mobility for those in quarantine or
who have tested positive to the virus
o Closed all schools and universities, requiring educational
activities to take place solely through online teaching
o Suspended all forms of gatherings, including sport competi-
tions and cultural, recreational, religious or trade-fair events
o Suggested salaried workers resort to days of paid leave or to
work remotely
e Discontinued civil and religious ceremonies, including funer-
als

The monitoring and surveillance of the
epidemic is integrated in a prevention and
management plan with four stages

o The first stage consists in limiting the intro-
duction of the virus on the national territory
(from February 23)

o the second stage (reached on February 29)
consists in limiting the spread of the virus on
the national territory

o the third stage (reached on March 14) consists
in reducing the effects of the epidemic; and

o the fourth stage consists in going back to the
baseline situation before the start of the epi-
demic. However, surveillance measures were
implemented in France from January 10

o The first global measure was limited to the
interdiction of large public meetings of more
than 5000 persons first (on March 4), then
of more than 1000 persons (on March 8) and
then of more than 100 persons (on March 13)

e Concurrently, on March 11, visits to all resi-
dential nursing homes were stopped to protect
the older population.

o Closing of all schools and universities by
a decree dating from March 13. all public
places, except essential shops such as super-
markets, were also closed

o the president announced a total lockdown
(stay-at-home) policy from March 18 onwards

o All employers were asked to put in place
teleworking for their employees whenever
possible

o Only people who cannot work remotely and
provide essential services (including health,
medical research, production of essential
goods...) are allowed to go to work

o Others are only allowed to go out for getting
food, for medical reasons or for short recrea-
tion activities in the immediate vicinity of
their place of residence

production and social acceptance) and develop a response
model including all relevant factors, similarly to the frame-
work based on the theory for input—output economics. In the
example of such a model calibrating the framework to data
from 56 industrial sectors in 43 countries between 2000 and
2014 (Fig. 23), it was possible to model the susceptibility
of individual industrial sectors to economic shocks across
countries, sectors, and time. In this work we proposed an
analytic approach to compute the susceptibility of a given
sector in a country to shocks from other countries and sec-
tors. Predictions based on these susceptibilities outper-
formed thus, by far, standard macro-econometric time series
models. They are analytically more rigorous, empirically
more testable, and flexible enough to address even highly

uncertain non-linear policy-relevant scenarios, as shown at
the example of the impact of the, in 2019, imposed tariffs on
US imports (steel and aluminium) on specific sectors across
European countries. This clearly speaks for use of these
methods also in the prediction of interdependencies (e.g.
those among health, economy and society) in the predic-
tion of the COVID-19 related recovery. In the same context,
the recovery will obviously be part of the resilience cycle,
involving the phases described in chapters 2 and 3. Applying
the method described in chapter 3.2 and assuming the values
of some of the (currently extremely volatile) indicators, one
can model the scenarios and the interdependencies as shown
in Fig. 24 and 25.
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Fig. 19 An example of sites
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In all scenarios and considerations, one will certainly
have to take into account the acceptance levels (equalling
to the limits in the stress-tests) and modelling these will be
a challenge of its own. The acceptance analysis will have
to take into account the risk perception aspects, as an issue
playing an ever increasing role in all the considerations to
COVID-19, too. The question remains: what is needed to
make early warning and risk perception a better tool for
disaster prevention? Or why do leaders, during an event,
announce quickly that more investments are needed, but as
the effects of the outbreak fade original plans fade as well.

Taking the example of Switzerland, each of its 26 Kan-
tons is supposed to do disaster planning based on the risk
report and the scenarios issued by the federal Bundesamt
fiir Bevolkerungsschutz (BABS). Key elements to support
the transition of risk analysis to disaster prevention is the
risk dialogue among the involved parties on all the political
level as well as on the expert and citizen level. Based on the
risk analysis and the risk dialogue capacity planning, on the
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community, canton and state level, as well as on a company
/SME level, should be conducted. Thereby the threat of a
pandemic spread is one of the biggest risks, but by far not
the only risk, that requires preparation. Therefore, each of
the disaster prevention plans should be aligned with Safety
policy and strategy of the Swiss Government. In the case
of COVID-19, it is apparent that the virus does not stop at
national boarders and joint multinational efforts are needed
to generate the necessary capacities to prepare and fight the
virus. But, all disaster prevention measures come at a price.
In this context, the returns on safety investments are hard to
quantify and most often do not generate a return within a
short time frame. Creating /engineering more resilient sys-
tems, cities, societies, healthcare systems require a political
discussion about how much safety does one want and how
much is it going to cost.
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Table5 An example of the summary report per country (“level 3 report”: the list composed out of 57 indicators; no values for the indicators

covering recovery and adaptation phases provided)

Dynamic Checklist Assessment Results
COVID-19 Assessment for Germany

Assessment Basic Information
Created on: | 4/3/2020 9:20:09 PM
Created by: = Rosen Tal (R-Tech)
Case Study: = COVID19 Country Assessments

- COVID19 Resilience of selected countries
Scenario:

COVID-19 Resilience assessment DCL

=3.43
Good

Number of indicators per cell

Prsse

Resilience level

h Range of improvement : 8.28

e:3.03 —_—

\'bi3.34

——a:392

1111, Was a case of
pandemic taken into
account for purchasing
hospital/IC equipment
and supplies?; ID-5703

1112. Do the availble
medical personal
‘equipment quantities
take into consideration
excess workload?; ID-
5704

1121, are there
procedures in place to
provide travel
recommendations/restricti

105106

113.1.1s there a
law/regulation in the
country that governs
pandemics and their
associated risks; ID-5708

112.2. does the regulation | Indicator
support actions such as

travel restrictions, closing

borders and personal

quarantine?; ID-5709

govemments to take
measures 10 best
mitigate the event?; ID-
5710

ROBERT KOCH IN¢

httpsy//www gesetze-im-
intemet.de/ifsg/BINR104510000 htm
Gesetz zur Verhutung und
Bekampfung von
Infektionskrankheiten beim
Menschen (Infektionsschutzgesetz

- IfSG)
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Table 6 Emerging risks
are risks characterized by

inadequate understanding and
ineffective control environment
of sound management practice

Elements of maturation: Emerged risk Emerging risk COVID-19
Knowledge, information Established Vague Vague or missing
Focus “Business as usual” Warning, alert High, global alert
Control effectiveness High Low Very low, inexistent

as the quality of information

improves Signals, indications, occurrences
Maturity of risk management

Regulatory/legal framework

Good and numerous Weak and seldom Weak and ambiguous
High Low, vague Low, missing
Exists Vague or missing Missing, inconsistent
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Fig.20 Risk Radar tool applied to the Corona/COVID-19 issue:
Web-semantics based analysis identifying the issues of interest and
potential new risks, including main sources (on the right); the num-

8 International risk and resilience standards
relevant for COVID-19 risk and crisis
management

The main calling of the relevant ISO standards (ISO 31,000
series and 223xx series, Fig. 26) is to provide universal,
yet meaningful guidance on developing new competencies
and business models to create relevant and realistic rec-
ommendations in an ever-changing uncertain world. Risk
enters every decision in life, but clearly some decisions need
a structured approach and the more complex and uncertain
the issues, the more an adaptive and comprehensive policy,
framework and processes are required. Dealing with risk is
part of governance and leadership. These considerations are

@ Springer
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2020) corresponds to their importance; here the risks resulting from
analysis of expert opinions extracted from the course on the risk

at the heart of ISO 31,000, Risk management—Guidelines,
which delivers a clearer, shorter and more concise guide that
will help organizations use risk management principles to
improve planning and make better decisions.

In the standard, risk is defined as the “effect of uncer-
tainty on objectives”, which focuses on the effect of incom-
plete knowledge of events or circumstances on an organi-
zation’s decision-making. This requires a change in the
traditional understanding of risk, forcing organizations
to tailor risk management to their needs and objectives—
a key benefit of the standard. The framework supports all
activities, including decision-making across all levels of the
organization. The ISO 31000 framework and its processes
should be integrated with governance, strategy and manage-
ment systems to ensure consistency and the effectiveness
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Fig. 21 Risk Radar tool applied to the Corona/COVID-19 issue: comparison between press and media (left) and public www sources (right)
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Fig.22 Risk Radar tool applied to the Corona/COVID-19 issue: Web-semantics based analysis identifying the issues of interest and potential
new risks, including their sources in www-snapshot made 7 days before Boris Johnson was hospitalized (Steinbeis 2020)

of management control across all areas of the organiza-  resilience, IT, corporate governance, human resources,
tion. This includes strategy and planning, organizational =~ compliance, quality, health and safety, business continuity,
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Fig. 23 Visualization of response curves. a An impulse shock of
unit size is applied in year t=2014 to every sector, i, in the USA.
In response, the output of each sector is driven from its equilib-
rium value. b Every line corresponds to one of the 30 largest sec-
tors, ordered according to their susceptibility to the shock (i.e. the
area between the response curve and the dotted line that represents

crisis management and security. All of which are relevant
to responding to a pandemic. Resilience is built on under-
standing current and emerging risk and building the adaptive
and responsive elements of the organization to deal with the
risk one knows and anticipate, through a resilience strategy
to address both the known and unknown “Knowns” and the
known and unknown “Unknown”. The application is sup-
ported by the methodologies available in IEC/ISO 31010
Risk Management—Risk assessment techniques, providing
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the equilibrium value). The sectors with the largest impact are pub-
lic administration, real estate activities, human health, and wholesale
trade. On the other end of the scale one finds the construction sector,
that after the initial shock profits from the disruptive event. Depend-
ing on the sector, full economic recovery might take up to 6—10 years
(Klimek et al. 2019)

guidance on the selection and application of techniques for
assessing risk in a wide range of situations.

With the new ISO 31050, currently under development,
the decision makers will be better equipped to manage both
known (ISO 31000) and emerging risks (ISO 31050). To
this aim, ISO 31050 will deliver structured context (e.g.
definitions, drivers, metrics, etc.), emerging risk manage-
ment framework, the procedure, the guidance for com-
mon format(s) for interoperability and indicators. It will
also deliver emerging risk application examples in the
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Fig. 24 Functionality graphs for three representative aspects of Soci-
etal Resilience: Healthcare sector, Financial sector and Society-as-
an-Infrastructure. The scenario estimates a time horizon of just over
a year, similar to previous outbreaks in 2002 and 2009, and projects
one reemergence of COVID-19, as a worst case, given the lack of
current data on possible treatments. The GDP-data forecast is from
German sources (Der Spiegel 15/2020). The Acceptance level indi-

Fig. 25 The “Resilience land-
scape” corresponding to the
scenario in Fig. 24
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informative annexes of the standard. The recommendations
of the standard should facilitate best practices, enhance resil-
ience, promote agility, assist transformation, deliver insight,
insure foresight, establish value and integrate resources—
also for enhancing resilience of critical infrastructures. The
standard is monitored by the ISO Technical Committees
TC262 and TC292.

cates the estimated loss of functionality which is still considered tol-
erable by society, as defined by the state. Each functionality curve
represents its segment as a whole, i.e. Financial systems, including
stability indicators as well as debt, recovery programs, etc. Special
note is given to Social Infrastructure as it relies often on perceptions
and expectations that are not necessarily founded on facts
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9 Conclusions—preparing for “COVID-2.0"

9.1 Will the“how” become more important
than “what”?

As in the preceding cases of pandemics-like events and other
disasters and shocks, also in the case COVID-19 crisis, the
recommendations, related to future cases (“COVID-2.0”) for
the future actions and measures start appearing in parallel to

@ Springer



278

Environment Systems and Decisions (2020) 40:252-286

Fig. 26 Managing risk and
resilience under the umbrella
of ISO

~ ISO/EC 30141

SO/EC 27002 N

7z
\I . 1S0/EC 27033 \ ;SO/ IEC Jch :',/ sca1 d ISO/EC 20924
. Internet of things an
ISO/IEC ITC 1/SC 27 | related technologii
: . gies
security techniques . ;
1SO/EC 27032 ISO/EC 30149 =~
1SO/EC 27042 ISO/EC 27005 . - TR ISO/EC 27035
~ sofcIom Iso/TC292 |
1SO/EC 27017 Eolic I Security and /
ISO/TC 262 ( ISO/IEC JTC 1/5C 38 > resilience _*
Risk Cloud Computing and I B —
. distributed platforms
management \
Future 31030 / > ISO/EC 19086
- 1SO 31000 , 7z
\ 1SO/EC 31010 = . . ISO/EC17789
- ot

the crisis. But before looking for the new ones, for the “les-
sons learned” and “new agendas”, it might be useful to look
at the inheritance from the past. Especially the organizations
like UN (1994), WEF (2006, 2007, 2008, 2009, 2010, 2011,
2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019, 2020),
OECD, IRGC (2010, 2011) or WHO have provided a num-
ber of seminal documents of the kind, focused around the
idea that the new threat of breakdown of essential systems.
What needs to be done? Improve effective monitoring and
communication of virus activities, coordination of response
and mitigation by different countries, research and develop-
ment for new vaccines, building capacity for vaccine pro-
duction, improve supply chain readiness and cooperation,
improve emergency communication, transport and treatment
infrastructure and adjusting the coordination pf public and
private resources to mitigate a pandemic. A simple check
shows that the most of the recommendation made in the
reports above, some of them almost two decades old, still
fully apply (e.g. OECD 2003), as for instance, in the case
of COVID-19:

1. Adopt a broader view on risk

a. Enhance multidisciplinarity in risk assessment and
management

b. Consider communication needs of different target
groups as an integral part of risk management and
provide a concing rationale for jutsifying levels of
acceptance

c. Detect changes in the risk landscape early

2. Examine the consistency of policy across risk areas...
etc.

... but are not fully implemented, not only at the global,
but also at the regional and national levels. Similarly, the
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results of the analysis covering over 25 years of experience
in the area of pandemics (provided in OECD 2011b) are
still far from being implemented. Hence, when talking about
COVID-2.0 one should consider finding the reasons for non-
implementation and look that known “whats” are accompa-
nied by the respective realistic and implementable “hows”.
The main “hows” proposed by this paper are.

1. to focus more onto the extreme phases of the resilience
cycle, namely onto

a. the phase of emerging risks and
b. the phase of adaptation and transformation

2. to use more the resilience indicators as a part of

a. international benchmarking and
b. improved communication for facilitating consensis
on accepctance levels and intervention points

3. better align and standardize best practices globally, pri-
marily

a. the approaches, principles and methods (e.g. by
means of international standards) and

b. the tools and ways for dealing practically with prac-
tically with crises like COVID-19

9.2 Challenges

The list of challenges which preparation for the next round
and implementation of the numerous lessons learned (the
flood of which is certainly to be expected after COVID-19

crisis) will necessarily need to look at the issues such as.

¢ Global management of resources
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e Global managing of the dynamic of pandemic (and
other global shocks)—because the strategies based on
time (e.g. postponing or flattening of curves) can be
the only, albeit, almost “medieval” available strategy in
face of completely new threats or new combinations of
known threats (e.g. the 2020 combination of drought and
COVID-19 in Chile)

e New ethics of disaster management—questioning the
principles embedded in traditional approaches

e New understanding of established social categories
likeun

— Privacy vs. need for surveillance,® data protection,
and related issues
— Work and employment
— Return on Safety Investment
(What is the value of ICU and excess ventilators
in times of no epidemic/pandemic spreads?)

e Appropriate narratives for communication targeted
towards different cultures, societies and vlaue groups
(global “emoticons” in crisis communication, such as
black swans, grey rhinos, tigers & flies, etc., familiar
in some parts of the world were hardly used or misun-
derstood elsewhere; the society relying always more on
condensed information, might be needing more of these
in the future)

e Need to quantify and stress the unknown future (and be
caught by surprise, Sechrist 2019)

e Focus on functionality, not assets or infrastructures
(CISA 2019)

¢ Fight misinformation and misuse of disaster related infor-
mation for political or similar purposes

e Actively work on the agility of the society as a whole—
especially on hyper-long and extremely complex supply
chains, global infrastructures (infrastructures-of-infra-
structures) exposed to complex systemic risks

9.3 Use of indicators

The analysis in the paper is largely based on indicators and
the paper shows how such an approach can be used in a case
like COVID-19. But when using this approach, one should
be always aware of the limitations linked to the indicators
and approaches based on them. This should be a part of the
subsequent analysis, but already so far, the above analysis
has faced a number of non-trivial issues, the main (“top 5”)
of which should be mentioned here:

8 https://www.pepp-pt.org/

a. The 57 indicators used in the sample analysis were, were
hardly giving a complete picture of COVID-19 related
the complex situation in the respective countries;

b. The definitions of these indicators in different countries
were by large not the same (e.g. the definition of an
“intensive care unit bed”—e.g. including the ventila-
tion capacity or not);

c. The acquired values of indicators (cf. Figure 5 and
Fig. 7) were acquired in different ways (e.g. the number
of deaths—including the care home deaths or not—Ilead-
ing to large differences in the UK”) and are, generally,
more difficult to obtain for the indicators being most
interesting;

d. The values of indicators in a check list, no matter the
effort, are practically always referring to different points
in time and are often different in character (e.g. interval
vs. cumulative)

e. The (perceptual, cognitive and contextual) salience of
indicators, their efficiency, as well as their independence
of each other and capacity to discriminate differences
(e.g. among countries in COVID-19 crisis), remain to
be explored in future research.

The above issues are, obviously, not COVID-19 specific.
But, in this analysis, it came as a surprise to see how readily
these issues were forgotten in comments and discussions
taking place during the COVID-19 crisis: the (generally few)
available ones were readily used.

9.4 COVID-2.0 as a case of both risk and resilience
consideration

COVID-19 was foreseen: WEF published various articles
about pandemic risk estimating the impact, always in the
range of more than one million deaths and a likelihood of
occurrence between 1 and 10% (see reports in the last dec-
ade). Uncertainty about the nature of a potential outbreak
persisted.

In the Global Risk Report 2010 the situation remained
similar, indicating lack of preparedness for pandemics on
international and on state and corporate levels. In the 2013
Global Risks Report, the focus was put on the danger of on
human hubris on health. Despite the big successes in the
management of new diseases and the containment of recent
pandemic (SARS, Avian Flu, Swine Flu) we still face rising
rates of chronic illnesses killing millions of people each year
and we are “never far from the edge of a catastrophe, as new
biological mutations will eventually overcome a prior human
innovation”. In the subsequent year, Global Risks Report
was reporting that pandemic spreads could lead to decreased

9 https://www.bbc.com/news/health-52103808
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social stability and dysfunctional cities. Considering the fact
that over 3 billion people are living in the world major cities,
communicable disease may spread faster and our healthcare
systems might be heavily overloaded. Interestingly the most
recent reports WEF mentions the risk that global supply
chains might be too lean and that they are vulnerable to
systemic risks e.g. to a pandemic.

Similarly, in 2015 The Swiss Government issued the
report “National Risk Analysis of Disasters and Emergen-
cies in Switzerland” (Swiss Federal Office for Civil Protec-
tion, Brem 2015). The Risk Report provide a Risk Analysis,
methodology and hazard catalogue with hazard files. As one
of the top risks, actually the 2nd highest, “Pandemic” was
identified. But these and other numerous warnings have led
to few practical actions, both globally and locally and glob-
ally—COVID-19, when it came, has been generally per-
ceived as surprise.

The above blurs the hope that there will be to many “les-
sons learned” from COVID-19 for “future COVID’s”. On
the contrary, many side-phenomena, such as flood of fake
news, wide spread of conspiracy theories, and/or use of the
crisis for “politicking”, are probably here to stay. The same
applies the lasting consequences of some of the solutions
applied during the crisis. The quarantine enforcement will
certainly stop once the crisis is over, but people’s contact
tracing, flow modelling, social-graph making and other
and tools applied in the crisis will probably not. These are
likely to have deep and lasting impact on civil liberties on
all scales, especially when combined creeping changes in
change in ethics, caused by the enforced choosing among
the patients to be treated (or not) in the peaks of the crisis.

The research performed here, although based on very
scattered and largely preliminary unverified (manly online)
data, has as the main goal to show the validity of the
approach applied, the approach based on.

improved management emerging risks

broad use of resilience indicators

new way of analysis of interdependencies and
relying on international standards

@ Springer

will help to prepare better for future crises (“COVID-
2.0”). The research was looking primarily at the health infra-
structure, but is has.

e partly tackled also the economy/financial infrastructure
and
e (in the area of indicators used) the societal/political one.

These are areas where future research is certainly needed
and, when made, will bring new insights clearly needed.
Nevertheless, research has, however, indicated some of sur-
prising sides of the COVID-19 crises: at least as of April
2020, the world has shown a surprising level of resilience—
serious difficulties, yes, but no collapses of the health infra-
structure. Some political disturbances were recorded, but
no social unrest (possibly looming for the time of the eco-
nomic ripple effect of the health crisis). The rather optimistic
self-assessments of own performance were rather the rule
then exception (see Annexes) and the expectations that the
world will overcome the COVID-19 crises were high. But
for overcoming COVID-2.0 of tomorrow, one will probably
need more: the threats are going to become more sophisti-
cated and the complexity of the society and its vulnerability
increase.
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Resilience Level Overview Comment
Resilience level (RL) matrix Weaknesses:
FRSEL Lo |ttty o fepens | At - - Prcz{ar;dnes.s levef/r'lott su]?‘icient related to
- medical equipment/intensive care
System / - 333 3 3.16 . q p
physical equipment
E \nsfz‘rglia:r:;c;rs\/ 35 - 267 3.08 Strength.'
= . - Good monitoring of situation
2] e * > 33 - Fast implementation of measures
3 5“;“‘ / 3 35 236 120 - Good coverage of medical equipment
political
ey 3 35 356 3.35
making
- 321 3.46 3.13 333
Resilience level (RL) matrix Weaknesses:
| g et Ty st o [ - I”if"“[i ’Zedicf’ ef?"?’”‘f’” and intensive
. care beds not sufficien
ey ’ } - 38 Strength:
< ‘"?;(Q‘EU‘EQ /. ss - 4 375 - Very efficient building of additional first
E e response centers/hospitals
- e o - e - Efficient measures implemented in short
O Schic%'tal / 4 3 4 367 time
¢ 2, - Good plan for reintegration of the isolated
CS??EFXT 8 = g i workforce into the production processes
making
3.79 3.16 4.04 3.55
Resilience level (RL) matrix Wealknesses:
Dr;:;\:;én | unaRléSri‘znc H.;;né;f:tw uv\”/;islz:‘z/ . 'R::upvngr:d / Ymt:(sl’suet“( - = avai’lable medical equipment quantities
. don’t meet the excess workload
] ’ ’ >0 0 - available intensive care beds not sufficient
8 informtion /| 375 - 3 338 - triage and transportation of patients to
smartness . .
z . other countries required
é Or%aurylznast;zn / 37 329 32 3.22 Strength.'
= oy 3 5 35 A - very effective isolation/quarantine rules as
Pt well as other societal measures
ey 2 35 318 2.89
) See also: Annex 2
273 332 3.13 3.08
Resilience level (RL) matrix Weaknesses:
PASEL Lo L Aniate) L pbrh i espona ol - - 2gck of understanding the risk on Societal
. imension
. e ’ ¢ = 2 - Although specific studies and pandemic
% ey [ - 217 334 plans are available, decision making was
smartness
. slow
§ Or%&:]r;llznastggn !/ 267 4.14 37 3.51 Strength .
= Sl . 4 377 292 - the medical system and available intensive
< colte care equipment are on a high level
o 1 4 4 303 - testing capacities are on high and will be
making .
= extended during the absorb phase
2.04 4.04 372 343
Sources for the indicators values (Germany):
5 ps://dipbt.bundestag.de/dip D
1.  https:/dipbt.bundestag.de/dip21/btd/17/120/171205 L.pdf
2. hups://www.who.int/influenza/preparedness/pandemic/influenza_risk_management update2017/en/
3. htips://www.rki.de/EN/Content/infections/infectious diseases _node.html
4.  https://apps.who.int/iris/bitstream/handle/10665/259884/9789241513623-
eng.pdf;jsessionid=. 2sequence=
df; d=37593730881AD4385F0994489BD7BID3?. 1
. ""§ 23 Zivilschutz- und Katastrophenhilfegeset; (ZSKG) Biostoffverordnung (BioStoffV)
. https://www.rki.de/DE/Content/Infekt/Preparedness Response/Rahmenkonzept Epidemische bedeutsam
e _Lagen.pdf? blob=publicationFile
A ps://www.auswaertiges-amt.de/de/ReiseUndSicherheit/10.2.8Reisewarnungen
7. https:/) /1 t.de/de/ReiseUndSicherheit/10.2.8R
4 s://www.ecdc.europa.eu/en/threats-and-outbreaks/reports-and-data/risk-assessments
8. htps:/h d )pa.eu/en/threats-and-outbreaks/reports-and-data/risk t
9.  https://www.gesetze-im-internet.de/ifsg/
10. https://www.gesetze-im-internet.de/ifsg/ _5.html
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Resilience Level Overview Comment

11. Gesetz zur Verhiitung und Bekdimpfung von Infektionskrankheiten beim Menschen
(Infektionsschutzgesetz - IfSG) "https://www.gesetze-im-
internet.de/ifsg/BJNR104510000.htmI#BJNR104510000BJNG000201116

12. https://www.bmi.bund.de/DE/themen/bevoelkerungsschutzy/coronavirus/coronavirus-node.html

13.  https://www.tagesspiegel.de/wirtschaft/bahn-setzt-weniger-fernzuege-ein-ice-1-flotte-steht-bis-
mindestens-ende-april/25697966.html

14. https://www.handelsblatt.com/technik/it-internet/virus-auswirkungen-corona-wird-fuer-homeoffice-
anbieter-zum-haertetest/25653070.htmi?ticket=ST-1125554-tlefyoZdMJabjdhjC9d1-ap5

15. https://www.zeit.de/arbeit/2020-03/homeoffice-arbeitgeber-angestellte-coronavirus-freistellung

16. https://www.tagesspiegel.de/politik/wie-die-coronakrise-auf-den-politikbetrieb-wirkt-die-
bundesregierung-setzt-auf-homeoffice/25650090. html

17. https://background.tagesspiegel.de/mobilitaet-transport/industrie-vs-virus-kann-die-autoindustrie-
medizintechnik

18. https://www.n-tv.de/auto/Die-Autoindustrie-im-Kampf-gegen-Corona-article21684802. html

19. https://www.welt.de/wirtschaft/plus206422893/Coronavirus-offenbart-riesige-Defizite-an-Deutschlands-
Schulen.html

20. https://www.bundesregierung.de/breg-de/aktuelles/pressekonferenz-von-bundeskanzlerin-merkel-zu-
massnahmen-der-bundesregierung-im-zusammenhang-mit-dem-coronavirus-1731022

21. https://www.aerztekammer-bw.de/news/2020/2020-03/corona-studierende/index. html

22. https://www.n-tv.de/politik/Spahn-will-Arzte-im-Ruhestand-reaktivieren-article21640571. html

23. https://www.tagesschau.de/inland/medizinstudenten-101.html

24. htps://www.aerzteblatt.de/nachrichten/111125/Bund-und-Laender-beschliessen-Krankenhaus-
Notfallplan

25. https://www.rki.de/DE/Content/Infekt/EpidBull/Archiv/2020/Ausgaben/15 20.pdf? _blob=publication Fil
e

26. https://www.businessinsider.de/wissenschaft/gesundheit/mit-diesem-verfahren-entscheiden-aerzte-im-
corona-notfall-welche-patienten-behandelt-werden-und-welche-nicht/

27. htips://www.telekom.com/en/company/details/corona-prediction-telekom-supports-rki-597114

28. https://www.bundesregierung.de/breg-de/themen/coronavirus/corona-massnahmen-1734724

29. https://www.auswaertiges-amt.de/de/ReiseUndSicherheit/covid-19/2296762

30. https://www.bundesregierung.de/breg-de/themen/coronavirus/corona-massnahmen-1734724

31. https://www.bundesgesundheitsministerium.de/weiterere-beschluesse-krisenstab-bmi-bmg. html

32. https://www.bundesgesundheitsministerium.de/weiterere-beschluesse-krisenstab-bmi-bmg. html

https://www.welt.de/politik/deutschland/article206762429/Corona-Sechs-Millionen-Schutzmasken-fuer-

Deutschland-verschwunden. html
Resilience level (RL) matrix Weaknesses:
PHASE / I. Understand | Il. Anticipate / | lll. Absorb / | IV. Respond / | V. Adapt/ - - NO sufﬁcient economic help programmes
Dimension Risk prepare withstand recover transform o . ..
. available to support individuals/employee
ot ’ ’ e ' B - No previous experience with similar events
- ———— s . % . . oo - Coverage of hospital available equipment
= s and beds are on rather low level
O ti 3 343 375 - - 339 .
é rganzaton Strength:
[22] d. - 1 /
2 st 5 o 2o . . 08 Efficient closing of borders
Pt - Quarantine measures implemented fast
C ti .
Sy 2 4 37 - - 3.23 and efficiently
making
2.62 344 3.72 - - 327
Resilience level (RL) matrix Weaknesses:
PHASE /. I.Understand | Il Anticipate / | ll. Absorb / | IV. Respond / | V. Adapt / - - Capacity ofequipment and intensive care
Dimension Risk prepare withstand recover transform .
. equipment too low
oty : e >80 ) : 3 - triage and transportation of patients to
b. 7 -
. - . S . i 262 other countries required
2 snattnes - not sufficient preparation for the extend of
g Or%ﬂ&iﬁa&gn/ 25 2.38 2.89 - - 259 the event
— d. - Strength:
Societal / 267 292 - - 22 . .
st - lock-down, quarantine regulations and
e . .
Cognite / ) 2 . ) 207 restriction of movement measures
ecision
making implemented efficiently
1.94 22 271 - - 238 - Transparent communication
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Resilience Level Overview Comment
Resilience level (RL) matrix Weaknesses:
PHASE / 1. Understand | II. Anticipate / | Ill. Absorb /| IV, Respond / | V. Adapt / - Not Suﬁicient testing done
Dimension Risk prepare withstand recover transform .
" - No apps available
System / - 333 336 334 . . .
physical - Only average social distancing measures
b.
: Information / 25 225 2.8 taken
smartness
= Strength:
[ N
O izati 333 371 3.14 339 . . ~ . .
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g Sy . B _— o care/medical equipment
litical . .
== - Good economic measures in place
ey 3 3 35 347 - Good on-boarding of additional medical
=
— - e - support personnel
Resilience level (RL) matrix Weaknesses:
PHASE / I.Understand | Il. Anticipate / | lll. Absorb / | IV. Respond / | V. Adapt / - Health care system lacks suﬁ‘icient
Dimension Risk prepare withstand recover | transform . ; . .
< 5 medical and intensive care equipment
o System /. 2 2.56 - 228 N . . h l
O et - ot sufficient economic help programs
E Infermation / 2 2 - 2 available
smartness
< . Strength:
O ization / 233 26 257 - 25 . .
am “Besiness - Fast and timely reaction and
S Socital/ 3 3 26 - 287 implementation of measures/regulation
political . .
&) . - Efficient closing of boarders
7)) Cognitve / 3 3 289 - 296
making
258 2.65 252 - 259
Resilience level (RL) matrix Weaknesses:
PHASE / I.Understand | Il. Anticipate / | lll. Absorb / | IV. Respond / | V. Adapt / - - Initial delaysfor ClOSi}’lg
Dimension Risk prepare withstand recover transform . .
<« 5 borders/implementation of measures
System /. 367 418 - 3.92
= physical Strength:
b. . . .
% information/ 35 375 - 362 - Mass testing implemented rapidly
smartness . . .
M . - Previous experience resulted in very good
QOrganization / 367 4 393 - 3.87 . . .
sl Busness and quick implementation of measures to
S Socital/ 4 s 4 - " stop the spread
political . . ..
) e - Society is very disciplined about the
it .
© 33%\’33 2 35 4 - 3.83 societal measures taken
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Resilience level (RL) matrix Weaknesses:
PHASE /. I. Understand | . Anticipate / | Iil. Absorb / | IV. Respond / | V. Adapt / - - Understanding lhe risk and the potenlial
Dimension Risk prepare withstand recover transform
. damage
System / - 275 288 2.82 C (o +
physical - ommunication
e — - 25 3 - Implementation of required measures were
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Annex 2:

Prevention and control measures

for COVID-19 epidemic: main apps and functions
of epidemic prevention and control in China

@ Springer

In order to prevent the spread of the epidemic and better monitor the health
information of the floating personnel, many Apps used for health
information collection and trip query have been introduced throughout
China. 1 Health code Apps Health code is used to monitor the individual
health status.

The first version of health code was born at 5 a.m. on Feb 5%, then began to
optimize every half hour. On Feb 7" the health code H5 was released, and
On Feb. 9th it officially landed on Alipay. Yuhang district, located in
Hangzhou became the first pilot area, and it was then popularized in
Hangzhou. After the Alipay health code was launched in Hangzhou, it was
landed in more than 100 cities within a week.

In addition to Alipay, Tencent has also joined the ranks of health codes. The
health code is mainly divided into 2 categories: national level and province
level. Health code, is a one for one, and dynamic code. If the applicant has
ever taken a train with a confirmed or suspected case, or came from a key
epidemic area, or had physical discomfort, the color of the health code will
be possibly affected.

The health code is divided into three colors:

e  green,
e yellow and
e red.

The person with green code can be passed directly. The person with yellow
code has to be isolated centrally or at home for 7 days. After continuously
applying for health card for more than 7 days and keeping well health for
each day, the yellow code will be turned into green code.

The person with red code has to be isolated centrally or at home for 14 days.
Similarly, after continuously applying for health card for more than 14 days
and keeping well health for each day, the red code will be turned into green
one. The health code is applicable to many places, such as the entry of office
building, communities, shopping malls, restaurants, public transportation
and other public places.

Communication big data trip card App

ol $EBH T

The communication big data trip card is a
free query service provided by China
Academy of Information and
Communications Technology, allied with
China Telecom, China Mobile and China
Unicom for 1.6 billion mobile phone users
nationwide by using the communication big
data. Through the service, mobile phone
users can query all the country and city
information they have visited in the
previous 14 days.

< Back Hangzhou Health Code

2020.4.03

The communication big data trip card is
based on the big data of telecom. The three
operators provide the unified interface. It
only needs to fill in the mobile phone
number and verification code. It is easier
and safer to operate and fully protects the
privacy of the users. The total number of
queries has exceeded 450 million until
March 25, 2020.

Green Code: It gives you greenlight at public
venues and major checkpoints in Zhejiang;Be
attentive to your health condition;the code
color might change when your health status
or local regulations change.

See a doctor

The sharing and mutual recognition of data across
provinces (regions and cities) can be carried out

HangZhou
Health Code

%/

@ Pass Real Name Authentication

Lib 4

English >

Full Name

m

*Please select the ID type

1D Number

Mobile Phone Number
182******70

Are you currently in the city of Hangzhou
(hereinafter including all the districts,
counties and county-level cities under its
jurisdiction)?

Yes

No

Are you currently in quarantine? Have you
ever been in close contact with confirmed or
suspected cases in the last 14 days? Or are
you a cured and discharged patient but still
under a 14-day observation at home?

No

Yes

Your current condition (Please tick the
following boxes)

No other types of discomfort
Fever more than 37.3 degree
Fatigue
Cough

Runny

Sore throat

Diarrhea

Promise

To prevent the epidemic, | agree to submit
the information above to the local epidemic
prevention authority in accordance with the
law.

| hereby declare that the information

supplied by me is true, correct and complete.
ponsibility for the

1 shall take full

I hereby declare tha

prevention and control

°
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