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Abstract

The purpose of this study is to explore the influence of board of directors charac-
teristics on the cybersecurity disclosure (CSD) of firms listed on the London Stock
Exchange. The current study used an empirical approach to data collection and
analysis. The independent variable is the boards of directors’ characteristics; the
dependent variables are the CSD. The study analysed 2250 observation of the UK.
listed firms for the period of 2011-2020. The results of the current study show a
significant and positive relationship between the extent of CSD and the board size,
board independence and board meeting; in terms of board gender diversity yielded
an insignificant and positive relationship with the extent of CSD. The findings indi-
cate that firms with more independent and larger board, and high meeting frequency
promote cybersecurity transparency and reduce related information asymmetric with
stakeholders. The analyses have implications for policymakers, top management,
corporate executives and practitioners. Firms are encouraged to restructure their
board to enhance its effectiveness to better support and monitor CSD. This is the
first study in the UK that examined the determinants of CSD. This adds value to the
literature on CSD, in addition to contributing to an understanding of the relationship
between board characteristics and CSD.

Keywords Corporate governance - Cybersecurity disclosure - Board characteristics -
The UK

1 Introduction

Cybersecurity is a significant risk affecting the global economy. Cybersecurity
issues at large publicly traded companies have enlarged the stakeholders’ as well
as executives’ sensitivity to the risk of losing out on business opportunities and
customer base. It has gained more attention among researchers as a controversial
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topic in light of new development in business technologies, the expansion of online
sales worldwide, the rise of remote work, and the recent cyber scandals [70]. Society
has become highly dependent on technology,this makes it imperative for firms to
enhance CSD to provide transparency and build stakeholder trust. One of the great-
est threats to firms strategic achievement has become cyber-attacks [21]. A cyber-
attack can cripple even the most developed firms, so stakeholders have the right to
know if the firm’s exposure to cyber-attacks and what actions companies have taken
to address those attacks. This draws attention to the responsibility of the board has
become more interested in raising CSD.

Cyber-attacks have recently escalated to exercise global influence and interna-
tional competition by disrupting vital sites of countries. In the 2019 Global Risks
Report the World Economic Forum issued; Cyber risks were listed second only to
climate change (World Economic Forum 2019). One study showed that more than
40 million cyber-attacks globally [69]. Considering the pervasive nature and con-
siderable costs accompanying cyber-attacks occurrence, the disclosure of the cyber-
attacks faced by companies, and how these threats are dealt with become increas-
ingly critical for stakeholders.

CSD is a relatively new and important agenda for corporate disclosure. Stake-
holders are interested in the demand for information related to CSD and the need to
provide that information through disclosure practices [18]. On the other hand, cyber
risks are gaining a corporate nature, as cybercriminals often hack corporate cyberse-
curity and steal confidential data to get quick financial illegal advantages (Bourdon,
2017). Consequently, stakeholders’ concerns about the escalation of cyber-attacks
and the threat to their interests increased, prompting them to demand companies
more transparency in this area [24],Mazumder and Hossain, 2022).

The integration of technology within corporate frameworks has underscored the
critical significance of cybersecurity as an integral component of risk management.
This heightened emphasis stems from the considerable attention CSD have garnered
from various stakeholders [28, 44, 45].Cyber attacks targeting firms inflict enduring
reputational damage and substantial financial losses [2]. Cybersecurity is increas-
ingly recognized as a critical organizational issue that is most effectively managed
through its integration into a comprehensive managerial control framework [26, 27].
This progress is attributed in part to the oversight and enforcement conducted by
regulatory bodies (SEC, 2018), Partly due to the enhanced direction provided by
the prominent Big 4 accounting firms and regulatory bodies within the audit indus-
try [27]. The role of market discipline is important [11]. As a part of a managerial
control system, cybersecurity has also become very much an auditing matter and
managerial accounting subject to disclosure policy considerations, internal control
assessment, and cost-benefit analysis [57]. Gordon and Loeb [25] delineate cyber-
security’s goals into three primary realms: facilitating timely access for authorized
users, safeguarding the confidentiality of sensitive data, and preserving the integrity
and trustworthiness of information by ensuring its accuracy and reliability. Moreo-
ver, Consistent reporting and accountability are essential for fostering transparency
and trust in the digital landscape. As the threat landscape evolves, prioritizing CSD
becomes even more paramount in safeguarding sensitive information and maintain-
ing the integrity of systems.
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CSD is critical as cybersecurity risks are a major concern for firms, business
leaders, and governance. In recent years, cybersecurity risks have been rated as the
greatest potential risk by firms in Europe and the USA [60]. The duty of the board
includes disclosure of cyber security that may affect the decision-making process
of shareholders. Considering cybersecurity information is crucial in market data,
because internal control weaknesses, and information technology control weak-
nesses in particular can carry significant negative implications for financial report-
ing quality (Rosati et al., 2020).

Effective disclosure of cybersecurity incidents is paramount as it serves as a
reflection of companies within the European stock market, which includes the direc-
tive on network and information systems security (NIS) and general data protection
regulation (GDPR), it is not limited to annual reports [61]. Through the oversight
role played by the board of directors, it must be awake in managing threats and CSD.
Thus, the focal responsibilities for boards of directors include disclosure of cyber-
security that may affect the decision-making process of shareholders. Considering
cybersecurity information is crucial in market data, cybersecurity topic must be a
top priority for corporate boardrooms (Li and Wang, 2018; [58]), as it considered to
be the most pressing attributes of good governance [7], which can achieve the goals
of the companies through the characteristics of the board of directors such as board
size, board gender diversity, board independent [48].

The oriented discourse of cybersecurity has become an important issue that needs
to strengthen its governance, given that cybersecurity risks are now a major concern
for business organisations today [55]. Moreover, Previous studies are still unclear
regarding corporate governance and corporate risk disclosure [60]. Previous litera-
ture was limited to investigating the effect of corporate governance mechanisms on
non-financial and financial performance, such as social responsibility and sustain-
able development (e.g., Alodat et al., 2023c [50],). Moreover, There exists a pau-
city of research examining the intersection of corporate governance and CSD on a
global scale. Our study aims to address this gap in the literature by offering insights
into this underexplored area, thereby contributing to the body of knowledge on the
subject.

The nexus between board characteristics and cybersecurity disclosure remains
underexplored within the academic literature, particularly in light of the recent
Cybersecurity disclosure guidance. Existing studies predominantly concentrate
on interpreting the guidance rather than examining the gaps therein. For instance,
Target’s 2014 Financial Statement underscores the significance of cybersecurity
breaches, yet the broader implications for board characteristics in such disclosures
warrant further scholarly attention (Jin, J., 2015).

This study aims to investigate the effect of board characteristics and cybersecurity
disclosure in the annual reports of the firms listed in the U.K. during 2011-2020.
Interestingly, studies are relatively few, and some studies have been conducted (i.e.,
[60, 70],Mazumder and Hossain, 2022) in defferent context. As a consequence, the
outcomes of these studies can not be generalised to companies in other contexts.
Accordingly, further investigation is needed into different cultural, legal, and eco-
nomic environments. As a result, our study aims to bridge the gap in the literature
on the cybersecurity disclosure, which has important implications for different
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regulators and stakeholders in the UK. Thus, the main objective is to investigate the
relationship among characteristics of the board such as (board Independent, meet-
ings, size and gender diversity) and cybersecurity disclosure in developed country.

We selected the UK for this inquiry because it offers an environment where
cybersecurity disclosure regulations are voluntary [19]. This study contributes in
several ways. First, we present a new guide to the growing literature on cyberse-
curity disclosure in an important European context in the United Kingdom. Sec-
ond, our study provides evidence of the relationship between board characteristics
and cybersecurity in the U.K. and which is considered the first study, and there is a
dearth of research related to this nexus, and this study covers the research gap. Cor-
porate governance and cybersecurity research in publicly traded firms is very nec-
essary because this sector’s business valuation and operational activities influence
directly by the operations-related risks which will need a high monitoring function.
The literature has dealt broadly with voluntary disclosure and its determinants, such
as disclosure of CSR, sustainability, integrated reporting, and ESG performance. On
the contrary, the literature has not provided enough evidence about the factors that
influence cybersecurity disclosure. This enables further research in this field, and
our investigation begins with an examination of the impact of characteristics of the
board on firms CSD. As the board of directors has the experience and resources to
enhance the level of cybersecurity disclosure, which avoids companies from expos-
ing to suffering long-lasting financial as well as reputational damages. So that was
our contributions.

The study proceeds as follows. Literature review, theoretical perspective and
hypotheses development in Sect. 2. The research method includes data and sample
selection and measures in Sect. 3. Section 4 reports the result and discussion, and
the conclusion section is presented in the final section.

2 Literature review, theoretical perspective and hypotheses
development

Several theories have been applied to understand many corporate governance issues,
such as stakeholder theory, resource dependence theory and agency theory [7, 51].
According to Rao et al. [62], the variation in voluntary disclosure practices can be
explained by corporate governance, as one of the most important board characteris-
tics is expected to play two roles [31]. The first of these is resource dependence,for
the success and survival of the firm, the board effectiveness provides resources and
strategies. The second role is that of the agency issue including monitoring manage-
ment to reduce agency costs.

The disclosure of the information is one of the main demands of stakeholders.
Accordingly, companies must share and display information with various stake-
holders without exception (Lauesen, 2013). Over time, the information contrib-
uted to creating a state of satisfaction among the various parties, as companies
practised disclosing their environmental and social contributions to satisfy the
various stakeholders and avoid further potential pressures [8]. Furthermore,
the disclosure of information related to information security may be of special
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importance, as it indicates the company’s ability to preserve the information
of customers, shareholders and investors, enhancing stakeholders’ confidence.
Accordingly, we argue that the board can play a critical role in maximising
stakeholder value through cybersecurity governance and promoting transparency
and disclosure in this issue.

The effects of board of directors on cybersecurity disclosure, stakeholder
theory, agency theory and resource dependency theory were investigated. From
the resource dependency theory perspective, directors may bring valuable
skills, knowledge, and recommendations for organisational success and eco-
nomic resources [7, 37]. On behalf of the shareholders the board monitors the
firm (Jensen and Meckling, 1976). However, a firm is a set of contracts between
stakeholders and shareholders [22]. According to stakeholder theory, the role
of the board is not only to maximise shareholders’ wealth, but the conflicting
demands of stakeholders must be balanced [34]. Many stakeholders are press-
ing for more revelations about a firm’s cybersecurity [55]. Information govern-
ance is receiving increasing attention from stakeholders, including cybersecurity
information and related risks and issues that affect business continuity [55]. Dis-
closures about the organisation’s ability to respond to cyber-attacks and inci-
dents may effectively enhance its reputation and attract more customers (Rodri-
gues et al., 2022). On the other hand, many governance-related factors may play
in support of corporate cybersecurity strategy. Rosati et al. (2020) argued that
internal control weaknesses, and information technology control weaknesses
in particular can carry significant negative implications for financial reporting
quality. Previously, many determinants supporting the performance of sustaina-
bility and social responsibility in companies were measured, like corporate gov-
ernance, characteristics of the board and ownership structure. These factors may
extend to enhancing cyber security disclosure in terms of consolidating the rela-
tionship with various stakeholders and meeting their aspirations for information.

The aspirations of stakeholders are witnessing a remarkable development
with the passage of time, especially with regard to their information needs, espe-
cially modern information related to electronic risk management [60]. There-
fore, these demands have received a quick response from the companies operat-
ing in the market. Specifically, companies may enhance their ability to govern
cybersecurity and enhance transparency in this area to enhance the level of trust
with stakeholders [17]. This indicates the goodwill of firms by developing a dis-
closure strategy.

According to agency theory, the corporate monitoring and control tool is the
board of directors. The effectiveness of the characteristics of the board of direc-
tors plays an important role in minimises the information asymmetry between
investors and management by providing the necessary disclosures [67]. Accord-
ing to resource dependency theory, The board considers value from a firm’s
intangible management and resources through value-creating characteristics
such as skills, leadership qualities, professional experience, awareness, and
diverse views. These characteristics enable the firm to generate new ideas and
modern practices [8, 31],Mazumder and Hossain, 2022).
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2.1 Board size and cybersecurity disclosure

To increase the awareness of the board of directors of the potential risks of a firm,
the members of the board of directors must be increased, which could propel disclo-
sures of the risk [64]. According to agency theory, the larger board has to do with
effective monitoring and control of managerial procedures. According to Saleh et al.
[66], a larger boards size has diverse skills, ideas and experiences than a smaller
one. This helps and positively improves the level of firm disclosures [9]. Moreover,
the size of the board of directors can increase the representation of different stake-
holders, thus maximising their value and fulfilling their aspirations.

Board size is expected that the larger the board, the more experiences and knowl-
edge it entails, and this usually leads to higher monitoring and controlling efficiency
that can be reflected in improved corporate disclosures by management [1]. Some
studies have shown a positive impact of the size of the board on firm disclosures
[15, 49]. The study by Lakhal [42] showed that the size of the board of directors
negatively affects the disclosures of firms. Similarly, some research shows that the
board size is insignificant [12]. Subsequently, this research proposes the following
hypothesis:

H1: There is a significant positive relationship between board size and cybersecu-
rity disclosure.

2.2 Board Independent and cybersecurity disclosure

According to agency theory, independence of the board is more objective and effec-
tive in evaluating the performance of executives. This helps the independent man-
ager’s thinking in reducing the conflict of interests among shareholders and manage-
ment and gives expectations that the firm seeks to achieve the interests of a group of
stakeholders [1]. Independent directors follow long-term practices to add to a higher
level of disclosure of the firm [15]. Previous studies on board independence posi-
tively impact the firm’s level of disclosures [20],Mazumder and Hossain, 2022).

According to the resource dependency theory, independent directors have more
resources, such as experience, legitimacy and knowledge, which influence decision-
making and firm behaviours [59]. They bring to the top management skill, disci-
pline, control, supervision and advice [8]. Subsequently, this probably helps inde-
pendent directors with their experience and up-to-date knowledge to disclose a
higher level of new disclosure practices such as cybersecurity. Based on the argu-
ments regarding board independent and cybersecurity disclosure:

H2: There is a significant positive relationship between board independence and
cybersecurity disclosure.
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2.3 Board gender diversity and cybersecurity disclosure

The role of women on the board of directors may improve cybersecurity disclosure
in various ways, including general and specific knowledge, independence, stake-
holder sensitivity, ethical sensitivity, risk oversight, leadership style and other char-
acteristics. In addition, Women can take on the role of monitoring and oversight of
cybersecurity [60]. More women on board help enhance disclosure on cybersecurity
and corporate governance [70]. It is well documented in the literature that gender
diversity represents a key proxy for an effective board composition [38, 72]. Prior
research revealed the relationship of the women on the board with disclosure issues
more than men [23, 47, 74]. Women have a good higher level of firm disclosure
[14]. Therefore, the board is increasingly interested in cybersecurity issues [60].

According to stakeholder theory, number of female directors on the board of direc-
tors will likely build a strong stakeholder orientation, enhancing cybersecurity disclo-
sure practices [32]. Female on the board are more diligent, independent and committed
[73]. This enhances effective oversight. They can be active and involved in promoting
ethical behavior and promote a culture of cybersecurity through increased disclosure
of cybersecurity. Regarding the effect of board of the gender diversity on CSD, there is
very scant evidence,more specifically, using evidence from Bangladesh listed banking,
Mazumder and Hossain (2022) showed a significant positive relationship between gen-
der diversity on the board and cybersecurity disclosure. The study conducted by Radu
and Smaili [60] in the promoting firms in Toronto revealed that there is a positive and
significant relationship between gender diversity in the board of directors and disclo-
sure of cybersecurity. Thus, the third hypothesis drawn in this study is as follows:

H3: There is a positive and significant relationship between board gender diversity
and cybersecurity disclosure.

2.4 Board meeting and cybersecurity disclosure

The frequency of board meetings shows a degree of diligence and commitment when
the directors conduct their activities [7]. For a more effective and efficient board
of directors, the frequency of meetings is one of the most important characteristics
(Aladwey et al., 2022). Frequency of board meetings can provide opportunity for
some issues, such as stakeholder demands and firm disclosures, through meetings
that increase the effectiveness of the instrument board and enhance accountability
and transparency [9]. Board meetings enhance and improve managers’ understand-
ing of decisions and activities through the continuous flow of information [46]. In
addition, Laksmana [43] found the relationship among the board meeting frequency
and the voluntary disclosure, a positive and important significant. In addition, Laks-
mana [43] found the relationship among board meeting frequency and the voluntary
disclosure a positive and important significant.

Accordingly, the board of directors frequent are expected to result in higher
cybersecurity disclosure by board members. Since more corporate disclosure and
transparency are linked to better practices of the governance, firms that actively
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share in their own operations will be more inclined to CSD. the fourth hypothesis
drawn in this study is as follows:

H4: There is a positive significant relationship between meeting of the board and
cybersecurity disclosure.

3 Research method
3.1 Data and sample selection

The study sample consists of FTSE 350 non-financial listed firms in the UK and
the study period starts from 2011-2020. Manually from corporate reports and
their websites, data related to cybersecurity disclosure was collected. The remain-
ing financial data and characteristics of the board of directors are collected from
Thomson Reuters Eikon. According to the global industry classification Standard
(GICS) the financial sector was excluded from the sample because it is subject to
different regulations and rules, making it not parallel to other sectors [3, 4, 10].
Second, firms that missing data during the study period were excluded. Finally,
the sample included ten years from 2011-2020, and included 225 non-financial
firms, and yielding 2250 observations.

3.2 Measures
3.2.1 The dependent variable

A measure has been used to cybersecurity disclosure consistent with previous
studies such as (Mazumder and Hossain, 2022; [60]), Measures disclosure of

Table 1 Measurement of variables

Dependent variables Acronym Measurements

Cybersecurity disclosure CSD If cybersecurity information is disclosed it takes a value of
1, otherwise 0

Independent variables

Board size BOSI Total number of board members

Board independence BODIN  Percentage of independent board members

Board gender diversity BGD Percentage of female board members

Board meeting BDMET  Number of meetings held by the board during a year
Control variables

Profitability ROA Net income divided by total assets

Firm size FSIZE Natural logarithm of total assets

Leverage LEV As the total liabilities divided by total assets

Audit committee independence  ACI proportion of independent directors on the audit committee
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cybersecurity through a binary variable that takes a value of 1 if the firm infor-
mation about cybersecurity is disclosed and O otherwise. The binary variant is
considered appropriate for measuring cybersecurity disclosure. In addition, Man-
sour et al. [52] confirm that binary scoring is considered excellent in research
that intended to present firm compliance scores. Table 1 presents the operational
definitions of our research variables.

3.2.2 The independent variable

Four board characteristics as independent variables were included in this study, which
represent the board characteristics, namely board independence, meetings, size and
gender diversity [7]. First, board size is measured by the total number of directors on
the firm board as used by prior studies, including Kweh et al. [41]. Following that,
Ciftci et al. [16] and Hlel et al. (2019) independence of the board is measured as a ratio
of non-executive of the independent directors to total directors of number. Meanwhile,
gender diversity of the board is measured using a percentage of board directors female
[39, 60]. Then, board meetings are measured using number of meetings held by the
board during a year, which is similarly used in prior studies such as Kweh et al. [41].

3.2.3 Control variables

The current study evaluated four control variables, Along with the independent vari-
ables for this study: audit committee independence [65], profitability [47], firm size
[50], and leverage [54].

3.3 Study model

Further, our study used CSD as a dependent variable. We collected the independent
variables: board size (BOSI), independence of the board (BODIN), board gender diver-
sity (BGD) and board meeting (BDMET). Finally, control variables: audit committee
independence (ACI), profitability (ROA), firm size (FSIZE) and leverage (LEV).

CSD =0 + B1BOSI, + f2BODIN, + f3BGD, + p4BDMET,
+ B SACL, + B6ROA, + BTFSIZE, + SLEV, +u,

4 Result and discussion
4.1 Descriptive analysis
Table 2 below reports the descriptive statistics for the full sample consisting of 2250

firms for the whole year observations, which include the mean, standard deviations,
minimum and maximum of all variables of this study.
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Table 2 Descriptive statistics

Variables Samples Mean SD Minimum Maximum skewness kurtosis
CSD 2250 0.642 0.479 0 1 -.599 1.35
BDMET 2250 8.154 4.497 4 27 1.01 1.39
BOSI 2250 8.607 2417 4 19 .206 1.24
BGD 2250 24.83 15.87 0 66.6 1.39 291
BODIN 2250 61.04 18.17 7.14 100 1.16 -1.02
ROA 2250 4.344 9.098  -5533 52.94 —1.06 1.79
FSIZE 2250 8.285 1.083 2.81 12.47 .83 3.88
LEV 2250 0.277 0.178 0 0.867 1.04 1.77
ACI 2250 77.46 29.01 0 100 —1.01 2.58

Table 2 provides the descriptive statistics for the cybersecurity disclosure vari-
able, where the mean value of CSD is 0.642 with a maximum and minimum level
of 1 and 0, respectively. Meanwhile, for the overall board characteristics BOSI, the
mean value was 8.607 with a maximum and minimum level of 4 and 19, respec-
tively. In addition, the BGD means were recorded at 24.83, with a 66.6% maximum
and 0% minimum. The standard deviation was recorded at 15.87. Moreover, where
the mean value of BODIN is 61.04, with a maximum and minimum level of 100 and
7.14, respectively.

4.2 Diagnostic tests

To prevent misleading study results, the diagnostic tests on the data distribution in
terms of linearity, outliers, normality, autocorrelation, multicollinearity and heter-
oscedasticity were checked in detail [29]. Regarding normality, the skewness and
kurtosis outcomes for normality and the univariate method for outliers all con-
firmed that no problem was present. According to Barka and Legendre (2017), the

Table 3 VIF and correlation matrix

Variables g BDMET BOSI BGD BODIN ROA FSIZE LEV  ACI VIF

CSD 1

BDMET 0.090* 1 1.03
BOSI 0.207*  0.148* 1 1.05
BGD 0.039%  0.056* 0.018 1 1.05
BODIN  0.069*  0.040* 0.075*% 0.192*% 1 1.05
ROA 0.011 0.045* 0.005  0.041* 0.026 1 1.01
FSIZE 0.035 —0.046* 0.020 0.061* 0.063*  0.090* 1 1.02
LEV 0.014 -0.018 0.011 0.005 -0.007 -0.002 0.001 1 1.00
ACI 0.539 * 0.068* 0.166%* —0.008 0.036 0.025  0.069* —0.002 1 1.04

* Correlation is significant at the 0.05 level
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correlation matrix confirmed that there is no multicollinearity existing relationship
as there are no correlated variables above 0.80. In addition, the variance inflation
factor (VIF) was used to explore multicollinearity. If the value is> 10, this indicates
a high level of multicollinearity [29]. Table 3 shows that there is no multicollinearity
problem.

4.3 Regression results

Table 4 shows the Breusch-Pagan (L.M.) test obtained <0.05 (i.e., significant) while
the Hausman test’s resulting value <0.05 (i.e., significant) indicates the preference
for the fixed effects model. Moreover, the table presents the results of fixed effect
regression for board characteristics and cybersecurity disclosure. The model was
deemed fit and statistically significant, whereby this value suggested that the model
was statistically valid and the R2 within the model was 21.25%. R2. Therefore, the
regression equation statistically explained the variation in the model assessed. In
view of the results, H1, H2 and H4 are supported, while H3 is not supported.

The results showed that there is a positive and significant relationship between
board size (BOSI) and cybersecurity disclosure. This means that firms with a larger
board size provide more disclosure to cybersecurity. According to agency theory
supports this result the larger boards implement effective control measures to reduce
risks. Consistent with previous studies related to the board size and voluntary disclo-
sure (e.g., [7, 30, 40]). Moreover, larger boards represent a larger segment of stake-
holders and thus implement policies that are consistent with stakeholder demands.
Contrary to expectations, our results do not show a significant impact of board
diversity on cybersecurity disclosure. It appears that female board participation does
not enhance cybersecurity disclosures, nor does it advise other board members on

Table 4 Fixed effect regression

> Variables Coefficients t-stat
results for board characteristics
and cybersecurity disclosure BOSI 0.04693 5.1 s
BODIN 0.00436 2.775% %%
BGD 0.00065 0.50
BDMET 0.00889 2.78%%
ROA —0.00266 —2.69%#%*
FSIZE 0.00935 1.37
LEV 6.31007 6.01%%%*
ACI 0.00683 Q.87
Constant —0.72423 —5.55% %
R? within 0.2125
N 2250
Hausman test 39.97 %%
Breusch-Pagan test 2648.3%%*
Heteroskedasticity 4.107%%*
Autocorrelation 2509.7%#%%*

*##*Significant at the 0.01 level
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providing disclosures about cybersecurity risks. This may be attributed to females’
reticence about cybersecurity risks information and ways to address them by compa-
nies so that this information does not reach hackers, which provides them with ways
to develop their attempts to launch more cyber-attacks on the company.

Additionally, our results showed that the relationship between board inde-
pendence (BODIN) and cybersecurity disclosure was positive and significant.
This means that firms with a greater percentage of independent directors further
enhance cybersecurity governance by providing valuable disclosures to users and
various stakeholders. This result is consistent with the stakeholders’ perspective
that the more independent boards tend to consider the demands of stakeholders.
Furthermore, independent boards promote transparency and good governance,
reducing information asymmetry, providing more disclosures about cybersecurity
risks, and reducing agency problems. Generally, the results are consistent with
previous studies related to board independence and cybersecurity disclosure (e.g.,
[60],Mazumder and Hossain, 2022; [70]). However, a positive but insignificant
relationship between board gender diversity and cybersecurity disclosure does
not allow us to form any conclusion regarding the relationship between the size of
the board of directors and cybersecurity disclosure.

The results showed the relationship between the board meeting (BDMET) and
cybersecurity disclosure; the result was significance positive. This finding means
that firms with board meetings frequency provide a higher level of cybersecu-
rity disclosure. The frequency meetings of the board to its diligence to consider-
ing discussing cybersecurity disclosure issues, which reduces information asym-
metry and ensures more transparency [5]. According to the stakeholder theory
that the most active and frequent board meeting in the consensus will discuss the
most sensitive issues of stakeholders and this agrees with the results of our study.
This finding supports the agency theory that the frequency of board meetings is
involved in the effective oversight of administrative procedures, which enhances
cybersecurity governance [55]. This evidence is consistent with previous stud-
ies related to the frequency board meetings and disclosure of the voluntary (e.g.,
[40D).

This study includes four variables that function as control variables in studying
cybersecurity disclosure. Audit committee independence, profitability, firm size, and
leverage are variables. All control variables are subjected to multivariate tests in the
model to determine whether firm characteristics affect cybersecurity disclosure. The
results of these variables are as follows: the profitability was found to be negative
and insignificant related to measuring cybersecurity disclosure (t=-2.69). Firm
size was results showed that it is not significant and positive related to cybersecurity
disclosure (r=1.37). Leverage is positively and significantly related to cybersecurity
disclosure (r=6.01). Audit committee independence was found to be positively and
significantly related to measuring cybersecurity disclosure (=—9.87).
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Table 5 Fixed effect regression

results for board characteristics Variables  Small firms Large firms

and cybersecurity disclosure BOSI 0.05517 3,19k 0.04299 3,95k
BODIN  0.00406 2.38%k% 0.00467 1.97*
BGD —0.00020 -0.11 0.00074 0.41
BDMET  0.00872 1.90%* 0.00946 2.33%%
ROA —0.00216 —2.69%**%  —0.01424 —1.60
FSIZE 0.01454 1.44 0.00457 0.52
LEV 6.2207 35.48**%  —0.00010 —1.08
ACI 0.00835 9.16%:#:* 0.00482 5.2k
Constant  —0.85853 —4.92%%%  —0.55038 —2.98%*#*
R? Within 0.2766 Within 0.1633
N 1104 1146

*Significant at the 0.10 level; **significant at the 0.05 level; ***Sig-
nificant at the 0.01 level

5 Endogeneity concerns

5.1 Sensitivity tests

To check the robustness and accuracy of the main findings, the study divided firms
into two groups based on firm size; large and small firms. The consistent results for

the classified groups in both models imply that the main results in Table 4 are robust
and accurate (Table 5).

5.2 Two-stage least squares
In our study, we utilize a two-stage least squares (2SLS) estimation approach to

mitigate the challenge of endogeneity. 2SLS is recognized as a robust method for
addressing endogeneity concerns. As suggested by [6, 71], when properly applied,

Table 6 Instrumental variables (2SLS) regression

Coef St.Err t-value p-value [95% Conf Interval] Sig
BOSI .055 .048 2.15 .04 —-.039 .149 *
BODIN .005 .008 2.08 .09 —-.007 .024 *
BGD .027 .003 1.03 12 .022 .033
BDMET 120 .034 2.35 .02 -.078 .054 woE
ROA .057 .044 1.30 194 -.029 142
FSIZE .003 .01 —-0.58 .561 —.001 0
LEV 431 0.01 4.01 122 —.066 .59 ook
ACI 0.01 .002 1.02 111 —-.033 .66
R2 0.1902

*#Ep <.01; #*4p<.05; *p<.1
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2SLS can yield reliable outcomes. Our analysis reveals that the findings presented in
Table 6 closely align with the primary results.

6 Conclusion

Cybersecurity issues have become critical to firms, sensitive to the various stake-
holders and users of the information, and more attention should be devoted to
cybersecurity disclosure. This study aims to investigate the influence of the board
characteristics (i.e., the board size, gender diversity, independence and meeting)
on cybersecurity disclosure. Based on stakeholder theory, agency theory, and
resource dependency theory, the researchers posit that firms with independent
directors, larger board sizes, and boards with more frequent meetings are likely
to positively influence the level of cybersecurity disclosure. The most effective
boards work to be transparent by providing voluntary disclosures, especially dis-
closures related to cybersecurity. At the same time, females on boards tend to
reserve information related to cyber security and do not prefer to disclose it.

The findings of our study have important implications for many parties, such
as regulators, policymakers, government agencies, investors, analysts, sharehold-
ers, data users, and other stakeholders. Our results provide important insights for
regulators about the importance of board characteristics in supporting corporate
cybersecurity governance, providing greater transparency and reducing informa-
tion asymmetry in the marketplace. On the other hand, our findings are of interest
to policymakers and government agencies that seek to continually address cyber-
security risks and attacks. Therefore, appropriate policies and guidelines must
be developed to enhance corporate governance through the characteristics of the
most effective boards of directors in promoting the disclosure process. Further-
more, analysts, investors, shareholders and other data users monitor companies’
performance in addressing cybersecurity risks, and this is reflected through the
availability of relevant information and disclosures. Thus, the present findings
provide them with insight into the importance of the board’s characteristics in
promoting the dissemination of information related to cyber security, enhancing
their understanding and assessment for making informed decisions and provid-
ing valuable market analysis. In addition, shareholders monitor the performance
of companies and their vigilance to respond to cyber-attacks, and therefore their
selection of the right agents will provide more of that information, which reas-
sures them of the company’s current situation by reducing information asymme-
try and providing them with appropriate disclosure.

Our study provided important results and multiple implications and filled an
important gap in the literature. Nevertheless, It can provide the important of the
limitations to which the current study is subject opportunities for future research-
ers. First, the study explored the relationship between board characteristics and
cybersecurity disclosure in non-financial firms listed on the U.K. So, it is inter-
esting to see the role of the board’s characteristics in disclosing cyber security
in other sectors, such as banks, for example. Second, we investigated in the U.K.
context; future research may study other similar contexts to provide greater
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opportunities for generalisation of the findings. Moreover, future studies should
be undertaken across developing countries to provide a more comprehensive
understanding of cybersecurity disclosure and firm’s performance worldwide.
Additionally, Future research can focus on other mechanisms of corporate gov-
ernance that can affect cybersecurity, as this enhances the ethical dimension of
firms and compliance with reinforce each other.
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