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Abstract Inference-based decentralized diagnosis is a framework introduced in the
authors’ former work, where inferencing over the ambiguities of the self and the others is
used to issue diagnosis decisions. The implementation of the framework requires the online
computation of the ambiguity levels by each of the local decision makers, following each of
their local observations. This in turn requires knowing the delay bound of diagnosis, which
needs to be computed offline, prior to the online monitoring for fault detection. The paper
presents the offline computation of the delay bound of diagnosis, along with a certain set of
languages, which together aid the online computation of the ambiguity levels.
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1 Introduction

There exists a long history of research on fault diagnosis of discrete event systems (DESs)
(see for example Sampath et al. 1995; Zaytoon and Lafortune 2013). The notion of diag-
nosability requires detection of any fault within a uniformly bounded delay, which in turn
requires that within that bounded delay, the post fault-behaviors generate observations that
are distinguished from the pre-fault ones (Sampath et al. 1995).

For large, physically distributed systems, decentralized diagnosis is employed, where
multiple local diagnosers that rely on their own subsets of accessible sensors make local
diagnosis decisions that are pooled together to deduce a global one. See for example
(Debouk et al. 2000; Su and Wonham 2005; Qiu and Kumar 2006, 2008; Wang et al.
2007, 2010, 2011; Qiu et al. 2009; Kumar and Takai 2009; Schmidt 2010; Takai and Ushio
2012; Cassez 2012; Chakib and Khoumsi 2012; Yamamoto and Takai 2014, 2015; Yin and
Lafortune 2015; Yokota et al. 2017). The notion of codiagnosability that captures the prop-
erty that a fault can be detected by at least one of the local diagnosers within a uniformly
bounded delay was formally introduced in Qiu and Kumar (2006). This scheme, where at
least one diagnoser issues a failure decision unambiguously, is “disjunctive” in nature. In
contrast, a dual “conjunctive” scheme, which is incomparable to the disjunctive one, was
later proposed in Wang et al. (2007), where a nonfailure decision is issued by a diagnoser
when it is unambiguous about it and a fault is detected when none of the diagnosers issue a
nonfailure decision.

In the disjunctive and conjunctive schemes mentioned above, each diagnoser makes a
local diagnosis decision on the basis of the own knowledge. The process of utilizing the
own knowledge as well as the inferred others’ knowledge for the sake of decision-making
was referred to as “inferencing” (where local diagnosers know each other’s observation
masks). A general framework for inference-based decentralized decision-making was intro-
duced by the authors of the present paper in Kumar and Takai (2007) and adopted to the
cases of diagnosis in Kumar and Takai (2009) and prognosis in Takai and Kumar (2011). In
the inference-based setting, each diagnoser uses not only its own knowledge of the system
behaviors, but also the inference about the possible knowledge of the system behaviors of
other diagnosers to arrive at its own local decision. The “winning” local decision (namely,
the one needing the least levels of inferencing) is set as the global decision. While the gen-
eral framework of Kumar and Takai (2009) supports arbitrary levels of inferencing, the
work of Kumar and Takai (2009) employs only the disjunctive scheme. Our recent work
Takai and Kumar (2017) supports both the disjunctive and conjunctive schemes, along with
multiple levels of inferencing. To achieve such generality over (Kumar and Takai 2009),
the main new insight lies in identifying the seed pair of failure and nonfailure behaviors
that must be disambiguated through inferencing. In Kumar and Takai (2009), this seed pair
was simply taken to be all failure versus all nonfailure behaviors. However, this is unnec-
essarily strong, and instead, only those failure behaviors that have allowed the execution of
post-fault behaviors to a certain minimum number of steps (equaling the uniformly bounded
delay of detection) must be disambiguated from the nonfailure behaviors to capture both
disjunctive and conjunctive decision-making. The inference-based framework of Takai and
Kumar (2017) is general enough to subsume the disjunctive and conjunctive frameworks of
Qiu and Kumar (2006) and Wang et al. (2007), respectively, which do not involve inferenc-
ing, and the conditional disjunctive and conditional conjunctive frameworks of Wang et al.
(2007), which involve a single-level of inferencing. Furthermore, as the levels of inferencing
are increased, a larger class of diagnosable systems are obtained (Takai and Kumar 2017).
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Local supervisors (respectively, diagnosers) with conditional decisions involving a
single-level inferencing were developed in Yoo and Lafortune (2007) (respectively, Yokota
et al. 2017). The current paper presents the online implementation of the inference-
based decentralized diagnosers in the generalized framework of Takai and Kumar (2017)
supporting both conjunctive and disjunctive decision-making (different from the earlier ver-
sion (Kumar and Takai 2009), which used only disjunctive decision-making, omitting the
conjunctive one). The implementation requires the online computation of the diagnosis deci-
sions and the associated ambiguity levels by each of the local decision makers, following
each of their local observations. This in turn requires knowing the delay bound of diagno-
sis, which must be computed offline, prior to the online monitoring for fault detection. The
paper presents the computation of the delay bound of diagnosis, and also a certain set of
languages, which together aid the recursive online computation of the diagnosis decisions.
Complexity analysis for the required offline as well as online computations is provided.
The paper also shows that as the number of inferencing levels increases, the delay bound
of diagnosis decreases and a larger class of systems become diagnosable. So there exists a
tradeoff between the complexity versus the ability and delay of diagnosis.

Note that knowing the delay bound is also important to execute mitigation actions in a
timely manner, and is a figure of merit of a diagnosis scheme. Algorithms for computing
the delay bound are reported in the literature for various earlier schemes: disjunctive (Qiu
and Kumar 2006), conjunctive (Yamamoto and Takai 2014), and conditional disjunctive and
conjunctive (Yokota et al. 2017). The results on the computation of the delay bound were
first reported at the authors’ conference papers (Takai and Kumar 2016) but without proofs.
This paper provides additional results on the online computation of the ambiguity levels and
additionally includes all the correctness proofs, and new examples.

2 Notation and preliminaries

A deterministic automaton is a five-tuple G = (Q, X, 8, g0, Omark), Where Q is the set
of states, X is the finite set of events, § : Q x ¥ — Q is the partial transition function,
go € Q is the initial state, and Q,qrk S Q is the set of marked states.! Let T* be the
set of all finite traces of elements of X, including the empty trace ¢. The function § can be
extended to § : @ x ¥* — @ in the usual manner. The generated and marked languages of
G, denoted by L(G) and L,,(G), respectively, are defined as L(G) = {s € =* | §(qo, 5)!}
and L,,(G) = {s € * | §(q0,5) € Omark}, Where 8(q, s)! denotes that §(g, s) is defined
foreach g € Q and each s € T*.

Let K € X* be a language. The set of all prefixes of traces in K is denoted by pr(K).
If K = pr(K), then K is said to be (prefix-)closed. A closed language K is said to be
deadlock-free if, forany s € K, {s}XNK # @. For each trace s € £*, |s| denotes its length.
For any m € N, where N denotes the set of all nonnegative integers, let =" := {s € X* |
|s| > m}and =" ;= {s € T* | |s| < m}.

Let I = {1,2,...,n} denote the index set of local diagnosers that perform the task of
diagnosis. We assume that the limited sensing capabilities of the ith local diagnoser D;
(i € I) can be represented by the local observation mask, M; : ¥ — A; U {e}, where
A; is the set of locally observed symbols. An event 0 € ¥ with M;(c) = ¢ is said to

n this paper, an automaton is deterministic, unless otherwise stated.
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be unobservable under M;. The local observation mask M; is extended to M; : X* —
A? in the usual manner. Two traces s, s’ € X* with M;(s) = M;(s’) are said to be M;-
indistinguishable. In addition, the inverse map of M;, denoted by lel : A;k — 22*, is
defined as Mfl(t) ={s € ¥* | M;(s) =t} foreacht € A}.Forany languages L C X* and
L' C A¥, M;(L) € A¥ and lel(L/) C X* are defined as M; (L) = {M;(s) € Af | s € L}
and Ml.*l(L/) = {s € * | M;(s) € L'}, respectively. For any subset Q' C Q of the state
set Q of G, the unobservable reach set URg ;(Q') € 29 is defined as

URG,i(Q)=1{¢' € Ql3qe Q' 3se M7 (&) N L(G) : 8(q,5) = q'). (1)

Let L # @ be a closed language that represents the generated language of a plant (system
to be diagnosed) modeled as a finite automaton G = (Q, X, 45, g, Q), and K € L be a
nonempty closed language that represents a nonfailure specification. Traces in L — K are
considered as failure traces and the task of diagnosis is to determine the execution of any
trace in L — K within an additional bounded number of system executions. Without loss of
generality, the plant language L can be taken to be deadlock-free (Kumar and Takai 2009).

In what follows, we need a finite acceptor of the post-fault traces in which a fault
occurred at least m steps in the past, i.e., traces in Fo(m) := LN (L — K)X=". When m cor-
responds to the delay bound of diagnosis, Fy(m) corresponds to the set of traces for which
a failure decision can be issued. Also, when m = 0, Fo(m) simply corresponds to the set of
all failure traces.

To construct a finite acceptor of the language Fo(m) = LN (L — K)X=" for any m € N,
we augment a finite generator Gk = (Qk., X, 8k, gk,0, Qi) of the nonfailure specifica-
tion language K C L by adding m + 1 dump states dp, dy, ..., d, € Qk. Formally, the
augmented automaton is defined as

GKm = (QKm’ 2’ gKma 611(,07 {dm}),

where QK,,, = Qg U{d; | j € {0,1,...,m}}, and the state transition function 51{, :

0 K, X2 — 0 K, 1s defined as follows (Yamamoto and Takai 2015): For each g, € 0] Ko
and eacho € %,

8k (Gk,,» o), if gk, € Ok NSk (qk,,,0)!

S (~ O’) _ d(), ifé[(m € QK A —'SK(QKM,O‘)!
KoK T) =1 g, ifgx =dim=1A0<l<m—1)
dma iqum :dn’h

where =8k (¢ Ko o)! denotes the negatlon of 8x (gk,,, o)! It follows from the definition of
GKm that L(Gg,,) = X* and Lm(GKm) =X* - Kx=",

We construct the synchronous product G || G k,, (Kumar and Garg 1995) of the finite
plant model G = (Q, £, 8, g0, Q) and ka, which is denoted by

G | Gk, = (Q x Ok, , &m, (q0. Gk,0), @ X {dm)).

Then we have L(G || Gg,) = L(G) N L(Gk,) = L and L,(G || Gg,) =

Ln(G) N Ly(Gg,) = LN (L — K)ZZ" = Fy(m), ie, G | ka can be used as
a finite accepter of Fo(m). For simplicity of notation, in the case of m = 0, we drop
the subscrlpt m in the notation, i.c., GKO = (QKO, 2, (SKO,qK 0, {do}) and G | GKO =
(Q x QKQ, %, §0, (90, 9x.0), Q X {do}) are also denoted by Gk = (Qk. .8k gk 0. {d})
and G || Gk = (Q x Qk, X, §, (90, gk.0), Q x {d}), respectively.

@ Springer



Discrete Event Dyn Syst (2018) 28:315-348 319

3 Inference-based diagnosis framework

The material in this section summarizes our earlier work reported in Takai and Kumar
(2017) that introduced the inference-based diagnosis framework, along with the notion of
N-inference diagnosability and its verification test.

3.1 Existence condition of N-inferring diagnosers

Let C = {0, 1, ¢} be the set of diagnosis decisions, where “0” represents a nonfailure
decision, “1” represents a failure decision, and “¢” represents an unsure decision. Each
inference-based local diagnoser D; is defined as a map D; : M; (L) — C x N (Kumar and
Takai 2009), where for each s € L, D;(M;(s)) = (¢;(M;(s)), n;(M;(s))). Here ¢; (M; (s)) €
C denotes the diagnosis decision of D; following an observation M;(s) € M;(L), and
n;(M;(s)) € N denotes the ambiguity level of the diagnosis decision of D;. Let n(s) be
the minimum ambiguity level of local decisions (Kumar and Takai 2009), i.e., n(s) :=
min;e; n; (M (s)).

The decentralized diagnoser {D;};c; that consists of local diagnosers D; (i € I) issues
the global diagnosis decision. Formally, {D;};cs is defined as a map {D;};c; : L — C. For
each s € L, the diagnosis decision {D;};c(s) is given as follows (Kumar and Takai 2009):

1, ifVi e I : nj(M;(s)) =n(s) = ¢i(M;(s)) =1
{Di}ici(s) =3 0, if Vi e I :n;(M;(s)) =n(s) = ¢;(M;(s)) =0 2)
¢, otherwise.

The global diagnosis decision is taken to be the same as a local diagnosis decision
possessing the minimum level of ambiguity.

A useful notion of a decentralized diagnoser is the boundedness of the ambiguity level
of its decisions. Let N € N be a given nonnegative integer. A decentralized diagnoser
{Dj}ier : L — C is said to be N-inferring (Takai and Kumar 2017) if the following two
conditions hold:

1. Either
Vs e L —K :{Dj}ic;(s) =1=n(s) <N, 3
or
Vs € K : {Di}ici(s) #1 = n(s) < N. C))]
2. There exists m € N such that
Vs € (LN (L —K)S=")UK :n(s) <N = {Di}ier(s) # ¢. (%)

Given a plant language L, a nonfailure specification language K < L, and a non-
negative integer m € N, we inductively define a monotonically decreasing sequence
{(Fx(m), Hy(m))}k>0 of language pairs as follows (Takai and Kumar 2017):

— Base step: -
Fo(m) :=LN(L—K)XZ", Hy(m) =K.

— Induction step:

Fir1(m) :

Fi(m) N (ﬂ MilMi(Hk(m))) ,

iel

Hip1(m) := H(m) 0 (ﬂ M,-lMi(Fk(m))) .

iel
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In the base step, Fo(m) = L N (L — K)X=" is the set of failure traces for which at least m
events occurred after the occurrence of the failure, and Hy(m) = K is the set of nonfailure
traces. In the induction step, Fj41(m) (respectively, Hyy1(m)) is a sublanguage of Fy(m)
(respectively, Hy(m)) consisting of traces for which there exists an M;-indistinguishable
trace in Hy (m) (respectively, Fi(m)) foreachi € I.

Then we have the following definition of N-inference diagnosability.

Definition 1 (Takai and Kumar 2017) The pair (L, K) of regular languages is said to be
N-inference diagnosable if there exists m € N such that Fy(m) = @ or Hy41(m) = (.

Remark 1 A relation among various notions of diagnosability for decentralized diagnosis is
shown in Fig. 1, and shows that the framework analyzed here is most general.

Example 1 We consider a plant modeled by the finite automaton G shown in Fig. 2a. Let
Ar={a,d c,d e}, Ay ={b, b, c,d, e}, and

a, ifo €{a, ap}

_ ) d, ifo ef{a],ad)}

Mi©) =1 o e (e d. e}
g, otherwise,

b, ifo € {by, by}

v ifo e b, b)

Mx@) =16 ifo e e d, el
g, otherwise.

In addition, let K C L be a closed regular language generated by the finite automaton
Gk shown in Fig. 2b. In this example, the failure is modeled by the occurrence of the
event f.

(N + 1)-inference
diagnosability

N-inference

diagnosability
conditional . T
disjunctive-codiagnosability . {_ipference
V conditional diagnosability

conjunctive-codiagnosability

T

disjunctive-codiagnosability 0-inference
V conjunctive-codiagnosability > diagnosability

Fig. 1 A relation among notions of diagnosability for decentralized diagnosis
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q1
Io) d

6 qr
c c

9K 3
b/ c 6 a}
9K 5 dK 6
c c

(b) G

Fig. 2 Automata G and G of Example 1

We show that (L, K) is 2-inference diagnosable but not 1-inference diagnosable. We
consider any m € N such that m > 1. Initially, we have

Fo(m) = d(ay fc"c* + by f"c*) +e(fc"c* + agfbéc’"*]c* + bgfaécmflc*),
Ho(m) = pr(d(ct + aibjc™ + brajc™) + e(are™ + boc™)).

Since
M (Fo(m)) = d(ac™c* + "c*) + e(d™c* +ac™ Le* +a'c" "),
My (Fo(m)) = d(c™c* + b c*) + e(c™c* 4+ b/ e* + be™ 1 ¢™),
Mi(Ho(m)) = pr(d(ct +act +d'ch) +e(act +cM)),
M>(Ho(m)) = prd(ct +b'ct +bc) +e(c™ +bch)),
we have
Fi(m) = Fo(m) N (ﬂ M;‘Mi(Ho(m»)
iel
= d(ay fc"c* + by f"c*) + ef " ¥,
Hi(m) = Ho(m) N (ﬂ Mi‘lMl-(Fo(m)))
iel

= dc"c* + e(arc™c* + by ).
Moreover, by the iterative computation, we obtain
Fy(m) = efc™c*,
Hy(m) = dc™c*,

and finally, we have F3(m) = Hz(m) = {J, which implies that (L, K) is 2-inference diag-
nosable. However, since F>(m) # @ and Hy(m) # @ for any m € N, it is not 1-inference
diagnosable.
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The following theorem shows that N-inference diagnosability is a necessary and suffi-
cient condition for the existence of an N-inferring decentralized diagnoser with no missed
and incorrect detections.

Theorem 1 (Takai and Kumar 2017) There exists an N -inferring decentralized diagnoser
{Di}icr : L — C that satisfies
ImeN,Vs e LN (L — K)Z=" : {D;}ier(s) = 1, (6)
Vs € K : {Dj}ier(s) # 1 N
if and only if the pair (L, K) of regular languages is N -inference diagnosable.

3.2 Online computation of local diagnosis decisions and ambiguity levels

For the pair (L, K) of regular languages that is N-inference diagnosable (so that there exists
m € N such that Fy11(m) = @ or Hyy1(m) = #), a local diagnoser can compute its
diagnosis decision and associate a level of ambiguity as follows: For each s € L, the ith
local diagnoser D; computes

n! (M;(5)) :
nl(M; (s)) -

min{k € N | M;(s) ¢ M;(Hi(m))}, ®)
minfk € N | M;(s) ¢ M;(Fi(m))}. &)

Here nlf (M, (s)) represents the ambiguity level of a failure decision contemplated by
the ith diagnoser following the observation M;(s). Similarly, n? (M;(s)) represents the
ambiguity level of a nonfailure decision contemplated by the ith diagnoser following the
observation M;(s). Since Fy4+1(m) = ¢ and Hyy1(m) = @ imply Hyyo(m) = ¢ and
Fny2(m) = 0, respectively, both ni.f(Mi (s)) and nlh (M;(s)) are bounded above by N + 2.

For a local diagnoser D; : M;(L) — C x N, its diagnosis decision and ambiguity level
following an observation M;(s) € M;(L), i.e.,

D;(M;(s)) = (ci(M;(s)), n;(M;(s))),
is determined as follows (Kumar and Takai 2009):

1, if n] (Mi(5)) < nl (Mi(5)

ci(Mi() = 1 0, if n (M;(s)) < n (Mi(s)) (10)
¢, if n] (M;(5)) = n! (M (s)),
ni(M;(s)) = min{n! (M;(s5)), n (M; (5))}. (11)

It was shown in Takai and Kumar (2017) that the decentralized diagnoser {D; }ic; : L —
C for which the local diagnosers are given by Egs. 8-11 is N-inferring and satisfies

Vs e LN(L — K)Z=" :{D;}icr(s) =1 (12)

and Eq. 7, i.e., any failure can be correctly detected by the decentralized diagnoser {D; };¢; :
L — C within m steps.

Remark 2 In summary, the decentralized diagnosis scheme for an N-inference diagnosable
pair (L, K) of regular languages can be implemented as follows. When the plant executes
atrace s € L, it is observed as the trace M;(s) at the ith local site. Using Eqgs. 8 and 9,
the ith local diagnoser computes the values nl.f(Mi (s)) and nfl (M;(s)). When nlf (M;(s))
(respectively, nf‘(M,- (s))) is smaller, the ith local diagnoser issues a failure (respectively,
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nonfailure) decision with the ambiguity level nlf (M, (s)) (respectively, nf’ (M; (s))), whereas
when the two values are the same, the unsure decision with the ambiguity level nlf ~ (M;(s)) =
nlh (M;(s)) is issued, as shown in Egs. 10 and 11. All local decisions are collected at a central
decision fusion unit, where, according to Eq. 2, a global decision is always taken to be a
winning local decision, i.e., a local decision possessing the minimum ambiguity level.

To compute the diagnosis decision ¢; (M;(s)) and the ambiguity level n; (M;(s)) using
Eqgs. 8-11, we first need to compute the set {(Fx(m), Hi(m))}o<k<n+1 of language pairs.
However in order to do that, we need to know m € N (a delay bound) for which it holds that
Fny1(m) =0V Hy41(m) = (. These computations rely on the various constructions and
the theoretical results used for verifying N-inference diagnosability, which we summarize
in the subsection below.

3.3 Verification of N-inference diagnosability

For simplicity of presentation, we consider the case of two local diagnosers, i.e., I = {1, 2},
as in Takai and Kumar (2017). The results continue to hold for an arbitrary number of local
diagnosers. We also consider the case of N > 1 since inferencing is not involved in the case
of N =0.

Violation of N-inference diagnosability of (L, K) requires that, for any m € N,
Fny1(m) # @ and Hyy1(m) # . As shown in the following proposition, which can be
proved in the same way as Proposition 1 of Takai and Kumar (2017), the nonemptiness of
Fi(m) and H,(m) (1 <k < N + 1) can be characterized as the existence of certain 2k + 1
traces in L.

Proposition 1 Consider the pair (L, K) of regular languages and any m € N.

1. Foranyso € Land anyk € Nsuchthat1 <k < N + 1, so € Fy(m) if and only
if so € Fo(m) and there exist 2k traces s10, S11, - - -, S1(k—1), 520, 521, - - - » S2(k=1) € L
such that

— YielLYi'e{ol,... k—1):

c Hy(m), ifi’ is an even number
Sii’ rar
" Fo(m), ifi’ is an odd number,

- Viel:M(so) = M(sio),
k>2=Vi'e{0,1,... . k—2):

Mo(s1ir) = Mo(sir+1)), ifi’ is an even number
Mi(s1ir) = Mi(s1G7+1)), ifi’ is an odd number,

— k>2=Vi'e{0,1,... k—2):

M (s2ir) = M1 (s27+1)), ifi’ is an even number
My (s2i7) = Ma(sair+1y). if i’ is an odd number.

2. Forany sy € L and any k € N suchthat1 < k < N + 1, so € Hi(m) if and only
if so € Ho(m) and there exist 2k traces s10, S11, - . ., S1(k—1)» 520, 8215 - - - » S2(k—1) € L
such that
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- Viel,Vi'el{0,1,....k—1}:
6 c Fo(m), ifi’ is an even number
i Hy(m), ifi’ is an odd number,
- Viel: M(so) = Mi(sio),
- k>=2=Vi'e{0,1,...,k—2}:
Mo (s1i7) = Ma(si4+1y), if i’ is an even number
M (s1ir) = Mi(s1i7+1)), ifi’ is an odd number,
- k=2=Vi'e{0,1,...,k—2):
M (s2i1) = M1(s2¢7+1)), ifi’ is an even number
M(s2i7) = Ma(s237+1)), ifi’ is an odd number.

Employing Proposition 1, we first provide a construction to test the nonemptiness of
Fny1(m) for any m € N. To begin, for any m € N and any k € {1,2,..., N + 1},
we build a generator Try, of all traces so, $10, S11, - .., S1(k=1)> 520, 8215 - - - » S2(k—1) €
L that satisfy the last three conditions of the first part of Proposition 1. For this,
in the case of k = N + 1, we define the index set Iy of (2N + 3) traces
505 105 S11» « - - » SIN» 820, 21, - - . » S2v € L of Proposition 1 and /ry of among those that
are failure traces sg, S11, $13, - - . , 17, 821, 823, ..., 82 € L — K, where

/= N — 1, if N is an even number
| N, if N is an odd number,

as follows:
Iy = {0,10,11,...,1N,20,21,...,2N},
Iry = {0, 11,13,...,1/,21,23,...,2]}.
Using the notation /7y, we define a finite automaton
Trk, = (RFky s XFks AFky s ¥ Fly,05 REk, mark)
as follows:
e The state set Rpy, is defined as
Rry,,
= (0 x Qk,) X Q10 X Q11 X -+ X Q1) X 020 X Q21 X -+ X Q2k—1)5

where
0 Ok, if i’ is an even number
i = ~
" 0 x Qk,,, if i’ is an odd number

foranyi € I andanyi’ € {0,1,...,k —1}.
e The initial state ry, .0 € RFx, is given as

T Fly,0 = ((90, 4K.,0)5 410,05 411,05 - - - » 1(k—1),05 20,0, 21,05 - - - » G2(k—1),0)
where
gK.0s if i’ is an even number
i1’ = . . .
qii’,0 (g0, gk.0), if i’ is an odd number

foranyi € I andanyi’ € {0, 1, ...,k —1}.
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e The set Rrk,, mark Of marked states is defined as
Rrky mark = {rFk, € Rrk, | [7Fk, (0) € O X {dn}]
AlViel,Vi'ef{0,1,...,k—1}:
ii"' € Ipn = reg, (i) € Q x {dn}1},

where, for each rrr, = ((q,4k,) 910,911, - q1k=1)> 420, G21, - - - » Q2(k—1)) €
Ry, we let rpg, (0) = (q, dk,) and rpg, (ii’) = ¢; for each i € I and each
i"’e{0,1,...,k—1}.
® The event set Xy is defined as
Yppk=(ZU{eh) x (ZU{eh) x - x (ZU{e}) —{(e,¢,..., )}

(2k+1) times

e For each
Ty = (4, 4K,,)5 9105 G115 - - - > Q1k—1)5 G205 G215 - - - » G2(k—1)) € RFk,
and each
ork = (0,010, 011, - - -, OlL(k—1)» 0205 021, - - -, O2(k—1)) € XFk,

A Fk, (YFi, . oFk)! if the following five conditions are satisfied:

- o #8Z>€m((q’éKm)vo-)!y

- Viel,Vi'el{0,1,...,k—1}:
o’ #8=>[

- Viel:M(o)= M),

k=2 e{0,1,....k—2):

M;(o17) = Ma(01(74+1y), if i’ is an even number
Mi(o1i) = Mi(o1(i7+1)), if i’ is an odd number,

8k (giiv, 0ii)!, if i’ is an even number
En(qiiv, 0;i7)), if i’ is an odd number,

- k=2=Vi'e{0,1,...,k -2}

M (02ir) = M (02¢+1y), if i’ is an even number
Mj(02i7) = Ma(02(i741y), if i’ is an odd number.

If A Fk,y, (I’ka , 0Fk)!, then

AFL, (TFly» OFk) = ((q’, ‘}}(m), q1(), 61{1, cee qi(k_l)ﬂ ‘]é(y qél, cee ‘Ié(k_l))7
where y .
( ’ o~ ) = Sm((q,ﬁu(m),ff), ifo#e
19Kk, = 4, dx,,) otherwise
and
8k (giir, 0iir), if 0;7 # & A [i’ is an even number]
gy = { Em(qiir, 0iir), if oji # € A [i’ is an odd number]
qgii’» otherwise.

For each opy = (0,010,011,...,01(k=1), 020,021, --.,02(k—1)) in Xpg, we let
orx(0) = o and ofr(ii’) = oy for each i € [ and each i’ € {0,1,...,k — 1}.
In addition, for a nonempty trace Spx = OFk 10Fk2 " OFk] € E}k — {e}, we let
srk(0) = orr,1(00Fr2(0) - - -0k (0) and sp(ii') = opr1GiYoFr i) - opr (i)
foreachi € I andeachi’ € {0, 1, ..., k — 1}. For the empty trace ¢ € El*pk,we lete(0) =¢
and £(ii’) = ¢ foreachi € I andeachi’ € {0,1, ...,k —1}.
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From the construction of Try,,, the following proposition is obtained in the same way as
Proposition 2 of Takai and Kumar (2017).

Proposition 2 Foranym € N andanyk € {1,2, ..., N +1}, consider any (2k + 1) traces
505 8105 S115 « -+ > S1(k—1)> 5205 215 - - - » $2(k—1) € L such that

ViEI,Vi’E{O,l,...,k—l}Zl'i/GIN—IFN=>S,'l'/EK.

Then these (2k + 1) traces satisfy the last three of the four conditions of the first part
of Proposition 1 if and only if there exists spr € L(Try,) such that spi(0) = so and
spi(ii’) = s foranyi € I andanyi’ € {0,1,...,k—1}.

For the case of m = 0, we drop the subscript m in Try,, for simplicity of notation, i.e.,
Try := Trk,. It then follows from the definition of the state transition function op(n 1y of
Tr(n+1) that Tpn11) generates all (2N + 3) traces that satisfy the last three of the four
conditions of the first part of Proposition 1.

To establish non-N-inference diagnosability, we must check Fyyi(m) # @ for any
m € N, which represents the number of steps of post-fault executions. To allow an arbi-
trary number of post-fault executions (equivalently, an arbitrary value of m), the post-fault
extensions in Tr(y41) must visit cycles leading to an arbitrary growth in the number m of
post-fault executions. Note that a single cycle may not elongate all (2/ 4 1) failure traces
Sipy Py = 0,11,13, ..., 11,21, 23, ..., 2[) because some of these trace elements may
witness only e-transitions along that cycle. Hence a multitude of cycles may need to be
executed sequentially to elongate all the (2/ + 1) failure trace elements. To keep track
of which cycles elongate which of the trace elements (by executing at least one non-g-
transition), we collapse all the maximal strongly connected components (max-SCCs) of
Tr(n+1) into individual nodes, labeling those nodes with the trace elements that witness
at least one non-¢-transition in the corresponding max-SCCs, and build a nondeterministic
acyclic automaton over the node set of max-SCCs as follows (Takai and Kumar 2017):

Triv+1) = (VE+1), ZEN+1) BEN+1), VEW+1),00 VE(N+1),mark)
where

—  The state set Vp(y+1) is defined as

Vev+1) = {VEW+1).00 VE+1).15 -+ VEOAD Va1 -1}

where, for any k € {0, 1, feey |VF(N+1)| — 1}, VF(N-H),k is a max-SCC of TF(N+1)~
Without loss of generality, we assume that rr(y+1).0 € VF(N+1).0-
—  The set Ve(n+1),mark of marked states is defined as

Vew+1),mark = {VEW+1).k € VEW+1) | VEW+1),6 D REWN+1),mark 7 D).

— The nondeterministic state transition function Brn+1) @ Vrw+1) X Zpv+1) —
2VFwv+1) is defined as

Brv+1)(VE(N+1) k> OF(N+1))
= {Vrav+nw € Veavrn |k # K
AEBre(v+1) € VE+1).k> 3?}(1\/“) € VE(v+1),k
PN+ FFN+1)s OF(N+1) = TrvgnT}

for each VF(N—H),k € VF(N—H) and each OF(N+1) € EF(N—H)-

@ Springer



Discrete Event Dyn Syst (2018) 28:315-348 327

A labeling function Jry : Vry+1) — 27N is defined as
JEN(VEWN+1).6)
={ir~v € IrN | Brrv+1) € VEW+1) .kt TEN+) (TFN) € Q X {d}]
AFrewv+, r%(N+1) € VE(N+1),k> OF(N+1) € ZFE(N41) -
APN+1) (FEN+1)s OF(N+1) = Tpv1) A OF(V+1) (FN) 7 €]}

for each Vr(n41),c € VFw+1). Then, by the construction, iry € Jrn(Vr(n+1),k) means
that s;,., can be extended to an arbitrarily long failure trace in a max-SCC Vg(y41) k-
Therefore, we can test whether Fyi1(m) # ¥ for any m € N as shown in the following
proposition.

Proposition 3 (Takai and Kumar 2017, Proposition 3) Consider the pair (L, K) of regular

languages. Then, Fy1(m) # @ for any m € Nifand only if there exists a path Vr(n+1),0 =
(ko) (kp) (kp—1)

OF(N+1) OF(N+1) OF(N+1) .
Ve+Dkg — VEW+1).k VEW+1).k € VEW41),mark in the
acyclic automaton Tpy 41y such that
U JEN(VE+1),k) = IFN. (13)
kelko.ki,....kn)

Dually, to check the nonemptiness of Hyyij(m) for any m € N, we construct
TrN+1) and Tgy+1) that are dual to Trp(y41) and Tr(y41), respectively. Among the

(2N + 3) traces of the second part of Proposition 1 in the case of k = N + 1,
5105 S125 - - - » S17, 820, $22, . . . , 821 € L — K are failure traces, where
= N, if N is an even number
| N -1, if N is an odd number,

and their index set is denoted by
Ign ={10,12,...,11,20,22,...,21}.
Foranym € Nand any k € {1, 2, ..., N + 1}, we define a finite automaton
Tk, = (Ruk,» XHk> XHky,» T Hly 05 RHky mark)

as follows:
e The state set Ryy,, is defined as

Rk,
=0k x Q10 x Q11 X+ X Q1¢h—1) X Q20 X Q21 X -+ X Q2(k—1),

where ~
0 0 x Qk,,, if i’ is an even number
i’ = . . .
N Ok, if i’ is an odd number

foranyi € I andanyi’ € {0,1,...,k—1}.
e The initial state 7y, 0 € Rux, is given as
FHly,0 = (GK,05 410,05 911,05 - - - » G1(k—1),05 420,05 421,05 - - - » G2(k—1),0)

where

q { (90, gk.0), if i’ is an even number
iir,0 =

qK.0» if i’ is an odd number
foranyi € I andanyi’ € {0,1,...,k—1}.
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e The set Ryy,, mark Of marked states is defined as
Rk, mark = {rHk, € Ru, | Vi€ Vi’ € {0,1,...,k—1}:
ii" € Ipn = ru, (ii') € Q x {dn}},

where, for each ryx,, € Rux,,, ruk,, (0) and rgg,, (ii") (i € I,i" € {0,1,...,k—1}) are
defined in the same way as r gy, (0) and rgy,, (ii’), respectively, where rry, € Rpy,,.
The event set X g is defined as Xy = X k.

For each

FHk, = (GK> 41054115 - -+ s G1(k—1)> 4205 G215 - - - » 2k—1)) € RHi,,
and each

oHk = (0,010, 011, - - -, OL(k—1)> 0205 O21» - - - » O2(k—1)) € ZHk,
O Hk, (THE,» oHk)! if the following five conditions are satisfied:

- o0 #¢&=0k(qk.0)),
- Viel,Vi'el{0,1,...,k—1}:

En(qiir, oi7)!, if i’ is an even number
8k (giir, 0;i7)!, if i’ is an odd number,

Uii’#‘s:}{
- Viel:M(o)= M),
- k>2=Vi'e{0,1,...,k—2}:

M (01ir) = Ma(oy¢+1y), if i’ is an even number
M (01,'/) = M, (O'](l'/+1)), if i’ is an odd number,

~ k>2=Vi'e{0,1,... k-2

M (02ir) = M (02¢+1y), if i’ is an even number
M>(02i7) = Ma(02+1y), if i’ is an odd number.

If ek, (rHK,, » OHE)!, then

Hk, (FHky OHE) = (@ G105 D115 - - - » qi(kfl), Gh0s Grps - -+ s qé(kfl)),
where
r_ 8k (qk,0), ifo #¢
K qK otherwise

and

En(qiir, 0;i7), if o0 # & A [i’ is an even number]

g = { 8k (qii7, 0iir), if oji # € A [i’ is an odd number]
qgii’; otherwise.

For each oy € Ty and each sy € Zi;., opk(0), spr(0), o (ii’), and sgy (i)
(iel, i’ e{l,2,...,k—1}) are defined in the same way as o ¢ (0), s Fx(0), opx (i), and
srr(ii’), respectively, where opy € T g and spi € P

The following proposition can be obtained in a similar way to Proposition 2.

Proposition 4 Foranym € N andanyk € {1,2, ..., N +1}, consider any (2k + 1) traces
8, 8105 S115 -« - » S1(k—1)» $205 $21, - - -, $2(k—1) € L such that so € K and

ViEI,Vi’E{O,l,...,k—1}5ii/€1N—1HN:>S,'l'/GK.
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Then these (2k + 1) traces satisfy the last three of the four conditions of the second part
of Proposition 1 if and only if there exists syr € L(Tuy,) such that syi(0) = s and
sk (ii’) = sy foranyi € I andany i’ € {0, 1, ...,k — 1}.

For the case of m = 0 and k = N 4+ 1, we use the notation Ty (y+1), dropping the
subscript m = 0 for simplicity, and as with Try1y versus Trnv+1y, using Tr(n41), We
construct a nondeterministic acyclic automaton

Tawv+) = Vaw+1), ZHN+1) BHN+1» VEWN+1),00 VHWN+1),mark)
over the set of max-SCCs of Ty (n+1) as follows (Takai and Kumar 2017):

—  The state set Vy(n41) is defined as

Vawn+n = {VEW+1).0 VEW+1).15 -« s VHNFD, Vs =11

where, for any k € {0, 1, ..., [Vaw+1)l — 1}, Vav+1).k is @ max-SCC of Ty n+1).-

Without loss of generality, we assume that 7 (v+1),0 € VE(N+1),0-
—  The set Vg (n+1),mark of marked states is defined as

Va+1).mark = {(VEv+1).k € VEWv+) | VEW+1).6 D REN+1),mark 7 9}

— The nondeterministic state transition function By n+1) @ VEwv+1) X Zaw+) —

2Vaw+ is defined as

Ban+1)(VH(N+1) k> OH(N+1))
= {(Vaw+n.w € Vansn Lk #K
ABraw-+1) € Vav+n ke Fgiviry € VE+ne
AEN+) (PTHN+1), CHNAD) = Tvinl)
for each VH(N—H),k S VH(N-H) and each OH(N+1) € EH(N+1)-

A labeling function Jyy : Vyv+1) — 2/#V is defined as

Jan(Vaw+1),6)
={inny € lun | Braw+1) € Vaw+n.k i raN+) (RN) € O X {d}]
AFrHN+1)s T+ 1) € VHN+1) K 3OHN+1) € SHEN+)
AN+ (TH(N+1), OH(N+1) = VfH(NH) ANoaN+)(IHN) # €]}

for each VH(]\LH)JC € VH(N+1)-
Similar to Proposition 3, we have the following result.

Proposition 5 (Takai and Kumar 2017, Proposition 5) Consider the pair (L, K) of reg-
ular languages. Then, Hy11(m) # @ for any m € N if and only if there exists a path

(ko) *D *kp—1)
THN+1) OH(N+1) OH(N+1)
Vawv+n,o = Vew+nk — VEWN+D.K a Va+1).k €
VH(N+1).mark in the acyclic automaton Ty (n1) such that
U Jun(Vaw+1)k) = IHN. (14)
kelko.ki,....kp}

Then the following theorem is obtained, which can be used to verify N-inference
diagnosability.
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Theorem 2 (Takai and Kumar 2017, Theorem 8) The pair (L, K) of regular languages is
not N-inference diagnosable if and only if
“.(rk(% 1) “;k(]/\; 1) U;k(’;v ]1))
+ + +
—  there exists a path VE(n11),0 = VEWN+1),kg —— VFWN+1),k
VEW+1).k, € VE(N+1).mark in the acyclic automaton Tp(y 41y that satisfies (13), and
-0 k) (kp—1)
OH(N+1) 0H(N+I) THN+1)
—  there exists a path Vg(n+1),0 = VE(N+1).kg — > VHEWN+D.k cee

VHWN+1).k, € VH(N+1).mark in the acyclic automaton T (n41y that sansﬁes (14).

Remark 3 Two different finite automata Tr(y+1) and Thn+1) are used above to test
whether Fy41(m) # @ and Hy41(m) # @, respectively, for any m € N. It is possible to
construct a single more general automaton to do the same, as follows, but with a higher
complexity. To generate a nonfailure trace s € K in Tr(y+1) and Ty(v+1), we used the
generator G of the nonfailure specification language K C L. Instead of G, the syn-
chronous product G || Gg can be used by noting that, for any s € L, s € K if and only
if £((qo, 9k ,0). s) € Q x Qg, i.e., the second element of £((go, gk,0), s) is not the dump
state d. With this observation, we can define the following finite automaton:

Tyy1 = (Rys1, EN41, AN, TN41,0, R41),

whose various elements are defined as follows:

e The state set Ry is defined as

Ry+1 = (Q x Ok) x (@ x Q) x - x (Q x Qk).

(2N +3) times

e The initial state ry11,0 € Ry4+1 is given as
rN+1,0 = ((90, 9k,0), (90, 9k,0)5 - - - » (40, 4K.,0))-
e The event set Xy is defined as
In+1 =@ U{eh) x (BU{e}) x--- x (ZU{e}) —{(e,&,...,8)}.

(2N+3) times

e For each

rv+1 = ((q,9K): 910, 911, - - -, 41N> 420, 9215 - - - g2N) € Ry 11
and each
on+1 = (0,010,011, - -+, OIN, 020, 021, - - -, O2N) € LN+1,

aN+1(N+1, on+1)! if the following five conditions are satisfied:

- o #e=8(q,4k),0),

- VielVi'e{0,1,....k—1}:0i # &= &(qir, 0iir)!,

- Viel:Mo)= M,(oi),

— Vi'e{0,1,...,N —1}:

M>(01i) = Ma(01(7+1)), if i’ is an even number
M (01r) = Mi(o1¢'+1y), if i’ is an odd number,

— Vi'e{0,1,....,N—1}:

M (02i) = Mi(0ai7+1)), if i’ is an even number
M>(02i1) = Ma(02i7+1y), if i’ is an odd number.
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Ifayy1(ry1, one1)!, then

N1 (PN+1, ON+1) = (@' Gx)s D10y Di1s -+ s DiNs Dogs Dats - - > Do)
where ) ‘
. Gh) = £((q,qx),0), ifo #¢
49 (g.4k), otherwise
and

) EQqiir, o), if oy £ &
i = { qii’» otherwise.
Then both the conditions Fj,+1(m) # @ and H,, 11 (m) # @ for any m € N can be described
using the single automaton 7T 1. However, since |Qg| < |Q X Okl =10 x (I0k|+ D),
we have |[Rrp(y+1)| < |Ry+1l and |Rgv+1)| < IRN+11, i.e., Ty41 will have a larger state
space than TF(N+1) and TH(N+1)-

4 Computation of delay bound

As in Section 3.3, we assume that / = {1,2} and N > 1. For the pair (L, K) of regular
languages that is N-inference diagnosable (so there exists m € N such that Fy1(m) = 0
or Hyy1(m) = ), let m}, be a minimum integer m:

my =min{m € N | Fyy1(m) =0V Hy41(m) = ¢).

For any m > m*;\, the decentralized diagnoser {D;};c; : L — C for which the local
diagnosers are given by Eqs. 8-11 can detect any failure within m steps. Hence, m}, can
be considered as the delay bound. Let Nry and Ny y be the sets of delays under which
(L, K) is “N-inference disjunctive diagnosable” and “N-inference conjunctive diagnos-
able”, respectively, i.e., N,y = {m € N | Fy;1(m) = @} and Nyy = {m € N |
Hpy+1(m) = @}. Then we can define the minimum delays for the disjunctive and conjunctive
cases, respectively, as

mk _ minNFN, ifNFN 75 ]
FN ™ ] undefined, otherwise,

m* _ mil’lNHN, ifNHN ;ﬁ@
HN = | undefined, otherwise,

while the overall minimum delay as

min{m*, m ), it Ney # 0 ANpy # 0
m*N: m}N, ifNFN;ﬁ@/\NHN=@
m}‘,N, ifNFN:@/\NHN #@

To compute m},, we first develop methods for computing m7},,, and m7,,, when Npy # 0
and Ny y # 0, respectively.

Note that m7,, is the minimum number of post-fault events the system must execute
for a fault to be detected. We use the acyclic automaton 7ry41) for computing m7,
when Ngy # . Under this condition, we have Fy (m*}‘, n) = 9. Then from the inverse

of Proposition 3, it holds for any path in the set Pr(y+1) of all paths from the initial

(k) (ky)
OF(N+1) OF(N+1)
state to marked states of the form Vr(nvi1),0 = Vriv+1),60 —— VE(N+D) ., —
(kp—1)
f’p(}vm

- —— Vewv+nk € VEW+1)marks that Ueo ky. k) JENVEV+).6) # TFN.

.....
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Then for a corresponding index ipy € Ipy — Uke{ko,kl _____ k1 JFN (VE(N+1),k), it holds that
only the inter-max-SCC transitions in Tr(y1y (that are also the transitions of Trnv1))
witness a post-fault event, whereas the intra-max-SCC transitions in Trn41) (max-SCCs
of Tr(n+1) are states in Tr(y+1)) are simply e-transitions (otherwise that index would
already be included in Uke{ko,kl ,,,, k) JeEN(VE(N+1),k) by the definition of Jry). Then
for each such index, each transition along a path prv+1) € Prv+1) may contribute to
a post-fault event count depending on whether or not that transition is a non-g-transition

(ko)
. . OF(N+1
for that index. Accordingly, for each path prnv+1) @ VEv+1,0 = VEW+1).k BLGALN
(k1) kp—1)
OF(N+1) OF(N+1)

VEWN+1)k VEN+1).05, € VF(N+1),mark in Pp(v41) and each index
irN € IFN — Uke{ko,k| ,,,,, k) JrN (VE(N+1),k), we define an index-specific post-fault event
count of each transition of the path as follows: For each j € {1, 2, ..., h},

(kj—1)
WFN,ipy (VENA+1) k5 GF(’N'H), VE(N+1).k;)

(A
L, if [op(y 1) (FN) # €] /
ABrev+ty € VEN+1) ko I pvyry € VRO
(kj-1) .
apN+1) (TF(N+1)s UF("NL])) =Tt N rvenrN) € @ x {d}]
0, otherwise.
Using the index-specific post-fault event count of transitions, we define an index-specific
post-fault event count for the path pr(y41) by simply adding the index-specific counts along
the transitions of prn+1):
h i)
WEN,ipy (PF(N+D) = Z WEN,ipy (VEN+1)k s GF(]I\;—]H)’ VEWN+1).k;)-
j=1
Next, a minimum among all indices in Iry — UkE{kg,kl _____ ki) JrEN(VE(N+1).k) 18 taken to
determine the post-fault event count across all such indices for the path prv41):

WEN(PF(N+D) = min WEN,ipy (PF(N+1))-
iFN €PN —Uketkg,...ky ) JFN (VEN+1),k)

Finally a maximum of the counts along all paths in Pgy1) is taken to obtain the required
delay bound of diagnosis:

Max .y eProvsry WEN(PEN+1)s if Prvir) # 0

WEN = .
FN { 0, otherwise.

Since Pry+1) is finite, wry is effectively computable.
The following theorem shows that the value m7,,; can be computed as m7,y = wry.

Theorem 3 For the pair (L, K) of regular languages that is N -inference diagnosable, if
Nry #* @ then m}N = WFN.

Proof First, we show that m7 ~ =< wry. For the sake of contradiction, we suppose
that wpy < mi}y. Since my, = minNgy, we have wry ¢ Npy, which implies
Fny1(wrn) # 0. We consider any so € Fy1(wry). By Proposition 1, there exist 2(N+1)
traces 10, S11, - - - » SIN» 520, 821, - - - » 28 € L such that the four conditions of the first part
of Proposition 1 are satisfied for m = wgy and k = N + 1. Furthermore, by Proposition
2, there exXists SF(V11) = Oy 0riven)  Ornany € L(TFw+n) (= 1) such that
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©)
. . . OF(N+1
sp(N+1)(in) = siy for each iy € Iy. We consider the path rp(y11),0 = rl(pO(NH) D
N ”§1<)N+1> "g(zvlll) )
rF(NH) . TE(N+1) in Tr(n+1) obtained by executing szy41). For

each iry € Ipn, if ipy = 0, then spv41)(0) = 5o € Fyri(wpy) € L — K. If
irn # 0, then we have by the second condition of the first part of Proposition 1 that
sr(v+1)(irn) € Fo(wpny) € L — K. Thus, we have rgzNH)(ipN) € Q x {d} for each

, .
irN € IFn, 1€, rF(N+l) € RF(N+1),mark-

For some ag, ay,...,ap_1 € {0,1,...,1} (h > 1)suchthatag < a; < -+ < ap_1,
(a ) (ap)
. (0 +1) I-(1N+I)
there exists a path PF(N+1) : VF(N+])’O = VF(N+1)k0 —> VF(N+1) K ———
(ap—1)

OF(N+1) o 0

——— Vrw+Dk, € VF(N+1).mark that satisfies {rf,()NH),..., I(f(o]\),ﬂ)} -

+1) (ar) (ap—1+1) )
VEW+1).ko> {rF(NJrl)’ - F(N+l)} VEWN+Dks o Tpeygny s Trvenyd S

VE(N+1),k, in the acyclic automaton Trn+1)- Since pry+1) € PF(N+1) ;é #, the count
wFN(pF(N+1)) of PF(N+1) satisfies wFN(pF(N+1)) < wpgn. Then there exists ipy €
IrN = Uketko eyt PN (VE41) ) such that wen ipy (PFv41) = WEN(PF(NV+1))-
By the definition of wry iy (PF(V+1)), there exists a € {0,1,...,1 — 1} such that

1
rF(N+1)(lFN) ¢ Q X {d} r}.fl(-;/il)(lFN) € Q X {d}: and
. . -1 ,
|0Fa(N+1)(lFN)UFa(X/_,_l)(lFN) . ~(7;:(N_)H)(1FN)| = wrN(PF(N+1))-

Since {41, (iFn) ¢ Q x {d}. we have sp(v1)(ipy) € KZSVANPFN+) © KR SWEN,
This contradicts sp(v+1)(iFn) € Fo(wpn) = L N (L — K)XZWFN,

Next, we prove that m}.,, > wpry. For the sake of contradiction, we suppose that
m’;N < wpgy. Since 0 < m},, we have 0 < wpy, which implies Pryi1) #
@. In the acyclic automaton 7Tp(y41), there exists a path prviny @ Vrwwsno =

(k) (ky) [

”F(?v+|) ”F(IN+1) ”F(,;v+1|)
Veinihy —— Veve g —— -+ ——> Vewank, € VEW+1),mark
(h = 1) whose count wry(prv+1)) satisfies wpn(pr(v+1)) = wrn. For any ipy €
Uke{ko,kl ’’’’’ k) -]FN(VF(N—H),k), there exists VF(N+1)’k-i[FN (jiFN € {0, 1,...,h}) such that

[Frrv+r) € VF(N+1),kjl.FN crEN+(FN) € O x {d}]

AT+, r;T(N+1) € VF(N+1),k_,-[FN ,doF(N+1) € TR+ -

arN+)(FF(N+1), OF(N+1) = r%(NH) ANopN+DH(FN) # €] (15)

5 © o) 5 0=D

Then there exists a path rpyy1)0 = rg)()NH) BLIGALN rg()NH) FN+D, L 0D
r(FlzNH) (! = 1) in Tp41) such that, for some ag,ai,...,ap—1 with ay <
ar < o< -l {rl('?()()N+1)"' rlg'fl(oli’-s-l)} < VF(N+1)kO’{rF(N41-)1)"' 1(1«51(113/-4-1)} <
VF(N+1),k1’~~~’{”1(Va(h1\7ﬁ)l)’“" gzNH)} S VrW+1) ks UI(V(N+1) = UF(N+1) (p €

{0,1,...,h — 1}, and forirn € Ureppg k... kn) JFN (VEN+1),6)s

,,,,,

@, —1+D)
Frven  UFPN) € Q x {d}, (16)
and
(a /1 1+1) (a Jt . -1 .
U o G Ylirn) .. op o GFN] = wey — 1. (17
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In addition, for any iry € Ipy — Uke{ko,kl k) JEN(VE(N+1),k), since wrn (PF(N+1)) =

yaees

wrn, wehave wry ipy (PF(V+1)) = wry. Thus, there exists ji., € {0, 1, ..., h} such that
Egs. 16 and 17 hold.
0 1 -1 .
Let spveny = 0;()/\,+1)0;()/\,+1)~~01(,(Nil) € L(Trn+1)). Since Egs. 16 and 17

hold for each ipy € Ipy, it follows from wrpy — 1 > m}N that SF(N—H)UFN) €
LN(L—-K)yzzww=l c pn@L - K)EZ’"*FN = Fo(m¥,). In addition, for each
iy € Iy — Iry, we have sp(y+1)(in) € K. Then, by Propositions 1 and 2, we have
srN+n(0) € Fypi(myy) # 9, ie, my, ¢ Npy. This contradicts the definition of
M- O

Dually we use Tg(n+1) to compute mY;y when Nyy # @. For each pyv+1

(ko) k) (kp—1)
CH(N+1) OH(N+1) PH(N+1)
VEw+n.o = VEW+Dk — VEW+D.K VEWN+D.k €

VH(N+1).mark in the set Py (y+1) of all paths from the initial state to marked states and each
indexigy € Igny — Uke{ko,kl ..... k) JuN(VH(N+1),k), we define an index-specific post-fault
event count of each transition of the path as follows: For each j € {1, 2, ..., h},

(kj—1)
WHN,igy (VHN+1)kjy 5 O—H'(,NI—H)’ VH(N+1)k;)

. ki— .
L if oyt (an) # €]

AErEN+1) € VEWNA) k1> Tgvrry € VEN+D;

(kj—1) .
ag(N+1)THWN+D, UH(JNI-H)) =rywen Naven@aN) € Q x {d}]
0, otherwise.

Then an index-specific post-fault event count for the path pp(y41) is defined as

h
(kj—1)
WHN,igy (PH(N+D) = E wHN,iHN(VH(N+1),kj,1aUH(]Nl_H)v VHWN+1).k;)-
j=1

Next, a minimum among all indices in /gy — Uke{ko K
the post-fault event count for the path pyn+1):

k) Jun (Ve v+1),k) 1s taken as

.....

wuN(PHN+1)) == min WHN,igy (PHN+1))-
igN €l N —Ukelky,...kp) JTHN VEHN+1),5)

Finally a maximum of the counts along all paths in Py (n+1) is taken as

maxXp, v, ePuwseny WHN(PHWN+1))s i PH(N1) # 0

w = .
HN { 0, otherwise.

Since Prn+1) is finite, wyy is effectively computable.
Similar to Theorem 3, the following theorem holds, which shows that the value m’;{ N can
be computed as m7; y = wynN.

Theorem 4 For the pair (L, K) of regular languages that is N-inference diagnosable, if
Ngn #* @ then m}‘_IN = WHN.

Remark 4 The result of Theorem 3 (respectively, Theorem 4) on computing the delay bound
is reduced to that of Section IV of Qiu and Kumar (2006) (respectively, Theorem 2 of
Yamamoto and Takai 2014) in the case of N = 0 and reduced to Theorem 3 (respectively,
Theorem 4) of Yokota et al. (2017) in the case of N = 1.
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Remark 5 In this remark, we discuss the complexity of computing the delay bound. To
compute the delay bound m’, using Theorems 3 and 4, we first need to construct the finite
automata Tr(y+1) and Ty (n41), Whose complexity is exponential with respect to the num-
ber n of local diagnosers and doubly exponential with respect to the levels N of inferencing,
as shown in Table 1. Next, we construct the nondeterministic acyclic automata Try+1)
and Tg(n+1) by identifying all max-SCCs of Tr(n+1y and Thy+1). This complexity is

N _1\k
O((IRF(v+1)| + IREN+]) X |21+ Ei=0m=D%) "where

[RE(N+1)]

010 ne=D* 1 5 1+ 0n=D5) if N s an even number
00|+ P nm=121 g 1+ n=DF) if N is an odd number.,
[Ruv+1)l

0(QZon =1 |0 [FEXon@=1%) " if N is an even number
0(QZ% =1 | 0 I+ T0n =" if N is an odd number,

and it is exponential with respect to the number n of local diagnosers and doubly exponen-
tial with respect to the levels N of inferencing. Then m, can be obtained by exploring all
paths of Tr(n+1) and Tgy+1) that end with marked states. It turns out that the complex-
ity of the delay bound computation is of the same order as that of verifying N-inference
diagnosability—the former computes an exact delay bound while the latter checks only the
existence of a finite delay bound.

Remark 6 Since the finite automaton 7y 1) is acyclic, the number of transitions of a path
in PF(N—H) is bounded by |VF(N+1)| — 1, where VF(N+1) is the state set of 7—F(N+l)~ By
Theorem 3, m¥;  is bounded by | Vr(v11)|—1. Similarly, m7; 5, is bounded by |V (v 1)1,
where V(1) is the state set of Tr(n41)-

The following example illustrates the results on computing the delay bound.

Table 1 Complexity for constructing automata Tr(y+1) and Ty (n+1) (Takai and Kumar 2017)

Complexity of constructing Tr(n41)
Atbitrary even N 0(1Q+ I ne=D* (g )z Eonn-Dy
= 0(1QOC=D"D . (1gk| - |50 =DY))

/2 _
Arbitrary odd N (I QX P (g )T 1
N
= 0((101 - 10k - [EOCe=D")
2 2
N=1 0(QI" - (10k| - IZ)™ Y
N=2 0(1QI" 1 (|Qk| - S|y =)
Complexity of constructing Ty (y+1)
N/2
Arbitrary even N 0(|Q|Zk:o"<"*1)2k -(10k| - |2|)1+Zﬁ:on(nfl)")
= 0((10] - 10k - [E)OCe=D")
N—-1)/2
Arbitrary odd N 0(10Z%0 Fn=1% (jg | [z ERLne=Dt
= 0(1Q|0@ =D (j0k| - B O@e=DY)
N=1 0(QI" - (1Qk!- =™+
12 2 _1)\2
N=2 0(|QI* =17 . (|Qk | - [S|yr+n=D)
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Example 2 We consider the setting of Example 1, where (L, K) is 2-inference diagnosable.
As shown in Example 1, we have F3(m) = H3(m) = () for any m € N with m > 1, which
implies Ngy # @ and Nyo # 0.

We compute the delay bound m3 = min{m¥,, m},,} using Theorems 3 and 4. We
construct the acyclic automaton 7r3 to compute m7,. A part of T3, which includes a
path from the initial state to a marked state in V3 jqrk, i shown in Fig. 3. (By the def-
inition of Tr3, each state of 73 is a set of states of Tr3. Note that this example is a
special case where each state of 73 is a singleton.) Since Pr3 # ¥, we need to compute
wra2(pr3) for all paths pr3 in Pr3. For example, we consider the path pr3 : Vg3 =

(e,e,e.e.e.e.e) (fib2,b2,b2,a2,a2,a2) (e,8, .88, f,€) .
Visgy ————> Vr3gyy ———————— Vg3, ————> VF34;, shown in

Fig. 3. Since Jr2(VF3 1) UJF2(VF3,4) U I P2 (VE3 ks ) U JF2 (V3 k) = @, the count of pp3
is given as

wr2(pr3) = min WF2,ip (DF3).
P iprelima0.11,21) T 2ir2 AP

Since wWr2,ip,(pr3) = 1 foreach ipy € Ip2, we have wra(pr3) = 1. For other paths in
‘Pr3, their counts are computed in the same way. Then, by Theorem 3, we have m}, =
wpy = L. Similarly, by applying Theorem 4, we have m},, = wy2 = 1. Consequently, the
delay bound m is obtained as m3 = min{m7,, m},,} = 1.

Remark 7 As shown in Example 1, this example is not 1-inference diagnosable, i.e., it is
neither disjunctive-codiagnosable nor conjunctive-codiagnosable, and also it is nether con-
ditionally disjunctive-codiagnosable nor conditionally conjunctive-codiagnosable, meaning
that the delay bound for diagnosis in those schemes is not even defined (or may be consid-
ered to be infinity). In contrast the delay bound of 2-inference diagnosability is bounded,
and in fact just 1.

We next show the following expected anti-monotonicity property that, for an N-inference
diagnosable system, as the levels NV of inferencing are increased, the delay bounds become
smaller.

Theorem 5 For any N € N such that the pair (L, K) of regular languages is N -inference
diagnosable, it holds that m}‘VH <my.

Proof Since (L, K) is N-inference diagnosable, Fy 1(my) =@V Hy1(m}) = ¥ holds,
which implies Fy2(my) = 0V Hyyo(my) = . Then, (L, K) is (N + 1)-inference

!

V3 ko ‘ {((90; 4x0): 4K 05 (q05 4K 0) 4K 0, 4 05 (90, Gic 0), dic0) } ‘

Vs ‘ {((99, qrc7), axc7: (99, qrc.7), s aer, (9, Qi) arcr) ‘
(f, b2, ba, ba, az, as, as)

V3 ke ‘ {((a11, ), axco, (012, Gic ) a9, Qs (o, Arcs), drcs) b ‘
(e,¢, f,e,¢, f,€)

‘ {11, ), a9, (916, d); dicp, s, (13, ), qics) } ”

Vs ks

Fig. 3 A part of the automaton 7,
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diagnosable and m} € {m € N | Fyjpo(m) = 0V Hyi2(m) = @}, which implies
mj‘V_H <mjy,. O

As shown in the following example, the converse relation of Theorem 5 need not hold.
Example 3 We consider a plant modeled by the finite automaton G shown in Fig. 4a, which

is obtained by slightly modifying the automaton of Fig. 2a. Let A} = {a,d’, ¢, ¢/, d, e},
Ay ={b,b,c,c,d, e}, and

a, ifo €{ay, az}
_ ) d, ifo e{a],db}
Mi(o) = o, ifo €lc,c,d, e}
g, otherwise,
b, ifo € {by, by}
b, ifo e {b/,bé}
Mx©) =1 6 o e e . d, e)
g, otherwise.

In addition, let K € L be a closed regular language generated by the finite automaton G g
shown in Fig. 4b. We can verify that (L, K) is 1-inference diagnosable and that Np; # ¢
and Ny # (. Then it is also 2-inference diagnosable.

Similar to Example 2, we can obtain the delay bound m3 = 1 in the case of N = 2. We
show that the delay bound m7 in the case of N = 1 is larger than m}. To compute m7},,
and m*Hl, the acyclic automata 7, and Ty are constructed. A part of Tr, shown in Fig. 5

K11

Fig. 4 Automata G and G of Example 3
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!

VE2.k ’ {((g0, gr.0), 9.0, (905 4K0) rc.0: (0, qrc0)) ‘

(e,e,e,¢e,€)

Vrak, ’ {((q11, gx9), qrc9s (@115 Grc0), Grcos (Qu15 i 0)) } ‘
(fa b27 b27 az, a?)
Vi ks ’ {((QBsd):(ZK,lls(q147QK,11):qK,107 ((1127(1&10))} ‘

(e.e. fre f)

Via,ks “ {((q13, d). g 11, (@1s: d), are10: (@15, d)) } H
(€., a5, €,b))

VF2,k, ’ {((q13,d), axc11 (20, d), qxc 105 (Qr9, d)) } H
(c.c.c,c,0)

Ve || {((q13, d), qrc 13, (q22, ), Grc 12, (a1, d)) } H

Fig. 5 A part of the automaton 7F,

(e,ee.e (f.b2,by,a2,a) (e.8,f.e,f)
—_— 5

. .€)
includes a path pp2> : Voo = Vroky ——— Vo ———— Viok

(875»‘1&»5’[’/2) (c,c,c,c,c) . . .
Vro kg ——— Vo iy, ——— V2,45 in Pro. For this path pg2, since Jr1 (VE2x,) U

Jr1(Viak) U JF1(VE2,00) U JF1(VE2,1) U Jp1 (VE2,k,) U JF1(VF2,k5) = @, the count of
PF2 is given as

wri1(pr2) = min WFLip (PF2).
P ielme(0.11,21) - FLFAP

Since wr1,0(pr2) = 2 and wry,11(pr1) = wr121(pFr2) = 3, we have wri(pr2) = 2.
For other paths in Pp, their counts are computed in the same way. Then, by Theorem 3,
we have m}l = wp; = 2. Similarly, by applying Theorem 4, we have m*H1 = wy; = 2.
Consequently, the delay bound m] is obtained as m} = min{m}.,, m};;} = 2, which is
larger than the delay bound m(= 1) in the case of N = 2.

For example, we consider a situation where the event ¢ is executed after a failure trace
ef € L — K. The first diagnoser D; cannot distinguish efc € L — K from a nonfailure
trace eboc € K. In addition, the second diagnoser D, cannot distinguish ebyc € K from a
failure trace eb; f aéc € L — K. Thus, D cannot detect the occurrence of the failure event
f using a single-level of inferencing. Analogously, D, cannot detect the occurrence of f
using a single-level of inferencing.

On the other hand, if the plant executes eb; f aéc € L — K, then D; can detect the
occurrence of f unambiguously and can issue a failure decision with the ambiguity 0. Then,
for ebyc € K, Dj can issue a nonfailure decision with the ambiguity level 1 and, for efc €
L — K, Dj can issue a failure decision with the ambiguity level 2. Similarly, D; can issue a
failure decision with the ambiguity level 2 for efc € L — K. Using 2 levels of inferencing,
the occurrence of f is detected after c is executed, i.e., within one step delay.
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5 Computation of ambiguity levels

Online diagnosis requires the computation of the ambiguity levels nif (M;(s)) and nf‘ (M;(s))
of the local failure and nonfailure decisions, respectively, in accordance with Eqs. 8 and 9.
(As before we continue to assume that / = {1, 2}). To compute the language Hy (m) for each
m € N andeachk € {1,2, ..., N+1}, we use the finite automaton THy,, defined in Section
3.3, but replace each transition label oy € X i with its first element o (0) € ¥ U {¢}
to obtain a nondeterministic finite automaton

THk, = (RHk,, 2, QHk,,» "Hky.0» REk, mark)

over X, where the nondeterministic transition function &gy, : Ruk, x (£ U{e}) — 2Rtikun
is defined as follows: For each ry,, € Rk, and eacho € X U {e},

ank, (i, 0) = {ry;, € Ruk, | 3oux € Tur :
onr(0) = o Aap, (ruk,, omK) =ry;, -
In addition, for £k = 0, we regard Gx¢ = (Qk, Z, 8k, qgk.0, k) as a nondeterministic
automaton A
THo, = (RHO,» T\ &HO,» THO,,,00 RHOW mark)
i.e., the transition function &g, : Rmo,, X (£ U {e}) — 2RHom is defined as

~ _ ) 6k (@gk. o)}, if o # e Adk(gk. 0)!
FHO, (9K, 0) = [ @, otherwise
for each gk € Rpo,, = Ok andeacho € T U {¢}.
The following proposition shows that the nondeterministic automaton f"Hkm accepts the
language Hy (m).

Proposition 6 For any m € N and any k € N such that 0 < k < N + 1, Lm(innl) =
Hi(m).

Proof First, we prove that L, (fHk”l) C Hi(m). We consider any s € L, (fHk,n). Ifk=0,
thens € L,,(Gx) = L(Gg) = K = Hy(m) by the definition of ngm. We consider the
case of 0 < k < N + 1. By the definition of f"Hkm, there exists sgx € Ly (Thy,,) such that
sak(0) = s. Let ryg, = auk, (rHk,.0, SHE) and s;; = syx(ii’) for each i € I and each
i’ €{0,1,...,k — 1}. Since rgy, (0) = 8k (gk.0.5) € Qk, we have s € K = Hy(m).
By Proposition 1, it suffices to show that the four conditions of the second part of Proposition 1
hold.

For eachi € I and each i’ € {0,1,...,k — 1}, if i’ is an even number, then ii’ €
Ign. By the definition of the marked state set Ry, .mark of THk,,, we have rgy, (ii') =
&n((go, 9k.0), siir) € Q X {dn}, which implies s;;7 € L,, (G || GKm) = Fy(m). If i’ is an
odd number, then ryy,, (ii") = 8k (gk.0, sii7) € Ok, which implies s;; € K = Hy(m).
It follows that the first condition of the second part of Proposition 1 holds. In addition, by
Proposition 4, the last three of the four conditions of the second part of Proposition 1 are
satisfied.

Next, we prove that Hy(m) C Lm(f"Hkm). We consider any s € Hiy(m). If k = 0,
then s € Hym) = K = L(Gg) = L,(Gg) = Lm(f"Hom). We consider the
case of 0 < k < N 4 1. By Proposition 1, s € Hp(m) holds and there exist
5105 S115 + - > S1(k—1)» 20, 821, - - - » S2(k—1) € L that satisfy the four conditions of the sec-
ond part of Proposition 1. Then, by Proposition 4, there exists sgx € L(Thy,,) such that
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sar(0) = s and syr(ii’) = s; foreachi € I and each i’ € {0,1,...,k — 1}. Let
FHk, = QHk, ("Hk,.0,SHk)- Foranyi € I andanyi’ € {0, 1, ...,k —1},if ii’ € Iy, then
i’ is an even number, so we have sy (ii’') = s;;7 € Fo(m) = L,,,(G || GKm). It follows that
rHk, (i) = £,((q0, gk .0), SHK(ii")) € O X {d;}. By the definition of the marked state set
Rk, mark, we have ryg, € Rpk, mark and spi € Ly (THy,). Since sy (0) = s, we have
s € L(Tyy,). O

Dually to f"Hkm, we obtain a nondeterministic finite automaton f"pkm from Try, as
follows:

Trk, = (RFkys X CFky > FFhp,00 RFky,mark),
where the nondeterministic transition function &ry,, : Rrx,, X (XU{e}) — 2RFin s defined
as follows: For each rry,, € RFy, and eacho € X U {¢},
A /
&Fk, (rrk,, o) = {rg, € Rrk, | JoFr € Trg
/
ork(0) = o N arg, Pk, , OFK) = T'py, -
In addition, for k = 0, we regard G || Gk, = (Q x Qk,,» =, &m. (90, 4K.0)> Q X {dn)) as
a nondeterministic automaton
Tro,, = (RFo,» 2, &F0,,, 'F0,,0» RF0,, mark)

i.e., the transition function &ro,, : Rro,, X (£ U {e}) — 2Rrom is defined as

_ . . \
dro, (@ k), ) = { {;m((QaQK,,,)’U)}a i)fﬂclferavévlesg En((q. qx,)- 0)!

for each (q, gk,,) € Rro,, = O X QK,,, and eacho € X U {¢}.
Similar to Proposition 6, the following proposition is obtained, which shows that the
nondeterministic automaton 7Try,, accepts the language Fy (m).

Proposition7 Foranym € Nandanyk € Nsuchthat0 <k < N+1, Lm(f“pkm) = Fr(m).

For the online computation of the ambiguity level nlf (M; (s)) of the local failure decision
for each M;(s) € M;(L), we define a state estimate function Epy, ; : A;" — 2Rdim for
eachi € I andeachk € {0, 1,..., N + 1} as follows:

- Eng,.i(e) = UR;

Ty, 1

- VteAl, Yoy, € A;:

({ruk,,0}), and

Eni,,.i(toy;)

=UR;

Triy, i U U O Hky, (THky» 0)

THkn €Etkm i (1) g exnM; (op)

Similarly, for the online computation of the ambiguity level nfl (M;(s)) of the nonfailure
decision for each M;(s) € M; (L), a state estimate function Erg,, ; : A;.“ — 2RFun s defined
foreachi € I andeachk € {0, 1,..., N + 1} as follows:

- Efg,.,i(e) =UR;_ .({rrk,.o0}), and

TFipy »i
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- Vte Al VYou, € A;:

Epg,, i(tom;)

=UR;

Ty i U U & Fky (FFhy» O)

Ty €E Fiyy i (1) UE):QM,-_I(JMI')
Then it holds that
Ept,,.i(t) = {rux, € Rux, |3s € M7 () N L(Twx,,) : rik, € &k, Pk, 00 ),

Ert,.i(t) = {rrk, € Rrw, |35 € M;'(0) 0 L(Tr,) < rrk, € Gk, (rFi, 009}
t ¢ Mi(Hi(m)) < Eni,.i(t) N Ruk, mark =9,
and
t & Mi(Fx(m)) < EFk,,i(t) N RFi, mark =¥
for each t+ € AY. Accordingly, the following result on the online computation of the
ambiguity levels nlf (M;(s)) and nlh (M; (s)) is obtained.

Theorem 6 Consider any m € N such that Fn1(m) = @ or Hy1(m) = 0.

1. Foreachs € L andeachi € I, if {k € {0,1,...,N + 1} | Epg,,i(M;(s)) N
RHkm,mark = Q} 7é 0, then

”,f(Mi (s)) =minfk € {0, 1, ..., N + 1} | Enk,, i (Mi(s)) N Ruk,, ,mark = ¥};

otherwise nif(Mi (s)) =N +2.
2. Foreachs € L andeachi € I, if{k € {0,1,...,N + 1} | Epx,,i(M;(s)) N
Rka,mark = @} # @, then

n!(M;i(s)) = minfk € {0, 1,.... N + 1} | Ert,.i(Mi () N RF, mark = B);
otherwise nlh (M;(s)) =N+ 2.

Remark 8 In this remark we discuss the complexity of computing the ambiguity levels.
This requires us to construct the finite automata Try, and Ty, (K = 1,2,..., N 4+ 1).
The complexity of their construction is exponential with respect to the number n of local
diagnosers and doubly exponential with respect to the levels k of inferencing, as shown in
Table 2. Next, we construct the nondeterministic automata f"pkm and TA"Hkm by replacing each
event of the form (o, 019, 011, ..., O1(k—1)> 020, 021, « + + » Uz(kfl)) in Tka and THkm with
its first element o. Note that the sizes of f"pkm and f’Hkm are the same as those of Try,, and
THy,,» respectively. In addition, for k = 0, f"pom and 7A"1-10,,, are the same as G || G K,, and
Gk, respectively, and the complexity of constructing G || ka is O(0|-(|Qk|+m)-X).
In online diagnosis, the ambiguity levels n;f (M;(s)) and ni’ (M;(s)) of the local
failure and nonfailure decisions are computed by updating the values of the state esti-
mates Epy, i (M;(s)) and Efg, ;(M;(s)), respectively, upon each local event observa-
tion. The complexities of updating Epy, ;(M;(s)) and Efg, ;(M;(s)) are O(|Rpuy,,| -
|2|1+Zf=| "(”_I)H) and O(|RFx,,| - |2]|1"'25(=1 ”(”_])H), i.e., linear in the sizes of Tpy,
and Tyy,, , respectively.
Remark 9 Note that if m}, = m%,, (respectively, my, = mj, ), then Fy,(m}) = 0
(respectively, Hyy1(my) = @), which implies ¢t ¢ M;(Fyy1(m})) (respectively, ¢ ¢

@ Springer



342 Discrete Event Dyn Syst (2018) 28:315-348

Table 2 Complexity for constructing automata Tz, and Ty,

Complexity of constructing Try,,
Arbitrary even k 0101+ (10| +m)FEL n0=D o T =12
JS T ne=1h
= 0((101 - 10k | +m))0@e=DD | g [00(n=D12)
B |00 =1 1y

(D2, 1)1

Arbitrary odd k 010! - 10k | +m) S =11 15 515
k=3 E R -0

= 0((1Q] - (10| +m) 0= | g | 0=
|B|0ne=1 1y

k=1 0001 (1Qk|+m) - |Qx|" - [Z|"*])

k=2 0101 - (10| +m)™ "1 |Qg|" - | +1)
Complexity of constructing Ty,

Arbitrary even k 0101 - 10k | +mpiiine=17"2 g 1+ Ei =D

,|2‘1+Z,k:1 (=1
= 0((1QI- (1Qk | +m) 0= g |00r=DTD

|z 0=y

. |QK|H’Z;‘;7II)/2 n(n—1

)2[—2 )21—1

(k+1)/2
Arbitrary odd k 010 (10| +m)Xi=t ~n=1
k=3 E R D
= 0((1Q1- (10| +m) 0= | g 00e=DT
NP LGSVt
k=1 001~ (1Qk|+m)" - Qx| - [ZI")
k=2 001~ (1Qk|+m)" - |Qk |~ |5 +1)

M;(Hy+1(m%))) forany i € I and any € M;(L). Thus, if m%, = m*,,, then n (M; (s))
can be computed for each s € L as follows: If {k € {0,1,..., N} | Eng,,i(Mi(s)) N
Rk, mark = 9} # 9, then

n,-f(Mi(S)) =minfk € {0, 1, ..., N} | Egg,,i (Mi(s)) 0 Ry, mark = O}

otherwise n;.f (M;(s)) = N + 1, i.e., we do not need to construct 7A"H(N+1),,, fork =N+ 1.

Similarly, if m}, = m},, then nf’ (M;(s)) can be computed for each s € L as follows: If
{k €{0,1,..., N} | EFg,.i(Mi(s)) N R, mark = ¥} # 0, then

n} (Mi(s)) = min{k € {0, 1,..., N} | Efk,, i(M;(s)) N RFk, mark = 9};

otherwise n!' (M;(s)) = N + 1.

Remark 10 It would appear that to construct a local diagnoser at the ith local site, we
may not need to take the information of the ith local diagnoser into account in the finite
automata Try, and Ty, (k = 1,2,..., N 4 1). But this does not really help in reducing

the complexity. To see this, we consider any s € L such that M;(s) € M;(Fy(m)) and
M;(s) € M;(Hy(m)), where k € {0, 1, ..., N}. We can verify that

M;(s) ¢ Mi(Hiy1(m)) < Mi(s) ¢ M;(Hi(m) 0 M.;le(Fk(M))), 18)
Mi(s) ¢ Mi(Fiy1(m)) < Mi(s) ¢ M;(Fi(m) 0 Mj_]Mj(Hk(m))), 19)
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where {j} = I—{i}. By Egs. 18 and 19, acceptors of the languages Hy (m)ﬁMj’1 M (Fy(m))
and Fy(m)N Mj_1 M (Hy(m)) can be used, instead of, 7A"H(1<+1),,, and f"p(k+1)m, respectively,
for computing the ambiguity levels using Eqs. 8 and 9. In the case of k = 0, for Hy(m) N
M_le (Fo(m)) and Fo(m) N M_le (Hp(m)), there exist their acceptors whose state sets
are Qg x (Q x Q). Since Ry1,, = Qk x (Q x Qk,,) x (Q x QK,,,) and Rpy, = (Q %
Q K,) X Ok X Qg, such acceptors have smaller state sets than TH1 and Tp 1,,- However,
for k = 1, if we construct an acceptor for Hj(m) N M M](Fl (m)) by composing THl,,,
and T1,,, then the state space (Qk x (0 x Ok,,) x (O x O,)) x (@ x Ok,) x Ok x Qk)
of this acceptor is larger than the state space Qg x (Q x QK,,,) X Qg X (Q X QK,,,) X Qk
of fﬂzm , 1.e., there is an increase in the size of the state space. For this reason, we chose the
construction as reported above in this section.

Example 4 We consider the setting of Example 1, where (L, K) is 2-inference diagnosable.
As shown in Example 2, the delay bound is computed as m} = mF2 =mj, = 1.

We present an example of computing the amblgulty level n; (M, (s)) of the failure

decision using Theorem 6. (The ambiguity level n; h(M;(s)) of the nonfailure decision is
computed in a similar way.) We assume that the plant G executes a failure trace s :=

efc € L — K. For computing nl.f(M,- (s)), we need to construct fHkm fork =0, 1,2 and
m = m} = 1. By the definition of fHol , it is the same as G g shown in Fig. 2b. A part of
TH1, and its corresponding part f’HlI are shown in Fig. 6a and b, respectively. In addition,

a part of T2, and its corresponding part fH21 are shown in Fig. 7a and b, respectively.
For k = 0, we have by Fig. 2b that

Eno, 1 (M1(s)) N Ry mark = Enoy,1(ec) N Ok
= {gk.11}
£ 1

and

Eno, 2(M2(s)) N Ryoy mark = Enoy2(ec) N Ok
{gk .10}
"y

For k = 1, we have by Fig. 6b that

((gk,11, (q11,d1), (q18.d1)) € Egi1,,1(M1(s)) N Ry, mark
= Eqi,,1(ec) N Ry, mark

£ 0

and

m

((gk,10, (q17,d1), (q11,d1)) € Egu,,2(M2(s)) N Ryt mark

= Epg1,,2(ec) N Ry 1y mark

£ 0.
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!

| (qK,07(q07qK70)7 ((IO:(IK,O)) |

(e,e,¢€)
(amaz’jy‘ ((IK,77 (q97QK,7)7(q9a(ZK,7)) Nﬁbmﬁ b2)
‘ (CIK,& (Q10~,QK«,8)~, (Q117d0)) | ‘ (QK,97(q117d0)’ (1112711}(,9)) |
(e, f.€) (e, /)
’ ((IK,S, (Q13~, do), ((Jn,do)) | | (QK,97 ((In ) do), (Q16~, do)) ‘
(e, b5, ¢) (e,e,ah)
‘ ((IK.87 ((h?-, d1)7 (Q117 do)) | | (QK,m (lhl, d0)7 ((h& d1)) ‘
(¢,c,c) (c,c,c)
“ ((IK,u)-, (Q177 dl), (fhh dl)) ” “ (QK,lh (fhh d1)7 ((hs, d1)) ”
(a) T,

!

| ((JK,O-, ((Jo, QK,O)v (Qm QK,O)) ‘

e

“f/ (qr.7, (99, qr.7), (99, Gx7)) N’f

‘ (QK,& (Q107 (]1{,8)7 (11117 do)) | ‘ (QK,9-, (Q11~, d0)7 ((]12-, QK¢9)) |
€ €
‘ (QK,& (CJ137 do), (l]u; do)) | ‘ (QK,ga (Q11~, do); (Q16~, do)) |
’ ((IK,Sa ((Jm d1)7 ((111> do)) | l (QK,Q, (Q11~, d0)> (fhs, dl)) |
“ (QK,107 (Q177 dl)-, (Q117 dl)) ” “ (QKA,H; (Q117 dl): (fhs, dl)) ”
(b) THM

Fig. 6 A part of the automaton T, and its corresponding part of le.

Furthermore, for k = 2, we have by Fig. 7b that

Eps 1 (Mi(s)) = Epz,1(ec)
{(gk.11, (q15, 9k ,11), 9Kk, 11, (@15, 9K, 11), 9K, 11),
(gk.11, (@11, d1), gk, 10, (915, 9K,11)> 9K, 11)}

and

Ens 2(My(s)) = Epp,2(ec)
{(gK .10, (q14, 9K,10)- 9K, 10, (914, 9K,10), 4K,10),
k.10, (914, 9K.10), 4K, 10- (q11, d1), gk, 11)}-
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‘((1;(107((114 qK, 10) (11(10 (f114 (1K10) 4dK, 101 ‘ ((11\',10«, (f114J1A',10),(1K.10,(lhl-d])-,q;(.n) ‘
(¢,¢,¢,c, c) (¢,e,e,c,0)
‘ (e85 (105 qic8), Gre.85 (G105 Gic8)s Ui 8) ‘ (ares: (q10, qics), Qress (qu1, do), Gic) ‘
‘ (.05 (90, qr,0), @rc05 (90 Gx.0) Arc.0) ‘
(ag, az, az, az, az) (az, az, as, f, bs)
(e,e e, e e)

(ar.7: (90, qK.7): .7, (G0, Q1) AK7)

(ba, ba, by, o, by) (b21f~,a21b2:b2>
‘ (ar9 (@12, qic9) aic9s (D2, Gre9)s dico) | ‘ (arc9; (g1, do), arcs, (@120 qic9): dico) ‘
(c,c,e e ) l l (c,c e c,c)
[(grc.1, (@15, axca1): acan, (s, @), g} [ (g1, (@11, d1), g0, (15, gren), arct) |
(a) T,
[(111(,1(1,((114-(11(.10) l]k 105 (l]u 4K, m) qK, mj ‘ (l]k 105 (QMYQA 10) 111\ 105 (([11 dl) fIK.u) ‘
c 1:
[ (QK,&((IIOJIK?% 4K 8, (Im,m«x K .8) fI}\S (10, l]}\s qx s, (@11, do), ) ‘

!

(40, (90, 9x0); @rc0: (40, 410, 4rc0) |

\

€

(qr7: (90, qr7), 7, (G05 Grc7), AK7)

\:/j
[

l (QK,!%(QI‘ZJ]IXQ IIK'» Qu %9 QKQ (11\ 95 lhl do (IK& tIuJH ) tIK,fJ) ‘
c c
[(arc1, (@15, axcan). QI(ll (@15, axc11): arcn) [ (ax11, (g1, ), gxno; (915, gren), acnn) |
(b) T,

Fig.7 A part of the automaton T, and its corresponding part of fHZ]

It follows that

Epz,1(M1(s)) N Ry2y mark = 9
and

Epz 2(M2(s)) N Ry2, mark = 9.

By Remark 9, the ambiguity level nlf (M, (s)) is computed as

n! (M;(s)) = min{k € {0, 1,2} | Ens,.i(Mi(5)) N Rigty mark = 9}
=2

foreachi € I.

6 Conclusion

In Takai and Kumar (2017), we presented a framework for inference-based decentralized
diagnosis, supporting multi-level inferencing for disjunctive as well as conjunctive decision
making schemes, and introduced the notion of N-inference diagnosability to characterize
the class of diagnosable systems. This paper presents results towards the implementation of
the inference-based diagnosis scheme of Takai and Kumar (2017). To this end, a method
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for computing the delay bound of diagnosis was developed for N-inference diagnosable
systems. This delay bound is smaller than the one achieved under any other framework
subsumed by the N-inference diagnosability (such as disjunctive-codiagnosability and/or
conjunctive-codiagnosability with or without conditional decisions). This delay bound was
then used to identify a certain set of languages using which the local diagnosers can compute
the ambiguity levels of their failure and nonfailure decisions online. The computation of the
said set of languages was obtained, and a method for computing the ambiguity levels of local
decisions was also reported in the paper. The complexity of offline computations (of the
delay bound and the required set of languages) as well as of online diagnosis was discussed.
The complexity increases with the levels of inferencing, but that also increases the class of
diagnosable systems while decreases the delay of diagnosis. The complexity of the offline
computations could be made more efficient through their structured representations (e.g.,
BDDs and symbolic computations), and can be a subject of future research.
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