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Abstract

Multipartite secret sharing schemes have been an important object of study in the area of
secret sharing schemes. Two interesting families of multipartite access structures are hierar-
chical access structures and compartmented access structures. This work deals with efficient
and explicit constructions of ideal compartmented secret sharing schemes, while most of the
known constructions are either inefficient or randomized. We construct ideal linear secret
sharing schemes for three types of compartmented access structures, such as compartmented
access structures with upper bounds, compartmented access structures with lower bounds,
and compartmented access structures with upper and lower bounds. There exist some meth-
ods to construct ideal linear schemes realizing these compartmented access structures in
the literature, but those methods are inefficient in general because non-singularity of many
matrices has to be determined to check the correctness of the scheme. Our constructions
do not need to do these computations. Our methods to construct ideal linear schemes real-
izing these access structures combine polymatroid-based techniques with Gabidulin codes.
Gabidulin codes play a fundamental role in the constructions, and their properties imply that
our methods are efficient.

Keywords Secret sharing schemes - Multipartite access structures - Compartmented access
structures - Matroids - Polymatroids - Gabidulin codes
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1 Introduction

Secret sharing schemes have been a subject of study for almost 40years, and have had a
number of real-world applications. In a secret sharing scheme, every participant receives a
share of a secret value. Only the qualified sets of participants, which form the access structure
of the scheme, can recover the secret value from their shares. A secret sharing scheme is
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perfect if the unqualified subsets do not obtain any information about the secret. The original
motivation for secret sharing was robust key management schemes for cryptographic systems.
Nowadays, they are used in many secure protocols and applications, such as multiparty
computation [5,10,12,13], threshold cryptography [14], access control [29], and attribute-
based encryption [21].

In this paper, we focus on ideal and linear secret sharing schemes. A scheme is ideal if
the share of every participant has the same length as the secret, and it is linear if the linear
combination of the shares of different secrets results in shares for the same linear combination
of the secret values. The first proposed secret sharing schemes [7,33], which have threshold
access structure, are ideal and linear. Nevertheless, not all secret sharing schemes are ideal
and linear. Ito et al. [24] showed that a linear secret sharing scheme for every access structure
can be obtained in a constructive way, but the schemes are not ideal because the length of
the shares grows exponentially with the number of participants. Nevertheless, this does not
mean that ideal secret sharing schemes exist only for threshold access structures. Actually, it
is worthwhile to find families of access structures that admit ideal linear schemes and have
useful properties for the applications of secret sharing.

Several such families are formed by multipartite access structures, in which the partici-
pants can be divided into different classes, such as hierarchical organizations, or actions that
require the agreement of different parties. A great deal of the ongoing research in this area is
devoted to the properties of multipartite access structures and to secret sharing schemes (espe-
cially ideal and linear ones) that realize them. Weighted threshold access structures [4,33],
hierarchical access structures [15,34,35], and compartmented access structures [8,22,36] are
typical examples of such multipartite access structures. Even though the existence of ideal
linear secret sharing schemes for some of these access structures has been proved, the known
methods to construct such schemes are not efficient in general. This is an important difference
to the threshold case, in which the construction proposed by Shamir [33] solves the prob-
lem. Here, we mainly focused on how to construct ideal multipartite secret sharing schemes
by efficient methods, and in particular, the explicit constructions for compartmented access
structures.

1.1 Related work

Ideal multipartite secret sharing and their access structures were initially studied by Kothari
[25] and by Simmons [34]. Kothari [25] presented some ideas to construct ideal linear schemes
with hierarchical properties. Simmons [34] introduced multilevel (also called disjunctive
hierarchical threshold access structures (DHTASSs) in [35]) and compartmented access struc-
tures, and constructed ideal linear schemes for some of them by geometric method [7], but the
method is inefficient. Brickell [8] introduced a linear-algebraic technique to construct ideal
linear schemes for non-threshold access structures and presented a more general family, that
is the so-called compartmented access structures with lower bounds (LCASs) as a generaliza-
tion of Simmons’ compartmented access structures. Based on the linear-algebraic technique,
he offered an efficient method to construct ideal linear schemes realizing DHTASs based on
primitive polynomials over finite fields. He offered a method to construct ideal linear schemes
realizing LCASs too. This method is efficient to construct the scheme realizing Simmons’
compartmented access structures but is inefficient to construct the scheme realizing LCASs
in general because non-singularity of an exponentially growing number of matrices has to
be determined to check the correctness of the scheme.
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Tassa [35] introduced the conjunctive hierarchical threshold access structures (CHTASSs)
and offered an elegant method to construct ideal linear schemes realizing them based on
Birkhoff interpolation. Let K be a finite field and the secret s € K is encoded by the coeffi-
cients of an unknown polynomial f(x) € K[x]. The dealer associates each participant with
a unique identity x; € K and gives that participant the share f*/ (x;) where f"“ (x) is some
derivative of f(x), for which u; is an integer depending i. This differs from Shamir’s threshold
scheme [33] where the share is f (x;). Shamir’s method is efficient since there exist efficient
algorithms to solve Lagrange interpolation in the case of random allocation of participant
identities. Nevertheless, Birkhoff interpolation does not always have a solution. Thus Tassa’s
method is probabilistic, that is, it produces a scheme for the given access structure with high
probability, but proving it requires again to check non-singularity for many matrices. Of
course, it is desirable to find efficient explicit (that is, non-probabilistic) methods. By allo-
cating participant identities in a monotone way, Tassa obtained an efficient explicit method
to construct ideal linear schemes for CHTASs over a sufficiently large prime field. Tassa
and Dyn [36] further studied the method to construct secret sharing schemes by polynomial
interpolation. Based on bivariate interpolation, they presented probabilistic constructions of
ideal linear schemes realizing LCASs, a new class of compartmented access structures called
compartmented access structures with upper bounds (UCASs), and CHTASs. In particular,
they constructed the scheme for LCASs by duality, that is, they construct the scheme for
the dual of LCASs by bivariate interpolation and the scheme for LCASs can be obtained
based on the scheme for the dual by using the explicit transformation of [18]. Let K be a
finite field and the secret s € K is encoded by the coefficients of an unknown polynomial
f(x,y) € K[x, y] with some special form. In their construction, the dealer associates each
participant with a unique identity (x;, y;) € K2 and gives that participant the share f(x;, y;).
This method is probabilistic because bivariate interpolation is not always solvable. In addi-
tion, efficient methods to construct schemes for some multilevel access structures with two
levels and three levels were presented in [6] and [20], respectively, and efficient methods to
construct schemes for the ideal bipartite access structures were presented in [1].

Farras et al. [15-17] studied the connection of multipartite secret sharing schemes,
matroids and polymatroids, based on the relationship between secret sharing schemes and
matroids [8,9]. They introduced a unified method based on polymatroid techniques, which
simplifies in great measure the task of determining whether a given multipartite access struc-
tures is ideal or not. Furthermore, they also presented new families of multipartite access
structures and proved the existence of ideal schemes realizing these access structures. Particu-
larly, in [17] a more general family of compartmented access structures called compartmented
access structure with upper and lower bounds (ULCASs) was presented which generalizes
LCASs and UCASSs, and the existence of ideal linear schemes for ULCASs was proved over
large enough finite fields. Moreover, they presented a general method to construct ideal linear
schemes realizing multipartite access structures. More precisely, to construct a secret shar-
ing scheme realizing a given multipartite access structure, first find an integer polymatroid
associated to the access structure, then find a representation of the integer polymatroid over
some finite field, and third find a representation of the matroid associated to the access struc-
ture over some finite extension of the finite field based on the representation of the integer
polymatroid. The result in [16] implies ideal linear scheme realizing the access structure can
be constructed by this matroid. Thus the problem that how to construct a scheme realizing a
multipartite access structure can be transformed to the problem that how to find a represen-
tation of a matroid from a presentation of its associated polymatroid. Nevertheless, Farras
et al. [16,17] pointed out it remains open whether or not there exist efficient algorithms
to obtain representations of multipartite matroids from representations of their associated
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polymatroids in general. In particular, there does not exist any explicit efficient method to
construct ideal linear schemes realizing compartmented access structures.

1.2 Ourresults

In this paper, we study how to construct secret sharing schemes realizing compartmented
access structures by efficient methods. The main result is the construction for ULCASs, a
family that contains UCASs and LCASs as particular cases. Since they are simpler, and hence
easier to understand, constructions for UCASs and LCASs are presented before presenting
the general, and more involved, construction for ULCASs.

We give efficient methods to explicitly construct ideal linear schemes realizing these
access structures by the general polymatroid-based method presented in [16]. In particular,
to construct the schemes for LCASs, we construct the scheme for the dual of LCASs, and
based on it, the scheme for LCASs can be obtained by the explicit transformation of [18].
The integer polymatroids associated to UCASs, the dual of LCASs and ULCASs have been
presented in [16,17]. Based on these results, for each of the three types of multipartite access
structures, we give an efficient method to find a representation of the integer polymatroid
over some finite field, and then over some finite extension of that field, we give an efficient
method to find a presentation of the matroid associated to the access structure. Accordingly,
we construct ideal linear schemes for these access structures.

In general, it is not easy to construct the representation of a matroid associated a given
multipartite access structure. To construct a representation of a matroid based on the polyma-
troid, there are two problems that must be solved. First, how to obtain a suitable representation
of the integer polymatroid that simplifies the second problem, namely how to find from it
a representation for the multipartite matroid. In order to solve these questions, we intro-
duce Gabidulin codes [19]. Gabidulin codes play a fundamental role in the constructions.
In particular, the representations of the integer polymatroids associated to the three types of
compartmented access structures are obtained by Gabidulin codes. Then we construct the
representable matroids by these representations. The properties of Gabidulin codes imply
that our method is efficient.

1.3 Organization of the paper

Section 2 introduces some knowledge about access structures, secret sharing schemes, poly-
matroids, matroids, Gabidulin codes, and the methods to construct secret sharing schemes by
matroids and polymatroids. Sections 3, 4 and 5 construct ideal linear secret sharing schemes
realizing UCASs, LCASs and ULCASs, respectively. Section 6 compares our constructions
and the constructions in [36]. Section 7 concludes the paper.

2 Preliminaries

We introduce here some notation that will be used all through the paper. In particular, as in
[15—17] we recall the compact and useful representation of multipartite access structures that
was introduced in [31] for the bipartite case.

We use Z to denote the set of the non-negative integers. for every positive integer i we use
the notation [i] := {1, ...,i} and forevery i, j € Z, we use the notation [i, j] := {i, ..., j}
with i < j. Consider a finite set J and given two vectors u = (u;)iey and v = (v;)jes in
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Zi, we write u < v if u; < v; for every i € J. The modulus |u| of a vector u € Zi is
defined by |u| = Y, u;. For every subset X C J, we notate u(X) = (u;)iex € Zf_. For
every positive integer m, we notate J,, = {1, ..., m} and J,; ={0, 1, ..., m}. Of course the

vector notation that has been introduced here applies as well to Z7} = Zi’”.

2.1 Access structures and secret sharing schemes

Let P = {p1, ..., pn} denote the set of participants and its power set be denoted by P(P) =
{Yy : ¥V € P} which contains all the subsets of P. A collection I € P(P) is monotone
if Ve I'and V € W imply that W € I'. An access structure is a monotone collection
I' € P(P) of nonempty subsets of P. Sets in I" are called authorized, and sets not in I’
are called unauthorized. An authorized set V € I is called a minimal authorized set if for
every W ¢ V), the set WV is unauthorized. An unauthorized set V ¢ I is called a maximal
unauthorized set if for every YW 2 V, the set W is authorized. The set I'™* = {V : V° ¢ I'}is
called the dual access structure to I". It is easy to see that I"* is monotone too. In particular,
an access structure is said to be connected if all participants are in at least one minimal
authorized subset.

A family IT = (T1;);¢y,, of subsets of P is called here a partition of P if P = Uie]m I1;
and IT; N I1; = ¢ whenever i # j. For a partition IT of a set P, we consider the mapping
IT:P(P) — Z7 defined by IT(V) = (VN I1;])iey,, . We write P = TI(P(P)) = {u € Z} :
u < I1(P)}. For a partition IT of a set P, a [1-permutation is a permutation o on P such
that o (IT;) = I1; for every part I1; of IT. An access structure on P is said to be IT-partite if
every [1-permutation is an automorphism of it.

As in [15-17] we describe a multipartite access structure in a compact way by taking into
account that its members are determined by the number of elements they have in each part.
If an access structure I" on P is [1-partite, then V € I" if and only if I[1(V) € TI(I"). That
is, I' is completely determined by the partition IT and the set of vectors IT(I") € P C Z'}.
Moreover, the set [1(I") € P is monotone increasing, that is, if u € I[1(1") and v € P is such
that u < v, then v € TI(I"). Therefore, IT(I") is univocally determined by min I1(I"), the
family of its minimal vectors, that is, those representing the minimal qualified subsets of I".
By an abuse of notation, we will use I" to denote both a IT-partite access structure on P and
the corresponding set I1(I") of points in P, and the same applies to min I".

We next introduce some families of compartmented access structures, which are all mul-
tipartite access structures. The original compartmented access structures that were presented
in [8] are defined as

minl"={u €P:|ul=kand u >t} ))]

where ¢t € Z'} and k € N such that k > |¢|. This access structures are called compartmented
access structures with lower bounds (LCASs).

Another family of compartmented access structures called compartmented access struc-
ture with upper bounds (UCASs) was presented in [36] and is defined as

mnl"={uecP:|ul=%kand u <r} 2)

where r € Z'} and k € N such that r < TI(P) and r; < k < |r| forevery i € Jy,.
The family of compartmented access structures in the following was presented in [17],
which generalizes the previous ones. Let £, r € Z and k € N such that ¢ < r < I1(P),
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[t| <k < |r|and r; < k for every i € J,. The following access structures are called the
compartmented access structures with upper and lower bounds (ULCASs)

mnl"={uecP:|luj=%k and t <u <r}. 3)

The UCASs and the LCASs correspond to ULCASs defined above with ¢ = 0 and with
r = I[1(P), respectively.

Now, we present the definition of unconditionally secure perfect secret sharing scheme
as given in [3,11]. For more information about this definition and secret sharing schemes in
general, see [2].

Definition 1 (Secret sharing schemes) Let P = {pi, ..., py} be a set of participants. A
distribution scheme X~ = (@, ) with domain of secrets S is a pair, where p is a probability
distribution on some finite set R called the set of random strings and @ is a mapping from
S x R to a set of n-tuples S| x S» X --- x S,, where S; is called the domain of shares
of p;. A dealer distributes a secret s € S according to X' by first sampling a random string
r € R according @, computing a vector of shares @(s,r) = (sq,...,Sy), and privately
communicating each share s; to participant p;. For a set V € P, we denote @y (s, r) as the
restriction of @ (s, r) to its V-entries (i.e., the shares of the participants in V).

Let S be a finite set of secrets, where S > 2. A distribution scheme X = (@, u) with

domain of secrets S is a secret sharing scheme realizing an access structure I” € P(P) if
the following two requirements hold:
CORRECTNESS The secret s can be reconstructed by any authorized set of participants. That
is, for any authorized set V € I'" (where V = {p;,, ..., Piy, D), there exists a reconstruction
function Recony : S;; X --- X Siy — S such that for every s € S and every random string
reRrR,

Reconv(q)v(s, r)) =3s.

PRIVACY Every unauthorized set can learn nothing about the secret (in the information
theoretic sense) from their shares. Formally, for any unauthorized set W ¢ I, every two
secrets s, s” € S, and every possible |[W|-tuple of shares (s;)y; e,

Pr(®w(s.r) = (s)uew] = Pr[®w(s’. 1) = (s)uew]

when the probability is over the choice of r from R at random according to .

Definition 2 (Ideal linear secret sharing schemes) Let P = {p1, ..., p,} be a set of partic-
ipants. Let ¥ = (@, ) be a secret sharing scheme with domain of secrets S, where p is a
probability distribution on a set R and @ is a mapping from S X Rto S; X Sz X -+ X Sp,
where S; is called the domain of shares of p;. We say that X' is an ideal linear secret sharing
scheme over a finite field Kif S = §; = --- = §, = K, R is a K-vector space, @ is a
K-linear mapping, and p is the uniform probability distribution.

This paper deals exclusively with unconditionally secure perfect ideal linear secret sharing
schemes.

2.2 Polymatroids and matroids
In this section we briefly review the definitions and some properties with regard to polyma-

troids and matroids. Most results of this section are from [15—17]. For more background on
matroids and polymatroids the reader is referred to [23,30,32,37].

@ Springer



Compartmented secret sharing schemes 2919

Definition 3 A polymatroid S is defined by a pair (J, k), where J is the finite ground set
and i : P(J) — R is the rank function that satisfies

(1) h(®) =0;
(2) h is monotone increasing: if X C Y C J, then h(X) < h(Y);
(3) hissubmodular:if X,Y C J,then h(XUY)+h(XNY) <h(X)+ h(Y).

An integer polymatroid Z is a polymatroid with an integer-valued rank function 4. An integer
polymatroid such that h(X) < |X| for any X C J is called a matroid.

While matroids abstract some properties related to linear dependency of collections of
vectors in a vector space, integer polymatroids do the same with collections of subspaces.
Suppose (V;)icy is a finite collection of subspaces of a K-vector space V, where K is a
finite field. The mapping 4 (X) : P(J) — Z defined by h(X) = dim(ziex Vi) is the rank
function of an integer polymatroid with ground set J. Integer polymatroids and, in particular,
matroids that can be defined in this way are said to be K-representable.

Following the analogy with vector spaces we make the following definitions. For an integer
polymatroid Z, the set of integer independent vectors of Z is

D={ueZ]:|uX)| <h(X)forevery X C J},

in which the maximal integer independent vectors are called the integer bases of Z. Let B or
B(Z) denote the collection of all integer bases of Z. Then all the elements of B(Z) have the
identical modulus. In fact, every integer polymatroid Z is univocally determined by B(Z)
since & is determined by 2(X) = max{|u(X)| : u € B(2)}.

Given an integer polymatroid Z = (J,h) and a subset X C J, let Z|X = (X, h)
denote a new integer polymatroid restricted Z ons X, and B(Z, X) = {u € D : supp(u) C
X and |u| = h(X)} where supp(u) = {i € J : u; # 0}. Then there is a natural bijection
between B(Z, X) and B(Z|X).

We next introduce the sum operations on integer polymatroids. Consider two integer
polymatroids Z; and Z> on the same ground set J while with different rank functions 41,
hy. Their sum is a new integer polymatroid Z = (J, h) = Z; + Z, such that h = hy + h».
In particular, if Z; and 2, are K-representable, then Z = 2| + 2, is K-representable too.
Precisely, if Z and 2, are represented by vector subspaces (V;)ics of V and (W;);cs of
W, respectively, then Z = Z| 4+ Z; is represented by the vector subspaces (V; x W;);cy of
V x W.In particular, the integer bases of Z satisfies the following property.

Proposition 1 ([32]) B(Z) = B(Z1) + B(Z) ={a+b:a € B(Z,),b € B(Z)}.

2.3 Secret sharing schemes, matroids and polymatroids

In this section we introduce the methods to construct ideal linear secret sharing schemes for
multipartite access structures based on matroids and polymatroids. Most results of this section
are from [15—17]. We first introduce how to construct ideal linear schemes by matroids.

Let P = {p1, ..., pn} be aset of participants and py ¢ P be the dealer. Suppose M is a
matroid on the finite set P’ = P U {po}, and let

Ipy(M) ={A S P :h(AU{po}) = h(A)}.

Then I, (M) is an access structure on P because monotonicity property is satisfied, which
is called the port of the matroid M at the point py.
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Matroid ports play a very important role in secret sharing. Brickell [8] proved that the
ports of representable matroids admit ideal secret sharing schemes and provided a method
to construct ideal linear schemes for the ports ofd K-representable matroids. These schemes
are called a K-vector space secret sharing schemes. This method was described by Massey
[27,28] in terms of linear codes. Suppose M is an k X (n+ 1) matrix over K. Then the columns
of M determine a K-representable matroid M with ground set P’ such that the columns of
M are in one-to-one correspondence with the elements in P’. In this situation, the matrix M
is called a K-representation of the matroid M. Moreover, M is a generator matrix of some
(n + 1, k) linear code C over K, that is, a matrix whose rows span C. A code C of length
n + 1 and dimension k is called an (n + 1, k) linear code over K which is a k-dimensional
subspace of K"+!. A secret sharing scheme can be constructed by the matrix M based the
code C as follows.

Let s € K be a secret value. Secret a codeword ¢ = (co, ¢y, ..., ¢,) € C uniformly at
random such that ¢o = s, and define the share-vector as (cy, ..., ¢,), that is ¢; is the share
of the participant p; for i € [n]. Let LSSS(M) denote this secret sharing scheme.

Theorem 1 ([27]) LSSS(M) is a perfect ideal linear scheme such that a set V C P is
qualified if and only if the first column in M is a linear combination of the columns with
indices in V.

Remark 1 The dual code C* for a code C consists of all vectors ¢+ € K"*! such that
(c¢t,¢) = 0 forall ¢ € C, where (-, -) denotes the standard inner product. Suppose M
and M* are generator matrices of some (n + 1, k) linear code C and its dual C L over K,
respectively. Then LSSS(M) and LSSS(M*) realize I and I'*, respectively.

Sometimes it is not easy to construct an ideal linear scheme for a given access structure I
directly. In this case we can first construct a scheme for I"* and then translate the scheme into
an ideal linear scheme for I"* using the explicit transformation of [18] based on the duality.
In Sect. 4, we will present the construction for LCASs (1) by this method.

Brickell’s method can be applied to construct ideal linear secret sharing schemes. Nev-
ertheless, it is difficult to determine whether a given access structure admits an ideal linear
secret sharing scheme or not. Moreover, even for access structures that admit such schemes,
it may not be easy to construct them. Some strategies based on matroids and polymatroids
were presented in [16,17] to attack those problems for multipartite access structures.

The relationship between ideal multipartite access structures and integer polymatroids is
summarized as follows.

Theorem 2 ([16]) Let T1 = (I1;)jey, be a partition of the set P, and Z' = (J,,, h) is
an integer polymatroid such that h({0}) = 1 and h({i}) < |I1;| for every i € J,. Take
I(Z2) ={X C Jy: h(XU{0}) = h(X)} and

Io(Z', 1) = {u € P : there exist X € Ih(Z) and v € B(Z'|J,,, X) such that v < u}.

Then I' = Ih(Z', 1) is a T-partite access structure on P and a matroid port. Moreover, if
Z' is K-representable, then I can be realized by some IL-vector space secret sharing scheme
over every large enough finite extension IL of K. In addition, Z’ is univocally determined by
I’ ifit is connected.

We summarize next the general method by Farras et al. [16] to construct ideal schemes
for the multipartite access structures satisfying the conditions in Theorem 2.
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Compartmented secret sharing schemes 2921

Let Ty = {po} and IT" = (I1;);c s, be a partition of the set P’ = P U {po} such that
|IT;| = n;. Given a connected II-partite access structure I satisfying the conditions in
Theorem 2.

Step 1. Find an integer polymatroid Z’ such that I' = IH(Z’, IT);

Step 2. Find a representation (V;);c; of Z’ over some finite field K;

Step 3. Over some finite extension of KK, find a representation of the matroid M such that I”
is aport of M. More precisely, constructa k x (n+1) matrix M = (My|M1|- - - |M,;)
with the following properties:

L. k=h(J))andn =Y7" | n;;

2. M; is a k x n; matrix whose columns are vectors in V;;

3. M, is nonsingular for any u € B(Z’), where M,, is the k x k submatrix of M formed
by any u; columns in every M;.

Farrasetal. [16,17] proved that all the compartmented access structures introduced in Sect. 2.1
are connected matroid ports. Moreover, they presented the associated integer polymatroids
and proved that they are representable. Therefore, the results in [16,17] solve Step 1. In
this paper, we will give an efficient method to explicitly solve Steps 2 and 3, and hence to
construct ideal linear schemes for those families of access structures. Our method is based
on the properties of Gabidulin codes.

2.4 Gabidulin codes

In this section, we present the definition and main properties of Gabidulin codes, which will
be used in our constructions. We first introduce linearized polynomials.

Definition 4 A linearized polynomial L(y) over I, of g-degree ¢ has the form

t
Ly) =Y aiy’,
i=0
where a; € Fqk and a; # 0.
Property 1 For any yi, y2 € qu, anda, b e Fy,
L(ay1 + by2) = aL(y1) + bL(y2).
The following useful lemma is from [26].

Lemma 1l Letyi, y2, ..., € ]Fqk, and the matrix

i—1

R=(v] )y i+ Jelil,

namely,
Vi 2 W
viov o
R = . . .
',,1 ',,1 .tfl
o
Then R is nonsingular if and only if y1, v, ..., v are linearly independent over .
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Linearized polynomials can be used to construct codes. A family of codes, called Gabidulin
codes, was presented by Gabidulin [19] by linearized polynomials as follows.

Definition 5 (Gabidulin codes) Let yy, Y2, ..., ¥Yn € qu be linearly independent over F,.
Then the (n, k) Gabidulin code over ]FqA (A = n) consists of all vectors

¢=(La(y), La(y2), -, La(yn)),

where a = (ag, a1, ..., ar—1) € IF’;A and L,(y) = Zi‘_(} a,-yqi.

The generator matrix of Gabidulin codes can be denoted by
—1

G=(""), iclkl jen

Lemma 1 implies that any k x k submatrix of G is nonsingular.

3 Secret sharing schemes for compartmented access structures with
upper bounds

In this section, we construct ideal linear secret sharing schemes realizing UCASs combining
the polymatroid-based method in Sect. 2.3 and Gabidulin codes. We first introduce an integer
polymatroid Z’ satisfying Theorem 2 such that the UCASs /(2) are of the form IH(Z’, ).

Let IT = (I1;);ey, be a partition of the set P, r € Zi’” and k € N such that rg = 1,
r(Jy,) <TI(P)andr; <k < |r(Jy)| foreveryi € J,. The following result was presented
in Sect.8.2 of [16].

Lemma 2 Suppose Z' = (J),, h) is an integer polymatroid with

h(X) = min [k, r(X)’] forevery X C J,.

Then the UCASs (2) are of the form Iy (Z', T1).
From this lemma, we have the following result.
Proposition 2 For the integer polymatroid Z' defined in Lemma 2,
B(Z)={ueZl |u=kandu <r} &)
Proof Since
BZ)={ue Zﬁ’ s ul =k and [u(X)| < h(X) forevery X C J, },

it follows that if u € B(Z'), u; < h({i}) = r; for every i € J;,. This implies u < r. On the
other hand, if [u| = k and u < r, then for any X C J, [u(X)| < min {k, [r(X)|} = h(X).
This implies the conclusion. O

We next introduce a linear representation of the polymatroid defined in Lemma 2, that is
a collection (V;);e of subspaces of some vector space. Consider the map ¥ : Fqk — IF]; N
defined by

k-1

v(B)=B.B%.... BT ) (&)
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where ¢ > max;ej, {II1;|} is a prime power and A > [r|. Take elements §; ; in F ., where
i € J, and j € [r;], that are linearly independent over FF,. For every i € J,,, consider the
[F,-vector subspace V; C IFI; ;. spanned by {¢/(B; ;) : j € [r;]}. Let the integer polymatroid

Z' = (J,,, h) such that

h(X) = dim (Z Vi> forevery X C J;,.

ieX

We have the following result.

Proposition 3 For the integer polymatroid Z' defined above, the UCASs (2) are of the form
Iy(Z', 1) and B(Z') is the set (4).

Proof Proving the claim is equivalent to proving that / satisfies the condition in Lemma 2.
Let B be the matrix formed by all the column vectors (v (8;, j))T withi € J,, and j € [r;].
Then B is a generator matrix of some (|r|, k) Gabidulin code, and consequently, any k x k
submatrix of B is nonsingular. From this with

|Uiex ¥ i) 2 j € Iril}] = |r(X)]

for every X € J,, we have h(X) = min {k, [r(X)|} for every X C J;,, and the claim

follows. =

This proposition implies that the collection (V; ), is alinear representation of the integer
polymatroid Z’ associated to the UCASs (2). We proceed to construct a matrix M based on
the representable polymatroid Z’. This matrix is a representation of a matroid M such that
the UCASs (2) are of the form I, (M).

Take Tp = {po} and let 11" = (I1;);cy;, and IT = (T1;);ey,, be the partition of P’ =
P U {po} and P, respectively, such that |I1;| = n;. For every i € J,,, consider the map:
¢; : F; — V; defined by

9i(@) =Y (Bi1) +ay(Bi2) +a>¥(Biz) + - +a T Y (Bin)

2 ri—1 (6)
=vBi1+afix+a Biz+---+ad"" Biy)
and take n; different elements a;, € F, with v € [n;]. Let
M = (Mo|M1] - - | M) @)

be the k x (n+ 1) matrix such that M; is the block formed by all the column vectors (g; (ai,v))T
with v € [n;].

Obviously, M satisfies the first two conditions in Step 3 presented in Sect.2.3. We next
prove that it satisfies the third condition too.
Proposition 4 M, is nonsingular for any u € B(Z'), (4).

Proof Without loss of generality, we may assume that M, is the k x k submatrix of M formed
by the first 4; columns in every M;. In addition, for i € J;, and v € [n;], take

Bi,v = Za{;lﬂi’j, (8)
=1
then g; (a; v) = ¥ (Bi.v).
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Suppose that there exist A; , with i € J, and v € [u;] such that

m o u;
szi,uﬁi,v =0.

i=0 v=1
Then from (8),

m Ui i . m T Ui X
ZZM’U Zal{glﬁi’j = ZZ (Z )\i,uai/’vl> ,Bi,j =0.

i=0 v=1 j=1 i=0 j=1 \v=I

As B; j withi € J;, and j € [r;] are linearly independent over F, thus
uj
j—1 . .
Zkiﬁvai]’v =0 ied,, jelrl
v=1

Therefore, > 0", Ai’v(l,ai,v,...,a;”'v_l) = 0 for any i € J,. Since the u; vectors
(T al”v_ ]) are linearly independent, it follows that A; , = O for any v € [u;]. Hence,
Aiw = Oforanyi € J/ and v € [u;], and consequently, f; , with i € J/, and v € [u;]
are linearly independent over F,. As the column of M, can be denoted by (1//(;3[,U))T, thus
Lemma 1 implies M, is nonsingular. Using the same method, we can prove M,, is nonsingular

for any u € B(Z'), (4). O

Proposition 4 implies the matrix (7) is arepresentation of the matroid associated to UCASs.
We next prove ideal linear schemes realizing UCASs can be constructed by this matrix. We
have the following result.

Theorem 3 Suppose M is the matrix (7). Then LSSS(M) realizes the UCASs (2) over Fq;k
where q > max;cy, {n;i}and L > 1+ |[r(Jy)|.

Proof Theorem 1 implies that proving this claim is equivalent to proving that u(J,,) € I" if
and only M is a linear combination of all the columns in My;,,).

In the case of u(J,,) € min I, (2), if ug = 0, then u(J,,) € B(Z'). Proposition 4 implies
My(y,, is nonsingular. Therefore, My can be denoted by a linear combination of all the
columns in My, and consequently, it is a linear combination of the columns in My,
forany u(J,) € I.

We next prove the claim in the case of u(J,,) ¢ I'. As h({i}) = r; for every i € J,,, thus
any r; + 1 columns of M; are linearly dependent. Therefore, without loss of generality, we
may assume that u(J,,) < r(J,,). Furthermore, we may assume that |u(J,,)| = k — 1, since
if |u(J,y)| < k — 1, we may find a vector u’(J,,,) > u(J,,) such that u’(J,,) < r(J,,) and
[#’ (Jn)| = k — 1. In this case if ug = 1, then u(J,,) € B(Z"). Proposition 4 implies My
is nonsingular, and consequently, M, must not be a linear combination of all the columns in
Mu(g,,)- o

4 Secret sharing schemes for compartmented access structures with
lower bounds

In this section, we describe ideal linear secret sharing schemes realizing LCASs based on
the schemes for the dual access structures of LCASs.
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The dual access structures of LCASs (1) are described in [36] as follows
={uecP:|ul>1oru; >t forsomei € J,} )

where = |P|—k+ 1,7, =|Il;| —t; + 1fori € J,and |T| >4+ m — 1.

We will present an ideal linear scheme for I"*. First, we introduce an integer polymatroid
2’ satisfying Theorem 2 such that the access structures (9) are of the form IH(Z', IT).

Let IT = (I1;)ey,, be a partition of the set P. Take 7,1’ € Z and / € N such that
0=11tp) <P, |t =l+m—Tand 1/ =7 — 1 for every i € J) . The
following result was presented in Sect. IV-D of [17].

Lemma 3 Suppose Z' = (J/

(1) r{OH =1;
(2) h(X) =min{l, 1 + |t"(X)|} for every X C J,;;;
3) (X U{0}) = h(X) for every X C Jy,.

Then the access structures (9) are of the form I[H(Z', TT).

h) is an integer polymatroid with h satisfying

m>

From this lemma, we have the following result.
Proposition 5 For the integer polymatroid Z' defined in Lemma 3, B(Z') = By U B,, where
Bi={uc Zi’g’ clul =1, up=0, uy <ty forsome i’ € J,
andu; <1 —1 forall i e J,\{i'}}, (10)
By={ueZ: jul=1 up=1andu(Jy) < ')}

Proof Ifuy = 0,thenu € B(Z')ifand onlyifu(J,,) € B(Z'|J,;). Since the access structures
(9) are of the form I (Z’, 1), it follows that

B(Z'Jw) ={u €Z : |lu| =1, uy < v for some i’ € Jy,
andu; < 1; — 1 foralli e J,\{i'}}.
This implies u € B(Z') with ug = 0 if and only if u € B;. In addition, since
B(Z)={ue Zf’ :lu| =1 and |[u(X)| < h(X) for every X C J; },
it follows that if ug = 1 and u € B(Z’), then for every i € J,,,
lu({0, i =14+ u; = h({0,i}) = h({i}) = 7.

This implies that u(J,;) < 7’(J;), and consequently, u € B;.
On the other hand, if u € B;, then for every X C J,,,

lu(X)| < min{l — 1, |7 (X)[} < h(X),
lu(X U {0))] < min{l, |7 (X)| + 1} = h(X) = h(X U{0}).

This implies that u € B(Z’). Therefore, u € B(Z’) with ug = 1 if and only if u € B;, and
the result follows. O

Now, we introduce a linear representation of the polymatroid defined in Lemma 3 by
Gabidulin codes. Similar to (5), we define the map ¢ : F» — IE‘lq , by

vB) =B p7.....p7" ")

where ¢ > 1 4+ max;ey, {|T1;|} and A > 1+ |7’|. Take elements §; ; in F,», where i € J),
and j € [1;], such that
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e Bi1 = poforalli € J), and
o the elements By and B; ; withi € J,; and j € [2, 7;] are linearly independent over IF,.

For every i € J,,, consider the F,-vector subspace V; € Ff{ ;. spanned by the set {y(8;,;) :

j € [7i]}. Let the integer polymatroid 2’ = (J,,, h) such that h(X) = dim (}_; .y V;) for
every X C J,,.

Proposition 6 For the integer polymatroid Z' defined above, the access structures (9) are of
the form Iy(Z', 1) and B(Z') = By U By, (10).

Proof As dim(Vy) = 1, thus 2({0}) = 1. We next prove 4 satisfies the other two conditions.
Let B be the matrix formed by the column vectors (Y (Bo)T and (W (Bi, j))T withi € J,, and
J € [2, 7;]. Then B is a generator matrix of some (1 + |t’|, /) Gabidulin code. Accordingly,
any / x [ submatrix of B is nonsingular. From this with

|Uiex {vBi.p) 2 j e lul}| =1+ [7'(X)|

forevery X C J,,, we can obtain 2(X) = min {l, 1+ |t'(X)|} forevery X C J,,. Moreover,
Vo C V; forevery X C J,,, Therefore, h(X U {0}) = h(X) for every X C J,,. m]

We proceed to construct a matrix M which is a representation of a matroid M such that
the access structures (9) are of the form I',,(M).

Suppose Tly = {pg} and let [T" = (Ii)ieyy, and I1 = (I;)iey, be the partition of
P’ = P U{po} and P, respectively, such that |IT;| = n;. Similar to (6), for every i € J,, let
the map: ¢; : F, — V; be defined by

gi(@) = ¥(Bi) +ay(Bi2) +a*¥(Biz) + - +a " Y (Big)
=yBiitaBia+a*Biz+---+a i)

Take ag,; = 0 and for every i € J,,, take n; different elements a; , € F, with v € [n;] such
that a; , # 0. Let

M = (Mo|Mi]|---|Mp) an

be the ! x (n+1) matrix such that M; is the block formed by all the column vectors (g; (a,-,v))T
with v € [n;].

Obviously, M satisfies the first two conditions in Step 3 in Sect. 2.3. We next prove that it
satisfies the third condition. For i € J;, and v € [n;], take

Ti
_ -
Biv= Zai],v ﬂh/?
j=1
then ¢; (ai,y) = ¥ (Biv), Bo,1 = Po, and for i € J,, and v € [n;],
Ti Ti
- j—1 j—1
Biv=Bi1+ Zai{v Bi.j = Bo+ Za,-j,v Bij (12)
j=2 j=2

as Bi.1 = Bo fori € J,. We have the following results.

Proposition 7 M, is nonsingular for any u € By, (10).

@ Springer



Compartmented secret sharing schemes 2927

Proof Without loss of generality, we may assume that u; < 71, u; < 7; — 1 fori € [2, m],
and M, is the [ x [ submatrix of M formed by the first u; columns in every M; withi € J,,.
Suppose that there exist A; ,, with i € J,, and v € [u;] such that 7" | ZZ’:] AiwBiv = 0.
Then from (12),

S 0+ 300 ZZWHZZ(ZW )ﬂo

i=1v=1 j=2 i=1v=1 i=1 j=2

As Bo and B; ; withi € J,, and j € [2, ;] are linearly independent over F, thus

ZZA,U_O and leualv =0 ie€Jn je2 Tl (13)

i=1v=1
. _1 .
Therefore, Y /" | A v (@i v, ..., a;, ) =0foreveryi € Jy.
. i—1
Asaiy #0and u; < 1, — 1 fori € [2,m], thus the u; vectors (a; v, .. .,aiT’U ) are

linearly independent. This implies A; , = O for any i € [2, m] and v € [u;]. From this with
(13), >0 Ay =0and 0L, Ay y(arp, - - -, ai‘JI) = 0. Therefore,

uy
71—1
Z)\l’v(l’ Ay, - al,lv ) =0.

As u; < 7y, similarly, we can prove A, = 0 for any v € [u;]. Therefore, Bi,v withi € J,,
and v € [u;] are linearly independent over ;. Lemma 1 implies M,, is nonsingular since the
column of M, can be denoted by (w(ﬂi,v))T. Using the same method, we can prove M, is
nonsingular for any u € B3y, (10). O

Proposition 8 M, is nonsingular for any u € B,, (10).

Proof Without loss of generality, we may assume that M, is the [ x [ submatrix of M formed
by the first #; columns in every M;. Suppose that there exist A; ,,, withi € J;, and v € [u;]
such that Y720 > | A v i, = 0. Then from (12),

)LOI,BO‘i‘ZZ)WU /30+Zatv ﬂz]

i=1v=1

(kowZZM)ﬁHZZ(ZM% as=o

i=1v=1 i=1j=2

This implies that

m U

M1+ Y Y Aiy=0 and Z/\,Ualv =0 i€y jel2.7] (14)

i=1v=I v=I
since B and B; ; withi € Jy,, and j € [2, ;] are linearly independent over IF,. Therefore, as
in the proof of Proposition 7, we can obtain that A; , = 0 fori € Jj, and j € [u;]. From this
with (14), we have 19,1 = 0. Hence, B,-,U withi € J, and j € [u;] are linearly independent
over IF,. This implies the conclusion. O

Propositions 7 and 8 imply that the matrix (11) is a representation of the matroid associated
to the access structures (9). Now, we prove ideal linear schemes realizing access structures
(9) can be obtained by the matrix.
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Theorem 4 Suppose M is the matrix (11). Then LSSS(M) realizes the access structures (9)
over F» where g > 1 + max;ey, {ni} and » > 1 + |T’|.

Proof Let u(J,,) € I'*, (9), be a minimal set, then |u(J,,)| = [ and u(J,,) < ©’(Jy), or
u; = 1; for some i € Jy,. In the first case, Proposition 7 implies My, is nonsingular, and
consequently, My is alinear combination of all the columns in M,,(y,,). In addition, Proposition
7 implies any t; columns of M; are linearly independent. From this with 2 ({0, i}) = h({i}) =
7; foreveryi € J,,, My is alinear combination of any 7; columns in M;. Hence, in the second
case M can be denoted by a linear combination of all the columns in My, too.

Assume that u(J,;,) ¢ I'*, (9). Then u(J,,) < t’(Jy) and |u(J,;)| < [ — 1. Without
loss of generality, we may assume that |u(J,)| = [ — 1, since if |u(J,)| < [ — 1, we
may find a vector u’(J,;) > u(Jy,) such that u’(J,,) < t/(Jy) and |6/ (J;y)] =1 — 1. As
[ < |7'| +1,1ie, |T’| =1 — 1, the above-described procedure is possible. In this case if
up = 1, u(J,) € By. Proposition 8 implies My ) 1s nonsingular. Accordingly, Mo must
not be a linear combination of all the columns in M,y,,), and the result follows. o

From the dual relationship of the access structures (9) and the LCASs (1), we can translate
the scheme in Theorem 4 into an ideal linear scheme for the LCASs (1) using the explicit
transformation of [18].

Corollary 1 The efficient construction of ideal linear scheme realizing LCASs (1) can be
obtained over F 5 where ¢ > 1 + max;e, {ni} and 2 > 1+ Yo (ni — ).

5 Secret sharing schemes for compartmented access structures with
upper and lower bounds

In this section, we study how to construct ideal linear secret sharing schemes realizing
ULCASS by an efficient method.

5.1 A representable integer polymatroid

In this section, we construct a K-representable integer polymatroid Z’ satisfying Theorem 2
such that the ULCASs (3) are of the form Ih(Z’, IT) by Gabidulin codes

Take IT = (I1;);ey,, be a partition of the set P. Let ¢, r € Z I and k € N such that
t(Jn) < r(Jy) < TI(P), |t(Un)| < k < |r(Jp)|, ri < k foreveryi € J,, tp = 0 and
ro = 1.Take k; = |t(J,)| and kp = k — ky.
Lemma4 Suppose Z' = (J/
() r(OH) = 1;
(2) h(X) = min{|t(X)| + k2, [r (X)|} for every X C Jp;
3) (X U{0}) = min{k, h(X) + 1} for every X C Jp,.
Then the ULCASs (3) are of the form I'h)(2', 1) and B(Z') = By U By U Bs, where

., 1) is an integer polymatroid with h satisfying

Bi={ueZl": lul=k uo=0andt(J,) < ulp) < r(Jm}h
J/
By ={uc Z{" D ul =k, up =1and t(Jy) < u(Jy) <r(Jpn)} (15)
Bs={u EZ_J;” clul =k, ugp=1, ujy =ty —1 forsome i’ € J,
and u; € [t;,r;] forall i e J,\{i'}}.
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Proof Since forevery X C J,,, h(XU{0}) = h(X) ifand only if 2(X) = k, thatis, if and only
if X = J,,, Theorem 2 implies that u € I'hH(Z’, IT) if and only if there exists v € B(Z'|J,,)
such that v < u < (|I1;))iey, -

Let Z1 = (Jiu, h1) be the integer polymatroid with 41 (X) = |¢(X)]| forevery X < J,, and
Z> = (Jm, h2) be the integer polymatroid with /5 (X) = min{ka, |r(X)| — [£(X)|} for every
X C Jyu. Note that 1(X) = h(X) +ha(X) forevery X C J,,. Therefore, Z'|J,, = Z1 + 2.
As

B(Z1) ={t} and B(Z) ={veZl:|v|]=ky and v <r—t}, (16)
thus from Proposition 1,
BZ'Jw) ={ueZ lul=k and t <u<r}.

This implies the first claim.
We proceed to prove the second claim. If ug = 0, then u € B(Z’) if and only if u(J,,,) €
B(Z'|Jy), that is, if and only if u € By. In addition, we know

BZ)={uc Zi’g’ Sul =k and |u(X)| <h(X) forevery X C J,}.
In the case of u € B(Z2') with ug = 1, suppose u; = t;; — 2 for some i’ € J,,, then
e\ D] < hUa\I'D) < [tUn\ED] + k.

This implies that |u(J,,)| < |¢(Jn)| + k2 — 2 = k — 2. This leads to contradictions as
lu(Jy)| =k — 1. Therefore, u;r > t; — 1.
Suppose u;, = t;, — l and u;, = t;, — 1 foriy, iy € J,y withiy # ip. Then

lu (T \{i1, i2))| < h(Un\{i1, i2}) < |t(Tn\i1, 02})| + Ka.

Accordingly, |u(J,,)| < k — 2. This leads to contradictions too. Moreover, u; < h({i}) = r;
for every i € J,,,. Therefore, u € B> U B3.

On the other hand, if u € B,, then forevery X C Jp,, [u(X)| <k—land#(X) <u(X) <
r(X). From (16),

[w(X)| < min{k — 1, [¢(X)| + k2, [r(X) |} < h(X),
and consequently, |u(X U {0})| = |u(X)| + 1 < h(X) + 1. This implies
lu(X U {0})| < minfk, h(X) + 1} = h(X U {0}).

Hence, u € B(Z').
If u € Bs, then for every X C J,, such that i’ ¢ X, similar to the case of u € B;, we can
prove that [u(X)| < h(X) and [u(X U{0})| < h(X U{0}). Moreover, for suchaset X C J,,,,

(X U{i'D| = upy + lu(X)]
<min{|t(X)| +ka + 1t — 1, [r(X)| + 1 — 1}
<h(XU{i')),
and [u(X U{0,i"D)| = [u(X U{i’D| 4+ 1 < h(X U{i'}) + 1. Therefore,
lu(X U{0,i"})| < minfk, H(X U {i'}) + 1} = k(X U{0,i"}).
This implies u € B(Z’). Accordingly, u € B(Z') with ug = 1 if and only if u € B, U B3,

and the result follows. O
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We next present a linear representation of the polymatroid defined in Lemma 4 based on
the sum of two polymatroids. A

Let Ix, denote the k; x ki unit matrix over F,, and 7; = lefo tj fori € J,,. For every
i € Jy, consider the F,-vector subspace E; spanned by the (#;_; + 1)th column to #;th
column of I, . Let the integer polymatroid Z; = (J,,, h1) such that

h1(X) = dim (Z E,-) for every X C Jy.

ieX
In addition, consider the map ¥ : F» — ng defined by

1

k —
(B =B, B, ... )
where g > 1+ max;cy, {IT1;|} and A > 1 + |r(J;y)| — |£(J)|. Take elements B; ; in qu,
where i € Jy, and j € [r; — ¢;], that are linearly independent over F,. For every i € Jy,,
consider the [F,-vector subspace V; C IFI;ZA spanned by {y(B; ;) : j € [r; — t;]}. Let the
integer polymatroid 2, = (J,,;, h2) such that

hy(X) = dim (Z V,~> forevery X C J,,.
ieX

Fori € Jy,let W; = E; x V;, and let Wy be the [ -vector subspace spanned by the

k-dimensional vector

2 k-1
e=(L1,..., 1B BB ..., 8070 ),

where By and B; ; withi € Jy, and j € [r; — t;] are linearly independent over IF,,. Let the
integer polymatroid Z’ = (J;,, h) such that

h(X) = dim (Z W,-) forevery X C J,,.
ieX

Proposition 9 For the polymatroid Z' = (J),, h) defined above, the ULCASs (3) are of the

form I'y(Z', 1) and B(Z') = B; U By U Bs, (15).

Proof To prove the claim, we only need to prove the rank function /4 satisfies the three
conditions in Lemma 4. Obviously, 2({0}) = 1. In addition, % satisfies the second condition
as Z'|Jm = Z1 + Z,. We next prove that h satisfies the third condition. Suppose F =
(Fo|Fy| -+ |Fy), where Fy = €T and fori € J,

Il O
Fiz((; B,), (17

for which 7] denotes the k1 x #; block formed by the (7;—1 + 1)th column to 7;th column of
Ir, and B; denotes the ko x (r; — t;) block formed by the column vectors (1//(ﬁ,-,j))T with
Jj € [ri —t]. Forany X’ = X U {0} with X = {x1,x2,...,xy} € Jy, by interchanging
columns Fxr = (Fy|Fy,|---|Fy,) can be transform to the following form

F// = ( lkl T I)/( O ) ’
X W (Bo))' |0 Bx
where 1, = (1, 1,..., DT is a k;-dimensional vector, Iy = (I, |1, |-+ I;,) and By =
(Bxl |sz| e |wa)-
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If X = Jy, then h(X) =k, I}, = Iy, and By = (B1|Ba|-- - |By). Therefore, 1, is a
linear combination of all column in / 3( and (¥ (Bo))T is a linear combination of the columns
in By as By is a generator matrix of some (|r(J,;,)| — |¢(J;n)|, k2) Gabidulin code. Hence,
Fy is a linear combination of the columns in F. This implies 4(X U {0}) = k.

If X C J, and X # Jy, then h(X) < k, and h(X) = |r(X)| if [r(X)| — [t(X)| < k2
or h(X) = |t(X)| + kp if |[r(X)| — [t(X)| = k». In the first case, there are at most kp — 1
columns in By, hence (¥ (80))7 and all columns in By are linearly independent. Moreover,
1k, and all columns in [} are linearly independent. This implies all columns in F )/(, are
linearly independent, and consequently, (X U {0}) = h(X) + 1.

In the second case, there are at least kp columns in By. This implies (Y (Bo))T can be
denoted by a linear combination of some columns in By. Therefore, by the elementary
column operators, F}, can be transformed to

1k1|15( 0]
O |Bx /)

As 1y, and all columns in / 3( are linearly independent, thus 2(X U {0}) = h(X) + 1. ]

5.2 Arepresentable matroid

In this section we construct a matrix M based on the representable polymatroid Z’ presented
in Sect. 5.1 that is a representation of a matroid M such that the ULCASs (3) are of the form
I'y, (M), and then prove that the scheme for ULCASs can be obtained by this matrix.

Suppose Ty = {po} and let IT" = (Hi)l'e‘]’/n and IT = (I1;);ey, be the partition of
P’ = P U{pp} and P, respectively, such that |I1;| = n;. For every i € J,,, take n; different
elements a; , € Fy, with v € [n;] such that a; , # 1 and let

Ai =@ D, Ll v e n],
Al =@ D emxn Le i — 1l v e ngl.
Let
M = (Mo|Mi| -+ |My)

be the k x (n + 1) matrix such that My = € and fori € J,,,

A

where F; is the matrix (17). Then by computing, we have

1t1 Ay o .- 0
1t2 0 A2 e 0
1, o o - A,
W (BT |BIA] BA, -~ B A,
where 15, = (1, 1,..., DT is an t;-dimensional column vector and B; is the k» x (r; — #;)

block formed by the column vectors (w(ﬁm))T with v € [r; — ;).

From (18), we know that each column of M; is a vector in W; forevery i € J,,. Therefore,
M satisfies the first two conditions in Step 3 in Sect. 2.3. We next prove that the third condition
in Step 3 holds.
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Proposition 10 M,, is nonsingular for any u € By, (15).

Proof Without loss of generality, we may assume that M, is the k x k submatrix of M formed
by the first #; columns in every M; withi € J,,,. Then

Al(ul) (0] (0]
o Ax(uz) - 0
Mo=| A 0)
0 0 s Ap(u)

B A (u1) B2AL(u2) -+ By A, ()

where A; (u;) and A; (u;) are the blocks formed by the first #; columns of A; and A;, respec-
tively. Furthermore, let

Ai(ui) = (Ai1]Aip) and  Aj(w;) = (A} 1A} ,).

where A; 1 and A; > are the blocks formed by the first #; columns and the last #; — #; columns
of A; (u;) respectively, A 1 and A’ , are the blocks formed by the first 7; columns and the last
u; —t; columns ofA (u; )respectlvely Note that A; jisat; x t; block, A; pisat; X (u; —t;)
block, Al’1 isa (r; — t;) x t; block, and A,,z isa (r; —t;) x (u; — t;) block.

As A; 1 is nonsingular, thus we can let

1
T = (I,[ —4, 1Ai,2>_
O Iu,‘ft,'

Since A; ui)T; = (Ai,114i2)T; = (Ai 11Ot xw—1)) and
B Al(ui)T; = Bi (A} ||A],)T;
= Bi(A} ] - 2,1Ai_,11Ai’2 + 47 ,)
= (Bi A} || Bi(—A} |A; | Ai2 + A} 5)).

it follows that

Al o o | o] o 0
T 0 | 0| A,]| o] o 0
L T R T O Rt IS FRC1
T o|lo| o | o || Aw| O
B1A ||BiDi|B2A) | |B2Da- | BuA], ||BnDim
where D; = —Aj | Al_l1 Aip+Ajyisa(ri — 1) x (u; — ;) matrix over Fy. In particular, by

the elementary columns operators on the matrix in the right hand of (21), we can obtain the
following matrix

Al
Azl
. 22)
Am,l
BiA| | |B2AL |- |BuA, [N
where N = (B1D1| - |Bn Dm) is a kp X kp block. Hence, M,, is nonsingular if the matrix

N is nonsingular.
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We proceed to prove N is nonsingular. Let

A A Ai2>
A=( i A2
Al Al

e Azl o
Al = (Az,‘,l Di>'

then

A= <22EZS) - (aﬁl)r,-xm Lelrl, velul

is a Vandermonde matrix, thus all the columns in A are linearly independent. Therefore, all
the columns in D; are linearly independent. Suppose

(dtgll)u,—rl)x(ul—r,) telri—nl, veluw—1]

and fori € J,, and v € [u; — t;], let
ri—l;
Biv=y d\Bi,. (23)
j=1
Then
— =1
BiDi = (B, Jryxwi—n) €€lkal, v e luj —1]

Therefore, N is a block formed by the column vectors (1//(5,~,,,))T withi € J,, and v €
[#; — t;]. Hence, Lemma 1 implies that proving the non-singularity of N is equivalent to
proving that B,;,, withi € J,, and v € [u; — t;] are linearly independent over IF,. As in the
proof of Proposition 4, suppose there exist A; , with i € J,, and v € [u; — t;] such that
> Z“’_t’ AiwPiv = 0. Then

moui—t; ri—t; mori—t; fui—t;
ZZ)"!U Zd(l)ﬁlj ZZ(Z)\lvd(l)>ﬂi,j:0~

i=1 v=1 i=1 j=1 v=1
As ;. j withi € Jy, and j € [r; — 1;] are linearly independent over I, thus

uj—t;

Y hind) =0 i€ty jeln—ul

Therefore, Zﬁ’z_lt’ )L,',U(d(i) o, d?

Lo sy ) = 0 for every i € J,. Hence, A; , = 0 for any

i € Jyand v € [u; — ¢;] since for a given i € J,, the u; — t; vectors (dffi, cee d,(l_l)_,i,v)
are linearly independent. This implies that B,',v with i € J,, and v € [u; — t;] are linearly
independent over F,, and consequently, N is nonsingular. Therefore, M, is nonsingular.
Using the same method, we can prove that M,, is nonsingular for any u € By, (15). O

Proposition 11 M, is nonsingular for any u € B,, (15).
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Proof Without loss of generality, we may assume that My, is the k x k submatrix of M formed
by the first u; columns in every M; with i € J),. Then

M, = (MolMu(Jm))-

Here, My, has the identical form with the right hand of (20) and itis a k x (k — 1) block.
By the similar method in the proof of Proposition 10, My, can be transformed to a matrix
with the form (22), and consequently, M, can be transformed to the following form

1, |A,] o |- o Jo
1, 0 | Ay || 0 o
1, 0 0 || An1 |O

V(BT |BiA] || B2AS |- B A, ([N

Here, N is a kp x (kp — 1) block.

Asa;, # 1 withi € J,, and v € [n;], thus for a given i € Jy, 14 is a linear combination
of the columns in A; 1. Therefore, let the columns of A; ; be denoted by x; , with v € [£;],
then there exist b; , € I, such that 15, = 23:1 b; vXxi,y. In addition, let

ri—t;
~ i _1
Biv="> a ' ;. (24)
j=1
then B,~A;q1 is formed by the column vectors (I/I(ﬁi,v))T with v € [t;]. Therefore, by com-
puting, My can be transformed to

(0, 0y, ..., 0, ¥ (B0))

where 05, = (0,0, ..., 0) is an #;-dimensional vector and

m
Bo=Po— Y Y bivPiv (25)
i=1v=1
Hence, by the elementary column operators, M, can be transformed to the following form
Al
Az 0
Am,l

BIAL,|B2Ay | -+ [BuA),  [w(Bo)TIN

This implies that M,, is nonsingular if matrix (W(BO))T |N ) is nonsingular.
As in the proof of Proposition 10, the set of columns of N is

(VBN i€ Jm, velu —1},

where Bi,u withi € J, and v € [u; — t;] are linearly independent over [F;. From (23), each
B[,v is a linear combination of the elements §; ; with j € [r; —t;], and from (24) and (25), ,éo
and B; ; withi € J,, and j € [r; — ;] are linearly independent over I, we have 30 and B,-,v
with i € J,, and v € [u; — 1] are linearly independent over ;. Accordingly, (¥ (50))” |N)
is nonsingular. This implies that M, is nonsingular, and the result follows. O
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Proposition 12 M, is nonsingular for any u € Bs, (15).

Proof Without loss of generality, we may assume that u; = #; — 1 and My, is the k x k
submatrix of M formed by the first u; columns in every M; with i € J;,. Similar to the case
in Proposition 11,

My = (Mo|Muy(j,,))-

Here, My, has the identical form with the right hand of (20) and itis a k x (k — 1) block.
Similar to (21),

; A -1 | o | o |- o 0
n-1 0 A1 | O |- O 0
1
Mu(i,) . = : : N A : ;
' 0 O | 0 || Api | O

T BiA[(h — D)|B2Ab | |B2D|— | BuAl, \[BuDi

where A((t; — 1) and A’1 (t1 — 1) are the blocks formed by the first #; — 1 columns of A
and A’] , respectively, and T;, A; 1, A;,l’ B;, and D; have the identical forms with the ones in
(21). Therefore, My ,,) can be transformed to the following form by the elementary columns
operators

Ay —1)
Anq

Am,l
B1A (1 — 1)[B2AS ([ -+ [BuA), | |N

Here, N = (B2Dz| - - - | Bjy D). As in the proof of Proposition 10, N and A; | withi € [2, m]
are all nonsingular. Therefore, every column of B1A’] (t1 — 1) and B,-A;’] withi € [2, m] is
a linear combination of the columns in N. Furthermore, M, ;, ) can be transformed to the
following diagonal form

A =1
Az
. (26)
Am,l
N

As N and A; | withi € [2, m] are all nonsingular, thus by computing, M can be transformed
to

T
(1t1v Otzz e 0[,,,7 Okz) s
and consequently, by the elementary column operators, M, can be transformed to
A
Az
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where A = (1,1 |Ay(t — 1)) is an #; x 1 nonsingular matrix. This diagonal matrix is nonsin-
gular as N and A; ; with i € [2, m] are all nonsingular. Therefore, M, is nonsingular, and
result follows. ]

Propositions 10, 11, and 12 imply that the matrix (19) is a representation of the matroid
associated to ULCASs. We next prove that ideal linear schemes realizing ULCASSs can be
constructed by this matrix.

Theorem 5 Suppose M is the matrix (19). Then LSSS(M) realizes the ULCASs (3) over
qu, where g > 1 +max;ey, {ni}and A > 1+ |r(Jp)| — [t (Jn)l.

Proof 1f u(J,) € min I', (3), and ug = O, then u(J,,) € B;. Proposition 10 implies My ;,,)
is nonsingular, and consequently, M is a linear combination of all the columns in My, ).

Assume that u(J,;) ¢ I', (3). Then |u(Jy,)| < k, or u; < t; for some i € Jy. As
h({i}) = r; for every i € J,,, thus any r; 4+ 1 columns in M; are linearly dependent. Hence,
we may assume that

(D) |u(Im)| < kand t(Jp) < u(Jy) <r(J);or
(2) u; <tjforsomei € Jy, and u(J,) <r(Jy).

In the first case, furthermore, we may assume that |u(J,,,)| = k—1,sinceif |u(J,)| < k—1,we
may find a vector u’(J,,) > u(J,,) suchthatt(J,,) < u'(Jy) <r(Jy) and |u’(Jy)| = k—1.
This procedure is possible since k — 1 > |u(J,,)| > |t(Jy,)| and |r(Jyy)| > k > k — 1. In
this case u(J,,) € By if ug = 1. Proposition 11 implies My must not be a linear combination
of all the columns in Myj,,).

In the second case, furthermore, we may assume that u;; = t;; — 1 for some i’ € Jy,,
ti <u; <riforalli € J,\{i"} and |u(J,y)| > k — 1. Otherwise, we may find a vector
u'(Jm) > u(Jy,) satisfying these conditions. If [u(J,,)| = k—1andug = 1,thenu(J),)) € Bs.
Proposition 12 implies My must not be a linear combination of all the columns in My(y,,). If
lu(Jy)| > k — 1, then there must exist a vector v(J,,) with vo = 1 and v(J,;) < u(Jy,) such
thatvy =uy =ty — 1,4; <v; <r;foralli € J,\{i’} and |v(J,,)| = k — 1. We claim that
every column in My, is a linear combination of the columns in My(y,,).

As such a vector v(J,,) € B3, thus My must not be a linear combination of all the columns
in My(y,,). Therefore, if this clam is true, then My must not be a linear combination of all the
columns in My(y,,).

We proceed to prove the claim. Recall that 7; = Zi/':o tj forevery i € J,,. Take J =
Ju\{i'} and J' = J) \{i’}, and let M" be the (k — #;;) x (n + 1 — n;s) submatrix obtained by
removing the (f;y_; + 1)th to 7;rth rows of the matrix (M| - - - |M;r_1|Mj 11| - - - |M,,). Then
M’ is a representation of the matroid associated to an access structure I’ with

I''={u(J) e Zi u()|=k—ty and t(J) <u(J) <r(J)}.
/
v(J) )’
column in M;( sy is alinear combination of the c_olumns inM ;(_ 7)- Note that M ;( sy and M, n
are the submatrices obtained by removing the (#;;_1 + 1)th to f;/th rows of M, ;) and My (),
respectively, and these rows are all zero rows. It follows that any column in M) is a linear
combination of the columns in My (). This with My, (1)) = My((iry) imply the claim. m]

Proposition 10 implies that M, ;) is nonsingular. As M, ,, is a submatrix of M,,,, thus any

From the connection of LCASs, UCASs and ULCASs, the following corollary can be
obtained directly.

Corollary 2 Suppose M is the matrix (19), then
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(1) LSSS(M) realizes the LCASs (1) over qu, where ¢ > 1 4+ max;¢y, {n;} and A
L+ [n(Jn)| = [E(I) | 7 () = 0(J);

(2) LSSS(M) realizes the UCASs (3) over qu, where q > 1 4+ max;ey, {n;} and A
1+ |r(Jm)| ift;i =0 foreveryi € Jy.

v

%

Note that in the scheme for the UCASs (3) given by Corollary 2, g > 1+max;c,, {n;} since
we choose n; different elements a; , € F, with v € [n;] such that a; , # 1. Nevertheless,
in the scheme given by Theorem 3, a; , may be equal to 1. In addition, Corollary 2 gives
a method to construct the scheme for LCASs directly, which is different from the method
based on duality presented in Sect. 4.

6 Comparison to the constructions of Tassa and Dyn

Tassa and Dyn [36] presented a probabilistic method to construct an ideal linear scheme for
the LCASs (1) based on a scheme for the dual access structures (9) by bivariate interpolation
as follows.

Secret Sharing Scheme (LSSS(1))

1. Lets € IF, be a secret value. The dealer chooses randomly a polynomial

m 7i—1
flx,y) = Zzaljy]l_[x_x
i=1 j=0 Jj€Jm

J#

such thata; o = s withi € Jy,;, where x; withi € J,, are m distinct random points in IF,,.
2. Each participant u; ; from compartment IT; is identified by a unique public point
(xi, yi,j), where y; ; # 0 is random, and his share is f(x;, y; ;).
3. In addition, the values of f at v = Y/, ; —m + 1 — [ random points (x/, z;) are
published, where x| ¢ {x{, ..., x,},i € [v].

Tassa and Dyn [36] showed that LSSS(/) is an ideal linear scheme realizing the access
structures (9) with probability 1 — (”+1)nq ! where 7 is a constant depending on m, [, and

71, ..., Tym. This also implies that the existence of ideal linear scheme realizing the access
structures (9) over finite fields [F of size
n—+1
|F|>ﬂ( / ) 27

The value of 1 was not given in [36]. Farras et al., [17] pointed out that n ~ Z;-":l Tin;. A
similar result was proven by them regarding UCASs.

In Theorem 4, we constructed an ideal linear scheme for the access structures (9) over
finite fields IF of size

anzl Ti—m+1
) . (28)

F 1 i

IF| > ( + max {n;}
If the lower bound (28) is less than the lower bound (27), then estimate (28) is better than
(27). This is possible, for example, let the access structures (9) have the parameters that
m=4n =61 =3,i¢c[4.Thenn = Y7 n; =24 9~ Y7  un =72 and
I < Z?:l 7; —m + 1 = 9. We have that the lower bound (28) equals to 7° = 40353607.
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If k = 8, then the lower bound (27) equals to 77873400 > 7°. In this case, estimate (28) is
better than (27).

Nevertheless, we think the main difference between our method and their method is the
efficiency of algorithms. In these two methods, an ideal linear scheme for a given access
structure is ultimately determined by a matrix M. If some special submatrices of M are
nonsingular then the scheme can realize the access structure. In their method, the non-
singularity of those submatrices depends on the bivariate interpolation used in [36]. To the
best of our knowledge, there is not an efficient algorithm to solve the bivariate interpolation.
In our method those submatrices are nonsingular based on the the special properties of
Gabidulin codes.

7 Conclusion

In this paper, we mainly studied how to construct ideal linear secret sharing schemes realizing
compartmented access structures by efficient methods. We constructed ideal linear schemes
realizing UCASs, LCASs and ULCASs. In regards to future research directions related to
schemes studied here, we will extend our method herein to construct secret sharing schemes
for other multipartite access structures such as compartmented access structure with com-
partmented compartments, compartmented access structures with hierarchical compartments,
and others.
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