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Abstract Affine message authentication code (MAC) and delegatable affine MAC turn out to
be useful tools for constructing identity-based encryption (IBE) and hierarchical IBE (HIBE),
as shown in Blazy, Kiltz and Pan’s (BKP) creative work in CRYPTO (2014). An important
result obtained by BKP is IBE of tight PR-ID-CPA security, i.e., tight IND-ID-CPA security
together with ciphertext pseudorandomness (PR). However, the problem of designing tightly
PR-ID-CCA2 secure IBE remains open. We note that the CHK transformation does not
preserve ciphertext pseudorandomness when converting IND-ID-CPA secure 2-level HIBE
to IND-ID-CCAZ2 secure IBE. In this paper, we solve this problem with a new approach. We
introduce a new concept called De-randomized delegatable affine MAC and define for it weak
APR-CMA security. We construct such a MAC with a tight security reduction to the Matrix
DDH assumption, which includes the k-Linear and DDH assumptions. We present a paradigm
for constructing PR-ID-CCAZ2 secure IBE, which enjoys both ciphertext pseudorandomness
and IND-ID-CCAZ2 security, from De-randomized delegatable affine MAC and Chameleon
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hashing. The security reduction is tightness preserving. It provides another approach to IND-
ID-CCAZ2 security besides the CHK transformation. By instantiating the paradigm with our
specific De-randomized delegatable affine MAC, we obtain the first IBE of tight PR-ID-
CCAZ2 security from the Matrix DDH assumption over pairing groups of prime order. Our
IBE also serves as the first tightly IND-ID-CCA2 secure IBE with anonymous recipient
(ANON-ID-CCA?2) from the Matrix DDH assumption. Our IBE further implies the first
tightly IND-ID-CCAZ2 secure extractable IBE based on the Matrix DDH assumption. The
latter can be used to get IBE of simulation-based selective opening CCA2 (SIM-SO-CCA?2)
security (due to Lai et al. in EUROCRYPT, 2014). The tight security of our IBE leads to a
tighter reduction of the SIM-SO-CCA2 security.

Keywords Tight security reduction - Identity-based encryption - Ciphertext pseudoran-
domness - CCA2 security - Affine message authentication code

Mathematics Subject Classification 68P25 - 94A60

1 Introduction

Identity-based encryption (IBE) is a public-key encryption that enables one to encrypt a
message using a recipient’s identity, rather than its public key. It simplifies public key and
certificate distribution and management. The concept of IBE was first proposed by Shamir in
[30]. The traditional security notion for IBE, denoted by IND-ID-CPA, is the indistinguisha-
bility of ciphertexts under a target identity chosen by the adversary, who can obtain the secret
keys of identities (other than the target identity) of its choice. The first constructions of IBE
satisfying this notion were proposed by Boneh and Franklin [8] and Cocks [13], however the
proofs were based on the random oracle model. The first IBE with IND-ID-CPA security in
the standard model was presented by Boneh and Boyen [7], and later Waters [31] simplified
the scheme of [7], substantially improving its efficiency.

1.1 Tight security reduction

Modern research on IBE pursues tight security reductions to standard cryptographic assump-
tions. It is not only an interesting theoretical problem but also has practical significance. A
loose reduction makes the instantiations augment larger security parameter, hence the IBE
scheme will be less efficient. A typical loose security reduction of IBE, for instance [31,32],
is related to Q, the number of user secret key queries. Then implementing such an IBE has
to set a larger parameter to compensate reduction’s security loss. Recently, Chen and Wee
[12] proposed the first (almost) tightly IND-ID-CPA secure IBE, which only loses a factor A,
independent of Q. Here X is the bit-length of the identities. More works about tightly secure
IBEs were done in [3,6,19,24].

1.2 Recipient-anonymity and ciphertext pseudorandomness

Informally, an IBE is recipient-anonymous, denoted by ANON-ID-CPA, if a ciphertext does
not leak any information about the identity of the recipient to probabilistic polynomial-time
(PPT) adversaries. Boneh et al. [9] observed that anonymous IBE can be used to construct
searchable public-key encryption, and later Abdalla et al. [1] gave a formalization. Construc-
tions of anonymous IBE were found in [10,28], both of which have loose security reductions.
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Tightly CCA-secure IBE with ciphertext pseudorandomness 519

Recently, Blazy et al. [6] proposed the first (almost) tightly ANON-ID-CPA secure IBE, and
more work can be found in [3].

A stronger notion is called ciphertext pseudorandomness, denoted by PR-ID-CPA [2,6],
which means that the ciphertext generated by IBE is indistinguishable from a random element
in the ciphertext space to PPT adversaries. This notion implies that the ciphertext hides the
plaintext (thus IND-ID-CPA), the identity (thus ANON-ID-CPA), and also the public key
used to create it. Therefore, a PR-ID-CPA secure IBE even protects anonymity of authorities
that issue user secret keys [2]. PR-ID-CPA security implies ANON-ID-CPA security, but
not vice verse, i.e., an anonymous IBE does not necessarily have pseudorandom ciphertexts.
Meanwhile, ciphertext pseudorandomness turned out to be very useful and it was implicitly
used in PKE and IBE to achieve simulation-based selective opening CPA (SIM-SO-CPA)
security, see [5,16].

1.3 CCA2 security

Security against adaptive chosen-ciphertext attacks is a de facto security notion. Active adver-
saries might also be able to obtain the decryptions of ciphertexts under any identity of its
choice. Thus it is necessary to consider the stronger security notion for IBE, i.e., IND-
ID-CCA2 security. Similarly, imposing anonymous property/ciphertext pseudorandomness
to IND-ID-CCA2 gives ANON/PR-ID-CCA2 security. We stress again that PR-ID-CCA2
security was implicitly used in achieving simulation-based selective opening CCA2 (SIM-
SO-CCA?2) security for IBE in [27].

1.4 Tightly secure IBE with recipient-anonymity/ciphertext pseudorandomness

Gentry [17] proposed tightly ANON-ID-CPA/CCAZ2 secure IBEs. However, the IBE schemes
rely on non-standard Q-assumptions, which again depend on the number Q of user secret
key queries. Recently, Attrapadung et al. [3] used broadcast encoding to construct a tightly
ANON-ID-CPA secure IBE. Blazy, Kiltz and Pan (BKP) [6] introduced the notion of affine
message authentication code (MAC) and delegatable affine MAC, which were used in con-
structing tightly secure (H)IBEs in a novel way, including: (1) a tightly PR-ID-CPA secure
IBE; (2) a tightly IND-ID-CPA secure but not anonymous HIBE.!

There is no tightly ANON-ID-CCAZ2 secure IBE from standard assumptions yet, to the
best of our knowledge. Of course, a tightly ANON-ID-CCA?2 secure IBE can be obtained
from a tightly ANON-ID-CPA secure 2-level HIBE with the help of the CHK transformation
[11]. Unfortunately, 2-level HIBE of tight ANON-ID-CPA security is still missing.

PR-ID-CCAZ2 security provides stronger privacy than ANON-ID-CCAZ2 security, since the
ciphertexts are completely random. Meanwhile, PR-ID-CCAZ2 secure IBE plays an important
role in building IBE of SIM-SO-CCA?2 security. These observations motivate us to pursuit
tight PR-ID-CCAZ2 security for IBE.

However, tight PR-ID-CCA2 security is much harder to achieve from standard assump-
tions. We stress that the CHK transformation does not work even if a tightly PR-ID-CPA
secure 2-level HIBE is available, since the CHK transformation does not preserve ciphertext
pseudorandomness. We have to resort to an alternative approach to solve the challenging
problem:

How to construct PR-ID-CCA2 secure IBE possessing both security reduction tightness
and ciphertext pseudorandomness from a standard assumption?

' As far as we know, this is the only HIBE with a tight security reduction.

@ Springer



520 S. Han et al.

MDDH Naor-Reingold PRF PR-CMA secure PR-ID-CPA secure BKP's IBEng [6]
Assumption Affine MAC IBE

k APR-CMA
MDDH Naor-Reingold PRF, §3 wea < seeure PR-ID-CCA?2 secure

A ti De-randomized m Our IBEngr
ssumption g IBE

Delegatable Affine MAC

i o]

Fig. 1 Schematic overview of BKP’s construction [6] (the fop row) and our construction (the bottom row) of
IBE. All implications have a tight security reduction. In our construction, we need a pseudorandom function
PRF as well as a chameleon hashing CH, both of which have tightly secure instantiations

1.5 Our contributions

In this paper, we answer the above question affirmatively. We propose a new IBE over
pairing groups of prime order. Our IBE enjoys (almost) tight security reduction, IND-ID-
CCA2 security and ciphertext pseudorandomness simultaneously. The security of our IBE is
based on the Matrix Decisional Diffie-Hellman (MDDH) assumption [15], which includes
the standard k-Linear and DDH assumptions. More precisely,

e We introduce a new concept, namely De-randomized Delegatable Affine MAC, and
define a security notion for the MAC, i.e., the weak APR-CMA security.> We build
a de-randomized delegatable affine MAC with weak APR-CMA security based on the
Naor-Reingold PRF (NR-PRF) and a traditional pseudorandom function, and the security
is tightly reduced to the MDDH assumption.

e We propose a paradigm for constructing PR-ID-CCA2 secure IBE from de-randomized
delegatable affine MAC and chameleon hashing. The security reduction is tightness
preserving. When instantiating MAC with the NR-PRF-based one,

— we obtain the first tightly PR-ID-CCA2 secure IBE, which is also the first tightly
ANON-ID-CCAZ2 secure IBE, based on the MDDH assumption;

— we obtain the first tightly IND-ID-CCAZ2 secure extractable IBE based on the MDDH
assumption, when our tightly PR-ID-CCAZ2 secure IBE is converted to an extractable
IBE (the conversion is shown in Appendix 3 as a minor contribution);

— we obtain a SIM-SO-CCAZ2 secure IBE from the MDDH assumption with a much
tighter reduction, when following the black-box construction of SIM-SO-CCA2
secure IBE from extractable IBE [27].

Our results are illustrated on the bottom of Fig. 1. We summarize known tightly secure IBEs,
their securities and parameters in Table 1.

1.6 Our approach

Firstly, we recall BKP’s approach to tightly PR-ID-CPA secure IBE [6]. Then we introduce
our approach to tightly PR-ID-CCA2 secure IBE. We will explain the intuitions behind our
construction, the problems arising along the way and the methods to solve them.

2 The APR-CMA security was originally defined by Blazy et al. [6] for delegatable affine MAC, but no
constructions are available with tight security reduction.
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Table 1 Comparison between the known tightly-secure IBEs with identity space ZD = {0, 1}* in prime
order groups based on standard assumptions

IBE Scheme Loss CCA2? ANON? PR? Assumption |pK| lusk| |C|
CWI13[12] on — - ~ kLN k2 4k 4k
BKP14’s IBEyR [6] 00) - J J  Dy-MDDH 2% 2k 2k
BKP14’s HIBENR [6] + CHK  O(A) / - -  Dy-MDDH 8k2 2ik 2%k
AHY15% [3] on) - Vv — 2-LIN 16A 8 8

GCDCT16 [19] omn) — — — k-LIN 6Ak2 6k 6k
Ours: IBENg (§4) 00) J J  Dy-MDDH 4ik% 2ak 2k

“CHK?” stands for the general transformation proposed by [11], which converts IND-ID-CPA secure 2-level
HIBE to IND-ID-CCA2 secure IBE. “CCA2” asks whether the scheme is IND-ID-CCA2 secure, “ANON”
anonymous, and “PR” pseudorandom ciphertexts which is stronger than recipient-anonymity. “k-LIN” is short
for the k-Linear assumption, and “D;-MDDH” the Dy -Matrix DDH assumption. D;-MDDH is more general
than k-LIN. |pk|, |usk| and |C| denote the size per public key, user secret key and ciphertext, respectively.
Here we count the number of group elements in G, G, and G7, and we only show the leading term due to
the lack of space (a detailed efficiency comparison table is in Appendix 1)

4 AHY 15 [3] also proposed two non-anonymous schemes, here we only show the anonymous one

We will sketch the approach in terms of an identity-based key encapsulation mechanism
(IBKEM). To get a full-fledged IBE, one can simply combine an IBKEM with a (one-time
secure) authenticated encryption scheme.

1.6.1 BKP’s approach to tightly PR-ID-CPA secure IBE

In [6], BKP proposed the concept of affine MAC which was used to build IBE. They defined
PR-CMA security for affine MAC, which was dedicated to PR-ID-CPA security of IBE. See
the top row of Fig. 1.

Roughly speaking, an affine MAC uses secret key skmac = (B, Xo, - .., X¢, x(’)) to com-
pute a tag ([t]>, [u#]2) for a message m as follows:

s < ZZ/, t:=B-se ZZ, U= Zi(::))ﬁ(m) xlT “t+x) € Zy,

where f; mapping m to Z, and [ mapping m to {0, 1, ..., ¢} are some public defining
functions, and [t]; € G;? (j € {1,2,T}) is an implicit expression of t € Zj over a group G;
of prime order ¢.

The PR-CMA security of affine MAC requires pseudorandomness of token ([%], [ho]1,
[1]7) for a target message id*, given multiple tags ([t]2, [#]2) of messages of adversaries’
choice, where

g
hesZy hoi=y 0N X h €T, hii=xgh €,

BKP constructed an IBKEM from an affine MAC. The high-level idea behind their
approach is the Bellare-Goldwasser transformation [4] from MAC, commitment and NIZK
to digital signature.? Let us briefly recall their IBKEM scheme. The public key pk consists of
[A]; € ngH)Xk, [Z;] = [(Yl.T |x;)-Alj and [z]) = [(ygr | xp) - Aly which can be seen as
perfect hiding commitment of ({x;}, x;)). In the key encapsulation algorithm Encap(pk, id*),
a ciphertext ([coly, [c1]1) encapsulates a symmetric key [K ] with randomness r <—s Z’;:

3 Recall that the user secret key generation algorithm of IBKEM corresponds to the signing algorithm of
digital signature scheme.
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1(id*) .
cm:A-reZ’;“, cl::Zizlo f,~(|d*)~Z,~-reZZ, K:=1z,-reZ; (1)

which can also be computed with master secret key ({x;}, x(), {Yi},y,) of IBKEM:
1(id*) .
ci=A-reZt ep=) " fil(d) (Y] [x) e, Ko=) ) e ()

In the PR-ID-CPA security proof of IBKEM, some entropy can always be introduced to
the last row of ¢, according to the MDDH assumption (cf. Definition 1):

c:=A-r+@O|h)", withh <sZ,. 3

According to (2), we have that

i(id*) 1ids
cri=  fild)-Ziek Yy fiGid) xih, Ki=zy-r4xg-h.

hy hi

Finally, the PR-ID-CPA security of IBKEM can be tightly reduced to the PR-CMA security
of affine MAC, where ([col1, [e1]1, [K]7) is pseudorandom due to the pseudorandomness
of token ([4]1, [hol1, [A1]7), and the user secret key generation can be implemented by tag
generation of affine MAC.

1.6.2 Our approach to tightly PR-ID-CCA?2 secure IBE

BKP’s IBKEM is not PR-ID-CCA2 secure. According to (1), it is clear that the ciphertext is
linearly homomorphic in the sense that, if ([eg];, [c1]1) encapsulates a key [K]r, then the
ciphertext ([a - ¢oly, [a - €1]1) will encapsulate the key [a - K]r. This implies a trivial CCA2
attack.

To circumvent this attack and achieve CCA2 security, we make use of chameleon
hashing CH to eliminate this linear homomorphism. In the key encapsulation algorithm
Encap(pk, id*) of our IBKEM, we bind a (second-level) identity id™ with [¢p]; (and a ran-
domness Rcp) via id™ = CH.Eval(ekch, [col1; RcH), and compute [e;]; with respect to
the hierarchical identity id*[id™* (instead of id*), i.e.,

¢y :=A-r, id* = CH.Eval(ekcH, [col1; Rch),

e =30 pdid) - Zir K=o

The above CCA2 attack no longer works for our IBKEM. In our scheme, a transformed
ciphertext ([a - ¢ol1, [a - ¢1]1, RCH) is not able to encapsulate the key [a - K]7 any more,
since the second-level identity id”™ bound with [a - ¢o]1 (using randomness IéCH) is totally
different from the second-level identity id"™ bound with [co]; (using randomness Rcp), unless
a CH-collision occurs.

1.6.3 New problem and our solution

We note that a new problem arises in the proof of the ciphertext pseudorandomness of our
scheme, when embedding the pseudorandom token ([A]y, [holy, [21]7) w.r.t. id*|id™ to the
challenge ciphertext ([co]1, [c1]1) and the encapsulated key [K ]7, where

lad id®)
h <s Z,, hU:Z,-:o fi(d*lid™) - x; h € Z), hy:=xp-h €Ly
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On the one hand, since id™ = Eval(ekcn, [co]1; RcH), the simulator needs to compute
[co]; before obtaining the token w.r.t. target id*|id™. On the other hand, in order to embed
[A]; into [ep]; according to (3), the simulator has to compute [c]; after getting the token
([A11, [hol1, [h1l7).

To break this deadlock, we make use of the equivocation property of chameleon hashing
CH (cf. Definition 4). More precisely, the simulator first picks dummy [€0]1, RcH randomly,
and compute id™* := Eval(ekch, [€0]1; Rch). Then the simulator submits id*|id”* as the tar-
get message and obtains the token ([2]y, [hol1, [A1]7). After embedding the challenge [/];
into [cp]1, the simulator can reopen RoH < Equiv(tdCH, [¢ol1, iéCH, [CO]I) using the trap-
door tdcy. By the equivocation property of CH, it holds that id™ = Eval(ekcn, [¢ol1; Rcn)
and Ry is uniformly distributed and independent of [¢p];.

1.6.4 Another problem

In order to support second-level identity id™ in our IBKEM, we need affine MAC supporting
hierarchical message space, i.e., Delegatable affine MAC. The syntax of delegatable affine
MAC and corresponding security notion, i.e., APR-CMA security, were proposed by BKP.
The APR-CMA security requires pseudorandom token for delegatable affine MAC, which is
used to construct PR-ID-CPA secure HIBE in [6].

However, it is much more difficult for MAC to get APR-CMA security than PR-CMA.
In the definition of APR-CMA security of delegatable affine MAC, when the adversary
adaptively queries a message, it gets not only a tag, but also some extra elements served
for delegation and re-randomization in HIBE. Those elements for re-randomization might
information-theoretically reveal the critical part of the secret key to the adversary. This makes
APR-CMA security very hard to achieve.

In [6], only one construction of APR-CMA secure delegatable affine MAC was proposed,
but with a loose security reduction. As far as we know, no MAC is available possessing tight
APR-CMA security yet.

1.6.5 Our solution: new security notion and new syntax

Fortunately, delegatable affine MAC is used to construct IBE (instead of HIBE) in our sce-
nario, hence those elements used for re-randomization are not necessary and can be safely
discarded in the APR-CMA security game.

Based on this observation, we define a weak version of APR-CMA security, i.e., the weak
APR-CMA security, which still stipulates pseudorandom token, but no re-randomization
elements are revealed to the adversary.

In order to get a tightly secure MAC, we further introduce the de-randomization technique
and define a new primitive called De-randomized delegatable affine MAC. Roughly speaking,
we require that the tag generation algorithm of MAC always employs the same “randomness”’
for the same message, i.e., the tag generation algorithm is deterministic. This can further
restrict the information on secret key that the adversary may obtain in the security game. The
de-randomization technique plays an essential role in achieving weak APR-CMA security
with a tight security reduction.

The tuned security requirement and syntax make it possible for us to obtain a tightly weakly
APR-CMA secure De-randomized delegatable affine MAC from the MDDH assumption.

Using this MAC in our IBKEM construction, together with an information-theoretically
secure authenticated encryption, we obtain an IBE of tight PR-ID-CCAZ2 security. To reduce

@ Springer



524 S. Han et al.

the PR-ID-CCA2 security of our IBE to the weak APR-CMA security of MAC, we need to
show that one can simulate the decryption oracle of IBE with the help of the tag generation
oracle of MAC. This part is fairly involved and technical, and we leave the detailed analysis
to Sect. 4.

2 Preliminaries
2.1 Notations

Throughout this paper, A € N denotes the security parameter. For integers i, j € N with
i < j,[i, j] denotes the set {i,i + 1, ..., j} and [j] denotes the set {1,2, ..., j}. For a
finite set S, we denote by s <3 S the operation of picking an element s from S uniformly
at random. For an algorithm .4, we denote by y <s A(x) the operation of running A with
input x, and assigning y as the result. The symbol ¢ denotes the empty string. For a matrix
Ae Zékﬂ)xn, denote the upper k rows of A by A € sz" and the lastrow by A € Z}]X”. For
astring s € {0, 1}*, |s| always denotes the bit-length of s. Let s||t denote the concatenation
of two strings S and t.

2.2 Games

We use games for our security reductions, as in [6]. A game G consists of an INITIAL-
IZE procedure and a FINALIZE procedure, as well as some optional (public) procedures
PRrROCY, ..., PROC, and private procedures PRIVPROC, ..., PRIVPROC,,. All procedures
are described using pseudo-code, where initially all variables are empty strings and all
sets are empty. An adversary is executed in game G if it first calls INITIALIZE, obtaining
its output. Then it may make arbitrary queries to (public) procedures PROC; according
to their specification, and obtain their output. The adversary is not allowed to query pri-
vate procedures PRIVPROC; directly. Finally it makes one single call to FINALIZE. By
G4 = b we means that the game G outputs b after interacting with A, and b is in fact
the output of FINALIZE. We denote by Pr;[-] the probability of a particular event occur-

ring in game G;. By a 8 b we mean that a equals b or is computed as b in game

G.

2.3 Pairing groups and implicit representation of group elements

Let PGGen(1*) be a PPT algorithm that on input the security parameter 1* outputs a descrip-
tion PG = (G1, Gy, Gr, q, ¢, g1, g2) of asymmetric pairing groups, where (G1, -), (G2, -),
(Gr, -) are cyclic groups of a A-bit prime order ¢ and equipped with a non-degenerated
bilinear pairing e : G| x Go, —> Gr, and g1, g are generators of G and G», respectively.
Denote g7 := e(g1, g2), which is a generator of G7. The pairing e is required to be efficiently
computable.

We recall the implicit representation of group elements [15]. Let s € {1,2,T}. For a
matrix A = (a; ;);,j over Z,, denote by [A]y := gé‘ = (gsai‘j)i,j the matrix over Gy, which
is the implicit representation of A in Gy.

The above implicit representation has the following properties : (1) given [A]s and [B];
with appropriate dimensions, we can efficiently compute [A £ B]y; (2) given A and [B];, or
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[A]s and B with appropriate dimensions, we can efficiently compute [A - B];; (3) given [A]
and [B], with appropriate dimensions, we can efficiently compute [A - B]7.

2.4 MDDH assumption, PRF, chameleon hashing and universal hashing

Letk € N. A probabilistic distribution Dy, is called a matrix distribution, if it outputs matrices
in Zf,kH)Xk of full rank k in polynomial time. Without loss of generality, we assume that the
first k rows of A <—s Dy are linearly independent.

We recall the definition of the Matrix Decisional Diffie-Hellman (MDDH) assumption

from [15].

Definition 1 (Dy-MDDH assumption) Let Dy be a matrix distribution and s € {1, 2, T}.
The Dy-Matrix DDH (D;-MDDH) Assumption holds w.r.t. PGGen for Gy, if for any PPT
adversary A, the following is negligible in A:

AQVLamddt (1) = ’Pr [A(PG, [Al,, [A - wl,) = 1] — Pr [A(PG, [Al, [r],) = 1]',
where PG <s PGGen(1), A <s Dy, W <s Z’;, r <s Z’;H.

The D;-MDDH assumption covers many well-known assumptions, such as the DDH and
k-Linear assumptions [15].

Definition 2 (Q-fold Dy-MDDH assumption) Let Q > 1. The Q-fold Dy-MDDH Assump-
tion holds w.r.t. PGGen for Gy, if for any PPT adversary A, the following is negligible in
Al

Advg R mddh (1) = ‘ Pr[A(PG. [Al,. [A - W],) = 1] — Pr [A(PG. [Al,. [R],) = 1]

’

where PG «s PGGen(1%), A «s Dy, W «s Zs*¢ R «s Z{ D€,

The following lemma gives a tight reduction from the Q-fold D;-MDDH assumption to
the (1-fold) Dy-MDDH assumption.

Lemma 1 (Random self-reducibility [15]) For any matrix distribution Dy, the Dy-MDDH
assumption is random self-reducible.

More precisely, for any Q,k > 1, suppose that A is a PPT adversary against the Q-
fold Dy-MDDH assumption w.r.t. PGGen for group Gy of order q, then there exists a PPT
adversary B against the (1-fold) Di-MDDH assumption w.r.t. PGGen for G, such that

,Dr—mddh Dy—mddh
AdVEGGen tra ) < AdVpbaan . 51 + 1/4.

Let PRF : Kpgr x X —> Y be a polynomial-time computable function with key space
KpRrr, domain X and range ). Roughly speaking, PRF is pseudorandom if its outputs are
computationally indistinguishable from those of a truly random function, even the inputs are
adaptively chosen by PPT adversaries.

Definition 3 (Pseudorandom function) PRF is a pseudorandom function, if for any PPT
adversary A, which has oracle access to a function from X" to ), the following is negligible
in A:

AVELE G 1= | Pr[APRFkeRe) (1) = 1] — pr [ATRFO (1%) = 1],

where Kprp <3 Kprr and TREF is a truly random function chosen uniformly from the set
of all functions from X to ).
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A chameleon hashing function CH [26] is associated with an evaluation key and a trap-
door. Its collision-resistant property holds when only the evaluation key is known. With
the trapdoor, however, collision can be easily found. We recall the definition of chameleon
hashing from [22].

Definition 4 (Chameleon hashing) A chameleon hashing function CH = (CH.Gen, Eval,
Equiv) consists of three PPT algorithms:

e The key generation algorithm CH.Gen(1*) outputs an evaluation key ekcy and a trapdoor
tdcH.

e The evaluation algorithm Eval(ekcy, X; Rcn) takes as input an evaluation key ekcn,
X € {0, 1}* and a randomness RcH € RcH, and outputs ¥ € ). We require that for any
possible ekcy and X € {0, 1}*, if Rop is uniformly distributed over Ry, then so is Y
over ).

e The equivocation algorithm Equiv(rdch, X, RcH, X') takes as input a trapdoor rdcy,
X, X" € {0, 1}* and RcH € RcH, and outputs Rg,, € RcH satisfying

Eval(ekch, X; Rcr) = Eval(ekch, X'; Rgp) 4)

for the corresponding key ekcHy. We require that for any possible rdgy and X, X' €
{0, 1}*, if Rop is uniformly distributed over Rcn, then so is R(/JH'

CH is called collision-resistant, if for any PPT adversary A, the following advantage is

negligible in A:

AV, ((h) = Pr[ (ekch. tdch) <—s CH.Gen(1*), (X, Rch) # (X/, RéH)] _

(X, Rch; X', Rgy) <= Alekcn) A Eq. (4) holds

Definition 5 (Universal hash [33]) A family of functions H = {H : X — Y} is universal,
if all distinct x, x’ € X, it follows that

Pr[H <s M : Hx) = H&)] < 1/1Y].

We will sometimes abuse notation and say that a function H is universal if H is randomly
chosen from a universal family of functions H.

We state a simplified version of Leftover Hash Lemma [21] with uniform input.

Lemma 2 (Leftover Hash Lemma) Let H = {H : X —> Y} be a family of universal hash
functions. Let X be the uniform distribution over X. Then for H <—s H, where H and X are
independent, it holds that

1
A(H,HX)), (H Uy)) < 5 V11X

where Uy is the uniform distribution over Y. In particular, if |Y|/|X| < 220 (H, H(X))
is statistically close to the uniform distribution over H x ).

2.5 Delegatable affine MAC and APR-CMA security

A message authentication code (MAC) MAC = (MAC.Gen, Tag, Vrfy) consists of a tuple
of PPT algorithms: (1) MAC.Gen(params) takes as input a system parameter params, and
outputs an authentication key Skyac- (2) Tag(skmac, M) is a randomized algorithm. It takes
as input skyac and a message m, and outputs a tag t. (3) Vrfy(skmac, m, t) takes as input
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skmac, a message m and a tag t, and outputs a verification bit b € {0, 1}. Correctness of MAC
requires that for all possible params and skyac <—s MAC.Gen(params), all messages m,
we have that Vrfy (SkMAC, m, Tag(skuac, m)) = 1. Delegatable affine MAC is group-based
MAC with specific algebraic structures.

Definition 6 (Delegatable affine MAC [6]) Let g be a prime number, and n, L € N. We say
that MAC = (MAC.Gen, Tag, Vrfy) is a delegatable affine MAC over Z”, if the following
holds:

1. The system parameters params contains a group description (G2, ¢, g2).

2. The secret key Skymac contains (B, Xo, .. ., X¢, x), where B € ZZX" ,X; € ZZ, Xy € Zy
for some n’, £ € N, and B has rank at least one.

3. The message space is M = B=L (= Upe[r1B?) for some finite base set 5. For messages
m=(mi,....m,) € B andm’ = (mj,...,m’) € B”, mis called a prefix of m,
denoted by mE= m', if p < p’, and for all i € [1, p], m; = m{. For a message m € M,
denote by prefix(m) := {m’ € M | m’ C m)} the set of all prefixes of m.

4. Tag(skmac, M) computes a tag ([t]2, [u]2) € G} x G; as

, 1(m)
s<sZ), t:=B-seZl u::ZiZOﬁ(m)-xiT~t+x(’)eZq, )
where f; : M —> Zjandl : M — [0, £] are some public defining functions satisfying
(a) For any message m € M, we have f;(m) =0 foralli € [[(m) + 1, £].
(b) For any two messages mC m’ € M, we have [(m) < [(m’), and f;(m) = f;(m’)
foralli € [0, 1(m)].

5. Vrfy(skmac, M, ([tha, [u])) verifies (5) via [u], = [Zﬁ(j}f fi(m)y - xT -t—l—x(’)L.
In [6], APR-CMA (anonymity-preserving pseudorandomness against chosen-message

attacks) security is defined for delegatable affine MAC, which is dedicated to PR-

ID-CPA secure HIBE. The APR-CMA security is reviewed as follows. Let PG =

(G1,Go,Gr, q, e, g1, g2) be an asymmetric pairing group such that (G, ¢, g2) is contained

in params. Consider the APR-CMA game in Fig. 2, where u is the (publicly known) rank

of matrix B output by MAC.Gen(params).

Definition 7 (APR-CMA security) A delegatable affine MAC over Zy is APR-CMA secure,
if for any PPT adversary A, the advantage Advyj,i " (1) := | Pr[APR-CMA“ = 1]—1/2]
is negligible in A, where game APR-CMA is specified in Fig. 2.

3 De-randomized delegatable affine MAC with weak APR-CMA security

We will give the formal definitions of De-randomized delegatable affine MAC and its weak
APR-CMA security, and present a tightly secure instantiation of de-randomized delegatable
affine MAC satisfying our new security notion.

3.1 De-randomized delegatable affine MACs and its weak APR-CMA security
Definition 8 (De-randomized delegatable affine MAC) A delegatable affine MAC =

(MAC.Gen, Tag, Vrly) over Zj is de-randomized, if the following property of de-
randomization holds:
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Procedure INITIALIZEgAC: Procedure EvaL(m):
skmac <s MAC.Gen(params), If m € prefix(m*), Return L.
where skmac = ( B,xo0, - , X, (). Qeya i= Qsya U{m}.
B s {0,1}. // challenge bit ([t]2, [u]2) <3 Tag(skmac, m).
Return €. |([t]27 [u]2) — Tag(skmac, m)|

S s ZlX* T:=B-SezZ"
Procedure CHAL(mM*):  // one query g le(:mo) fi(m) - x;r Te Zéxu_
If prefix(m*) N Qgypa # 0, Return L. For i € [I(m)+1, 4,
hos Zq'l(m*) [dil2 := [x] - tl2. [di]2 = [x] - Tla.
ho :=37o " film®) -xi - h € Zy. Return ([t]2, [u]2, [T]2, [uT]2,
M= h € Ly. {[di)2. [dile Yicpm+1.0)-
fa=1

ho s Zy, hi s Zq. Procedure FINALIZE(3'):

Return ([h]1, [hol1, [h1]7). Return (8’ = 3).

Fig. 2 Games APR-CMA and weak — APR — CMA for defining securities of MAC. The shadowed parts
appear only in the description of game APR-CMA, while the framed parts appear only in the game weak-
APR-CMA

e The secret key skac also contains a key kprp for some pseudorandom function PRF :
Kprg X M —> Z;’ , where M is the message space and n’ is the column dimension of
B e Z;Xﬂ/ in skyac-

e Tag(skyac, M) is a deterministic algorithm. For a message m € M, it computes a tag
([tl2, [u]2) € G} x G as

’ 1(m)
S:= PRF(kpRF,m)eZZ, t::B-seZZ, u::ZiZO ﬁ(m)-xiT-t+x(’)€Zq,
i.e., s is the pseudorandom value of message m under PRF.

Definition 9 (Weak APR-CMA security) A de-randomized delegatable affine MAC over Z; is

weakly APR-CMA secure, if for any PPT adversary A, the advantage Adv;\‘;l;\“é M =

| Priweak-APR-CMA# = 1] — 1/2] is negligible in A, where game weak-APR-CMA is
specified in Fig. 2.

3.2 A de-randomized delegatable affine MAC from NR-PRF

Let PRF : Kpre x ({0, 1}")=L — Z’; be a pseudorandom function. Let Dy be a matrix

distribution that outputs matrices A € Z,(IkH)Xk. Our NR-PRF-based de-randomized del-
egatable affine MAC over Z’;, MACNRI[Dk], is defined in Fig. 3. The message space is
M = ({0, 1}*)=L for the base set B = {0, 1}*. For messages m € M, the bit-length |m| is
a multiple of A, and denote by p(m) the number of blocks in m, i.e., p(m) = |m|/A. We
express messages M € M asm = (My, ..., M,m)) € ({0, }*)P™_ where m; € {0, 1}* is
the ith block. We also express each block m; = (m; 1, ..., M; ;) as a bit string of length A
with m; ; € {0, 1}.

It is easy to check that our MACNR[Dx] is a de-randomized delegatable affine MAC.
Renaming xl(b]) t0 X2((i—1)-A+)+b» We have thatn = n' =k, =2L1A+1, fo(m) = fi(m) =
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skmac s MAC.Gen(params):

kprr s Kprr.

A s Dy, B:=Aczh*k

For i € [L], j € [A]
(0 (1)
zg’x

x() s Zq.

—s Zk.

Return SkMAC = (kPRF, B7

([t]2, [u]2) — Tag(skmac, m):
Parse m = (mi»j)ie[mmn,jem eM.

S —PRF(kPRF7 )GZ t :BSEZZ
wi=YP N E"J‘”) t+ ) € Zq.

Return ([t]2, [u]2) € G x Ga.

0/1 « Vrfy(skpac, m, ([t]2, [u]2)):
Parse m = (mz,])'LE[p(m)]ajEP‘] € M.

{x(())

50 If [u]2 = [Zp<m) med g :Ef)] 5 Return 1.

Else, Return 0.

e in)jein 2h)-

Fig. 3 Construction of MACNR[Dy]

0, fai=arp+p(mM) = (M; ; = b) fori € [p(M)], j € [A], faqi—1)-asj)+»(M) = O for
ielpm+1,L],je[r],andI(m) =2p(m)r + 1.

Our construction bears a superficial resemblance to the NR-PRF-based one proposed in
[6, Section 3.2], but with two essential differences.

e Our base set of message space is B = {0, 1}* while in [6] the base set is B = {0, 1}. In
our MAC, if the bit-length of message m is not a multiple of A, m will be regarded as an
invalid message and algorithms Tag and Vrfy will output L immediately.

e Our Tag algorithm is deterministic, which always uses the same pseudorandom value s
(hence the same t) for the same message m, while the Tag algorithm of their proposal is
a randomized one, which samples a fresh randomness s each time.

Theorem 1 IfPRF is a pseudorandom function and the Dy-MDDH assumption holds w.r.t.
PGGen for G, then the de-randomized delegatable affine MACNR[Dy] over Zz in Fig. 3 is
weakly APR-CMA secure.

More precisely, suppose that A is a PPT adversary against the weak APR-CMA security
of MACNRI[Dy], that makes at most Q times of EVAL queries, then there exists a PPT
adversary B,y against the pseudorandomness of PRF and a PPT adversary Byqan against
the Dy-MDDH assumption, such that

Adeeak L) < Advprf () +8LA- (AdvgéGrgrtlth Bindan @)+ l/q) + Q/Z)\'

MACNRIDi], A PRF. B,/

Note that there are constructions of pseudorandom functions with an (almost) tight security
reduction to generic primitives such as pseudorandom generators (i.e., the tree-based GGM-
construction) [18] and specific assumptions such as the DDH assumption [14,29]. Thus
according to Theorem 1, the weak APR-CMA security of our de-randomized delegatable
affine MAC enjoys an (almost) tight security reduction.

Proof of Theorem 1 The proof proceeds with a sequence of games illustrated in Fig. 4. Let
us first fix some notations. For a bit string X € {0, 1}=*, we represent the length |X| uniquely
as |X| = (ix — 1) - A + jx forintegers 1 < ix < L and 1 < jx < A, and parse X block-wisely
as X[ - - |1Xi—111(Xiy, j) jeljx1» Where Xy, ..., X;,—1 € {0, 1} are the first iy — 1 (completed)
blocks of length A and (X;,, ;) je[j] € {0, 1}9x denote the ixth block. For integers ¢ € [1, L]
and n € [0, A], if [X| > (£ — DA + 7, let X|¢ ; denote the first (¢ — 1) blocks (of length
A) concatenating the first n bits of the th block, i.e., Xz := Xl - - [[Xe—1[| (X, j) jey €
{0, 1}¢=D*1; otherwise, let X, denote X itself. Note that Xz = X|z+1,0-
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InmiaLizemac: - // Go-Gs, EvAL(m):  // Go-Gs, (GG, [GepGa), Ga-Gs
kprr <5 KpRF- _ kxk If m € prefix(m*), Return L.

A — Dy, B:=Ac Zq . Qeya = Qepa U {m}

For i € [L], j € [A]

x0 x5 7k Parse m = (i j)ie[p(m)].jer] € M-

XigoXig 'S s := PRF(kpgr, m) € Z&.
%o s T TR € 2E]
B s {0,1}. // challenge bit il _(T)_g e
RT(e) := ). [t]2 :=[A- s], € G’g.
(b1,1,--- b ) «s {0, 1} 52, [u]2 := [ f(m1> (m”)T t+x6]2 € Go.
Return ¢. ( T

|[u]2 = [V S kT e Ry ‘
CHAL(mM™): // one query [u]2 = [Zp(m) XEFEU)T t-l-RT(m)] )
2

Go-Gs, [G¢ -G3|, G2-G
/oG [Cr), G For i € [p(m) + 1, L], € [\
If prefix(m*) N Qgepa # 0, Return L.

(0)1, . [ (O)T | (1) T
Parse m* = (m} ,)ic[p(m*)],je[r] € M- [di jl2 := By -ty [dijle = [xi 0 -t
h s Zq. ’ Return o o
= yp(m) . 1X( D he zt. ([t)2, [ul2, {[d; ;2. [d; [ 12 }iep(m)+ 1,01, 5€lr]) -
hl =20 h€Zg Private RT(x): /| G¢n-Ga,
o = RT(mr_) € Zq] —vane 2o ’ i
Parse x = xq[] -+ - [[xi, — 11| (%iy5) je ) € {0, 1}
= RE(m*) - h € Zg. If RT(x) =
F=1, ho s Zf his Ly, 16 X4, 5 = boper RT() =5 RT (x5, 5, 1).
Return ([h]l, [h0]17 [hl]T) Else Xir,je # bix,jxu RT(X) —g Zq.
RT Zq.
FINALIZE(B): /] Go-Gs3

Return (3 = f). Return RT(x) € Zq.

Fig. 4 Games Go, Gy, {G¢ ) e[1,L1,n€[0,1]> G2, G3 for the proof of Theorem 1

— Game Gy: This is the original weak-APR-CMA game. Let Win denote the event that
.. k-
B’ = B. Then by definition, AdvﬁfCN‘:’ rDi']MA()L) = | Pro[Win] —
— Game Gj: It is the same as game G, except that, when answenng EVAL(m), the chal-
lenger uses a truly random function TRF : M — Z’; to compute s with s := TRF(m).
Any difference between Go and G results in a PPT adversary B, s breaking the pseu-

dorandomness of PRF, i.e.,
o . prf
|Pro[Win] — Pri[Win] | < Advpge 5 (3).

— Game GCJ?’ ¢ €[1, L], n € [0, A]: This game is the same as game G, except that, the
challenger chooses random (b1 1, ..., br ) <5 {0, 1}“ and sets RT(g) := x{) before-
hand (in INITIALIZEyac). In addition, the challenger will implement a “random” table
RT: {0, )= — Z recursively, via the private procedure RT(-) shown in Fig. 4. The

“random” table RT has the special property: for any X = X || - - - [[Xi—11|(Xiy, /) jeljx] €
{0, 1}=L*,
RT(x) = RT (Xiy, jy—1) ¥f Xix jx = biy s | o
random element, if X;, j =1 — b, j,

where X, j,—1 is the first |[X| — 1 bits of X and X;,, ;, is the last bit of X.

Now the challenger uses RT(m|; ») instead of x{, to compute [#]> in EVAL(mM) and
uses RT(m| ) instead of x;) to compute /1 in CHAL(M*), where my; ,, denotes the first
(¢ — 1)A + nbitsof mif m| > (¢ — 1)A + n and denotes m itself otherwise:
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p(m) i )T *
[M]Z = [Z Z/ . l(r;l ) -t+ RT(m|§,7])j| s h] = RT(man) - h.

In game G o, the challenger will use RT(m)1 o) = RT(m“ o) = RT(e) = x{ to compute
[u]2 in EVAL(M) and compute /1 in CHAL(M™*). Thus Gy o is identical to Gy, and we
have Pr; o[Win] = Pri[Win].

Forany ¢ € [L]andn € [A], the only difference between games G ,— and G, ,, is that
RT(my¢,,—1) is used in G ,—1 while RT(m| ;) is used in G ;. Note that RT(m¢ ,—1)
and RT(m ;) are the same when |m| < (¢ — D)A + n or M¢ , = b ,, while they are
independentwhen M| > ({ —1)A+nandm¢ ;, = 1—b; ;. By the D;-MDDH assumption,
we will show that it is infeasible for the adversary to notice whether RT(m|; ;—1) is used
or RT(m; ) is used via the following lemma. The reduction can be done by embedding

the D;-MDDH instance into x({_b{‘”)T in the secret key (this trick is similar to that in
[6]). Its proof is provided in Appendix 2.

Lemma 3 Forany ¢ € [L] and n € [)\], there exist PPT adversaries By and B, against the
Q-fold Dy-MDDH assumption, such that

Pre,-1[Win] — Pre., [Win | < 4- (AdvEeQ, i 0 + Advaderits, ).

For any ¢ € [L — 1], the same value RT(m; ;) = RT(m|;110) is used in both games
Gq » and Ggy1,0, since Mz 5, = Myg41,0 for any m. Thus G, and G410 are essentially
the same, and Pr ; [Win] = Pry 1 o[Win].

— Game Gj: This game is identical to game Gy , thus Pro[Win] = Prp ,[Win]. More
precisely, the challenger will use RT(m)z ;) = RT(m) to compute [«]> in EVAL(m) and
use RT(m‘L ,) = RT(m*) to compute /11 in CHAL(M*):

(m) ,
uly = [Zp Z - ,(n; T -t+RT(m)]2, hi := RT(m*) - h.

— Game Gs: Itis identical to game Gy, except that the challenger implements the table RT
as a truly random table without the special property (6). That is, as long as X # X', RT(xX)
and RT(X’) are independently distributed.

Denote by Hit the event that A ever queries two messages m, m’ to EVAL or CHAL, such
that |m| < [m'|and M’ = m{16pms1.111 - 1opam1all - 10pa.all - 1opmy.a. I
the event Hit does not occur, then the table RT implemented in game G, also behaves
like a truly random function. Thus G and Gs3 are identical from the point of view of A
until Hit occurs, and it holds that

|Pra[Win] — Pr3[Win]| < Pr[Hit] = Pr3[Hit].
We give upper bounds on Pr3[Hit] and Pr3[Win] via the following claims.
Claim 1 Pr3[Hit] < Q/2*.

Proof of Claim 1 Note that in G3, RT is implemented as a truly random table, and the chal-
lenger never uses (b1, ...,br ») to answer the queries. If the event Hit occurs, i.e., A
queries two messages m, m’ such that [m| < |m’| and m’ = m||b,my+1,111 - - - [1Dpy 2, it
implies that A guesses the values of (bpmy+1,1, - -, bpm),2) correctly, which can happen
with probability 1/2/™ =Ml < 1/2* Thus by the union bound, Pr3[Hit] < Q/2*. o
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Claim 2 Pr3[Win] = 1/2.

Proof of Claim 2 In game Gs, to answer EVAL(M), the challenger computes [u], and
{[di(g)]z, [dl‘(‘lj)]2}ie[p(m)+l,L],je[k] as follows:

p(m) mi )T © _ OT M _ (T
u _Z Z/ 1 x, 7t RTm), d) =x ot d) =x)"

where t = A s for s = TRF(m). Since the term Zp( ) Z] | X l(m’ DT s completely
determined by m, it is totally hidden by RT(m), Wthh is 1mplemented as a truly random

function. Also{[d(o) 12, [d( ) ]2} does not involve (X1 j,xl /) jerr]- Thus the EVAL oracle leaks

no information about (x1 e 1,;)16[)»] at all. Then in CHAL(m*), if 8 = 0:

N (mlj pM*) A (M) L *
hO"Z,~=1 hty ijlxi’j “h, hy:=RT@m") k.

(
hg is uniformly distributed due to the randomness of Z 1% ]1 ? , and A1 is uniformly

distributed due to the fresh randomness of RT(m™*). Therefore, hy and & are uniformly
random no matter 8 = 0 or 8 = 1, then A can guess 8 with probability 1/2, i.e., Pr3[Win] =
1/2. O

Taking all things together and by Lemma 1 (Random Self-Reducibility),

weak—apr—cma
AdVpacupiDia )

pr f Q,Dy—mddh Q,Dy—mddh A
= Advpge 3, (2) +4LA - (AdVPGern 62,8 M) + AdVBGGen G, 5, ()‘)) +0/2

Dy—mddh
< AQVBRL G0 +8LA - (AdvESame®t o (1) +1/q) + 0/2",
thus Theorem 1 follows. O

Remark We stress that the property of de-randomization (cf. Definition 8) plays an essential
role in the proof of Claim 2. If we do not stipulate the property of de-randomization and
employ a fresh randomness t to compute [«], each time, we can hardly prove Claim 2. The
reason is as follows.

If a fresh randomness t is used each time, then in the oracle EVAL(mM),

w=Y"TS AT RT(m),

11’/

DT L . .
the term "7 m A x@’“’ T twill vary according to t. In this case, we cannot expect to use

J=1720,j
the same (fixed) randomness RT(m) to hide many different terms ( Y/ (m 4 o1 xl(n;” " 1),

To demonstrate the problem clearly, suppose that the adversary A queries the oracle EVAL
with the same m twice, we denote the two responses by ([t]2, [1]2, ...) and ([t']2, [u']2, -+ +)
respectively, where

p(m) (ml-,j)T p(m) (m,-,,-)T ,
u_Z Z/ Xt RT(M), _Z Z, (X, -t +RT(m).

Then A can compute ([At]y, [Aulz), where At =t —t' and Au = u — u’, from ([t]2, [1]2)
and ([t']2, [#']2). By this trick, A knows that ([At],, [Au];) satisfies
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Zp(m) Z/ l l(n;rj)T At, (7)

which gets rid of the mask of RT(m) successfully.
Consequently, as the adversary A collects many different pairs ([At]y, [Au],) of form
(O) (1) ) jerx) might be leaked through the oracle EVAL. As a

(7), some information about (x

(my )
result, Z i=1%y 1" cannot be used to randomize hy in CHAL(M*) any more, and it is hard
to claim the pseudorandomness of hg.

4 IBE from de-randomized delegatable affine MAC and chameleon
hashing

We present a paradigm for constructing PR-ID-CCA2 secure IBE from De-randomized del-
egatable affine MAC and Chameleon hashing. Our paradigm is tightness preserving.

4.1 Identity-based encryption and its PR-ID-CCA2 security

Definition 10 (Identity-based encryption) An identity-based encryption (IBE) scheme
IBE = (Gen, USKGen, Enc, Dec) consists of a tuple of PPT algorithms:

e The key generation algorithm Gen(1%) outputs a pair of public key pk and master secret
key msk. We assume that pk publicly defines an identity space ZD, a message space M
and a ciphertext space C.

e The user secret key generation algorithm USKGen(msk, id) takes as input a master
secret key msk and an identity id € ZD, and outputs a user secret key usk[id] for id.

e The encryption algorithm Enc(pk, id, m) takes as input a public key pk, an identity
id € ZD and a message m € M, and outputs a ciphertext ct € C.

e The decryption algorithm Dec(usk[id], id, ct) takes as input a user secret key usk[id],
an identity id € ZD and a ciphertext ct € C, and outputs a message m € M or the reject
symbol L.

Correctness of IBE requires that, for all A € N, all (pk, msk) «s Gen(1%), all id € ZD,
allm € M, all ¢t <—s Enc(pk, id, m) and all usk[id] <—s USKGen(msk, id), it holds that
Dec(usk[id], id, ct) = m.

The traditional security requirements for IBE are indistinguishability and recipient-
anonymity against adaptively chosen-identity and chosen-ciphertext attacks (IND-ID-CCA?2
and ANON-ID-CCA?2). Here we define a stronger security notion according to [2,6], namely,
ciphertext pseudorandomness against adaptively chosen-identity and chosen-ciphertext
attacks (PR-ID-CCA2). PR-ID-CCA2 trivially implies IND-ID-CCA2 and ANON-ID-
CCA2.

Definition 11 (PR-ID-CCA2 security for IBE) An identity-based encryption scheme IBE
is PR-ID-CCA2 secure, if for any PPT adversary A, the advantage Advigc' ‘it“az()h) =

| Pr[PR-ID-CCA24 = 1] — 1/2| is negligible in A, where game PR-ID-CCA2 is specified
in Fig. 5.

4.2 IBE from de-randomized delegatable affine MAC and chameleon hashing

Let Dy be a matrix distribution that outputs matrices A € ZEIH]) “k Let MAC =
(MAC.Gen, Tag, Vrfy) be a de-randomized delegatable affine MAC over ZZ with mes-
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Procedure USKGEN(id):
Procedure INITIALIZE: If id = id*, Return L.

(pk, msk) —s Gen(1%). Qusk = Qusk U {id}.

B —s {0,1}. // challenge bit Return USKGen(msk, id).
Return pk.

Procedure DEc(id, ct):
Procedure ENc(id*,m*): // one query | If (id,ct) = (id*, ct*), Return L.

If id* € Qysic, Return L. usk[id] «—s USKGen(msk, id).
ct* —s Enc(pk,id*,m*). Return Dec(usk[id], id, ct).
IfB=1, ct* s C.

Procedure FINALIZE(S'):
Return (8’ = 3).

Return ct*.

Fig. 5 PR-ID-CCAZ2 security game for IBE

sage space ZD U ID? (the base set is B = ZD). Let CH = (CH.Gen, Eval, Equiv)
be a chameleon hashing. Let H : Gy —> {0, 1}** be a hash function. The proposed
IBE[MAC, CH, Dx] = (Gen, USKGen, Enc, Dec) with identity space ZD and message
space M = {0, 1}* is defined in Fig. 6.

Our construction can be viewed as a combination of a (PR-ID-CCCA2* secure) IBKEM
and a (one-time secure) authenticated encryption scheme.

To show the correctness of our IBE, we denote the output of USKGen(msk, id) by
usklid] = ([tl2, [u]2, [V]2, {[di]2, [€;12}iefi(id)+1,¢1)» then in Dec(usk(id], id, (C, x)),

Gdy Gdidy T
('] = [Zi:() fiGd)x; t + x( + Zi:l(id)-H fiidjid") ﬁ:]z

u d;

1(idJid’
[Z;'O" ) f,~(id|id’)x,-Tt+x6]2,

W= [ Y0 At yo+ Y fddid) - Yit ],
- [Zli‘l"d) £iGdlid )Yt + y6:|2, ®
)
_ [ﬂ . (Zii‘l"d’) Fdid) - (YT %) ¢ — c1> SRCANES! .COL. ©)

(%)

If (C = ([eol1, [e1]1. ReH). x = (x1. x2)) is an output of Enc(pk, id, m), then (x) = 0, and
K= [y | x()-¢o], = [z, - r],. Therefore it will derive the same (ki k2, k3) := H(K),
and the correctness follows.

4 CCCA?2 is short for Constrained CCA2 security, which is a weaken security notion proposed by [23]. PR-
ID-CCCA2 secure IBKEM can be converted to PR-ID-CCAZ2 secure IBE if combined with a one-time secure
authenticated encryption.
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(pk, msk) «s Gen(1*): usk[id] < USKGen(msk, id):

(ekch, tdch) «—s CH.Gen(17). ([t]2, [u]2) <« Tag(skmac,id).

A s Dy, with A € Z{FTD>F, // t:=B-s €L for s := PRF(kpge, id),
skmac <—s MAC.Gen(params), /) ui= Zi(:ido) fiid) - x] -t + ) € Zg.
where skyac = (kprr, B, X0, -+, X¢, (). [V]2 := [Zi(:idg fi(id) - Y5 -t +Y6]2 € G§.
For i € [0,4],

For ¢ € [I(id)+1, 4],
[di]2 == [x; - t]2 € Ga.
lej]2 :=[Y; - t]2 € GE.
pk := (ekcn, PG, [Al1. {[Zil1 }ieo,0:[20]1)- | Return usk[id] :=
msk := (skmac, {Yi}ticjo,e> ¥5)-
Return (pk, msk).

Y s ZEX" Z, o= (Y] | xi)A e Z07F.
yh s ZE, 2l = (yp| | zp) - A € Zy*F.
([t)2, [ul2, [V]2, {[di]2, [eil2}ieia)+1,4)-

m/ L «— Dec(usk[id],id, (C, x)):
Parse usk|id] =

(C, x) «s Enc(pk,id,m): //m € {0,1}*

r—sZF. [coli:=[A 1] € G’f+l.

([b]2, [u]2, V]2, {[di]2, [eil2 }icqutay+1,) -
Parse C = ([co]1, [c1]1, Rcn), x = (X1, X2)-
id’ := Eval(ekcy, [co]1; Rcn) € ZD.

Rcy s Rch-
id = Eval(ek:CH, [Co]l; RCH) €ID.

— 1(id|id") PTERT; n
[c1]1 = [Zi:o fi(id|id") - Z; - r]l € G
K:= [zé . r]T € Gr.
(k1, k2, ks) := H(K) € {0,1}3*.

- 1(id|id") r

X1 = ki +m, xo = ks oy + ks € {0,13*, | V2= {VJF Zi:Il(lid)+1 fi('d"d/)eih € G5

// delegation of [u]2 and [v]2

e = [u+ 0, filidlid)di ] € Ga.

where the operations “4” and “” are in Ki= [(v'T [w)-co)p/ [t -c1]p € Gr.
the field GF(2)). (k1, k2, k3) := H(K) € {0,1}3*.
Return If xo = ka2 - x1 + k3, Return m := x1 — k1.

C:= ([co]1, [e1]1, Rcn) and x := (X1, x2)- Else x2 # k2 - x1 + k3, Return L.

Fig. 6 Paradigm for constructing IBE[MAC, CH, Dy]

Theorem 2 [f the Dx-MDDH assumption holds w.r.t. PGGen for G, the underlying de-
randomized delegatable affine MAC over Zj is weakly APR-CMA secure, CH is a collision-
resistant chameleon hashing and H is a universal hash function, then the IBE[MAC, CH, Dy]
in Fig. 6 is PR-ID-CCA?2 secure.

More precisely, suppose that A is a PPT adversary against the PR-ID-CCA2 security of
IBE[MAC, CH, Dy], that makes at most Q4 times of DEC queries, then there exist a PPT
adversary By against the Dy-MDDH assumption, a PPT adversary By against the collision
resistance property of CH, and PPT adversaries B3 and By against the weak APR-CMA
security of MAC, such that

pr-id-cca2 Dy—mddh weak-apr-cma
AdVigeimac.cH o AP = AdVpGgen G, 5, M) +AAVEY 5, (M) + AdVyac s, (A
+AdVad () + 4Qa /2" +2Qa/q"

Note that there are constructions of chameleon hashing with a tight security reduction
to specific assumptions such as the RSA [25], the factoring [26] and the discrete loga-
rithm [26] assumptions. When instantiating the de-randomized delegatable affine MAC with
MACNR[Dx] described in Fig. 3, whose weak APR-CMA security is tightly reduced to the
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o s USKGEN(id): // Go-Gs, G4-Gs
(ekcn, tdcn) «—s CH.Gen(1*). _—

A s Dy, with A € Z{FF>F,

skmac <s MAC.Gen(params), , ([t]2, [u]2) - Tag(skuac, id).

phere st = (kor B0, - X0t oy = [0 i) Y-+ 5], € 68,
Y s ZEX", Zio= (Y] | xi) - A VT2 = [(Zé(;do) fi(id) -t 7 - Z;

Yo s 28, 7= vy | ap) - A € Zg*F. +z( — ué) AK_1]2.

For i € (0,4, Zi < Zg**. 25 s 2" | por e [1(id)+1,4),

pk := (ekcn, PG, [Alr, {[Zil1 }ie(o,0, [25]1)- [di]2 == [x] - t]2 € Ga, [e]2 :=[Y; - t]a.

msk := (skmac, {Yi}iefo,e: ¥0)- lei]s = [(K_l)T (2Tt AT dl)] .

msk := (skmac, A, {Zi}ic(o,6,20) - i .

B «s {0,1}. // challenge bit Return usk|id] :=

Return pk. ([t]Qv [ul2, [v]2, {[di]2, [ei]Q}ie[l(id)+1,e])-

If id = id*, Return L.
Qusk = Qusk U {id}.

Fig. 7 Games Gy—Gg for the proof of Theorem 2 (also see Fig. 8)

Dir-MDDH assumption, we immediately obtain the first IBE with tight PR-ID-CCA?2 security
based on the Dx-MDDH assumption, according to Theorem 2.

Proof of Theorem 2 We prove it through a sequence of games illustrated in Figs. 7 and 8. A
rough description of difference between adjacent games is summarized in Table 2. Before
presenting the full detailed proof, we first give a high-level description how the PR-ID-
CCA2 security of our IBE[MAC, CH, Dy ] is reduced to the weak APR-CMA security of the
underlying MAC.

(a)

(b)

©
(d)

©)

In the PR-ID-CCA2 game (cf. Fig. 5), the adversary can make three kinds of oracle
queries, namely USKGEN(id), ENc(id*, m*) and DEC(id, (C, x)). Our goal is to simulate
these oracles by using the oracles EVALyac, CHALyaG® in the weak-APR-CMA game
of MAC (cf. Fig. 2), instead of using skmac = (Kprr, B, Xo, ..., X¢, x()) directly.

To achieve this goal, we use a “tuned” Groth-Sahai NIZK proof [20] technique, similar
to the intuition in [6]. Loosely speaking, Z; = (Y;r | x;) - Aand z, = (ygr | xp) - A can
be viewed as perfect hiding commitments of SKyac. In INITIALIZE, we do not choose Y;
and y;, directly, but choose Z; and z;, uniformly instead. We will use A, Z; and z (in
group Zg) as trapdoor to simulate the oracles without using Skiyac. This simulation can
be viewed as a perfect simulation.

Using A, Z; and z; (in group Z,) as trapdoor, we can simulate USKGEN(id) (id # id*)
through oracle access to EVALpac (id), without using skyac.

We change how ENc(id*, m*) works so that we can embed the challenge ([A]1, [hol;,
[1]7), which is the output of CHALpac (id*|id™*) in the weak-APR-CMA game of MAC
(cf. Fig. 2), into the challenge ciphertext (C* = ([egl1, [ef11, R, x* = (X} x3))
of the PR-ID-CCA2 game. In addition, we can simulate ENC(id*, m*) without using
skmac. We stress that a subtle problem exists. Recall thatid™ = Eval(ekch, [eol?; REW:
s0 before submitting id*|id"™ to CHALmac, we need to compute [¢ol first. On the other
hand, to embed the challenge [4]; into [co]}, we have to compute [¢o]] after the CHALyac
query. To break this deadlock, we make use of the Equivocation property of chameleon
hashing CH.

In contrast to the PR-ID-CPA security proof of IBE in [6], we need to handle the decryp-
tion queries. Using A, Z; and z; (in group Z;) as trapdoor, we can simulate DEC(id, (C,

5 For clarity, hereafter we use Opyac to indicate oracles in the security game of MAC.

a

Springer



Tightly CCA-secure IBE with ciphertext pseudorandomness 537

Enc(id*, m*): // Go,G1,[Gal. G3), G4, one query | DEc(id, (C, x)):

If id* € Qusk, Return L. // Go, [G1-G3}, Gu-Gs, [Ggl,

r_<_—_8_Zf_ _[c_g]l [A-r*]y € GFTL. If (id, (C, x)) = (id*, (C*, x*)), Return L.

|[c0]1 —$ Gk+1 Parse C = ([co]1,[c1]1, Rcn), and x = (X1, Xx2)-
[0l s G bl s G, id” i= Bval(ekcy, [eoly; Rew) €TD._ .
fegh o= [+ A BT I id = id”,

— It id|id’ = id*[id”* A ([co]1, Ren) # ([c5]1, Rey)

RéH —$ 'RCH.
id"* := Eval(ekcn, [cg]1; REy) € ID.

et =[S0 s i) zar]

et = [0 £ idr)-
(Y7 %) e -

et = [ZiEE ) £ id)-
(Z;- &' e+ xi - h)]1'

K* = [z - r*] € Gp.

= [0%' | #5) <3y € 61

K* := [zo At -c0+w{)-h}T

(k1 k3, k5) = H(K") € {0, 1}3.

Xi = kT mt, X = kg xT kS € {0,130,

Return L.

(if id|id’ = id*[id"* A ([col1, Ren) = ([c3]1, Rey)
Alei]r = [ef]i Ax # x*
K := K*.
~—
If id[id’ = id*[id"* A ([co]1, Ren) = ([egl1, Réy)
Aeili # [eih

I
|
|
I
1
|
|
I
I
|
I
1
I
I
:
I
Return L. :
I
|
I
|
|
|
|
I
|
|
I
1
I
|
I

Else id = id* Aid" # id’*, do the following:
([t]2, [u]2) — Tag(skmac, id*[id").
’ 1(id* |id") /
V2= [Z fi(id*[id) - Y, -t +y0]2.
vl = [(Ei(;"o E >fi<ud*|ld )T -2

=1

+z6—u’-é>~x

IfB=1, K:= [(v'T | u)-co]p/ [tT -c1], € Gr.
[cgly —s G, [et]h s GF, \Else id  id”, |
Ry s Ren, x7x3 <s {0,132 “([tl2, [u]2) — Tag(skmac,id).

Ret. C* := ([06]1,[0{]1,REH), X* = (x5, X3)- V]2 i= [Zl(ld) filid) - Y, -t +y0] c G.’;.

Exc(id*, m*): // G5-Gs, one query 7o = [( i £iGd) -7 - Z

If id* € Qusk, Return L. 2 —u- A) A 1]2.

[c§]1 s GF, [h]1 —s G For i € [I(id)+1, 4],

[eghr = [h+A A '%]1- [dil2 =[x - t]2 € G2, [eg]2 :=[Y; - t]a.

Rgy s Ren- fede == [A™)T - (2] -t -AT )] .

o = Bralleka [eglts ficy) € TP [ ’]z [u+ ), Sididid) - di] € Go.

[ei] = [Zigdo*“d'*) FiGd* lid"™)-

1(idid") S k
R v+ fi(id|id") - e;| € G3.
(z; A 1‘C6+Xi'h)]1. [ i=lid)+1 ¢ 1}2 2

[( T ) c] /[tT-Cl]TEGT.

— [Zé-A71-06+16'h}T- (k1,k2,k5) H(K) € {0, 1}
=1, If xo = k2 - x1 + k3, Return m := x1 — k1.
[ei]1 s G, K* s Gr. Else x2 # k2 - x1 + k3, Return L.
(K, k3, k%) = H(K*) € {0,1}3.
Xi =k +m*, Xy =k xi + k3 €{0,1}*. | Finanize(g'): // Go-Gs

Ret. C* := ([ef], [e1]1, Rey), X* »= (X1, X3)- | Return (8’ = ).

Fig. 8 Games Gy—Gg for the proof of Theorem 2 (also see Fig. 7)

x)) through oracle access to EVALyac (id) when id # id* or access to EVALyac (id*]id")
when id = id* but id" # id"™, without using Skyac, as long as id|id’" # id*|id"™. In the
case of id|id’ = id*|id™*, we are not allowed to invoke EVALyac any more. So we have
to change how DEC(id, (C, x)) works such that neither skyac nor EVALyaG is needed.
This is the most difficult part in our proof. We divide the case id|id" = id*|id™ into three
sub-cases:

- Ifidfid" = id*[id™ A ([eoli, RcH) # ([egli. REy). we expect DEC to return L,
due to the collision-resistance property of the chameleon hashing CH. Recall that
id" = Eval(ekch. [eol1: Rcn). id™ = Eval(ekch. [eol}: REy)-
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Table 2 Brief description of the security proof of Theorem 2

Changes between adjacent games

Assumptions

Go
Gy

Gy
Gs

Gy

Gs

Ge

G7

Gg

The original PR-ID-CCA2 security game

DEC(id, (C, x)): if id = id*, compute [1'], and [v']»
from Tag(skyac, id*[id") directly, instead of that first
compute 1]y and [v], from Tag(skyac, id*) and
then delegate to get [u'], and [v/],

ENc(id*, m*): use the master secret key msk to
compute [¢}]; and K* from [cé]l directly

ENc(id*, m*): sample [c511 uniformly over G’f instead
of computing as [cé]l =[A-r*]

INITIALIZE: sample Z; and z6 uniformly, instead of
sampling Y; and yb directly

USKGEN(id): use A, Z; and 26 as trapdoor to compute
[v]o from [u], and compute [e; ], from [d; ]

DEec(id, (C, x)): use A, Z; and 16 as trapdoor to
compute [v'] from [u'],

ENc(id*, m*): compute [ca]l with

—_ 1 _—

5l = [+ AR ),
Now [¢]]1 =

(3 fiGd*lid™) - Z;A "¢ + 3 fiid*[id*)x;h ],

@

)
—~—

and K¥ = [zé Al -%+ xy-h ]T in the case of
B=0

ENc(id*, m™*): in the case of 8 = 1, sample K*
uniformly and compute Xik’ X; from K*, instead of
sampling ", x5 directly

DEc(id, (C, x)): return L if

idlid" = id*[id™ A (Teolt, Ron) # (egli, RE)

DEc(id, (C, x)): set K := K* if

idlid’” = id*|id™* A ([eol1, Ron) =
([egl, RE) Alerlr = [efhi A x # x*

DEc(id, (C, x)): return L if

idlid’ = id*[id* A ([col1, RoH) =
(g1 R Aler]y # (€]

A weak APR-CMA adversary of MAC can simulate Gg
with A perfectly by embedding [hg]; to (I) and
embedding [/ ] to (I)

Go ~5 G by entropy of the t related to
id* and t related to id*|id’

G =Gy
Gj ~. G3 by D;-MDDH

G3 = Gy since it essentially is a perfect
simulation

G4 = Gs since H is universal

Gs ~. Gg since
CH is coll.-resist
Gg=G7if f =0,
Go ~s Grif f = 1

G7 ~. Gg by weak APR-CMA security
of MAC

If idjid" = id*[id™ A ([col1, Ron) = ([€jli. REy) A ler]i = [€]i A x # x*, we

change DEC to use K* directly to decrypt x = (x1, x2). This s trivially correct when
([egl1, [efThs RéH) is indeed an encapsulation of K*, i.e., when 8 = 0. However, the
situation of B = 1 (where the challenge ciphertext is randomly chosen) is more subtle.
Nevertheless, we use an information-theoretic argument to show that this change is
still undetectable. Roughly speaking, given x *, the remaining entropy of K* is large
enough to make the decryption of x failure. Using the real key encapsulated in
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([eg]hs [e7]h, REy) has the same effect as K*, since the real key can be proved to be
randomly distributed conditioned on ([¢j]1, [€]]1, RE‘;H). (See Lemma 4 for details.)

— Ifidlid" = id*|id™ A ([eo)1, Ren) = ([egli. RE) A ler]i # [ef]1, we expect that
DEC will return L. We prove this by another time of reduction to the weak APR-
CMA security of MAC. (This proof is highly non-trivial. See Lemma 5 for details.)
The essential idea is: if [e1]; from the adversary’s query hits some specific value,
we develop a new computational argument and reduce the “hit” event to a successful
weak APR-CMA attack to MAC. Otherwise, [¢1]; does not hit the value, then we
give an information-theoretical analysis that DEC will return L except with negligible
probability.

(f) Consequently, we can simulate the game using the oracles EVALyac, CHALpaC in the
weak-APR-CMA game of MAC, instead of using skyac directly. Then the weak APR-
CMA security of MAC implies the PR-ID-CCA2 security of IBE[MAC, CH, Dx].

— Game Go: This is the original PR-ID-CCA2 game. Let Win denote the event that 8 = S.
.. id-cca2 P
Then by definition, AdvlpéEl[MLACC“ CH.Dy. 4 ) = | Pro[Win] — 5
— Game Gy: This game is the same as game Gy, except that, when answering DEC query
(id, (C = ([eol1. [e1]1. Rch). x = (X1, x2))) with id = id*, the challenger changes the

way it computes [u], and [v'], as follows:

— compute id’ := Eval(ekcn, [col1; Rch) € D,
— invoke ([t]p, [u']2) < Tag(skmac.id*|id") directly using the secret key, where

Wl = [ 15" frtidlid) - xT - t+xp]
— compute [V']; := [Zl('d id") £ (id*[id") - Y; t+y6]2.

According to Eq. (8), [u'], and [v'], are the same functions of t in Gy and G;. Thus
the only difference between G and G is the distribution of t itself. In game G, t is
generated via ([t]2, [u]y) < Tag(skwmac. id*), while in game Gy, it is generated via
([tl2, [u']2) < Tag(skmac, id*|id"). Similar to Eq. (9), we have

_ /T I T
K = [(V Iu)-co]T/[t ~c1]T
o
DL (" gt - (] %) -0 — en) +05T 1 xf) - el

()

If the DEC query satisfies (x) = 0, then the challenger will answer the decryption query
with K = [(y | x{) - €0],» which is the same both in games G and Gi . In this case, the
t related to id* or the t related to id*|id’ is not used at all. If the DEC query satisfies ()
# 0, note that the challenger never uses the value of the t related to id* or the t related
to id*|id" in other procedures, thus K = [tT - (x) + (y()T | x{) - eolr will be uniformly
distributed over Gr from the point of view of A, due to the randomness of t. both in
games Gg and G. Then in the following steps of DEC, by the Leftover Hash Lemma,
(k1, k2, k3) == H(K) € {0, 1}* is statistically close to the uniform distribution, thus
X2 # ka - x1 + k3 holds except with a negligible probability 2. In this case, DEC
outputs L both in games Gg and G, and in addition, it does not leak the value of the t

6 Actually, tis only pseudorandom here, since t = Bsands = PRF(kpRg, id*) (ors = PRF(kpgg, id*id)).
Nevertheless, it is easy to add a game so that s = TRF(id*) (or s = TRF(id*|id")), where TRF is a truly
random function. For the sake of simplicity, we forgo making this explicit in our proof.
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related to id™ or the t related to id*|id" to .A. By the union bound, G and G are essentially
the same except with probability Q4/2*, ie., — Pr;[Win] | < Q4/2".

— Game Gj: This game is the same as game Gy, except that, when answering
ENc(id*, m*), the challenger uses the master secret key msk = (skvac, {Yi}iefo,e1. ¥5)
= (kprF, B, {Xi}icf0,¢1, %), {Yi}ier0,01, ¥) to compute [¢f]; and K* as follows:

— compute [¢]]; := [Zl('d lid”™ )f,(ld*lld’*) (YT | x;) - co]1
— compute K* [(y |x0) co]

Observe that

[eihh = [Zi:o f; (id*|id™)Z;r ]1 = [Zi=o £ Gd*[id™) - (Y] | x)A - ¥ ]1
G lGd i) )
& [ i) oF x|

K2 [z v, = [0 130 A ] 2o 140 5] -

Thus G is identical to Gy, and Pri[Win] = Pr[Win].

— Game Gj3: This game is the same as game Gy, except that, when answering ENc(id*, m*),
the challenger samples [¢{j]1 uniformly from (GlfJrl ,instead of computing [¢j]1 = [A-T*];
with r* <—s Z’(}.

The only difference between G, and G is the computation of [¢f]; in ENC. In game Go,
the joint distribution of (PG, [A]y, [¢{]1) is identical to the real D;-MDDH distribution,
while in game Gs, it is identical to the random D;-MDDH distribution. It is straightfor-
ward to construct a PPT adversary B against the Dy-MDDH assumption with respect to
PGGen for G. Note that it is enough for B; to use [A]; (instead of A in Z,) to perfectly

simulate G or G for A. Thus [Pro[Win] — Pr3[Win] | < Adviiame e 5 (1).

— Game Gy: This game is the same as game G3, except that, in INITIALIZE, the challenger
does not choose Y; and y, directly, but chooses Z; and z, unlformly instead, and regards
them as part of the master secret key. By Z; = (Y | X;) - A and zO = (y | xo) - A, we
have

Y =@ -x A A andy) =@ —x)A) A (10)

Consequently, procedures USKGEN, DEC and ENC now can proceed by using (Z;, z;) via

(10) instead of using (Y;, yo) directly. More precisely, to answer USKGEN(id) and answer
DEC(id, (C, x)) with id s id*, the challenger computes [v' ], and [e;]> as follows:

VTR 2 [ filidh €Y v |
[Z filid) T (Zi —xi - A) A+ (2 — x) - A) .g—l]z

& [(Zﬁ(id) ot Z oz — (Zf,-(id) A x; +X6) A) .K—IL,

u

el 21 th = [ HT @] —ATxDt] 2 [@HT@lt-aTa)] .
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and similarly, to answer DEC(id, (C, x)) with id = id*, it computes [v'" ], as follows:
G L ko G RO —1
T, & [Z Filid* i)Y er;)T]2 S [(Z i i )T Z; + 2y — u/A)A ]2.

As for ENc(id*, m*), the challenger now computes [c5]1 in a different way:

o (I eh
[Co]l = <[C(>§]1> = ([h—i—A-Al 'cé]l

with random [%]1 <~ GII‘ and [h]; <s G. Then [cz;]l is uniformly random over G/fH
as in G3. Also, the challenger computes [¢}]; and K* by applying (10) and by the fact

thatei =h+A-A ' -c:
el 2 [ fidiar) - (V] Ixes] = [3 fidd i) - (V€ +xie) |,
- [Zﬁ(id*ud’*) : ((z,- —x A A G Hx(h+AA .@)]1

Y fddid™) - @A xi ]

)
1

Gs Gy

and similarly, K* = [(yy" | x)) - ], = [16 Al

. % +x; h] .
Thus these changes are conceptual, and Gy is identical to G3. Then Pr3[Win] = Pr4[Win].

— Game Gs: This game is the same as game Gy, except that, when answering ENC(id*,
m*), in the case of B = 1, the challenger does not choose Xl*, Xz* <5 {0, 1})‘ directly,
but instead, it chooses a random K* <—s Gr, computes (k¥, k3, k3) == H(K*) € {0, 1}**
and sets x| = ki +m*, x5 =k - x{ +k3.
By the Leftover Hash Lemma, since K* is uniformly distributed over Gr, (k¥, k;‘ k%)
will be statistically close to the uniform distribution over {0, 1}**. Therefore X x5
are also uniformly random in Gs, the same as in G4. Then Gs is identical to G4, and
Pr4[Win] = Prs[Win].

— Game Gg: This game is the same as game Gs, except that, when answering DEC query
(id, (C = ([eol1, [e1]1s Rch), x = (X1, X2)>), the challenger returns L directly if the
following condition holds

idlid" = id*|id™ A ([eol1, Ren) # ([egli, REp)-

Since id" = Eval(ekch. [coli: Ron) and id™ = Eval(ekch, [col}; REy), any differ-
ence between Gs and Gg will imply a CH-collision. Thus |Pr5 [Win] — Prg[Win] ’ <
Adng! 5, (*) for a PPT adversary B;.

— Game G7: This game is the same as game Gg, except that, when answering DEC query
(id, (C = (leol1. [e1]1, RcH), x = (x1. x2))). the challenger sets K := K* directly if
the following condition holds

idlid" = id*[id™ A ([eol1, RcH) = ([e§]1, REw) A [erh =[efli A x # x*. (A1)
We analyze the difference between Gg and G7 via the following lemma.
Lemma 4 ’Pré[Win] — Pry[Win] ] < 04/q" +2- Qa/2".

Proof of Lemma 4 1f A submits a DEC query satisfies Condition (11), i.e., submits
(id*, (C* = ([eglis [e7h, REW)» x = (x1s XZ))) with x # x*, then in Gy the challenger
will set K := K*, while in Gg it will compute K as follows:
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— invoke ([t], [u']2) < Tag(skmac, id*|id™), where t is related to id*|id™ and u’' =
> filid*id™) - t" - x; + x{),

— compute [V 1], = [(Z f;Gd*[id™) -7 - Z; + 25, —u’ - A) -Xﬁl]z,

— compute K = [(V’T | u') ~cé]T / [tT ~cﬂT.

By the fact that ¢ =/ + A - A «%, in Gg we have that

K = [(V’T [u') 'CS]T / [tT 'c’f]T = [v—r ch+ueh—t e *]T
=[ (72 Al id ™z + 2, — w/A) &'+ (h+ AR 'f) —tTe ]T
= [(€7 X fitidlid")z; +2) A" +u'n —t7ef |
[ (7 22 frtid*lid™)z; +2) A5+ (¢ 3 filidlid*)x; +x6) b —t7ef |

(X fitidlid™) - (2 1~%+xi~h)—cf)+zgrlg+x5h]. (12)
T

(%)
If B = 0, then in ENC(id*, m*), ¢} and K* are honestly computed:
=" flid*id™) - (Zi A G x by, K= [26 A Gt h]T

Consequently, (%) = 0 and K = K* in Gg, which is the same as in G7.
Whereas if B = 1, then in ENC(id*, m™), ¢} and K* are uniformly chosen. In this case, we
analyze the difference between Gg and G7 as follows:

e In game Gg, the challenger will compute K according to (12) to carry subsequent com-
putations of DEC. Since ¢} is randomly chosen in ENC, it holds that (%) # 0 except
with probability 1/4". Note that the challenger never leaks to the adversary any informa-
tion of the t related to id*|id™ in other procedures,” thus K is uniformly distributed
over Gy due to the randomness of t. Consequently, by the Leftover Hash Lemma,
(ki, ks, k3) = H(K) e {0, 1}3* is statistically close to the uniform distribution, and
x2 # k2 - x1 + k3 holds except with probability 2. In this case, DEC outputs L in Gg,
and in addition, no information of the t related to id*|id™ is leaked to A.

e In game Gy, the challenger will set K = K* directly, where K* is uniformly chosen
in ENC, compute (k}, k3, k3) = H(K*) € {0, 1}**, and output m := x; — k}, if the
following condition holds

X2 =k> - x1+ k3. 13)

Note that the only information about (k], k3, k5) = H(K™) leaked to the adversary is
containedin x* = (x{, x3) viaENC(id*, m*), where Xl =ki+m*and x; = k3-x;+kj3.
Since Asubmits x = (x1, x2) with (x1, x2) # (x{, x3) in ourdlscussmn (.e., Condition

7 In the analysis of game Gy, we show that no information of the t related to id* or the t related to id*|id’
(for any id’ € ZD) is leaked to A except with negligible probability. As our games move on, DEC, which is
the only possible oracle that may leak that value, is much more restricted, thus cannot leak information about
that t except with negligible probability.
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(11) holds), (13) will not hold except with probability at most 2. In this case, DEC
outputs L in G7.
In summary, if A submits a DEC query satisfies Condition (11), then in the case of 8 = 0,
both DEC in Gg and Gy will set K := K*, while in the case of 8 = 1, both DEC in Gg and
G7 will output | except with probability at most 1/¢" + 2/2*. The lemma follows from the
union bound. O

— Game Gg: This game is the same as game G7, except that, when answering DEC query
(id, (C = ([eolt, [e1l1s Rch), x = (x1, Xz))), the challenger returns L directly if the
following condition holds

idlid" = id*[id™ A ([eol1, Rer) = ([e§]i. Rgn) A el # [efTi. (14)

Note that in Gg, for DEC queries satisfying id|id" = id*|id"™, the challenger can answer
them without using the secret key.
We analyze the difference between G7 and Gg via the following lemma.

Lemma 5 There exists a PPT adversary B3 against the weak APR-CMA security of the
de-randomized delegatable affine MAC, such that

|Pr[Win] — Prg[Win] | < Qq/2" + Advyad """ (1) + Qa/q".

Proof of Lemma 5 1f A submits a DEC query satisfies Condition (14), i.e., submits (id*, (C=
([eg]1, [e1]t, RéH), x = (x1, X2)>) with [e]1 # [¢]]1, then in Gg the challenger will return
L, while in G7 it will proceed as follows:

— invoke ([t]2, [u']2) < Tag(skmac, id*|id™), where t is related to id*|id™ and u’' =

> fildid™) - tT - x; + x;,

— compute [V 1], = [(Z fiGd*[id™) - tT - Z; + 2y — o’ ‘A)-A ]2,

— compute K= [(v'" |u) - ¢}, /[t" - ei],.
Similar to (12), in G7 we have that

= [ 10, /[ e,

= [tT'(Zfi(id*lid’*)-(Z,--K_l-%—i—x,--h)—cl) +ng‘1%+x5h] )
T

(k)
If B = 0, then ¢ is honestly computed by ENC(id*, m*):
¢ =3 fdid") - (Zi A+ xi - ).

Consequently, [¢1]; # [¢]]; implies that (xx) = (c’lk — cl) # 0.

If B = 1, then in ENc(id*, m*), ¢} is uniformly chosen from ZZ.
Let Hit denote the event that the challenge bit § = 1 and .4 makes a DEC query (id, (C =
(Leolt, [er]1, Ren). x = (x1. x2))), such that

¢ =Y filid id®) - (Zi AT+ xi - h).

Then if Hit does not happen, we also have (%) # 0.
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In summary, if Hit does not happen, then (x*) # 0 in G7. Note that the challenger never
leaks to A any information of the t related to id*|id"™ in other procedures (cf. Footnote 7),
thus K computed by (15) is uniformly distributed over G7 due to the randomness of t. Con-
sequently, (k1, k2, k3) := H(K) € {0, 1}3X is statistically close to the uniform distribution,
by the Leftover Hash Lemma. It follows that x» # k3 - x1 + k3 except with probability 2.
In this case, DEC outputs L in G7, which is the same as in Gg. In addition, it does not leak the
value of the t related to id*|id"™. Therefore, G7 and Gg are the same except with probability
Q4/2*, unless Hit occurs. We have that

|Pr7[Win] — Prg[Win] | < Qq/2" + Prg[Hit].

To give an upper bound on Prg[Hit], we construct a PPT adversary B3 in Fig. 9 against
the weak APR-CMA security of the de-randomized delegatable affine MAC. According to
the weak-APR-CMA security game (see Fig. 2), B3 has access to EVALyac oracle and
one access to CHALyac oracle, and aims to tell the output ([2]1, [hol1, [21]7) of CHALMAC
is properly computed or randomly chosen. In INITIALIZE, B3 does not choose Skyac =
(kprr, B, X0, ..., Xy, xé), and implicitly sets Skyac to be the secret key used by its weak
APR-CMA challenger. It invokes (ekcp, tdcH) <—s CH.Gen(1*), picks A, Z;, z;, randomly,
and sets td := (tdCH, A {Z;}icp0,0), zé)) as its trapdoor. B3 simulates the scenario of 8 = 1
in Gg for A as follows.

e For ENc(id*, m*), it picks [€j]; < s GIfH, ﬁéH < s RcH, and computes id™ :=
Eval(ekch, [€5]1; IééH). Then B3 submits id*|id™* to its own CHALpmac oracle, and
obtains ([A#]1, [hol1, [#1]7)- Thenit picks [%]1 <~ G’f,computes [cg] = [h +A- Kﬁl

%] o and reopens R%,, < Equiv( tdon. [€5]1. Ry, [c§]1) using the trapdoor tdgy.
Finally, it picks [¢}];, K* randomly, as in the scenario of 8 = 1 in Gg.

Note that, & is chosen from Z, with fresh randomness, thus [cg]l is independent of
REH' Since REH is uniformly distributed and independent of [¢;]; and [c5]1, then by the
Equivocation property of CH, R{,, is uniformly distributed over Ry and independent
of [¢j]1, same as Gg.

o For USKGEN(id), id # id*, B3 submits id to its own EVALpyac oracle, and obtains
(It2, [ul2. {[di12}ieqd)+1,¢1)- 1t then computes [v]> from [u]; and [e;] from [d;], with
the trapdoor A, Z;, z;,, as in Gg.

e For DEC(id, (C, x)), B3 first checks whether the following holds

leil = [ Y filid"lid™) - Z; - A" 6 +ho] - (16)

If (16) holds, B3 outputs 1 to its weak APR-CMA challenger. In the case of
idjid" = id*|id™, B3 responds without using the secret key, as in Gg. In the case of
id = id* Aid" # id™, Bz submits id*|id" to its own EVALyac oracle, and obtains
([t12. ['T2. {ld] 12} cpriid* ity +1.¢1)- It then computes [v']y from [u']; with the trapdoor
A, Z;,z),asin Gg. In the case of id # id*, B3 submits id to its own EVALyac oracle, and
obtains ([t]z, [ul>, {[d,-]z},-e[l(id)H,g]). It then computes [v], from [u], and [e;]> from
[d;]> with the trapdoor A, Z;, z;, as in Gg.

Therefore B3 perfectly simulates the scenario of 8 = 1 in Gg for A, and outputs 1 if and
only if (16) holds.
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INITIALIZE:

(ekch, tdcy) «s CH.Gen(1}).

A s Dy, with A € Z{FHDxk,

€ «—s INITIALIZEpAC-

For ¢ € [0,4], Z; s Z:}Xk. z(, % ZéXk.
pk := (ekcn, PG, [Al1, {[Zi]1 }iejo, 0 [26]1)-
td .= (tdCH, A, {Zi}ie[o,é]’ 26)

Return pk.

ENc(id*, m*): // one query
If id* € Qusk, Return L.
€51 —s GI . Rgy s Ren.
id’* := Eval(ekcn, [€3]1; Bey) € ID.
([h]1, [ho]1, [h1]T) <s CHALMAc (id*[id"™).
[e5h —= G}, [egli= [+ A AT
REy, — Equiv(tden, [€3]1, REy. [ed]h)-
ct 1 <% Gn, K* —$3 GT.
1 1
sk )k . . —_——1—
el = [0 1) figiarfia) - 2 A
+h0] .
1
Kei= [z & -§+h1]T.
(K7, k3, k3) := H(K) € {0, 1}3*.
X7 =ki +m*, x5 =k3 - x7 + k3.
Ret. C* := ([c§]1, [ef]1, R&), X* = (X5, x3)-

1

USKGEN(id):
If id = id*, Return L.
Qusk = Qusk U {id}.
([t]2, [u]2, {[dil2}iequ(d)+1,6) — EvaLmac(id).
vl = [( 10 filid) - ¢7 -2
+z — ué) ~X71]2.

For i € [I(id)+1,4,

leidz i= [A)T (2] -t - AT -d)|
Return usklid] :=

([t]2; [ul2, [V]2, {[dil2; [eil2Yici(iay+1,01) -

.

DEec(id, (C, x)):

If (id, (C, x)) = (id*, (C*, x*)), Return L.
Parse C = ([col1,[e1]1, Ben), x = (x1,x2)-

If [e1]1 = [Z filid*fid™) - Z; - A" of + ho] )

B3 outputs 1 to its challenger.

FINALIZE(SB'):

id" := Eval(ekcn, [co]1; Ren) € ID.
If idfid’ = id*[id"* A ([co]1, Ren) # ([eg]1, REy),
Return L.
If id“d, = id*‘id/* AN ([CO]LRCH) = ([CS]I’REH)
Aei]r = [ef]i Ax # X
K:=K*.
If id|id" = id*|id"™* A ([co]1, Rch) = ([CS]I’REH)
Alei]r # [e1]h
Return L.
If id = id* Aid" # id’*, do the following:
([t)2 (w2, {[df)2 Y scpciar id)+1,0])
— E\’ALMAc(id*“d/).
vl =[0G 1) fitia*lia') -7 - Z,
+z( — v A) AT )
K= [(v'T | ) -CO}T/ t" -cl}T € Gr.
Else id # id*, do the following:
([t)2; [z, {[di]2}ie[z(id)+1,z]) — EvALmac(id).
vT)o = [( I £iGd) - ¢7 - 2
/o . ._71
+z5 —u A) A L.
For ¢ € [I(id)+1, ],
fela = [A™)T - (2] t-AT -] .
[u']2 = [U + Zi(:idl‘(i:i))Jrl fi(idid") - di]2 € Go.
id|id” .
V]2 := [v + Zrli(:l‘(id>)+1 fi(id|id") - ei]Q € Gh.
K:= [(v'T | u’)-co}T/ [tT -Cl}T € Gr.
(k1, k2, k3) == H(K) € {0,1}3*.
If xo = k2 - x1 + k3, Return m := x1 — k1.
Else x2 # k2 - x1 + k3, Return L.

B4 outputs B’ to its challenger.

Fig. 9 Description of B3 (resp. B4) for the proof of Lemma 5 (resp. Lemma 6), which has access to the
oracles EVALpac and CHALaG of the weak-APR-CMA game (cf. Fig. 2). The framed parts appear only in
the description of 33, while the shadowed parts appear only in the description of B4

If ([h]1, [hol1, [h1]7) is real, then hg = 3" f; (id*|id™) - x; - h. Thus (16) is equivalent to

e =Y filid*id™) - (Zi A ey +x; - D).

So in this case, B3 outputs 1 if and only if the event Hit happens in the above simulated game,
i.e., Hit happens in Gg (since the simulation is perfect).

Whereas if ([2]1, [hol1, [l1]7) is random, then hg is uniformly chosen from Zf]’ and
independent of other parts of the above game, thus (16) can happen with probability 1/g”.
So in this case, B3 outputs 1 with probability at most Q,/q".

Accordingly, it holds that ’Prg[Hit] — Qu /q"‘ < AdyVeak-apr-cma A).

MAC, B3
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Overall we have that
|Pr7[Win] — Prg[Win] | < Q4/2* + Prg[Hit]
< Qa/2" + Advad M G + Qa /g,

and the lemma follows. O

Now in Gg, we are in the position to make the reduction to the weak APR-CMA security of
the de-randomized delegatable affine MAC.

Lemma 6 There exists a PPT adversary By against the weak APR-CMA security of the
de-randomized delegatable affine MAC, such that
[Prg[Win] — 1/2 | < Advyac 1" (0.

Proof of Lemma 6 We construct a PPT adversary By in Fig. 9 against the weak APR-CMA
security of MAC. By has access to EVALyac oracle and one access to CHALpaG oOra-
cle, and aims to tell the output ([A]y, [holi, [~1]7) of CHALyAG is properly computed or
randomly chosen. In INITIALIZE, B4 does not choose skyac = (Kprr, B, Xo, - . ., X, x(’)),
and implicitly sets skpmac to be the secret key used by its weak APR-CMA challenger. It
invokes (ekcH, tdcH) <s CH.Gen(1%), picks A, Z;, z, randomly, and sets td := (tdCH,
A {Z;}icr0,0), 26) as its trapdoor. B4 simulates the scenario of 8 = 0 or 8 = 1 in Gg for A
as follows.

e For ENc(id*, m*), it picks [€j]1 < GII"H, Ré‘H <5 RcH, and computes id™ :=
Eval(ekch, [€511; IééH). Then B4 submits id*|id™ to its own CHALpgac oracle, and
obtains ([A]1, [holi, [~1]7). Then it picks [%]1 <~ G]f, computes [¢jl1 = [h + A
X_l '%]], and reopens R(*JH <« Equiv(tdCH, [, IééH, [cg]l) using the trapdoor
tdgp. Finally, it computes

Gdid™y = .

[e}]1 = [Zi=0 fi(id*lid"Z A ¢+ ho]l K= A G ]
Similar to the proof of the previous lemma, R, is uniformly distributed over Rcy and
independent of [¢(j]1, same as Gs.

If ([A11, [hol1, [h1]r) is real, then

Gd iy
ho=Y " " fildlid) x; b, by = h

Thus [¢}]; and K* are computed as in the scenario of 8 = 0 in Gs.
If ([A]1, [hol1, [A1]7) is random, then hy and /; are randomly chosen. Thus [¢}]; and
K* are uniformly distributed, as in the scenario of 8 = 1 in Gg.

e For USKGEN(id), id # id*, B4 submits id to its own EVALpyac oracle, and obtains
([t]z, [ul>, {[di]z}ie[l(id)+1,zl)- It then computes [v], from [u]; and [e;]> from [d; ], with
the trapdoor A, Z;, 7, as in Gg.

e For DEC(id, (C, x)), in the case of id|id" = id*|id™, B4 responds without using the secret
key, as in Gg. In the case of id = id* A id" # id™, By submits id*[id’ to EVALyac,
and obtains ([t]z, [u']2, {[d{]z}ie[,(id*”d/)H’Z]). It then computes [v'], from [u'], with the
trapdoor A, Z;, z;,, as in Gg. In the case of id # id*, B4 submits id to its own EVALMAC
oracle, and obtains ([t]z, [uln, {[di]z}ie[[(id)+]’[]). It then computes [v]> from [u], and
[e;]>» from [d;]> with the trapdoor A, Z;, z6, as in Gg.
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e For FINALIZE, B4 outputs whatever A outputs.

Hence, if ([k]1, [holy, [h1]7) is real, By perfectly simulates the scenario of 8 = 0 in Gg
with A; if ([k]1, [hol1, [A1]7) is random, By perfectly simulates the scenario of 8 = 1 in Gg
with A. Any difference between 8 = 0 and 8 = 1 in Gg results in B4’s advantage over the
weak APR-CMA security game. Then the lemma follows.

Taking all things together, Theorem 2 follows. O

S Application to simulation-based selective opening secure IBE

In a selective opening attack, an adversary sees a vector of ciphertexts, adaptively chooses
to open some of them, and obtains the corresponding plaintexts and random coins used
in the creation of the ciphertexts. When considering selective opening, chosen-ciphertext
attack (SO-CCA2), the adversary also has access to a decryption oracle. The simulation-
based SO-CCA2 (SIM-SO-CCA2) security requires: what a PPT SO-CCA?2 adversary can
compute can also be simulated by a PPT simulator with access only to the opened mes-
sages.

Our IBE in Sect. 4, enjoying tight PR-ID-CCA2 security, i.e., IND-ID-CCA2 secu-
rity and ciphertext pseudorandomness, can be used to construct SIM-SO-CCA?2 secure
IBE scheme following the work of [27]. Recall that Lai et al. [27] gave a paradigm
for constructing SIM-SO-CCA?2 secure IBE from the so-called extractable IBE with
IND-ID-CCAZ2 security and an information-theoretic primitive called strengthened cross
authentication code. They also proposed two instantiations of the extractable IBE with
IND-ID-CCAZ2 security based on the subgroup indistinguishability assumption over bilin-
ear groups of composite order and the DLIN assumption over bilinear groups of prime
order, respectively. However, both of the two extractable IBEs have loose reductions.
In Appendix 3, we showed how to construct an extractable IBE from our IBE with
pseudorandom ciphertexts. We proved that the PR-ID-CCA2 security of IBE implies
IND-ID-CCA2 security of the extractable IBE. Therefore, our IBE in Sect. 4 can be
employed to construct the first extractable IBE with tight IND-ID-CCA2 security, which
in turn results in a SIM-SO-CCA?2 secure IBE which enjoys a tighter security reduction
than those in [27] and is also the first scheme based on the Matrix DDH assump-
tion.
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Appendix 1: Efficiency comparison table of tightly secure IBEs

See Table 3
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Table 3 Comparison between the known tightly-secure IBEs with identity space ZD = {0, 1}* in prime
order groups based on standard assumptions

Scheme IpK| |usk]| IC|
CWI3[12] 20K2 + 2K + k 4k ak
BKP14’s IBENR [6] 202 + k% + 2k 2k + 1 2k + 1
BKP14’s HIBEng [6] + CHK SA(K2 4 k/2) + 2k% + 2k 4+ 1)+ 2k +1 2k + 1
AHY15% [3] 162 + 11 8 8
GCDCTI16 [19] 61k2 + 3k2 + k 6k 6k
Ours: IBENR (§4) AAk? + k2 + 2k 2k +1) +2k+ 1 2k +1

“CHK?” stands for the general paradigm proposed by [11]. k is the parameter for the k-Linear and Dy-MDDH
assumptions. AHY15’s [3] security is based on the 2-Linear assumption, i.e., k = 2. |pk]|, |usk| and |C|
denote the size per public key, user secret key and ciphertext, respectively. Here we count the number of group
elements in G|, G and G

4 AHY 15 [3] also proposed two non-anonymous schemes, here we only show the anonymous one

Appendix 2: Proof of Lemma 3

InG; ;-1 (resp., G¢ ), the challengeruses RT(my; ,—1) (resp., RT(m; ;)) as the randomness
to compute [u]> in EVAL(M) and uses RT(mT‘M_l) (resp., RT(mTC,n)) as the randomness
to compute /21 in CHAL(M™). By the special property of RT, RT(m; ,—1) and RT(m ;)
are the same when the message m satisfies [m| < (¢ — DA +n or m¢, = by, and
they are independent of each other when the message m satisfies |[m| > (¢ — 1)A + n and
M, = 1 — b . The difference between G ,—1 and G, can be reduced to the Q-fold
Dr-MDDH assumption for the group G.

More precisely, we construct PPT adversaries By, B> (Pg, [A]>, [H]2), where PG <«
s PGGen(1), A <—s Dy, and H = A - W + R with W «s Zt*?_ to distinguish whether
R = 0 G.e., (Pg, [A]L, [H]g) is identical to the real Dy-MDDH distribution) or R <«

s ZSTD*C (e, (PG, [AlL, [H]y) is identical to the random Ds-MDDH distribution) in Fig.
10. By and B, are the same except their strategies in FINALIZE.

1—be.)T
In INITIALIZE, Bi, By choose r < s Z’;H and set x0 %)

&n
Observe that xé{Jbg"’)T — AR = @A+ AN = F 4 rTAA ] thus it is

uniformly distributed over Z1*k because of the randomness of F, as in G -1 and Gg ).
In EVAL(m), if M| < (¢ — DA + n, then my¢ ;1 = M, = M, and By, B, use the
randomness RT(m|; ,—), which equals RT(m| ), to compute [u]>, as in G; ;,—1 and G ;.

1-b L
And note that By, B, can compute [dé’r/ (’”)]2 :=[r" - A - s],, which is the same as Geoy—1

and Gy ,, since

= rTAA " implicitly.

(I=be)T

cn t]Z

(X7 A-sh=[@TAR ). (Xs)L =[x
InEvAL(m),if |[m| > (¢ —1)A+n, By, B implement an injective function« : {0, 1}* —
[1, O] on the fly, and compute s’ := TRF(m) € Zf and [ty := [A-s'+H.],, where
¢ = a(My.—1) € [1, Q] and H, is the cth column of the matrix H. Then for message m
with me, = b, Bi, B> use RT(m¢ ,—1), which equals RT(my, ;), to compute [u] the
same way as in G ,—1 and G¢ ;. As for message m with m; , = 1 — b, By, B2 compute
[¢]7 in a different way with
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INITIALIZEmAC: EVAL(m):
RT(e) = zg < Zq. If m € prefix(m*), Return L.
(b1,1,--- abL,)\) % {Ovl}LA' Qeya = Qgpa U{m}.
For (i,7) € [L] x [AJ\ {(¢,m)} Parse m = (mi,j)ie[p(m)],je[)\] e M.
XXl s 2 If [m] < (¢~ DA+,
For (i,5) = (¢,n) s:=TRF(m) € Zk. [t]2:= [A-s], € G.
x o) oz x s fula = [ 2 S0, x0T b Ry )]
(i, " = xT AR mplicily). For (5.9) € [p(m) +1, 2] x D\ {(¢, )} ’
B —s {0,1}. // challenge bit [d<0)] [X(U)T t]a, [dglj)] [X(l)T t]a.
Return e. For (i,7) = (¢,n)
CHAL(m*): // one query [débgm)]z = [xél?g,n)T “tlz, [dgn ey = T A s

If Im| > (¢ = DA+,

c:= a(m‘c’n,l) € [1,Q].
s’ := TRF(m) € Z/(;. [t]2 := m»s’ +ﬁc]2 I G’;.

If prefix(m*) N Qgyp .4 # 0, Return L.
Parse m* = (m:,j)ie[p(m*)],je[A] e M.

h —s Zq.
If|m*\<(C71))\+n\/m = be H”‘MZ”M() T
- p(m mij .
— s lx< ) ‘hezh. fula == [0 x" £+ RT(mic.p 1) -
h1 =RT(m,, ) h €Ly Else m¢,, =1~ b< n
)T
Else [m*| > (¢~ DA 47 Am:, =1-bc, [u]2 7[2)(”)6 m)xmx” 6
Abort, and set abort := true. #(¢, - ,
Ife=1 +RT(m|<,n—1>+r (A-s +Hc)L-
ho —s Zl;' hy s Zg. For i € [p(m) +1,L],j €A
dl°) OT ], ()2 = x7 -t
Return ([A]1, [ho]1, [h1]7)- d; ;12 = [x; l2, [d; [z = [x; J2.
Return
FINALIZE('): ([t]a, [ul2, ﬂdif’;]z, [dﬁ}}me[,,<m>+1,L],]Em)A

B returns abort.
Bs returns abort A (3’ = ).

Private RT(x). // the same as Fig. 4

Fig. 10 Description of By, B2 (PG, [Al, [H],) for the proof of Lemma 3. Here H. denotes the cth column
of the matrix H, and « : {0, 1}* — [1, Q] is an injective function implemented by B, 13, on the fly

T
[ul2 = [Z(z Delpmixi X it RTMe ) +1' - (A8’ + Hc)] ,
i) 2 >

where H, is the cth column of H. We analyze the simulation as follows. Since H = A -
W+R, then H. = A- W, +R.and H. = A- W, + R.. Thus [tl = [A-s'+ H ], =

[A-(s +W.+A R C)LZ[ -s],. where s := ' + W, + A~ ".R. = TRF(m) +

—1 = . . .
Woem,,.) +A - Ram,, ) is also a truly random function of m. For message m with
m¢ , = 1 — b, we have that

_ (m: )T T o ]
[ul = [Z(i Py X; j t+RT(Miy—1)+r - (A-s'+H) .

— (m; ;)T T ) .
B [Z(, DA i t+RT(M - +r -A- s +W)+r1 - Rc]2
= -t+ RT(m TAA A \%% R
[Z(z DEC) X + (M p—1) +r (s’ + )+l‘ ]2
x e t-R,
Xen
p(m) T L
|: - l(r;' i) t+ RT(m|§,n—l) + I'T . (Rc —A-A . Rc)]
. 2
1, 1 o
[ zp,(T) (m DT -t RT(m|; —1) +r- (R, — —A. A . RC)L )
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e Case 1:H=A~W—i—Rf0rR=().Then§~(BC—A~X_1 -R¢) = 0, and it also uses the

randomness RT(m; ,—1) to compute [u], for message m with m; ,, = 1 — b ,, as in
G, 1. Furthermore in this case, b; , is completely hidden from the point of view of A,

thus A can submit a message m* in CHAL(m*) such that [m*| < (¢ — DA +n Vv m{ n =

by, ie., abort occurs, with probability at least 1/2. Therefore,
Pr[abort | Case 1] > 1/2. (17)

e Case2: H=A-W+Rfor R s Z{ ™€ Then with probability (1 — 1/g), r is

non-zero, thusr- (R, —A -K_l ‘Ry)is uniformly random due to the randomness of R.. In
this case, an independent randomness RT(m; ) := RT(m; ,—1)+r- (R, —A- A_1 R,)

is employed for m with m; , = 1 — b », as in G .

In CHAL(M™*),if [m*| < (¢ —DA+nV mg n = = b, note that RT(m* 7771) = RT(mM n)
By, By use the randomness RT(mi y—1)» Which equals RT(m}, 71) to compute hy perfectly
as in G¢ ,—1 and G . Meanwhile, if |[m*| > (¢ — DA +n A mt =1—1b; y, Bi, By abort
the game played with .4 immediately and set abort = true.

In summary, if abort occurs, then with probability (1 — 1/g), if it is the Case 1: H =
A-W+RforR=0(resp.,,Case 22 H=A - W+ RforR <« ZflkH)X Q), By, B; perfectly
simulate game G ;1 (resp., game G, ,) with A. In FINALIZE, B;’s strategy is to return 1 to

its Dx-MDDH challenger if and only if abort occurs, and B;’s strategy is to return 1 to its
Dx-MDDH challenger if and only if abort occurs and ' = f holds (i.e., Win occurs). Thus
we have the following equations

AdVFQ’G%kenm(éfzd]lqg W) = ‘ Pr[abort | Case 1] — Pr[abort | Case 2]‘
AQVECr 'y ) = | Pr[@bort A Win | Case 1] — Pr [abort A Win | Case 2]
= ‘Pr [abort | Case 1] - Pr [Win | Case 1 A abort]
— Pr [@bort | Case 2] - Pr [Win | Case 2 A abort]|
> (1 - 1/q) - | Pr[@bort | Case 1] - Pr,, - [Win] — Pr [abort | Case 2] - Pr;,,[Win]|
> (1 - 1/g) - Pr[abort | Case 1] |Pr; ;-1 [Win] — Pr,,[Win]|

—(1-1/q) - ‘Pr [abort | Case 1] —Pr [abort | Case 2]' - Pry ,[Win]
(7

=

% 5+ [Pre.-1 [Win] — Prc., [Winj | — | Pr [@bort | Case 1] — Pr [abort | Case 2].

By combining the above two equations, we get that

. . Di—mddh ,Dy—mddh
‘PrC,ﬂ—l[W'n] — Pr¢ »[Win] ‘ =4 (AdVFQ’Gernf’éEQ,BI )+ AdVFQ’Gernr,nGz,Bz (}‘)>'
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Appendix 3: Extractable IBE from our IBE
Extractable IBE and its IND-ID-CCA2 security

We review the definition of extractable IBE from [27].

Definition 12 (Extractable identity-based encryption) An extractable identity-based encryp-
tion (extractable IBE) scheme IBE,, = (Gen,,, USKGen,,, Enc,,, Dec,,) consists of the
following four PPT algorithms:

o Gen,, (1*) takes as input a security parameter A. It generates a public key pk and a master
secret key msk. The public key pk defines an identity space ZD, a ciphertext space C
and a session key space K.

e USKGen,, (msk, id) takes as input the master secret key msk and an identity id € ZD.
It produces a user secret key usk[id] for id.

e Enc,,(pk, id, 0) takes as input the public key pk, an identity id € ZD and abit6é € {0, 1}.
It outputs a ciphertext CT € C if 6 = 0, and outputs a ciphertext and a session key
(CT,K)eCxKifo=1.

e Dec,, (usk[id], id, CT) takes as input a user secret key usk([id], an identity id € ZD and
a ciphertext CT € C. It outputs a bit 8" € {0, 1} and a session key K’ € K.

Correctness

An extractable IBE scheme has completeness error €, if for all A € N, (pk, msk) <«
s Geny, (1*), id € ID, usk[id] < s USKGen,,(msk, id), 8 € {0, 1}, CT/(CT, K) «
s Enc.. (pk, id, 0) and (9', K’) < Dec,, (usk[id], id, CT):

— The probability that ' = 0 is at least 1 — €, where the probability is taken over the coins
used in Enc,,.
— If0 =1thend =60 and K' = K.If ' = 0, K’ is uniformly distributed in K.

Security

The IND-ID-CCAZ2 security of extractable IBE is a combination of IND-ID-CCA2 security
of one-bit IBE and IND-ID-CCAZ2 security of identity-based key encapsulation mechanism
(IBKEM). The security notion is defined by game in Fig. 11.

Definition 13 (IND-ID-CCA2 security for extractable IBE) An extractable identity-based
encryption scheme IBE,, is IND-ID-CCAZ2 secure, if for any PPT adversary .A, the advantage
Advig‘é;’fj”z(k) := | Pr[IND-ID-CCA2* = 1]—1/2| is negligible in A, where game IND-
ID-CCAZ2 is specified in Fig. 11.

Construction of extractable IBE from our IBE

Our IBE IBE[MAC, CH, D;] = (Gen, USKGen, Enc, Dec) in Fig. 6 which is based
on the Dy-MDDH assumption can be converted into an extractable IBE IBE,, =
(Gen,,, USKGen,,, Enc,,, Dec,,), as shown in Fig. 12.

The resulting extractable IBE IBE,, has completeness error 27*. If § = 1, the
decryption algorithm always undoes the encryptions, due to the perfect correctness of
IBE[MAC, CH, D;].1f60 = 0,CT = (C, x) = ([col1, [e1]1, RcH. X1, x2) is random. Hence
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Procedure INITIALIZE: Procedure USKGEN(id):
(pk, msk) «s Genez (17). If id = id*, Return L.

B —s {0,1}. // challenge bit Qusk = Qusk U {id}.
Return pk. usk[id] <—s USKGen¢z(msk, id).

Return usk([id].

Procedure Enc(id*): // one query Procedure Dec(id,CT):
If id* € Qusk, Return L. If (id,CT) = (id*,CT*), Return L.
fp=1 usk[id] «<—s USKGen¢z(msk, id).
(CT*, K*) s Ences (pk, id*, 1). (6, K) s Deces (usk[id], id, CT).
Ifs=0 Return (6 € {0, 1}, K).
CT* «—s Enceg(pk,id*,0), K* «—s K.
Return (CT*, K*). Procedure FINALIZE(S'):

Return (8’ = 3).

Fig. 11 IND-ID-CCAZ2 security game for IBE,,

(pk, msk) «s Genez (11): usk[id]«—USKGen, (msk, id):
(pk, msk) «—s Gen(1*). usk[id] «— USKGen(msk, id).
Return (pk, msk). Return usk[id].
(CT,K)/CT «s Encex(pk,id, 0 € {0,1}): (0', K) «s Deces (usk(id], id, CT):
If 0 =1, m«s {0,1}*, Parse CT = (C, x).
(C, x) <s Enc(pk, id, m), m/ «— Dec(usk[id], id, (C, x)).
CT:=(C,x), K:=m, Ifm' =1,
Return (CT, K). choose K «s {0,1}*.
If = 0, choose a random CT = (C, x), Return (0, K).
Return CT. Else K :=m/, Return (1, K).

Fig. 12 Construction of Extractable IBE IBE,, from IBE[MAC, CH, D]

in the Dec algorithm of IBE[MAC, CH, D1, x2 = k2 - x1 + k3 will hold with probability
at most 27*. So Dec,, will output ' = 0, when CT is an encryption of 8 = 0, except with
probability at most 27*.

Theorem 3 IfIBE[MAC, CH, Dy is PR-ID-CCA?2 secure, then the extractable IBE scheme
IBE,, in Fig. 12 is IND-ID-CCA2 secure.

More precisely, suppose that A is a PPT adversary against the IND-ID-CCA2 secu-
rity of |BE,x, then there exists a PPT adversary B against the PR-ID-CCA2 security of
IBE[MAC, CH, Dy, such that

Advf;Brl_El[Lli/-li\cg,zCH,Dk],B ) = Advfé‘éfflfif“z ).
Proof of Theorem 3 The PR-ID-CCA?2 adversary B of IBE[MAC, CH, Dy] will invoke A to
guess bit 8. To do so, B simulates the IND-ID-CCA?2 game for A as follows.

When the PR-ID-CCA2 challenger gives pk to B, B forwards pk to .A. For all A’s user
secret key generation queries, 3 will query its own user secret key generation oracles for
answers. Since IBE,, and IBE[MAC, CH, Dy] share the same user secret key generation
algorithm, the simulation is perfect for .A.
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For each decryption query CT = (C, x) from A, B will query its own decryption oracle
and get m’ < Dec(usk[id], id, (C, x)). If m" = L, B chooses K <s {0, 1}* and returns
(0, K) to A. Otherwise B sets K := m’, and returns (1, K). Clearly, B gives a perfect
simulation of decryption oracle for .A.

When A submits a challenge identity id*, B will choose a random message m* <s {0, 1}*
and forward (id*, m*) to its own challenger. Then B will obtain a challenge (C*, x*), which
is either the output of Enc(pk, id, m*) (when 8 = 1) or randomly chosen (when 8 = 0). B
sends (CT* := (C*, x*), K* := m*) to A.

o If (C*, x*) = Enc(pk, id, m*), (CT* = (C*, x*), K* = m*) corresponds to an encryp-
tion of B = 1 for IBE,,.

o If CT* = (C*, x*) is randomly chosen, CT* corresponds to an encryption of 8 = 0 for
IBE,. In this case CT* and K* := m* are both independently and randomly chosen.

Hence B perfectly simulates the challenge for A. Finally, B returns the guessing bit 8" of A
to its own challenger. Then 3 has the same advantage as A. O
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