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Abstract Leakage attacks, including various kinds of side-channel attacks, allow an attacker
to learn partial information about the internal secrets such as the secret key and the random-
ness of a cryptographic system. Designing a strong, meaningful, yet achievable security
notion to capture practical leakage attacks is one of the primary goals of leakage-resilient
cryptography. In this work, we revisit the modelling and design of authenticated key exchange
(AKE) protocols with leakage resilience. We show that the prior works on this topic are inad-
equate in capturing realistic leakage attacks. To close this research gap, we propose a new
security notion named leakage-resilient eCK model w.r.t. auxiliary inputs (Al-LR-eCK) for
AKE protocols, which addresses the limitations of the previous models. Our model allows
computationally hard-to-invert leakage of both the long-term secret key and the randomness,
and also addresses a limitation existing in most of the previous models where the adversary
is disallowed to make leakage queries during the challenge session. As another major contri-
bution of this work, we present a generic framework for the construction of AKE protocols
that are secure under the proposed Al-LR-eCK model. An instantiation based on the decision
Diffie—-Hellman (DDH) assumption in the standard model is also given to demonstrate the
feasibility of our proposed framework.
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1 Introduction

Authenticated key exchange (AKE) protocols, which are among the most widely used cryp-
tographic primitives, form a central component in many network standards, such as [PSec,
SSL/TLS, SSH. An AKE protocol enables a secure channel to be established among a set
of communicating parties by allowing them to agree on a common secret key. Practical
AKE protocols such as the ISO protocol (a.k.a. SIG-DH) [10, 18], the Internet key exchange
protocol (a.k.a. SIGMA) [29] and their variants have been proposed and deployed in the
aforementioned network standards.

In order to formally define the security of an AKE protocol, Bellare and Rogaway (BR) [5]
proposed the first formal complexity theoretic security notion for AKE. The BR model and
its variants are nowadays the de facto standard for AKE security analysis. In particular, the
Canetti—-Krawczyk (CK) model [10], which can be considered as the extension and combina-
tion of the BR model and the Bellare—Canetti—Krawczyk (BCK) model [6], has been used to
prove the security of many widely used AKE protocols such as SIG-DH and SIGMA. Noting
that the CK model does not capture several attacks such as the key compromise impersonation
(KCI) and ephemeral key compromise attacks, LaMacchia et al. [31] introduced an extension
of the CK model, named eCK model, to consider stronger adversaries (in some aspects). We
should note that the CK model and the eCK model are incomparable, and refer the readers to
Choo et al. [11] for a detailed summary of the differences among the aforementioned AKE
models.

Leakage attacks in reality Although the security notion of AKE has been extensively studied
by the research community in the last two decades, all the aforementioned AKE security
models belong to the traditional “black-box™ setting, where honest parties are viewed as
interactive Turing machines, and each party has its own private memory and randomness
source. In the real world, however, attackers do not always obey such a somewhat idealized
setting. Specifically, the physical implementation of a cryptographic system can leak sensitive
information through physical channels, such as the computation-time, power-consumption,
radiation/noise/heat emission etc. Through these “side channels”, an attacker is able to learn
some imperfect information of the user secret [7,22,36]. Moreover, potential weakness of the
randomness can be caused due to different reasons, such as the side-channel leakages men-
tioned above and the poor implementation of pseudo-random number generators (PRNGs).
Security vulnerabilities involving either flawed or weakened PRNGs have already been
reported in the literature [32,37,42]. In consequence, an AKE protocol proven secure in
the traditional model could be completely insecure in the presence of leakage attacks.

Modelling leakage attacks The seminal research of defending against leakage attacks by
treating them in an abstract way was first proposed by Micali and Reyzin [33]. Since then
significant progress has been done within the cryptographic community to incorporate leakage
attacks into the traditional black-box security definitions. Informally, in the leakage setting
the adversary is allowed to learn the partial information of a user secret via an abstract
leakage function f in addition to the normal black-box interaction with an honest party.
More precisely, the adversary is provided with access to a leakage oracle: the adversary can
query the oracle with a polynomial-time computable function f, and then receive f(sk),
where sk is the user secret key. It is obvious that if we allow the adversary to choose any
leakage function f, then it will lead to the leakage of the key in its entirety and the security
of the system is surely compromised. Hence certain restrictions on the class of admissible
leakage functions are necessary. For example, in the work by Micali and Reyzin [33], they
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put the restrictions on the leakage function so that only computation leaks information and
the amount of leakage per occurrence is bounded by a leakage parameter. The challenge is
to model the necessary restrictions in a meaningful and reasonable manner so that we can
capture real leakage attacks and also make the security notion achievable.

To address the above problem, several leakage models have been proposed in the litera-
ture. Inspired by the cold boot attack presented by Halderman et al. [24], Akavia et al. [1]
formalized a general framework, named bounded leakage model, which explicitly assumes
that a leakage attack only reveals a fraction of the secret key to the adversary. Specifically,
the output-length of the (adversarial chosen) leakage function is bounded to be strictly less
than the length of the secret key. In a subsequent work, Naor and Segev [35] relaxed the
restriction on the leakage function and only required that the secret key still has a “sufficient”
amount of min-entropy left after the leakage. Such a leakage model, named noisy leakage
model, can capture a wider class of real-world leakage attacks since now the leakage size
can be arbitrarily long.

The auxiliary input model Instead of imposing a min-entropy requirement on the secret key
under leakage, a more general model was put forward by Dodis et al. [16]. Their notion, named
auxiliary input model, requires that it is computationally hard for the adversary to recover the
secret key given the leakage. In other words, this model allows any one-way leakage function
f. One can note that such hard-to-invert leakage is a generalization of the bounded/noisy
leakage model, and hence can capture a larger class of leakage functions. For example, a
one-way permutation is allowed to be a leakage function in the auxiliary input model, while
disallowed in the bounded/noisy leakage model since it information-theoretically reveals
the entire secret key. Moreover, as shown by Dodis et al. [16], the auxiliary input model
offers additional advantages in terms of capturing leakage attacks in the real-world. For
some cryptographic systems where the secret key (e.g., biometric keys) is used for multiple
tasks, the attacker may eventually obtain leakage larger than the upper bound permitted in
the bounded/noisy leakage model after a sufficiently long time. However, if the system is
secure w.r.t. auxiliary inputs, one can safely use the secret key as long as the total leakage
does not (computationally) reveal the entire secret key. Readers are referred to the work by
Dodis et al. [16] for more detailed discussions.

1.1 Gaps between existing works and the reality for leakage-resilient AKE

Leakage-resilient cryptography, particularly leakage-resilient cryptographic primitives such
as pseudorandom generators [40], signature schemes [9], and encryption schemes [1,12,16,
35], have been extensively studied under different leakage models outlined above. However,
only very few works have been done on the modelling and construction of leakage-resilient
AKE protocols. This seems surprising given the importance of AKE, but on the other hand
is also “understandable” since it is believed that leakage-resilient PKE or signature can be
straightforwardly adopted for the construction of AKE protocols resilient to leakage attacks,
which has been demonstrated in some existing leakage-resilient AKE constructions. In par-
ticular, Alwen et al. [4] showed that a leakage-resilient AKE protocol, namely eSIG-DH,
can be constructed from an entropically-unforgeable digital signature scheme secure under
chosen-message attacks. Dodis et al. [15] proposed two new constructions of AKE protocols
that are leakage-resilient in the CK security model. Their first construction follows the result
of work by Alwen et al. [4], i.e., authenticating Diffie—Hellman (DH) key exchange using a
leakage-resilient signature scheme. The second construction, named Enc-DH, is based on
a leakage-resilient CCA-secure PKE scheme and follows the idea that both parties authen-
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ticate each other by requiring the peer entity to correctly decrypt the DH ephemeral public
key encrypted under the long-term public key.

However, we notice that the above straightforward approach for constructing leakage-
resilient AKE protocols has some limitations and fails to fully capture general leakage attacks
in reality due to the following reasons.

— Limitation on the assumption Although the AKE models in the work [4,15] consider
leakage attacks, they have an assumption that the leakage would not happen during the
challenge AKE session. More precisely, to guarantee the security of the session key for
the challenge (or target) session, the adversary is disallowed to access the leakage oracle
during the session. The reason behind such an assumption is that for PKE- and signature-
based Diffie—Hellman AKE protocols, the adversary can use the leakage function to
break the authentication mechanism based on the PKE or signature in order to launch
an active impersonation attack and obtain the session key. The assumption can bypass
such a trivial attack, but on the other hand greatly limits the strength of the adversary
since in reality leakage attack may happen at any time. Such a definitional difficulty
was also recognized by Naor et al. [35] and later resolved in the works on leakage-
resilient encryption [26,41]. However, only few formal treatments have been proposed
for AKE to address this problem. It is worth noting that Alawatugodaet al. [2,3] addressed
this problem by constructing AKE protocols that are resilient to after-the-fact leakage.
However, their approach relies on the split-state assumption [26]. Moreover, Alwen et al.
[4] suggested a solution to remove this somewhat unnatural assumption by instantiating
eSIG-DH with a leakage-resilient and existentially-unforgeable (instead of entropically-
unforgeable) signature scheme. Nevertheless, their option introduces a new assumption
that the amount of leakage must be smaller than the length of a signature.

— Limitation on the modelling of randomness leakage Another limitation of the previous
work on leakage-resilient AKE is that they didn’t fully capture general leakage attacks,
which may involve the randomness (a.k.a. ephemeral secret) used by an AKE protocol.
As mentioned before, in reality randomness leakage may occur, e.g., due to the poor
implementation of PRNGs [32,37,42]. Also, leakage attacks in practice (e.g., timing or
power consumption analysis) can be closely related to the randomness. Since randomness
determines the value of a session key and hence plays a crucial role in an AKE protocol, it
is necessary to capture randomness leakage in the design and analysis of leakage-resilient
AKE. It is worth noting that although the eCK model [31] captures the compromising
of randomness, it is different from the leakage attack. Specifically, in the eCK model,
either long-term secret or ephemeral secret (but not both) of a party can be completely
revealed while partial leakage of both secrets is not allowed. In particular, the attacker
may reveal the long-term secret and obtain partial leakage of the ephemeral secret. This
adversarial capability of the attacker has not ever been captured by any existing model.

— Limitation on the leakage setting The leakage model for AKE introduced in the work
[4,15] is an extension of the CK model [10] in the bounded leakage setting [1]. To be
specific, the adversary is given access to a leakage oracle Olsk(-), which can be invoked
adaptively subjecting to the constraint that the adversary can only learn at most / bits
of sk. As outlined above, such a leakage setting is relatively weaker than the auxiliary
input setting [16]. To obtain AKE protocols secure under the auxiliary input model, it
is likely that we can build such a protocol either from a digital signature scheme that is
random message unforgeable with auxiliary input attacks, e.g., in the work by Faust et
al. [19], or from an auxiliary input secure encryption scheme, e.g., in the work by Dodis
et al. [14]. In fact, it has been shown by Yang et al. [39] that an AKE protocol secure
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under CK model with auxiliary input attacks can be built based on a digital signature
scheme that is random message unforgeable under random message and auxiliary input
attacks. However, as illustrated above, such a straightforward solution cannot overcome
the limitations of unnatural assumption and deficient leakage-capturing (i.e., randomness
leakage). Moreover, it is still unknown how to design an eCK-based model under the
auxiliary input setting and actually no existing work has considered this issue.

Other related works To remove the unnatural assumption, the notion of after-the-fact leakage
proposed by Halevi and Lin [26] appears to be a potential solution, which, actually has been
adopted in the work [2,3] by Alawatugoda et al. Their proposed model allows the adversary
to access the leakage oracle during the challenge session execution but implicitly requires
the long-term secret has split-state since otherwise their definition is unachievable in the
eCK-model. Moreover, the central idea of their AKE construction is to utilize a split-state
encryption scheme with a special property (i.e., PG-IND), which is a strong assumption. We
also note that it seems not natural to use the split-state approach for dealing with randomness
leakage, which is not captured by their model but our goal in this work.

Another potential solution is the second approach proposed by Faust et al. [19], which
defined an auxiliary input model that only allows exponentially hard-to-invert functions
instead of computationally hard-to-invert functions, of the signing key. Since the signing
algorithm can be viewed as a polynomially hard-to-invert function, it is excluded from the
allowed set of leakage function and hence the adversary can issue the leakage query during
the session. However, the exponentially hard-to-invert restriction would greatly reduce the
allowed leakage functions and cannot fully capture general leakage attacks.

Noting that some previous work on encryption and signature schemes [8,27] has consid-
ered leakage from the randomness, one may try to incorporate these techniques for AKE
constructions to capture leakage of the randomness. Unfortunately, randomness (ephemeral
secret) used in AKE protocols is usually separated from that used in the authentication mech-
anism, i.e., encryption or signature schemes, and the ephemeral key plays a crucial role in
determining the session key. As mentioned before, there has been no work addressing the
leakage of ephemeral secret key in AKE protocols. In particular, we must ensure that the
session key is pseudo-random even if the randomness (i.e., the secret keying material) is
leaked, which is a difficult task under the strong leakage setting (e.g., auxiliary input).

We should also note that there are some other research works on leakage-resilient
AKE. Whereas these works didn’t follow the approach of [4,15], they still suffer from the
same limitations mentioned above. Moriyama and Okamoto [34] introduced an eCK-based
leakage-resilient model for AKE protocols. However, it only considers the bounded leak-
age resilience [1] of the long-term secret key but not the ephemeral secret key. Moreover,
their construction requires the notion of wPRFs (Pseudo-Random Functions), of which the
construction under standard model still remains unknown.

Goal of this work Based on the aforementioned observations, we can conclude that designing
a strong, meaningful, yet achievable leakage model for AKE is of practical and theoretical
importance. In this paper, we give a formal study on AKE protocols in the auxiliary input
model under the goal of closing the research gaps outlined above.

1.2 Our contributions
In this work, we investigate both the modelling and construction of AKE in the auxiliary

input model, under the goal of developing a strong, meaningful, yet achievable framework
that can overcome the limitations of the previous solutions. Particularly, we:
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— Formulate a new security model named leakage-resilient eCK model w.r.t. auxiliary inputs
(Al-LR-eCK) for AKE protocols, which is the first eCK-based AKE security notion that
captures computationally hard-to-invert leakage attacks on both the long-term secret
and the randomness (i.e., the ephemeral secret) under some reasonable and necessary
restrictions;

— Propose a general framework for the construction of 2-round Al-LR-eCK-secure AKE
protocols to illustrate the feasibility of the Al-LR-eCK model; We also provide a formal
security analysis of the generic construction through a rigorous reduction proof;

— Show an instantiation of the proposed general framework by instantiating all the building
blocks under the standard model.

1.3 Overview of our techniques

In this section we present an overview of our techniques for modelling and constructing AKE
with auxiliary input. The overview consists of three parts, i.e., the Al-LR-eCK model, the
generic construction and the instantiations. We start with describing more clearly the notion

of Al-LR-eCK.

Leakage-resilient eCK model w.r.t. auxiliary inputs As shown in Table 1, our proposed
Al-LR-eCK model resolves the limitations in the previous leakage models for AKE.

— Modelling general leakage attacks We incorporate the auxiliary input model into the eCK
security notion in order to capture the computationally hard-to-invert leakage of both the
long-term secret and ephemeral secret.

We define the set of admissible leakage functions H by following the work of Dodis
et al. [14], i.e., we require a secret key is hard to compute when given the public key in
additional to the leakage. The reason for considering such kind of auxiliary input function
class is that AKE protocols (in some sense) belong to the public key setting (especially the
long-term key) in terms of the authentication part. Since the public key (e.g., Ipk) itself
leaks some information about the secret key (Isk), as pointed out by Dodis et al. [14], it
would be impossible to prove that the scheme remains secure w.r.t the class of admissible
function that is hard-to-invert without given the public key. More precisely, for the modelling

Table 1 Comparison with existing leakage-resilient AKE security models

AKE models Partial leakage setting® Basic models
Reasonable Randomness Leakage
assumptionb leakage setting

[4] No X Bounded CK

[15] No X Bounded CK

[39] No X Auxiliary input CK

[34] No X Bounded eCK

[3] No X Bounded eCK

This work Yes VA Auxiliary Input eCK

4 The partial leakage setting studied in this work is independent from reveal queries in eCK-based AKE models.
Here “,/” means partial information of the randomness (a.k.a ephemeral secret) can be leaked through leakage
queries

b The works [4,15,34,39] suffer from the unnatural assumption that leakage would not happen during the
challenge session. The work [3] suffer from the split-state assumption
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of long-term secret key (denoted by Isk) leakage, we define Hpk-ow(€isk) as the class of
all the polynomial-time computable functions / : {0, 1}/'SKIHIPKI (0 1}*, such that given
(Ipk, h(Isk, Ipk)) (Ipk is the long-term public key), no probabilistic polynomial-time (PPT)
adversary can find Isk with probability greater than €|gk. Similarly, to model the leakage of
randomness (the ephemeral secret, denoted by esk), we define Hepk-ow (€esk) as the class
of all the polynomial-time computable functions / : {0, 1}/sKI+IePkl . 10 1}* such that
given (epk, h(esk, epk)) (epk denotes the ephemeral public key), no PPT adversary can
find esk with probability greater than €ggk.

Our proposed Al-LR-eCK model deserves more interpretation. To model the leakage query
from the adversary, we define the leakage query LongTermKeylLeakage( fisk, pid) for the
adversary to query the leakage oracle and learn figk (Isk, [pk) where fisk € Hipk-ow (€1sk) and
(Isk, Ipk) denotes the long-term key pair of party pid. As for the ephemeral secret leakage,
we also define the query EphemeralKeylLeakage( fesk, Sid) for the adversary to access the
leakage oracle and learn fegk (esk, epk) where fesk € Hepk-ow(€esk) and (esk, epk) denotes
the ephemeral key pair used by the owner of the session sid. One should note that separating
the leakage queries for the long-term key and the ephemeral key could be reasonable in
practice, as these keys are usually not stored in the same place (e.g., the long-term key can be
stored in ROM, while ephemeral keys are stored in RAM). To be more precise, in Al-LR-eCK
model, the adversary is allowed to reveal the long-term secret of both parties and obtain partial
information of all the ephemeral secrets generated in the AKE protocol through the leakage
query. More details are referred to the Table 1. Therefore, compared to existing models, our
proposed Al-LR-eCK model is the strongest security model for AKE with auxiliary inputs.

— A reasonable assumption A somewhat unnatural assumption, namely disallowing leakage
queries to be made during the challenge session, has been introduced in the previous models.
We should note that it is impossible to remove the assumption without any additional treat-
ment(s) (e.g., split-state assumption by Alawatugoda et al. [2]). The reason is that different
from PKE or signature, in AKE the adversary can actively participate in the challenge ses-
sion. As a result, it can utilize the leakage function to break the authentication mechanism or
directly learn the session key.

In this paper, we address this definitional difficulty using a different but more reasonable
approach. We observe that in reality, most of the leakage attacks are constrained by the
hardware device and measurement methods in their physical implementations. Therefore, as
pointed out in the work [20,40], a fully adaptive choice of the leakage function may be an
overly powerful model to capture leakage attacks. Inspired by this observation, we modify
the fully adaptive definition used in the previous models by asking the adversary to submit
two leakage function sets Figk S Hipk-ow(€isk)> and Fesk S Hepk-ow(€esk) prior to the
game setup. During the security game, the adversary is only allowed to adaptively query any
leakage functions belonging to the committed sets. As the submitted leakage function sets are
chosen by the adversary independently of the system parameters, the adversary can no longer
trivially break the challenge session and hence the aforementioned unnatural assumption can
be abolished.

One may object that artificially requiring the adversary to fix the leakage function sets
is somewhat counter-intuitive, as it seems that we bypass the definitional difficulty by just
reducing the leakage capturing. This is actually no the case. As illustrated above, most of
the practical leakage attacks in reality depend on the physical implementation rather than the
realistic cryptosystem. In fact, one can note that a similar treatment has also been adopted for
other cryptographic schemes with leakage resilience [17,20,38,40]. Therefore, compared to
the unnatural assumption which disallows the adversary to access the leakage query during
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the challenge session, our assumption is meaningful in capturing most of the leakages that
occur in practice and hence is more reasonable. Moreover, unlike the notion of after-the-fact
leakage which implicitly requires the split-state assumption, our approach is more general
and also more natural to tackle with the randomness leakage.

Our generic construction We present a generic framework for constructing Al-LR-eCK-
secure AKE protocols to illustrate the feasibility of our proposed security model. Our generic
construction utilizes several building blocks, including a strong extractor with hard-to-invert
auxiliary inputs (denoted as Al-SE in the rest of paper), an enhanced twisted pseudo-random
Sfunction APRF), a smooth projective hash function (SPHF) and a signature scheme that is
existentially unforgeable under chosen message and auxiliary input attacks (EU-CMAA).

— Underlying primitives The notion of Al-SE was introduced by Yuen et al. [41]. A ran-
domness extractor Ext is said to be a strong extractor with hard-to-invert auxiliary inputs
if no PPT adversary can distinguish (r, f(x), Ext(x, r)) from (r, f(x), u), where r, u are
chosen uniformly at random and f is any computationally hard-to-invert function. It has
been shown in Yuen et al. [41] that such a strong extractor can be constructed based on the
modified Goldreich—-Levin theorem of Dodis et al. [14].

The notion of rwisted pseudo-random function ({PRF) was introduced and used in the
work [21,30] for constructing AKE protocols in the traditional setting. A tPRF F is pseudo-
random in terms of two different forms. Firstly, for any polynomial g, no PPT adversary can
distinguish (x1, ..., xgq, F(K X1), - F(K xq)) from (x1, ..., x4, R1, ..., Ry) where K,
{xi, R; }l |- are randomly chosen. Secondly, no PPT adversary can dlstlngulsh (K F (K, x))
from (K, R) for any randomly chosen K, x, R. In this work, we consider an enhanced variant
of this notion. We require that the above two properties of tPRF should still hold when
{xi, R; } _; or K are adaptively chosen by the PPT adversary respectively. An instantiation
of tPRF from a normal pseudo-random function was given in [30], which shows that pseudo-
random functions do imply tPRFs. One can easily prove that such an instantiation is also an
enhanced tPRF.

The definition of a smooth projective hash function (SPHF) [13] requires the existence
of a domain X’ and an underlying NP language £, where elements of £ form a subset of X',
i.e., L C X. The key property of SPHF is that the hash value of any word W € L can be
computed by using either a secret hashing key, or a public projection key with the witness to
the fact that W € L. However, the projection key gives almost no information about the hash
value of any point in X'\ L. In our paper, we adopt an extension of the SPHF by introducing
a new algorithm WordG for the word generation and require the SPHF to be based on a
hard-on-the-average NP-language and hence is pseudo-random [23]. That is, given a word
W e L, without the corresponding witness or the secret hashing key, the distribution of its
hash value is computationally indistinguishable from an uniform distribution.

— Roadmap of our framework Our framework is based on the eCK-secure AKE protocols
proposed in the work [21,30], which are in the traditional (i.e., non-leakage) setting. Our
2-round Al-LR-eCK-secure AKE protocol works as follows. First, for both the initiator and
the responder, we apply the Al-SE on the e long-term secret key /sk and ephemeral secret key
esk to extract two new secrets, i.e., Isk, esk. According to the definition of Al-SE, we know
that [sk, esk are indistinguishable from random values from the view of the adversary even
in the presence of computationally hard-to-invert leakages on /sk and esk.

We then use [sk and esk to generate a session-unique secret hashing key and a witness for
the WordG algorithm for the SPHF. However, since in the Al-LR-eCK model the adversary
can reveal either the long-term secret key or the ephemeral secret key, if we directly apply
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the SPHF, e.g., by setting one of sk and esk as the secret hashing key, then the adversary
can reveal Isk or esk to obtain the secret hashing key (as Al-SE guarantees nothing in this
situation!). Due to a similar reason, we cannot directly use Isk or esk as the witness in
word generation. To tackle this problem, our construction generates a session-specific secret
hashing key and a witness for the WordG algorithm by applying a tPRF F (Isk, esk). More
precisely, the initiator derives the two random values (1, r2) from the tPRF. It first applies
r1 to generate the hashing key and the projection key hp. It then signs hp using -, and sends
hp with the corresponding signature to the responder. Upon receiving the message from
the initiator, the responder verifies the signature and then executes the same procedure to
generate two random values (w, r3) by applying the tPRF. It then use w as the witness to
generate the word W and signs W with other communicated messages using 3. Finally, it
returns W and the corresponding signature to the initiator. The initiator and the responder
can then compute the hash value of W, which is the shared session key, since the initiator
knows the secret hashing key while the responder has the projection key and the witness.

It is worth noting that in our framework, we require the underlying signature scheme to be
existentially unforgeability under chosen message and auxiliary input attacks (EU-CMAA)
[19]. However, as illustrated by Faust et al. [19], no EU-CMAA-seucre signature scheme
w.r.t. polynomially hard-to-invert leakage exists. The reason is that the signing algorithm
can be regarded as a polynomially hard-to-invert leakage function. To address this problem,
the work by Faust et al. [19] considered a restricted class of leakage functions that are
exponentially hard-to-invert. Fortunately, we do not need to enforce such a restriction on the
leakage functions in this work. It is due to the fact that in our general framework of AKE
construction, for authentication, the initiator (A) generates the signature on the transcript
(hp, Al pks, B) where Ipkp is the long-term public key of the responder (53) and likewise
the responder signs the transcript (Wp, B, hp, A) that contains the ephemeral public key hp
of the initiator. Therefore, the adversary cannot forge a signature on the challenge session
through leakage query, as it is asked to specify the allowed leakage function sets prior to the
game setup in the Al-LR-eCK model and hence neither /pkg nor hp can be embedded into
the leakage function by the adversary.

An instantiation of our framework We show that the building blocks in our framework can be
instantiated in the standard model. To be precise, we first describe a construction of Al-SE
introduced in [41] using inner product from the Goldreich—Levin theorem [14] over any field
G F(g) for a prime ¢g. A simple instantiation of tPRF from PRFs is then presented. We
introduce the Diffie-Hellman language Lpy = {(u1, u2)|3r € Z), s.t.,uy = g}, u2 = g5}
where G is a group of primer order p and g1, g» € G are generators. An SPHF, denoted by
SPHFDpH, is then constructed based on LpH. We show that the EU-CMA A-secure signature
scheme of Faust et al. [19] (henceforth called the FHNNZ signature scheme) can be used as
the underlying signature scheme for instantiating our framework.

2 Preliminaries

In this section, we introduce some notations and definitions used in our construction.

2.1 Notations

In this paper, for a finite set £2, @ 3o denotes that w is selected uniformly at random from
£2.

@ Springer



154 R. Chen et al.

Computational indistinguishability Let V| and > be two probability distributions over a finite
set §2 where |2| > 2F and k is a security parameter. We then define a distinguisher D as

follows. In the game, D takes as input V1 and V,, the challenger flips a coin y <$— {0, 1}. Dis
then given an element v <$— V1 if y = 1, otherwise an elemellt v <$— V. Finally, D outputs a
bit ¥’ € {0, 1} asts guess on . We define the advantage of D in this game as Adv 2" (k) =
Pr[y’ = y] — 1/2. We say that V| and V), are computationally indistinguishable if for
any probabilistic polynomial-time (PPT) distinguisher D, Adv%1 V2 (k) is negligible, and we

denote it by V1 = V5.
2.2 Strong extractor with hard-to-invert auxiliary inputs

A central component of our construction is a new variant of strong randomness extractor
which is proposed in [41]. The new notion, named strong extractor with e-hard-to-invert
auxiliary inputs, is defined as follows.

Definition 1 (Strong extractor with e-hard-to-invert auxiliary inputs [41]). Let Ext
{0, 1}!' x {0, 1})2 — {0, 1}’”’, where [y, I and m’ are polynomial in the security parameter
k. Ext is said to be a strong extractor with e-hard-to-invert auxiliary inputs, if for all pairs
(x, f) such that x € {0, 1}12 and f € How(€), we have:

{0, F ) EXtGr, )Y = {0 £, w))
where r € {0, 1)1, u € {0, 1}’”/ are chosen uniformly at random.

It is worth noting that the above leakage function f € How(e) can be viewed as a
composition of g functions fi, f2,..., f;, where g € Nt and f; € How(e). Details are
provided in Sect. 3.1. The following Lemma is obtained in [41].

Lemma 1 [41]. Let r € {0, 1)1 be chosen uniformly at random. For any pair (x, f) where
x € {0, 1}2 and f € How(€), no PPT adversary can recover x with probability > € given
(r, f, Ext(x, r)), provided that Ext(x, r) is a strong extractor with €-hard-to-invert auxiliary
inputs.

2.3 Twisted pseudo-random function

In this paper, we apply a specific type of pseudo-random function called twisted pseudo-
random function (tPRF) in our construction. Twisted PRF was introduced in [21] and later
improved in [30]. Here we briefly recall the improved twisted PRF and introduce its enhanced
version for our work.

Let k € N be a security parameter. A function family F is associated with {Seed }ren,
{Domy}ken and {Rng; }ken. Formally, for any > s Seed;, o & >.D b2 Dom; and
R <$— Rng,, Fg’Z’D’R defines a function which maps an element of D to an element of R.
That is, F];'Z’D’R(,o) € R forany p € D.

Definition 2 (PRF) We say that F is a pseudo-random function (PRF) family if

{Fe=PR (o)) £ (RF(p)}

for any p; € D adaptively chosen by any polynomial time distinguisher, where RF is a truly

random function. That is, for any p € D, RF(p) & R.
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Definition 3 (Twisted PRF) We say that a function F : {0, 1} x {0, 1}2 — {0, 1}2 is a
twisted pseudo-random function (tPRF) if

— For any polynomial g (k),

~ ~ c
{(xl, .. .,xq(k), F(K,xl), ey F(K,xq(k)))} = {(xl, . ,xq(k), Rl, ey Rq(k))}

where K € {0, 1}, x; € {0,1}2, R; € {0, 1}"2 are randomly chosen for any i =
1,...,q(k), and
— For any randomly chosen K, x, R,

{(K, F(K,x)} = {(K, R)}

An enhanced variant of twisted PRF In this work, we consider an enhanced variant of tPRF.
That is, similar to the distinguisher defined in the security game of PRF, we allow the
distinguisher to adaptively choose the input in the security game of tPRF. Precisely, the two
properties of tPRF defined above should still hold when (x1, ..., x4()) or K are chosen by
any polynomial time distinguisher in the two security games respectively.

An instantiation of (enhanced) tPRF from PRF In [30], the authors showed that a twisted
pseudo-random function F: {0, 1} x {0, 1}’2 — {0, 1}2 can be instantiated from a pseudo-
random function F : {0, 1}/ x {0, 1}'i — {0, 1}"2 as follows,

F((k, k), (a,a")) = Fi(@) ® Fu (K)

where 1] = f, = 2¢] and k,~k’, a, a’ are randomly chosen from {0, 1}’{. A formal proof was
given in [30] to show that F' is a tPRF if F is a PRF. Therefore, we can see that PRFs do
imply tPRFs. One can easily prove that such an instantiation is also an enhanced tPRF.

2.4 Smooth projective hash function

Smooth projective hash functions (SPHF) is originally introduced by Cramer and Shoup
[13] and extended for constructions of many cryptographic primitives [23,25,28]. We start
with the definition of a slight variant required in this paper.

Syntax (extension) Roughly speaking, the definition of an SPHF requires the existence of
domains X', ) and an underlying NP language £, where elements of £ form a subset X, i.e.,
L C X. In order to make the SPHF notion well applied for our work, we need an extension
of the SPHF in this paper. Formally, our SPHF is defined by the following algorithms.

- SPHFSetup(lk ): outputs the global parameters param and the language £;

— HashKG(L, param): generates a hashing key hk for the language £;

ProjKG(hk, (£, param)): derives projection key hp from the hashing key hk;

WordG (L, param, w): generates a word W € £ with w the witness ;

Hash(hk, (£, param), W): outputs the hash value hv on the word W from the secret

hashing key hk;

— ProjHash(hp, (£, param), W, w): outputs the hash value hv’ € Y, on the word W from
the projection key hp, and the witness w for the fact that W € L.

Correctness A key property of SPHF is that, for any point W in the language £ (W € L), the
hash value of W can be computed by using either a secret hashing key which also works for
the computation of any point in the set X' \ £, or a public projection key which only works
for any point W € £ and requires the knowledge of the witness w for the fact that W € L.
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Formally, let W = WordG(L, param, w), then for all hashing key hk and projection key
hp, we have

Hash(hk, (£, param), W) = ProjHash(hp, (£, param), W, w).

Pseudo-randomness Another property of SPHF is that the projection key gives almost no
information about the hash value of any point in X \ £ (smooth). In this paper, instead of
requiring the SPHF to be smooth, we require the SPHF to be pseudo-random as follows.
One should note that this property was firstly introduced in [23]. Roughly speaking, if a
word W € L, then without the corresponding witness w, the distribution of the hash output
is computationally indistinguishable from a uniform distribution of the hash value space V.
Formally, we have the following definition.

Definition 4 (Pseudo-random SPHF) A smooth projective hash function SPHF=
(SPHFSetup, HashKG, ProjKG, WordG, Hash, ProjHash) is pseudo-random, if for any
PPT adversary M,

(param, £) < SPHFSetup(lk); ]
hk < HashKG(L, param);
hp < ProjKG(hk, (£, param));

AAVSHa . pq (k) = Pr wopdy 12

hvo < V: hv, = Hash(hk, (£, param), W):
b < M(param, L, hp, W, hv,) :
b =b.

is negligible in k.
2.5 Signature schemes secure against hard-to-invert leakage

A signature scheme consists of a tuple of PPT algorithm (KeyGen, Sign, Verify) defined as
follows.

— KeyGen(1%): generates the signing and verification key (sk, vk);
— Sign(m, sk): outputs the signature o of a message m;
— Verify(vk, m, o): outputs 1 if the signature is accepted and 0 otherwise.

A signature scheme should satisfy the following correctness property: for any message m
and keys (sk, vk) < KeyGen(1%), Pr[Verify(vk, m, Sign(sk, m)) = 1] = 1. The standard
security notion for a signature scheme is existentially unforgeability under chosen message
attacks (EU-CMA). In this paper, we are interested in the following notion for signature
schemes proposed in [19], namely existentially unforgeability under chosen message and
auxiliary input attacks (EU-CMAA).

Definition 5 (EU-CMAA) [19]. A signature scheme SZG = (KeyGen, Sign, Verify) is
secure against EU-CMAA w.r.t. H which is a class of admissible leakage functions, if for
any PPT adversary M and any function & € H,

(sk, vk) < KeyGen(1%);
AdVEFENAL (k) = Pr | (m*,0%) < MOCk) (uk, h(vk, k) -
Verify (vk, m*, o*) = 1.

is negligible in k, where oracle O(sk, -) outputs Sign(sk, m) for any input message m.
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2.6 The extended Canetti-Krawczyk (eCK) model for AKE

In this subsection, we review the eCK security model for AKE protocols.

AKE protocols An AKE protocol is run among parties (A, 53, C, ...) which are modelled as
probabilistic polynomial-time Turing Machines. Each party has a long-term secret key (Isk)
together with a certificate that binds the corresponding long-term public key (IpK) to the party.
Here we denote A\(ﬁ) as the long-term public key of party A (13) with the certificate issued
by the certificate authority C.A.

Any two parties, say A, B, can be activated to run an instance of the AKE protocol,
namely session to obtain a shared session key. During the session execution, the party that
first sends a message is called an initiator and the party that first receives a message is
called a responder. Suppose that A is the session initiator. When the session is activated,
A generates the ephemeral public/secret key pair (epk 4, esk o) and sends (E , Z, epk_y) to
session responder B. B then creates the ephemeral public/secret key pair (epks, eskg) and
sends (K , §, epk 4, epkp) to A. At the end of the session execution, each party derives the
shared session key by taking as input his/her own long-term secret key and ephemeral secret
key, along with the long-term public key and ephemeral public key received from the other
party.

The session of initiator .4 with responder B is identified by the session identifier (Z , ﬁ,
epk 4, epkn), where A is the owner of the session and B the peer of the session. The session
of responder B with initiator A is identified as (§ s Z, epkp, epk 1), where B is the owner
of the session and A the peer of the session. Session (§, ;\\, epkp, epk 4) is said to be the
matching session of (A, B, epk 4, epkp). If the party outputs a session key at the end of the
session, we called the session is completed.
eCK security model The extended Canetti—-Krawczyk (eCK) model was proposed by LaMac-
chia, Lauter and Mityagin [31] based on the CK model which was formulated by Canetti
and Krawczyk [10] for the AKE protocols. Roughly speaking, in the eCK definition, the
adversary M is modelled as a probabilistic polynomial time Turing machine that controls all
communications between the honest parties. In the eCK model, adversary M is allowed to
issue the following oracle queries.

— Send(A, B, message). Sends message to party A on behalf of party B. Returns A’s
response to this message. This query allows M to activate A to start a session and
present party 3 to communicate with A.

— EstablishParty(pid). This query allows the adversary to register a long-term public key
on behalf of party pid, which is said to be dishonest. Note that if a party is not dishonest,
we call the party honest.

— LongTermKeyReveal(pid). This query allows the adversary to learn the long-term secret
key of party pid.

— SessionKeyReveal(sid). This query allows the adversary to obtain the session key of
the completed session sid.

— EphemeralKeyReveal(sid). This query allows the adversary to obtain the ephe-meral
secret key of session sid.

Eventually, adversary M selects a completed session sid™ as the fest session and makes
a query Test(sid*) as follows.

— Test(sid*). To answer this query, the challenger pick b 3 {0, 1}. If b = 1, the chal-
lenger returns SK* < SessionKeyReveal(sid*) . Otherwise, the challenger sends M

arandom key R* <$— {0, 1}ISK™1,
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Note that the Test query can be issued only once and the game terminates as soon as M
outputs its guess b’ on b. Here, we require the fest session to be a fresh session which is
defined as follows.

Definition 6 (Fresh session in eCK model) Let sid be the completed session owned by an
honest party A with peer 55, who is also honest. If there exists the matching session to session
sid, we denote the matching session as sid. Session sid is said to be fresh if none of the
following conditions hold:

— M issues a SessionKeyReveal(sid) query or a SessionKeyReveal(sid) query (If sid
exists).
— sid exists and M issues either

- LongTermKeyReveal(A) A EphemeralKeyReveal(sid), or
- LongTermKeyReveal(B) A EphemeralKeyReveal(sid).

— sid does not exist and M issues either

- LongTermKeyReveal(A) A EphemeralKeyReveal(sid), or
- LongTermKeyReveal(B).

We remark that the freshness of the test session can be identified only after the game is
completed as M can continue the other queries after the Test query. That is, M wins the
game if he correctly guesses the challenge for the test session which remains fresh until the
end of the game. Formally, we have the following notion for eCK security.

Definition 7 (¢CK security) Let the test session sid* be fresh where adversary M issues
Test(sid™) query. We define the advantage of M in the eCK game by

AdveGK (k) = Pr[b’ = b] — 1/2,

where k is the security parameter of the AKE protocol. We say the AKE protocol is eCK-
secure if the matching session computes the same session key and for any probabilistic
polynomial-time adversary M, Adv; 7" is negligible.

3 Formal security against auxiliary inputs for AKE

In this section, we introduce a new security model, namely leakage-resilient eCK model w.r.t.
auxiliary input (Al-LR-eCK), for AKE protocols.

3.1 Admissible auxiliary input functions

To model both the long-term secret key and ephemeral secret key leakage with respect to the
auxiliary input, we firstly specify the set of admissible functions H. Following the work of
Dodis et al. [14], we define two classes of auxiliary input leakage functions.

— Let How(€jsk) be the class of all the polynomial-time computable functions & : {0,
1}I1sKI+lIPkl s 10, 1}*, such that given i (Isk, Ipk) (for a randomly generated long-term
key pair (Isk, Ipk)), no PPT adversary can find Isk with probability greater than €)sk. The
function A (Isk) can be viewed as a composition of ¢k € N* functions, i.e., h(Isk, Ipk) =
(h1(Isk, Ipk), ..., hgg (ISK, Ipk)) where for all i € {1, ..., qisk}, i € How(€isk)-

— Let Hjpk-ow (€1sk) be the class of all the polynomial-time computable functions % : {0,
1}/IskI+lIPkl 5 (0, 1}*, such that given (Ipk, A(Isk, Ipk)) (for a randomly generated long-
term key pair (Isk, Ipk)), no PPT adversary can find Isk with probability greater than €.
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The function 4(Isk, Ipk) can be viewed as a composition of gigk € N functions, i.e.,
h(lsk, Ipk) = (h1(sk, Ipk), ..., hgg (ISK, IpK)) where for all i € {1,...,qsk}, h;i €
7'flpk—ow (€1sk)-

For the auxiliary input functions with respect to ephemeral secret key leakage, we also
define two classes.

— Let How(€esk) be the class of all the polynomial-time computable functions & : {0,
1yleski+lepkl 10, 1}*, such that given h(esk, epk) (for a randomly generated
ephemeral key pair (esk, epk)), no PPT adversary can find esk with probability greater
than egsk. The function i(esk, epk) can be viewed as a composition of gesx € NT
functions, i.e., h(esk, epk) = (h1(esk, epk), ..., hy, (esk, epk)) where for all i €
{1, ..., qesk}, hi € How(€esk)-

— Let Hepk-ow(€esk) be the class of all the polynomial-time computable functions
h : {0, 1}leski+lerkl 10 1}*, such that given (epk, i(esk, epk)) (for a randomly
generated ephemeral key pair (esk, epk)), no PPT adversary can find esk with prob-
ability greater than €ggk. The function A (esk, epk) can be viewed as a composition of
gesk € NT functions, i.e., h(esk) = (h;(esk, epk), ..., hges (€SK, €pK)) where for all
ie€{l,...,qesk} hi € Hepk-ow (€esk)-

One can note that if either eigx < 275K or eqge < 279Kl our definitions would be
trivialized since then no leakage if admissible. In the definition of How, we require that it is
hard to compute the secret key given only the leakage. In contrast, when defining Hpk-ow and
Hepk-ow» We ask that the secret key is hard to compute when given the public key in additional
to the leakage, which means the allowed leakage functions depend on the information of the
public key while the leakage class How is defined independently of the concrete AKE scheme.

In this work, we typically define the auxiliary input model with respect to the class
Hipk-ow (€1sk) and Hepk-ow (€esk)- This is because that AKE protocols normally belong to
the public key setting in terms of the authentication mechanism. As stated in [14], it would
be impossible to prove that the scheme remains secure w.r.t the class of admissible auxiliary
input function Hoew since the public key (e.g., IpK) itself leaks some information about the
secret key (Isk). The stronger security notion for the class of admissible auxiliary input func-
tion How, can be then achieved according to the following lemma which is firstly proven by
Dodis et al. [14] and later formalized in [19].

Lemma 2 ([14,19]) For any €sk and €gsk, we have that

L. Hlpk—ow(elsk) C How(€isk) Hepk—ow(fesk) C How(€esk)-
2. 7'fow(z_|ka| - €lsk) S 7'(ka—ow('flsk), ’How(z_‘epk‘ - €esk) © Hlpk—ow(eesk)-

It is worth noting that the public-key setting is not always the case for the secrets that are
not involved in the authentication mechanism (e.g., the ephemeral secret). A counterexample
is our generic construction that will be introduced below. Nevertheless, we consider such
class of auxiliary input function to make our model general. Actually, for the ephemeral
secret that has no public key (i.e., [epk| = 0), we have that Hepk-ow(€esk) = How (€esk)
according to Lemma 2.

3.2 Auwxiliary input model for AKE
We are now ready to present the new security model, i.e., leakage-resilient eCK model w.r.t.

auxiliary input (Al-LR-eCK) for AKE protocols. Roughly speaking, we allow the adversary
to access the leakage oracle in addition to the queries specified by the original eCK model.
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Formally, we define the following two leakage queries for the adversary in the Al-LR-eCK
model.

— LongTermKeyLeakage( fisk, pid). This allows the adversary to query the leakage oracle
and learn fisk (Isk, [pk) where fisk € Hipk-ow (€isk) and (Isk, [pk) denotes the long-term
key pair of party pid.

— EphemeralKeyLeakage( fesk, Sid). This allows the adversary to query the leakage
oracle and learn fesk(esk, epk) where fesk € Hepk-ow(€esk) and (esk, epk) denotes
the ephemeral key pair used by the owner of the session sid.

One should note that separating the leakage queries for the long-term key and the
ephemeral key is reasonable in practice, as these keys are usually not stored in the same
place (e.g., the long-term key can be stored in ROM, while ephemeral keys are stored in
RAM).

Note that in our new security model, we aim to remove the restriction in the previous
models without the split-state assumption used by the after-the-fact-leakage AKE model
proposed in [2,3] by Alawatugoda et al. That is, the adversary can access to the leakage
oracle before, during or after the test session. However, as shown below, if there is no other
restriction with respect to the leakage query, a trivial attack can be launched by the adversary
as follows.

A trivial attack Consider a test session Sid* which is owned by party A with peer B. Note
that for a 2-pass AKE protocol, the session key of sid* is determined by (A, B, Isk.4, esk’,
Ipkg, epky;) which contains only two secret keys (i.e., [sk 4, €Skik4)- Since M is allowed to
reveal esk” (Isk 4) in the eCK model, M can launch a trivial attack by encoding the session
key derivation function into the leakage function of /sk 4 (esk”;) and hence wins the security
game. Therefore, some special treatments should be adopted otherwise the security cannot
be achieved at all.

Our treatment As we have discussed before, in reality, leakage attacks are often determined
by the hardware devices and measurement methods in physical implementations. On the other
hand, the trivial attack above assumes that the adversary can adaptively choose any abstract
leakage function, which is overly strong for capturing leakage attacks in reality [20,40].
Therefore, it is reasonable to change the full adaptive definition which would give a more
meaningful way to address the trivial attack. Inspired by this observation, in our proposed
model, we ask the adversary to submit two leakage function sets Fisk S Hjpk-ow (€Isk)
and Fesk © Hepk-ow (€esk), where both |Figk| and |Fegk| are polynomial in the security
parameter, prior to the game setup. During the security game, the adversary is only allowed to
adaptively ask for any leakage functions belonging to the committed sets. More precisely, for
all the queries LongTermKeylLeakage( fisk, pid) and EphemeralKeylLeakage( fesk, Sid)
that are issued by the adversary, we require that fisk € Fisk, fesk € Fesk- It is worth
noting that the above natural relaxation of leakage resilience has also been considered in
e.g., [17,20,38,40] and is generally known as non-adaptive leakage resilience where the
adversary has to fix the leakage functions in advance before seeing the system parameters.
Readers may consider a slightly stronger model where the adversary is only required to
submit Figk, Fesk before the challenge phase (i.e., the test session). However, if we adopt
this approach, then we cannot avoid the following trivial attack. Consider a test session sid*
where the session key is determined by (1/4\, B, Iska, esk’y, Ipkp, epkis). Suppose that the

matching session sid* does not exist, i.e., adversary M controls the generation of epkj;. To
specify the function set Fesk, M can first obtain sk 4 via LongTermKeyReveal(A) and then
encode the session key computation function and (A, B, Isk 4, Ipkg, epk};) into a leakage
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function fegk that outputs the session key. Note that this can be done before the activation
of test session since adversary M can choose epkj; by itself. The reason behind this trival
attack is that the adversary can be actively involved in the challenge session in AKE.

We define the notion of a fresh session in the Al-LR-eCK model as follows.

Definition 8 ((¢;, €2)-Leakage fresh session in Al-LR-eCK model). Let sid be a completed
session owned by an honest party A with peer B, who is also honest. Let sid denote the
matching session of sid, if it exists. Session sid is said to be fresh in the Al-LR-eCK model
if the following conditions hold:

— sid is a fresh session in the sense of eCK model.
— M only issues the following leakage queries

LongTermKeylLeakage( fisk, A),
LongTermKeyLeakage( fisk, B),
EphemeralKeyLeakage( fesk, Sid),
EphemeralKeylLeakage( fesk, sid) (if sid exists),

such that fisk € Fisk S Hipk-ow(€1); fesk € Fesk S Hepk-ow(€2) where both Figk and
Fesk are submitted by M at the very beginning of the security game.

It remains to formally define the notion of Al-LR-eCK security.

Definition 9 (Al-LR-eCK security) Let the test session sid* be (¢1, €;)-leakage fresh where
adversary M issues Test(sid*) query. We define the advantage of M in the Al-LR-eCK
game by

AdVATEReCK (1) — Pr[p’ = b] — 1/2,

where k is the security parameter of the AKE protocol. We say the AKE protocol is
(€1, €2)-leakage-resilient eCK w.r.t. auxiliary inputs-secure ((€, €3)-Al-LR-eCK-secure) if
the matching session computes the same session key and for any probabilistic polynomial-

time adversary M, Advﬁl/[ LR-eCK (1) is negligible.

Classification of valid attacks in Al-LR-eCK Here we discuss the relationship between the
reveal oracle, e.g., LongTermKeyReveal and the leakage oracle, e.g.,
LongTermKeylLeakage. We can see that it is meaningless for M to issue the leakage
query on the long-term secret key (ephemeral secret key) if it has already obtained the whole
key through querying the reveal oracle. Indeed, adversary M can compute itself the leakage
function fisk(Isk_ ) if Isk 4 is known to him. Therefore, the valid attack on the test session
can be classified according to Table 2. Without loss of generality, we assume that the test
session sid™ is a completed session owned by an honest party A with peer B. Let sid” denote
the matching session of sid™, if it exists. We denote esk™, eskj; as the ephemeral secret keys

used by A and B in sid* and sid” (if it exists), respectively.

4 A general framework for Al-LR-eCK-secure AKE

In this section, we propose a general framework for constructing Al-LR-eCK-secure AKE
protocols.
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Table 2 Classification of valid attacks by adversary M

Events Owner of sid* Existence of sid" Isk 4 esk’y Iskp esky
E; A/IB Yes R L R L
E; AIB Yes L R L R
E3 AlB Yes R L L R
E4 A/B Yes L R R L
Es A No R L L ®
Es A No L R L ®
E; B No L ® R L
Eg B No L ® L R

“R” means the long-term or ephemeral secret key is revealed and “L” means the long-term or ephemeral secret
key is accessed through leakage query by the adversary. “®” means that the ephemeral secret key is under the
control of the adversary

4.1 Our generic construction

Figure 1 describes the generic construction for the secure AKE protocol with auxiliary inputs.
We describe the framework as follows.

System setup Suppose that k is the system security parameter. Let SPHF = (SPHFSetup,
HashKG, ProjKG, WordG, Hash, ProjHash) denote an SPHF over £ C X and onto the
set V. Let STG = (KeyGen, Sign, Verify) be an EU-CMAA-secure signature scheme with
the signing key space denoted as SK. Let Ext; : SK x {0, 1}2® — {0, 1}1® Ext, :
{0, 1}2®) % {0, l}lz(k) — {0, 1}2® be two strong extractors with hard-to-invert auxiliary
inputs. Let F : {0, 1}1® x {0, 120 — {0,1}5® be an enhanced tPRF. The system
parameter is (param, Ext;, Ext,, F) where param < SPHFSetup(15).

Key generation At the long-term key generation stage, A picks r 4 <$— {0, 1}l§(k) and runs
the algorithm KeyGen to obtain a signing/verification key pair (sk_4, vk4), A then sets its

long-term key pair as Isk g4 = ska, I[pka = (vka, ra). Similarly, B picks rg <$— {0, 1}15(1‘)
and runs the algorithm KeyGen to obtain signing/verification key pair (skg, vkg), B then
sets its long-term key pair as Iskg = skg, [pkp = (vkp, rB).

Session execution (A = B) The key exchange protocol between .A and BB executes as follows.

— (A — B). A performs the following steps.

Selects the ephemeral secret key esk 4 52 {0, 1}2%)

Sets Isk 4 = Ext; (ska, eska), eskA = Exty(eskq,ra).
Computes (ry, 1) = F(lskA, eskA)

Runs HashKG(param, £, r) to obtain the hashing key hk.

Runs ProjKG(param, £, hk) to obtain the projection key hp.
Signs hp by running Sign(sk_4, hp, A, Ipkg, ﬁ); rp) to obtain o 4.
7. Erase all state except (hp, esk_4) and sends (A, hp, o.4) to B.

AR .

— (B — A). Upon receiving the message from A, B executes the following steps.

1. Verifies 0 4 and aborts if the verification fails, otherwise,

2. Selects the ephemeral secret key eskp <$; {0, 1}2%)
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A (Initiator) B (Responder)

lska = ska,lpka = (vka,ra). lskp = skg, lpkp = (vkp,rR).

Session Execution
eska & {0, 1}l2(F)
lrs7cA = Exti(ska,eska),
g;l;A = Exta(eska,ra),
(r1,72) = F(lska, eska),
hk <— HashKG(param, £, 1),
hp < ProjKG(param, £, hk),
o4 + Sign(sk.a, (hp, A, Ipks, B); ra),
Erase all state except (hp, esk.4).
(A, hp,o.4)
If Verify(vka, o4, (hp, A, lpkr, B)) = 1,
eskp & {0, 1}12(k)
Iskp = Exty(skn, eskn),
eskp = Extz(eski, rR),
(ws,rs) = F(lskp, esks),
Wpg < WordG(param, £, wg),
o < Sign(sks, (Ws, B, hp, A);r3),
(B, Ws, A, hp, o5)

Session Key Derivation
If Verify(vkg, o3, (Wi, B, hp, A)) = 1,
reconstruct hk,
SK A < Hash(param, £, hk, W) SKp < ProjHash(param, £, hp, Wi, wgi)

Fig. 1 Framework for Al-LR-eCK-secure AKE

Sets lfs\iqg = Ext|(skg, eskp), E/;B = Exty(eskp, rg).
Computes (wg, r3) = f(mcg, ZE_IQB)

Runs the algorithm WordG(param, L, wB) to obtain a word Wp.
Signs Wi by runmng Sign(skg, (Wpg, B, hp, A) r3) to obtain 0.
Sends (B Ws, A, hp, op) to A.

NownsEWw

Session key derivation When A receives (§ , Wg, A , hp, o), A firstly verifies the signature
o by running Verify(vkg, o3, (E, Ws, hp, X)). If the verification fails, .4 aborts the pro-
tocol, otherwise, A reconstructs hK using (sk_4, esk 4, r 4). Finally, A computes the session
key as SK 4 < Hash(param, £, hk, Wg). Similarly, party 3 computes the session key as
SKp < ProjHash(param, £, hp, Wi, wg).

Correctness Due to the projective hash function, we can easily obtain that,

Hash(param, £, hk, Wi) = ProjHash(param, £, hp, Wz, wg)
which guarantees that SK 4 = SK3.

4.2 Security analysis

Theorem 1 The above construction is (€1, €3)-Al-LR-eCK-secure if the underlying SPHF
is pseudo-random, SIG is secure against EU-CMAA w.r.t. Hipk-ow(€1), EXty is a strong
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extractor with €-hard-to-invert auxiliary inputs, and Exty is a strong extractor with €;-
hard-to-invert auxiliary inputs, where both € and € are negligible.

Proof Denote the advantage of adversary M against our construction in the security model
as Adv (k).
Let the test session sid* be as follows.

sid* = ((A, hp*,0%) . (B, W5, A, hp*, o)) or ((B, Wg, A, hp*, o), (A, hp*, %))

We adopt the game-hopping technique for the security proof of our construction. We
define a sequence of modified attack games, Gamey, Gamej, ... between the simulator S
and adversary M. In each game, a random bit b is chosen by the simulator S for the test
session and M outputs a bit b’ at the end of game. We denote Succ; as the event that b = b’
in Game;. Therefore, the advantage of M in Game; is Adv ¢ ; = Pr[Succ;] —1/2. O

It remains to show the details of each game.

Game 0 Gamey is the original attack game. Suppose that adversary M activates at most
n(k) honest parties { Py, ..., Py)} and activates party A € {Pl, -+, Py} as an initiator at

most N (k) times. In the i-th activation, S chooses esk 4,i {0 1}12(") ', computes lskA i =
Ext(ska, eska.i), eskA = Exty (eska,i,ra), and (ry,r2;) = F(lskAl, eskA ). Sup-
pose M activates party B € {P1,---, Py} as a responder at most N (k) times. In the

j-th activation, S chooses esks, & {0, 1}2®), computes | Iskp,; = Exti(sg, esks,;),
eskgj = Exty(eskp,j, ), and (wg,;,13,;) = F(lskg j,eskB]) Similarly, for any acti-
vation of the other n(k) — 2 parties, S simulates the session correctly. One can easily that,

AdvATEReCK (1) = Adv g o 1)

Game 1 Game; is the same game as Gamey, except that at the beginning, S chooses
two parties randomly from [Py, -- -, P,x)] and aborts the game if they are not A and B
respectively. We then have that,

Advag1 = (1/n(k)%) - AdV a0 2)

Game 2 Game; is the same as Game| except that S aborts the game if M generates
o’y or oj5. Now we analyze the probability that M generates oy or o}5. On one hand, if
adversary M obtains [sk 4 (Iskp) through the reveal query, the case that M generates o7
(o) would not happen as this implies that M has corrupted A (B). This is not allowed
due to the freshness requirement of sid*. On the other hand, the probability that M forges
either of the above signatures without obtaining the corresponding long-term secret key
is bounded by the unforgeability of the underlying signature scheme SZG. One may note
that in our construciton, the random r, of signing in the test or other sessions is derived
from the revealed key and leaked key while the one used by the singing oracle in the EU-
CMAA model is uniformly random. We insist that they are indistinguishable from the view
of the adversary. This is due to the security property of the underlying randomness extractor
and tPRF. Therefore, during the simulation, when the pseudo-random r; is replaced by
a uniformly random number by the signing oracle defined in the EU-CMAA model, the
returned signature is indistinguishable from the one in the real AI-LR-eCK game from the
view of a computational adversary. Suppose that the advantage of any adversary against SZG
in the EU-CMAA model is at most Advg%g(?ﬂaf_ o (K), then we have that,

Advpgs = (1 — AdVETSIAR (k)) AV 3)
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Therefore, we say that (A, hp*, o)) must be correctly computed by S in the i*-th activation
for some i* € {1,..., N(k)} and (B, W, o5) must be correctly computed by S in the j*-th
activation for some j* € {1, ..., N(k)}.

Game 3 Games is the same as Game; except for the following. S chooses i, j €
{1,..., N(k)} randomly and aborts the game it does not hold that i = i*, j = j*. Itis
easily to obtain that,

Advasz = (1/NK)?) - Adv o 4)

Game 4 Gamey is the same as Games except for the following. Suppose that the behaviour
of M on the test session (and the matching session, if exits) belongs to the event E* €
{Eq, ..., Eg} (Table 1). S then chooses an event E’ & {E1, ..., Eg} and aborts the game if
E’ £ E*. Therefore, we can see that,

Advp e =1/8-Advags )

Game 5 Games is the same as Gamey except for the following. For any activation of A as
an initiator, S simulates it as follows.

Case A.5.1 E* € {E|, E3, Es}.

Instead of computing esk 4 i+ = Exty(esk.a i+, r4), S chooses esk 4 j+ & {0, 1320 1
this sub-case, we have the following claim.
Claim 1 For any adversary M, we have that

|AdVM,5 — AdVM,4| < 2AdvExts (k),

where AQVEXt (k) is the most advantage of any adversary against Exty : {0, 1}2®)
x{0, 1}2% — {0, 1}25 whichis a strong extractor with e€3-hard-to-invert auxiliary inputs.

Proof We use simulator S as the adversary against the strong extractor with e-hard-to-
invert auxiliary inputs. More precisely, we assume a security test environment for Ext;,
where S is given (r4, fi(eska i), -+, fg.(eskaix), T*), of which T* is either Ty =
Exty(eskaix,ra)or Ty =71 <$— {0, 1120, During the simulation, S returns ( f1(esk.a i+),
<o fq.(esk AJ-»«))1 as the leakage query outputs for M. As for the test session, i.e., i*-th
session, S sets esk, A.i* as T*. One can note that when 7* = Ty, the simulation is equivalent
to Gamey. Otherwise the simulation is equivalent to Games.

Finally, when M outputs its guess b’, S outputs 1 if b’ = b, otherwise outputs 0. Let
AdVEXt, (k) be the advantage of S against Ext,, then we have that,

AdVExt; (k) = Pr[S outputs 1|T* = Ty] — Pr[S outputs 1|T* = Ti]
— Pr[b) = b|T* = Ty] — Pr[b) = b|T* = T]
1
= E(AdVM’S — AdVM,4).

and |Adv rq 5 — Adv g 4] < 2AdVEXto (k). This completes the proof of Claim 1. O
Case A5.2E* € {Ez, E4, E6}.2

! Since the ephemeral secret key esk 4 ;+ has no corresponding public key, we have that f; €
Hepk-ow (€esk) = How(€esk) forall 1 < j < g, according to Lemma 2.

2 One may notice that here S does not simulate the session of A when E* € {E7, Eg}. This is because that
when E7 or Eg happens, the session of A is under the control of the adversary and thus it does not exist. It is
also the case for the events E5 and Eq where S does not need to simulate the session of 5.
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Instead of computing l?ch,,- = Ext;(sk, esk4.i), S chooses l;-]’(A!i <$— {0, 1}1® for all
i €{l,---, N(k)}. In this sub-case, we have the following claim.
Claim 2 For any adversary M, we have that

|AdVM,5 — AdVM’4| <2 N(k) . AdVEXt1 (k),

where AAVEXt; (k) is the most advantage of any adversary against Ext; : SK x{0, 1}2®
— {0, 1Y1%) which is a strong extractor with €-hard-to-invert auxiliary inputs.

Proof We use simulator S as the adversary against the strong extractor with e-hard-to-invert
auxiliary inputs. More precisely, we assume N (k) security games for Ext;, where for each
iefl,...,N(}, Sis given (eskai, fi1(ska), ..., fq(ska), T;), of which T* is either

To; = Exti(ska,eskq;) or Ti; = r;i & {0, 1}"® | During the simulation, S returns
(fi(ska), ..., fq (sk4))3 as the leakage query outputs for M. As for the i-th session, S sets
Isk A.,i as T;*. One can note that if 7;* = Tp; foralli € {1, N (k)}, the simulation is equivalent
to Gamey. Otherwise the simulation is equivalent to Games. Therefore, applying the hybrid
argument and according to the analysis in Claim 1 we then have that,

|Advars — Advaga| <2 - N(k) - AdvExt (k).

This completes the proof of Claim 2. O

For any activation of B as a responder, similarly, S simulates as follows.
Case B.5.1 E* ¢ {E] s E4, E7}.

S chooses eskz_j+ 210, 12®, instead of from Exta (esks, 4 TB)-
Case B.5.2 E* ¢ {EQ, E3, Eg}.

Instead of computing @57j = Ext(s5, eskg, ), S chooses 1}7(3,,- <$; {0, 1}’1(") for all
je{l,-, Nk}

One can note that Case B.5.1 and Case B.5.2 are similar to Case A.5.1 and Case A.5.2
respectively.

Therefore, for Games, we always have that,

|AdV ag 5 — AdVaga| < 2 - max{N (k) - AdvExtq (k), AdvExta(k)} (6)

Game 6 Gamey is the same as Games except for the following.
For any activation of .4 as an initiator, S simulates as follows.

Case A.6.1 E* € {E, E3, Es}.

Instead of computing (rq ;*, 2,;+) = f(ch,i*, gs\I;A,,'*), S chooses (r1,;%, 72,i*) <$—
{0, 1} (&) In this sub-case, we have the following claim.
Claim 3 For any adversary M, we have that

|AdVM,6 — AdVM,5| < 2AdvtPRF(k),

where AAVtPRF (k) is the most advantage of any adversary against the enhanced twisted
PRF F.

3 Noting that sk_4 here has the verification key vk 4, one may wonder if the leakage query made by M can
be answered by S. It is actually the case, as for each leakage function i ; € Hpk-ow (€1sk) (1 < j < ¢7) by
M, we canset fj(sk 4) = (hj(sk4, vk 4), vk 4) € How (€1sk)-
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Proof We use simulator S as the adversary against the second property of the enhanced
twisted pseudo-random function. Precisely, we assume a security test environment for

F, where S specifies the input Isk A+ and is given T*. Here T* is either Ty =

f(ch ,*,EE_I;A #yor Ty =r <$— {0, 1}2%) During the simulation, as for the test ses-
sion, i.e., i*-th session, S sets (r1 i*,r2,i+) as T*. One can note that when T* = Ty =
F(lskA i, eskA i*), although eskA ;= here is unknown to S and may be different from the
one picked randomly by S in Games, they are statistically indistinguishable from the view of
adversary M. Therefore, when T* = Ty, the simulation is equivalent to Games. Otherwise
the simulation is equivalent to Gameg.

Finally, when M outputs its guess &', S outputs 1 if b’ = b, otherwise outputs 0. Let
AdVvtPRF (k) be the advantage of S against F , then we have that,

AdvtPRF (k) = Pr[S outputs 1|7* = Ty] — Pr[S outputs 1|T* = T1]
— Pr[b) = b|T* = To] — Pr[b) = b|T* = T1]

1
= E(AdVM’6 —Adv g 5).

and |Adv g6 — Adv g s| < 2AdViPRF (k). This completes the proof of Claim 3. ]

Case A.6.2 E* € {E,, E4, Eg}.

Instead of computing (r1,;,72,;) = I?(l’s\ch,i, EE-];AJ), S chooses (r1,i,72,i) <$— {0, 1}3%
foralli € {1, ..., N(k)}. In this sub-case, we have the following claim.
Claim 4 For any adversary M, we have that

|AdVM,(, — AdVM,5| < 2AdvtPRF(k),

where AQVtPRF (k) is the most advantage of any adversary against the enhanced twisted
PRF F.

Proof We use simulator S as the adversary against the first property of the enhanced twisted
pseudo-random function. Precisely, we assume a security test environment for F, where
S specifies the input (esk4 1, ..., eska yw)) and is given (T}, .. N(k)) For all i €

{1,.... N}, T* is either To; = F(iskai, eskas) or Tri = r < {0,1}2®. During

the simulation~, aisvfor tl}_gj-th session, S sets (r1,;,72,;) as Tl* Ogg can note that when
T =To; = F(lska,i,eska;)foralli € {1,..., N(k)}, although /sk 4,; here is unknown
to S and may be different from the one picked randomly by S in Games, they are statistically
indistinguishable from the view of adversary M. Therefore, when Tl* = Tp,;, the simulation
is equivalent to Games. Otherwise the simulation is equivalent to Gameg.

Finally, when M outputs its guess b, S “outputs 1 if b’ = b, otherwise outputs 0. Let

AdVtPRF (k) be the advantage of S against F, then we have that,

AdVtPRF (k) = Pr[S outputs 1|7* = Ty] — Pr[S outputs 1|T* = T1]
- Pr[ — b|T* = Ty] — Prlb = b|T* = T}]

= E(AdVM’6 —Adv g 5).

and |Adv g6 — Adv g s| < 2AdViPRF (k). This completes the proof of Claim 4. m}

For any activation of B as a responder, similarly, S simulates as follows.
Case B.6.1 E* € {E|, E4, E7}.
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Instead of computing (wg, j+, 13, j+) = f(z's%,g,,*, g;lgg,j*), S chooses (wg, j*, 73, j*) <$—
(0, 1) 0.
Case B.6.2 E* € {E;, E3, Eg}.

Instead of computing (wg,j,73,;) = 'F“(lstB,.,,ZEEBM,), S chooses (wg, j, 13, j*) <$—
{0, 1}3% forall j € {L,---, N(k)).

One can note that Case B.6.1 and Case B.6.2 are similar to Case A.6.1 and Case A.6.2
respectively.

Therefore, for Gameg, we always have that,

|AdVM'6 — AdVM,5| <2 - AdvtPRF (k) (7)

Game 7 Gamey is the same as Gameg except for the following. For the test session sid*,
S sets SK as a random string instead of computing SK* < Hash(param, £, hk*, Wj).
We then have the following result.

Claim 5 For any adversary M, we have that
|AdV a7 — AdV g 6] < 2AdVSPHF (%),
where AQVtPRF (k) is the advantage of any adversary against the twisted PRF F.

Proof We use simulator S as the adversary against the pseudo-randomness of the underlying
SPHF,i.e., SPHF. More precisely, we assume a security test environment for SPH.F, where

S is given (hp*, W*, hv*), of which hv* is either the hash value of W* or v <$— V. During
the simulation, as for the test session, i.e., i*-th session, S sets hp;» = hp* by implicitly
assuming that hp* = ProjKG(param, £, hk;+) where hk;» = HashKG(param, £, r| ;*).
Note that although r; ;= here may be different from that one picked by S in Gameg, they are
statistically indistinguishable from the view of adversary M. Moreover, S also sets Wi in
the test session as W* by implicitly assuming that W* = WordG(param, £, wy, j+). Again,
although wp_ j+ here may be different from that one picked by S in Games, they are also
statistically indistinguishable from the view of adversary M. Therefore, when hv* is the hash
value of W*, the simulation is equivalent to Gameg. Otherwise the simulation is equivalent
to Gamey.

Finally, when M outputs its guess b, S outputs 1 if b’ = b, otherwise outputs 0. Let
AdvtPRF (k) be the advantage of S against F, then we have that,

[AdV A7 — AdV 6] < 2AdVSPHF (k) ®)
This completes the proof of Claim 5. O
One can easily see that Pr[Succy] = % as SK* is randomly chosen by S. Thatis, Adv o7 =

0.
According to (1-8), we have the conclusion that Adv'/A\l/[ LR'eCK(k) is negligible, which

proves Theorem 1.
5 Instantiating the building blocks
In this section, we show an instantiation of our framework based on the strong extractor with

hard-to-invert auxiliary inputs [41], a tPRF from PRFs, the decision Diffie-Hellman (DDH)
assumption and the FHNNZ signature scheme [19].
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5.1 Strong extractor with hard-to-invert auxiliary inputs

The work in [41] showed that a strong extractor with e-hard-to-invert auxiliary inputs can be
constructed from the modified Goldreich-Levin theorem [14]. We first describe the following
Goldreich-Levin theorem [14] over any field GF(g) for a prime g. Denote < x,r >=
Zle rix; as the inner product of x = (xq,...,x;) andr = (r1, ..., 17).
Theorem 2 Let g be a prime, and let H be an arbitrary subset of GF(q). Let f : H" —
{0, 1}* be any (possibly randomized) function. If there is a distinguisher D that runs in time
t such that |Pr[D(r,y, < s,r >) = 1] — Pr[D(r, y,u) = 1]| = § where s <$— H",y «
f(s),r <$— GF(g@)", u <$— GF(q), then there is an inverter T that runs in time t' =t -
— 83

poly(n, |H|, 1/8) such that Pr[Z(y) = s] > gt

Below we show the instantiation described in [41]. Let Ext(x, r) =< x, r >, we have the
following theorem.
Theorem 3 Let k be the security parameter. Let x be chosen uniformly random from {0, 1}}(®
where [(k) = poly(k). Then given f € How(€), no PPT distinguisher D can distinguish
(r, f(x), Ext(x, r)) from (r, f(x), u) with probability ¢ > (512 - [(k)q*€)'/3, where r &
GF(@)® ., u & GF(q).

The proof of above theorem is referred to [41].

5.2 A simple instantiation of tPRF

Following the work in [30], we show that the enhanced tPRF, i.e., F : {0, 1}1® x {0, 1}2%)
— {0, 1}2® can be simply instantiated as follows. Without loss of generality, we take the
construction of F (lsk As esk A) as an example.

Let lskA = lskA||lskA,eskA = eskA||eskA, where |lskA| = ki, |l§7c:/4| =
ko, |eskA| = k3, |eskA| = kyq such that ki + kp = 11(k), k3 + ka = t2(k). Pick two
PRFs F’ : {0, 1}t x {0, 1} — {0, 1}3®, F” . {0, 1} x {0, 1}*2 — {0, 1}3®)_ Then
we construct F as follows.

=~ — —~
F(lsk 4, esk ) = FZ/ETc'A (esk 4) ® Fe%?’;‘ (Usk 4).
Based on the Theorem 1 in [30], one can easily have the following theorem.

Theorem 4 The above F is an enhanced tPRF as long as both F' and F' are PRFs.

5.3 An SPHF from the DDH assumption

In the following, we present the language we use in the instantiation. Specifically, we intro-
duce the Diffie-Hellman language £p g and show how to construct a SPHF based on it. Let
G be a group of prime order p and g1, g2 € G be generators of G.

Decision Diffie—Hellman assumption The DDH assumption says that for any a, b, r randomly

chosen from Z,, {(g1, g, g7, 81")} = (g1, 8}, &7, &)
Diffie-Hellman language The Diffie-Hellman Language is defined as follows.

Lpg = {1, u2)|3r € Zp, s.t.,ur = g7, uz = g5}

One can see that the witness space of Lpg is W = Zp and Lpg C G2
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SPHF on Lpy. Here we show how to construct an SPHF (denoted by SPHF py) over the
language Lpy C X = G? onto the group Y = G. The concrete construction is as follows.

— SPHFSetup(1*): param = (G, p, g1, £2);

— HashKG(Lpy, param): hk = (a1, @2) 32,

ProjKG(hk, (Lpg, param)): hp = g{"'¢5% € Z;

WordG(Lpn, param, w =r): W = (g1, g5);

Hash(hk, (Lppu. param), W = (gf, g5)): hv = g|*' g, € Z);
ProjHash(hp, (Lpp. param), W = (g}, g5), w =r):hv' = hp” € Z),.

It is easy to check the correctness of SPHF py as follows,
Hash(hk, (Lpg, param), W) = g|*' ¢;** = hp" = ProjHash(hp, (Lpy, param), W, w).

As for the pseudo-randomness, we prove that if there exists an adversary that breaks
the pseudo-randomness of SPHF py with non-negligible probability, then we can use it
to break the DDH assumption. Formally, suppose the adversary M has the advantage

Adv?%H Fpu.M,» then we have an algorithm M that solves the DDH problem with advan-

tage AdVR,?ZH =2 Advg?,H}-DH,MI. Let the DDH instance be (g, g, g, Z), M, then

works as follows to decide whether Z equals g (outputs 1) or not 1(outputs 0). Firstly,
Moy sets g1 = g, g» = g%, picks hk = (a1, a2) <$— Zp, sets param = (gi, g2, G, p) and
computes hp = g7 g57. M sends (param, hp) to M;. M, then computes hv = gfa' 7%
and sends (g'lb , Z,hv) to M. Finally, M outputs its guess b" which M, outputs as its
solution to the given DDH problem.

Let W = (g2,2).1f Z = g%, then W € Lpy as Z = g® = g% which is the

case that b = 1 in the PR-game. If Z # g, then W’ ¢ Lpp and hence hv = gfo”Z"‘2 =
Hash(hk, (Lpg, param), W’) is statistically indistinguishable from a random element v <$—
Y which is the case b = 0. Therefore, we have that
DDH / b / b
AR = Pr{p’ = 11Z = g®] — Pr[b’ = 1|1Z # g**]
=Pr[b) = 1|Z = g*"1 = (1 = Pr[b/ = 0|Z # g*"])
= AVER o 12— (= (AdVER g, +1/2)

PR
= 2-AdVspyi M-
This completes the proof.

5.4 The FHNNZ signature scheme [20]

The FHNNZ signature scheme is introduced by Faust et al. and shown to be existential
unforgeability under chosen message and auxiliary input attacks (EU-CMAA)-secure with
respect to exponentially hard-to-invert leakage. Below we give a quick review of the scheme.
The scheme construction Let H denote a family of second preimage resistant hash functions
with key sampling algorithm Geny and input domain {0, 1}in where Iy, = poly(k). Let
I' = (KeyGeny, Enc, Dec) be an IND-WLCCA secure labelled public-key encryption
scheme, and IT = (CRSGen, P, V) a reusable-CRS NIZK system. Readers are referred to
[19] for the details of these underlying tools.

— KeyGen(1%): Sample s < Geny (1%) and (ek, dk) < KeyGen(1%). Furthermore,
sample (crs, tds) <« S1(1%) and x < {0, 1}/in, where S = (S;, S,) is the simulator for
1. Compute y = H,(x). Set (sk, vk) = (x, (y, s, €k, crs)).
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— Sign(m, sk): Compute C = Enc” (ek, x). Using crs and IT, generate a NIZK proof 7
proving that 3x such that (C = Enc” (ek, x) A y = H;(x)). Output 0 = (C, 7).

— Verify(vk, m, 0): Parse o as C, . Use crs and V to verify the NIZK proof 7. Output 1
if the proof verifies correctly and 0 otherwise.

On the leakage functions As shown in [19], the above construction is EU-CMAA-secure with
respect to only exponentially hard-to-invert leakage. The central idea of their construction is
to add an encryption C = Enc” (ek, x) of the signing key x to each signature. The encryption
key ek is part of the verification key of the signature scheme but the corresponding decryption
key dK is not part of the signing key. They then set up the signature scheme that dKk can be
guessed with probability p such that negl(k) > p > 27 for some negligible function
negl(-) and a constant 1 > ¢ > 0. Since any PPT algorithm taking as input a signature and
the public key (excluding dk) can output the signing key x with probability p, the signing
algorithm is then excluded from the admissible leakage function set H which is with hardness
at least 27X (i.e., exponentially hard-to-invert).

Our adoption of the FHNNZ signature At first glance, it seems that our construction cannot
achieve the security under the Al-LR-eCK model if we just directly adopt the FHNNZ
signature, as the admissible leakage function sets defined in Al-LR-eCK are computationally
hard-to-invert and hence do not exclude the signing algorithm. However, this is actually not
the case. That is, our construction is Al-LR-eCK-secure even we do not put such a restriction
on the leakage functions when applying the FHNNZ signature in our AKE protocol. It is
due to the fact that in our general framework of AKE construction, for authentication, the
initiator (A) generates the signature on the transcript including the long-term public key (i.e.,
Ipkp) of the responder and likewise the responder (53) signs on the transcript containing
the ephemeral public key (i.e., hp) of the initiator. Therefore, the adversary cannot forge
a signature on the challenge session through the leakage query, as it is asked to specify
the allowed leakage function sets prior to the game setup in the Al-LR-eCK model and
hence neither the aforementioned long-term public key nor the ephemeral public key can be
embedded into the leakage function by the adversary.

6 Conclusion

In this work, we filled the research gap between the existing works and the reality for AKE
with leakage resilience. Our proposed model, Al-LR-eCK, is a strong yet meaningful AKE
security notion that captures computationally hard-to-invert leakage attacks on both the long-
term secret and the randomness (i.e., the ephemeral secret) under some reasonable restrictions.
We also presented a general framework of Al-LR-eCK-secure AKE protocols with an instan-
tiation to show that our new model is indeed achievable.
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