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Abstract Verifiably encrypted signatures (VES) are encrypted signatures under a public
key of a trusted third party. We can verify their validity without decryption. VES has use-
ful applications such as online contract signing and optimistic fair exchange. We propose a
VES scheme that is secure under the decisional linear (DLIN) assumption in the standard
model. We also propose new obfuscators for encrypted signatures (ES) and encrypted VES
(EVES) that are secure under the DLIN assumption. All previous VES schemes in the stan-
dard model are either secure under standard assumptions (such as the computational Diffie—
Hellman assumption) with large verification (or secret) keys or secure under non-standard
dynamic q-type assumptions (such as the g-strong Diffie-Hellman extraction assumption)
with short verification keys. Our scheme is the first VES scheme with short verification (and
secret) keys secure under the DLIN assumption (standard assumption). We construct new
obfuscators for ES/EVES as byproducts of our new VES scheme. They are more efficient
than previous obfuscators with respect to public key size. Previous obfuscators for EVES
are secure under non-standard assumption and use zero-knowledge (ZK) proof systems and
Fiat—Shamir heuristics to obtain non-interactive ZK, i.e., its security is considered in the
random oracle model. Thus, our scheme also has an advantage with respect to assumptions
and the security model. Our new obfuscator for ES is obtained from our new obfuscator for
EVES.
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1 Introduction
1.1 Background

In verifiably encrypted signature (VES) schemes, we consider signers, verifiers, and a trusted
third party, called the adjudicator. A signer generates a signature, encrypts it under the public
key of the adjudicator, and adds extra content to make it verifiable without decryption. The
adjudicator can recover ordinary signatures from encrypted ones by using its decryption key.

The concept of VES was introduced by Boneh et al. [12], who proposed the first VES
scheme based on the Boneh-Lynn-Shacham signature scheme in the random oracle model
(ROM) [10]. VES schemes have useful and important applications such as online contract
signing and optimistic fair exchange [2,3]. Suppose a user, Alice, wants to buy digital goods
from a company online. Alice gives the company her VES for a contract instead of paying
money and the company returns the requested digital goods if it received a valid VES. Alice
sends an ordinary signature to the company if she receives the goods. If a malicious company
does not return the requested goods when it receives the VES, Alice can claim that the VES is
of no use for the contract since it is encrypted. If malicious Alice does not return an ordinary
signature when she receives the goods, the company sends the encrypted signature together
with the transcript to the adjudicator and the adjudicator extracts an ordinary signature from
the VES by using the secret key of the adjudicator and returns it to the company. The adju-
dicator is offline, that is, it should be active only when malicious Alice cheats the company.
Fuchsbauer used a certain kind of VES to construct delegatable anonymous credentials [30].
Anonymous credentials are useful for access control [5]. In some systems with access control,
users must prove having the required credentials issued by an authority to use the system.
The authority may want to delegate its right to other entities to avoid centralization of power.

Lu et al. [45] proposed a VES scheme that is secure under the computational Diffie—
Hellman (CDH) assumption in the standard model, but the verification key is quite long.
Riickert and Schroder [48] proposed a VES scheme with short verification keys, but its
security relies on a non-standard g-type assumption, called the g-strong Diffie-Hellman
(¢-SDH) extraction assumption. They did not prove its hardness in the generic group model
[50]. Thus, there is no VES scheme that achieves a constant size verification key and signature
based on standard assumptions.

Program obfuscation and encrypted signature/VES. An Encrypted VES (EVES) is an exten-
sion of an encrypted signature (ES) proposed by Hada [41]. The ES/EVES functionalities
output an encryption of a signature/VES. They do not encrypt messages, but can be used
as building blocks of signcryption functionalities, as pointed out by Hada [41]. In order to
show this application, Hada proposed the notion of Encrypted-Signature-then-Encryption
(EStE). In it, we first compute a signature for a message, then encrypt the signature. Finally,
we encrypt both the message and the encrypted signature. The combination of the first and
second steps is the ES functionality, so Hada claims that the ES functionality is useful for
signcryption although the situation is somewhat different (In EStE, a signature is doubly
encrypted).
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Verifiably encrypted signatures with short keys 63

We explain how to use obfuscators (explained below) for ES/EVES functionalities in a
realistic scenario in this paragraph. If Alice uses free web-mail services to send mail to Bob on
low computational power devices, such as smart-phones, and her web browsers do not have
enough resources to sign messages and encrypt them with Bob’s public key, then she would
want web-mail providers to carry out its process instead of her. However, she does not want
to reveal her signing key. The obfuscation for ES/EVES will provide a solution. A program
obfuscator is an algorithm that transforms a program into a completely unintelligible program
whose functionality is the same as the original one [4,40]. Informally speaking, obfuscators
should guarantee that what is efficiently computed given an obfuscated program is nothing
more than what is computed given black-box access to the original program. This means
that no adversary can obtain non-trivial information about the original program. If Alice
provides an obfuscated program for ES/EVES functionality, then she can securely delegate
her signing capability to web-mail providers. Moreover, in a situation in which president
Alice is on vacation wants to have vice president Carol sign contracts for Bob (only Alice to
Bob) instead of her, Alice can provide Carol an obfuscated program for EVES functionality.
In this scenario, Carol cannot obtain any information about the secret key of Alice due to
the property of obfuscation. This is a strong motivation of obfuscation for the ES/EVES
functionalities.

In Hada’s obfuscator for an ES, if a malicious party has access to Bob’s decryption key,
then Alice’s signing key is extracted from the obfuscated program [41]. However, in our
obfuscator for an EVES, even such a malicious party cannot extract Alice’s key due to the
existence of the adjudicator’s key. Thus, obfuscators for an EVES have useful applications.

The problem of program obfuscation is very attractive in the area of cryptology from
both the theoretical and practical points of view since program obfuscators completely hide
non-trivial information encoded into programs (for example, signing keys of signature/VES)
and have many cryptographic applications as pointed out in [4]. A few positive results are
shown for cryptographic functionalities [22,41-43].

Unfortunately, in the seminal work by Barak et al. [4], they showed the impossibility
result for general-purpose obfuscation. Many other impossibility results have been shown in
various settings [6,21,38-40,42,54]. There are a few positive results for very simple func-
tionalities, such as point functions [16-19,46,54], proximity testing [27], testing hyperplane
membership [20]. In order to sidestep broad impossibility results, Hohenberger et al. [43]
and Hofheinz et al. [42] independently proposed a new definition of secure obfuscation
for cryptographic purposes, average-case secure obfuscation of randomized functionalities.
Moreover, Hohenberger et al. [43] proposed the first (average-case secure) obfuscator for
a complicated cryptographic functionality, re-encryption functionality and Chandran et al.
[22] proposed an obfuscator for functional re-encryption functionality.

Hada [41] proposed a secure obfuscator for an ES functionality and its application to
signeryption. His scheme is secure under the decisional linear (DLIN) assumption in the
standard model, but the verification key size is quite large. Cheng et al. [23] proposed a secure
obfuscator for an EVES functionality at ProvSec’11. Their VES scheme and obfuscator for
EVES use zero-knowledge (ZK) proofs and Fiat—Shamir heuristics to crash the ZK proofs
into non-interactive zero-knowledge (NIZK) proofs. That is, their scheme and obfuscator
are secure in the ROM. Furthermore, they used a non-standard assumption, called exponent
3-weak DH assumption, to prove the unforgeability of their scheme and did not prove the
opacity (explained in the next section), which is required for secure VES schemes, of their
scheme.

In general, obfuscators for ES/EVES can be obtained from fully homomorphic encryp-
tion (FHE) schemes [33]. However, current FHE schemes are still inefficient, though many
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Table 1 Summary of previous schemes and ours for VES

Reference Key size (vk/sk) VES size Assumptions ROM
BGLS [12] 1G/1Zp 2G CDH Yes
7SS [55] 2G/2Zp 1G CDH Yes
LOSSW [44] OMG(> 160G)/1Z)p 3G CDH No
RS [48] 4G/2Zp 2G +1Zp q-strong DH extraction No
This work 16G + 1G1 /3G 12G + 27 DLIN No

Table 2 Summary of previous obfuscators for encrypted ES/EVES

Reference ES/EVES Key size (vk) ROM Assumptions

Hada [41] ES o) No DLIN

CZZ 23] EVES O(A) Yes DLIN + Exponent 3-weak DH
This work ES o(l) No DLIN

This work EVES o(l) No DLIN

improvements have been proposed [13-15,24,26,34-37,51]. Therefore we do not rely on
expensive FHE schemes but directly construct obfuscators for ES/EVES.

Very recently, Garg et al. [32] proposed an indistinguishability obfuscator for all
polynomial-sized circuits by using multilinear maps [31]. The notion of indistinguishability
obfuscation was proposed by Barak et al. [4] and is a weaker notion than the black-box obfus-
cation. Their construction is quite elegant, but it is a generic construction and uses multilinear
maps and an ad hoc non-standard assumption. Thus, their obfuscator is not efficient.

1.2 Our contributions and constructions

We propose a VES scheme based on the DLIN assumption in the standard model. The main
advantages over previous VES schemes are as follows.

1. Itis secure under a standard (i.e., not g-type) assumption in the standard model.
2. The verification key and signature size are small (constant).

As a by-product of our VES scheme, we construct secure obfuscators for an ES/EVES
functionality based on the DLIN assumption in the standard model. Main advantages of our
obfuscators for an ES/EVES over previous obfuscators for an ES/EVES are as follows. They
are secure under the DLIN assumption in the standard model with short verification keys.

Comparison and related work. Comparisons of our results with previous results of VES
schemes and obfuscators for a ES/EVES are shown in Tables 1 and 2, respectively. Let
A denote the security parameter. The CDH assumption stands for the CDH assumption in
bilinear groups. There has been no VES scheme and obfuscator for ES/EVES that are secure
under standard assumptions in the standard model with short verification keys prior to ours.
The VES scheme by Lu et al. requires a large verification key but its signature size is small and
its security is based on a standard CDH assumption, so one may believe that the scheme of Lu
et al. is better than ours in terms of signature size. However, we believe it is incomparable with
our new scheme and we showed a tradeoff between the verification key size and signature
size. Riickert proposed a VES scheme based on the full-domain hash RSA signature, but it is
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secure in the ROM [47]. Riickert et al. [49] proposed generic constructions for a VES without
NIZKs, pairings, and ROM. Their construction is very insightful, but their schemes use an
extra adjudication setup phase and Merkle trees, so they need to set-up large parameters and
have large keys (non-constant size).

Our construction technique. Loosely speaking, a VES scheme consists of a signature scheme
and an encryption scheme as Lu et al. and Riickert and Schroder stated [45,48]. We use
Waters’ signature scheme presented at CRYPTO’09 [53] as an underlying signature scheme.
We call it Waters’ dual signature in this paper to distinguish it from Waters’ signature at
Eurocrypt’05 [52]. Someone may believe that a combination of Waters’ dual signature and
ElGamal encryption easily yields a secure VES scheme under the DLIN assumption, but
this is not the case. The reason is as follows. We can prove unforgeability of a VES scheme
by relying on the unforgeability of the underlying signature scheme as in previous schemes
[12,45,48], but the opacity is non-trivial. The opacity means that it is difficult to extract
an ordinary signature from a VES, i.e., decrypt a VES. Moreover, it is highly non-trivial
whether we can prove opacity from standard assumptions. The reason is as follows. The VES
scheme of Lu et al. is a combination of Waters’ signature (Eurocrypt’05) [52] and ElGamal
encryption scheme, and they proved its opacity from the aggregate extraction assumption [12]
(fortunately, it is equivalent to the CDH assumption [25]). On the other hand, the VES scheme
of Riickert and Schroder [48] is a combination of the Boneh—Boyen signature [7] and EIGamal
encryption schemes, but they proved its opacity from the g-strong DH extraction assumption,
which is a stronger assumption than that of the underlying Boneh—Boyen signature scheme.

Our construction is a combination of Waters’ dual signature and ElGamal encryption
schemes. We encrypt only signature elements related to signing keys. The security proof
of Waters’ dual signature is somewhat different from that of many known secure signature
schemes, such as Boneh—Boyen [7], and Waters [52], so we must use a somewhat different
proof strategy from that of Lu et al. and Riickert and Schroder. Waters’ dual signature has
two types of signatures, standard signature (Type A) and semi-functional signature (Type
B). Semi-functional signatures also pass the verification algorithm as standard ones and are
indistinguishable from them [53]. We extend the proof strategy of this dual form signature
technique to prove opacity. First, we use Type B signatures as normal signatures generated by
a normal signing algorithm and Type A signatures are used for simulation. Both Type A and
B signatures are valid signatures and there is no essential difference in terms of functionality
as long as a normal verification algorithm is used. We use this swapping of roles since we
do not know how to prove that an adversary cannot extract a valid Type A signature from a
given VES when the oracle answers Type A signatures.

In the experiment of the opacity explained in Sect. 2.4, an adversary can output a signature
and message pair such that the message is queried to an oracle which returns a VES for the
queried message. This causes the main difficulty in proving the opacity since the adversary
may output a re-randomized signature obtained using valid signatures from oracles. Unfor-
tunately, Waters’ dual signature is re-randomizable. Thus, we modify Waters’ dual signature
scheme and make it strongly unforgeable. Strong unforgeability guarantees that an adversary
cannot output a forgery even for a queried message, so it must hold that if the adversary
output valid signature for a queried message in the experiment of opacity, then the signature
is identical to the signature generated by the VES creation oracle (otherwise, contradict to
strong unforgeability). This fact can be used to prove the opacity of our scheme.

In the proof of opacity, we must simulate two oracles. One is the creation oracle, which
answers VESs for queried messages. The other is the adjudication oracle, which extracts
ordinary signatures from queried messages and VESs and returns them. When we answer
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only the encryption of Type B signature for VES creation queries of the adversary, we can
prove that the adversary cannot extract Type B signature from a VES under the aggregate
extraction assumption. This is why we swap the roles of Type A signatures for that of Type
B signatures. We have no way to prove that when we answer only the encryption of a Type
A signature for VES creation queries of an adversary, the adversary cannot extract a Type A
signature from a VES.

Thus, we can prove that no adversary can output a valid signature for a queried message
to the VES creation oracle. For non-queried messages, we can use the proof technique for
the unforgeability of dual form signatures. We prove that no adversary can output a Type A
signature when the oracle returns Type B signatures (VESs).

Next, we change the type of signatures used to generate VESs, which are answered by the
VES creation oracle. Answers from the adjudication oracle depend on the type of the VES
creation oracle. Thus, we prove that the view of the adversary is indistinguishable even if the
type of each answer is changed from Type B to Type A for each query. This order of change
is reverse to the original proof, but it is not a major difference. Finally, we prove that no
adversary can output a Type B signature when the oracle returns Type A signatures (VESs).

Secure obfuscations for ES and EVES based on Waters’ dual signature scheme are also
non-trivial because the signing keys of this scheme consist of multiple group elements, and the
signing algorithm computes exponentiation of the signing keys with randomness in contrast
to Waters’ signature presented at Eurocrypt’05, whose signing key is only one group element
and signing algorithm only multiplies it by other group elements [52]. We overcome this
hurdle by using the homomorphic property of the ElGamal and linear encryption schemes
[9]. Cheng et al. use the linear encryption scheme for not only encryption of a VES but also
the construction of the VES, so their VES scheme cannot check the validity of ciphertext
by using only the pairing technique and they need (NI)ZK. We do not need (NI)ZK because
our VES scheme uses the EIGamal encryption scheme and can verify the validity of VES by
using only pairings.

2 Preliminaries

Notations and conventions. For any n € N\{0}, let [n] be the set {1, ...,n}. When D is
a random variable or distribution, y & D denotes that y is randomly selected from D

according to its distribution. If S is a set, then x < S denotes that x is uniformly selected
from S. We denote y is a set, defined or substituted by z by y := z. When b is a fixed value,
A(x) — b (e.g., A(x) — 1) denotes the event in which machine (or algorithm) A outputs
b on input x. We say that positive function f : N — R is negligible in A € N if for every
constant ¢ € N there exists k. € N such that f(A) < A7 forany A > k.. Let X = { X, }ren
and ) = {Y, },en denote two ensembles of random variables indexed by A.

Definition 1 We say that X’ and ) are computationally indistinguishable if for every non-
uniform probabilistic polynomial-time (PPT) algorithm D,

[Pr[D(X;) = 11 = Pr[D(Y)) = 1]
is negligible in A.
We write X = Y to denote that X’ and ) are computationally indistinguishable.
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2.1 Cryptographic bilinear maps (or pairings)

We consider cyclic groups G and Gr of prime order p. A bilinear map is an efficient mapping
e : G x G — Gr satisfying the following properties:

bilinearity: For all g € G and a, b < Zp,e(g”, g = e(g, ).
non-degeneracy: If g generates G, then e(g, g) # 1.
Let Gpmp be a standard parameter generation algorithm that takes security parameter A as

input and outputs parameters (p, G, Gr, e, g). Thatis, I' := (p, G, Gr, e, g) bl gbmp(l)‘)
and I" is a description of groups G and G of prime order p equipped with efficient bilinear
map e : G x G — Gr. Here, g is a generator in G. We often omit common parameters I .

2.2 Complexity assumptions
We review several complexity assumptions that are used to prove the security of cryptographic
primitives.

Definition 2 (Discrete Logarithm (DL) assumption) The DL problem in bilinear groups is

to compute x, given I' := (p, G, Gr, e, g) 3l Qbmp(l)‘) and g* for x & Z,. The advantage
is defined as follows.

AV () = Prlz = x | T < Gomp(1*); x < Z; 2 < AT, g)].
We say that the DL assumption holds in bilinear groups if the DL problem in bilinear groups
is hard, that is, for any PPT A, Advi{(k) is negligible in A.

Definition 3 (CDH assumption) The CDH problem in bilinear groups is to compute g*”,
given I' := (p,G,Gr,e, g) & Qbmp(l)‘) and (g*, g”) for x, y < Zp. The advantage is
defined as follows.

AV (1) = Priz = ¢ | T < Gomp(1): x, y < Zpiz < AT g%, ")].

We say that the CDH assumption holds in bilinear groups if the CDH problem in bilinear

groups is hard, that is, for any PPT A, Advffh (1) is negligible in A.

Definition 4 (DLIN assumption) The DLIN problem in bilinear groups is to guess 8 € {0, 1},
given (I, g, fov, g%, 7, Qp) & gg”n(l)‘), where Qg"n(l)‘)Z I = (p,G,Gr,e,8) <
Gomp(1M), fov 26, y < Zp, Qo == v, Q4 2 G, return (I’ g, fiv. g% [, Op).
The advantage is defined as follows.

Advain ) = )Pr [A(I) Sz é gg””(ﬂ)] —Pr [A(I) Sz é gg‘”“(ﬂ)]‘ .
We say that the DLIN assumption holds if the DLIN problem is hard, that is, for any PPT A,
Advi{in (1) is negligible in A.

Definition 5 (Aggregate Extraction (AgExt) assumption) The AgExt problem in bilinear
groups is to compute g*, given I := (p, G, Gr, e, g) 2 gbmp(l’\) and (g%, g7, g%, &°,
gV for x, y, B, 8 < Zp [12,25]. The advantage is defined as follows.

Advi‘geXt(A) :=Pr |:z =g

R V)
I < gbmp(l)‘); xX,y,B,6 < Zp;
& A g%, 8, g, gb, g Y
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We say that the AgExt assumption holds in bilinear groups if the AgExt problem in bilinear
agext

groups is hard, that is, for any PPT A, Adv’™" (1) is negligible in A.
The AgExt assumption is equivalent to the CDH assumption, which is implied by the DLIN
assumption.

Theorem 1 (The CDH and AgExt are equivalent [25]) The AgExt and CDH problems are
Karp reducible to each other with O (1) computation.

2.3 Cryptographic primitives

Signature. Signature scheme SIG consists of three PPT algorithms SIG = SIG.{Gen, Sign,
Vrfy} satisfying the following properties.

Key Generation: SIG.Gen takes as input security parameter 1* and outputs a pair of keys,
that is, (vk, sk) Bl SIG.Gen(1*). They are called the (public) verification key and the
(private) signing key, respectively.

Sign: SIG.Sign takes as input a signing key and a message and outputs signature o. That is,
o & SIG.Sign(sk, m), where m € M, and M, is a message space defined by the
verification key.

Verification: SIG.Vrfy is deterministic, takes as input a verification key, a message, and a
signature, and outputs bit b. If b = 1, then the signature is valid. Else, it is invalid. That
is, SIG.Vrfy (vk, o, m) — b.

It is required that VA V(vk, sk) il SIG.Gen(1*) Vm € My SIG.Vriy(vk, SIG.Sign(sk,
m), m) — 1. Signature scheme SIG = SIG.{Gen, Sign, Vrfy} is said to be existentially
unforgeable under adaptive chosen message attacks (EUF-CMA) if the advantage of the
following game is negligible.

1. Setup: A challenger generates (vk, sk) il SIG.Gen(1*) and sends vk to an adversary.

2. Queries: The adversary sends message M; € M to the challenger and answers o; il
SIG.Sign(sk, M;). These queries are sent adaptively for i = 1 to n. Let Q be the set of
messages My, ..., My € My queried by the adversary.

3. Output: The adversary outputs (m*, o*). If it holds that SIG.Vrfy(vk, o*, m*) — 1 and
m* ¢ Q, then it is said that the adversary wins the game.

We define Adve™°M2(},) to be the probability that an adversary .4 wins in the game.
Definition 6 (Existentially Unforgeable against Adaptive Chosen Message Attacks) Signa-

ture scheme SIG is existentially unforgeable against adaptive chosen message attacks if for
any PPT A, Adv%f'cma(k) is negligible in A.

In the game of EUF-CMA, if we replace condition m* ¢ Q with (m*, 0*) # (M;, o;) for
any i, then we say that the security is strongly existentially unforgeable (SEUF). We define
AdvSUCMa () to be the probability that A wins in the modified game.

Public key encryption. A public key encryption (PKE) scheme consists of three PPT algo-
rithms PKE.{Gen, Enc, Dec} satisfying the following properties.

Key Generation: PKE.Gen takes as input security parameter 1* and outputs a pair of keys, that

is, (pk, sk) 2 PKE.Gen(1%). They are called the public key and secret (decryption)
key, respectively.
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Encryption: PKE.Enc takes as input pk and plaintext m and outputs ciphertext c¢. That is,
c & PKE.Enc(pk, m). If we express that we explicitly use randomness r, then we use
notation ¢ := Enc(pk, m; r).

Decryption: PKE.Dec is deterministic, takes as input sk and ¢, and outputs plaintext m’.
That is, m’ := PKE.Dec(sk, c).

It is required VA V(pk, sk) < PKE.Gen(1*) Vm m = PKE.Dec(sk, PKE.Enc(pk, m)).
We present indistinguishability against chosen plaintext attacks (IND-CPA), that is the
basic security of PKE.

Definition 7 (IND-CPA security) The model for proving the IND-CPA security of PKE
against A is given as follows.

1. PKE.Gen is run with input 1* to generate keys pk and sk, and pk is given to A.
2. A outputs challenge plaintexts (mq, m1) such that [mg| = |m1].

3. Uniformly random bit b is chosen. A is given ¢* il Enc(pk, mp).
4. A outputs a bit " and wins if b’ = b.

The advantage of A in the above game is defined as Advijld_cpal ) = ’2 Pr[b’ = b] — 1| for
any security parameter A. A PKE scheme is IND-CPA secure if for any PPT adversary A4, it

holds that Adv'3® P (1) is negligible in 1.

Collision resistant hash functions (CRHF). Let H := {Hy} be a keyed hash family of func-
tions Hy : {0, 1}* — {0, 1}"" indexed by k € K, where A is a security parameter.

Definition 8 We say that H is (¢, €)-collision-resistant if for any .A running in time ¢, we

have that Advi{h;i(k) := Pr[mg # my A Hy(mg) = Hi(my) | (mg, mp) & AR)] < e,
where the probability is over the random choice of k € K, and random coins of A.

2.4 Verifiably encrypted signature (VES)

A VES scheme consists of seven PPT algorithms, {AdjGen, Gen, Sign, Vrfy, Create,
VesVrfy, Adj}, satisfying the following properties.

Adjudicator Key Generation: AdjGen takes as input security parameter 1* and outputs a pair
of keys for an adjudicator, that is, (apk, ask) & AdjGen(1*).

Key Generation: Gen takes as input 1* and outputs a pair of keys for a signer, that is,
(vk, sk) Bl Gen(1*). They are called the verification key and the signing key, respec-
tively.

Signing: Sign takes as input a signing key and a message and outputs signature o. That is,
o pil Sign(sk, M), where M € M and M,y is a message space defined by vk.
Verification: Vrfy is deterministic, takes as input vk, M, and o, and outputs bit b. If b = 1

then the signature is valid. Else, it is invalid. That is, Vrfy (vk, o, m) — b.

VES Creation: Create takes as input sk, apk, and M and outputs VES @ on M. That is,
w < Create(sk, apk, M).

VES Verification: VesVrfy is deterministic, takes as input apk, vk, o, and M, and outputs
bit b, that is, VesVriy(apk, vk, , M) — b.

Adjudication: Adj takes as input ask, apk, vk, w, and M. If w is valid, it extracts an plain
signature o on M and returns o, that is o 2 Adj(ask, apk, vk, w, M) if VesVrly (apk,
vk, w, M) — 1.
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It is required that YA ¥(apk, ask) < AdjGen(1*) Y(vk, sk) < Gen(1*) Ym € My
VesVriy(apk, pk, Create(sk, apk, M), M) — 1 and Vrfy(vk, Adj(ask, apk, vk, Create
(sk,apk, M), M), M) — 1.

A VES scheme is secure if it satisfies the unforgeability and the opacity [12]. In exper-
iments defined below, oracle CO(sk, apk, -) returns VESs for queried messages, oracle
AO(ask, apk, vk, -, -) extracts and returns signature for queried message/VES pairs, and
Qc and Qp are sets of messages queried by the adversary to CO and AQ, respectively.

Definition 9 (Unforgeability) Experiments ForgeVAfas () is defined as follows.

Experiment Forge';® (1)

(apk, ask) < AdjGen(1*);

(vk, sk) < Gen(1%);

(M* w*) (R_ ACO(xk,apk,4)..A(9(ask,apk,vk,-,-)(vk apk)'

Return 1 iff VesVrly (apk, vk, o*, M*) — 1 and M* ¢ Qc and M™* ¢ QAa.

We say that a VES scheme is unforgeable if for any PPT adversary A, Adv'$SY (1) :=

ves

Pr[Forge’s~ (1) — 1]is negligible in A.

Definition 10 (Opacity) Experiment Opac 4 (1) is defined as follows.

Experiment Opac 4 (1)

(apk, ask) & AdjGen(1%);

(vk, sk) & Gen(1%);

(M*, %) a ACO(sk,apk,~),A0(axk,apk,vk,.,.)(Uk’apk);
Return 1 iff Vrfy(vk, o*, M*) — 1 and M* ¢ Q.

opac

We say that a VES scheme is opaque if for any PPT A, Adv 1 (1) := Pr[Opac 4 (3) — 1]
is negligible in A.

More properties of VES. Riickert and Schroder [48] proposed several properties of a VES to
achieve a modular analysis for it. Riickert and Schroder [48,49] defined key-independence
and extractability of a VES to prove its unforgeability and collusion-resistance. Key-
independence means that a VES creation algorithm consists of a signature generation part
and a transformation (into a VES) part and they are independent. Extractability means that
if VES w is valid, then the adjudicator can extract a valid (ordinary) signature o except with
negligible probability. Collusion-resistance means that no adversary can forge a VES even
if the adjudicator is corrupted, i.e., the adversary obtains the secret decryption key of the
adjudicator. Formal definitions are as follows.

Definition 11 (Key-Independence of VES [48]) Let a signer’s private key sk consist of two
independent elements sk = (kisk, ssk) and let vk = (kivk, svk) be the corresponding
verification key pair. A VES scheme is key-independent if there exists an efficient (encryption)
algorithm KIEnc such that the distribution of KIEnc(apk, kivk, kisk, Sign(ssk, M), M) is
perfectly indistinguishable from that of Create(sk, apk, M) for all M € M.

Definition 12 (Extractability of VES [48]) Experiment EX'[racthS is as follows.
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Experiment Extract‘jfs \)

(apk, ask) & AdjGen(1%);

(1‘4*,60*7 Uk*) (R_ A.A(D(ask,apk,vk,-,-)(apk);

ot & Adj(ask, apk, vk*, w*, M™);

Return 1 iff VesVriy (apk, vk, o*, M*) — 1 and Vrfy(vk*, o™, M*) — 0.

A VES scheme is extractable if for any PPT A, Pr[Extract'?®(1) — 1] is negligible in A.

Definition 13 (Collusion-Resistance [48,49]) Experiment Collusion';® is as follows.

Experiment Collusion'g® (1)
(apk, ask) & AdjGen(1%);
(vk, sk) < Gen(1%);

(M*, w*) & ACOGk.apk.) (apk, ask, vk);
Return 1 iff VesVry(apk, vk, o*, M*) — 1 and M* ¢ Qc.

A VES scheme is collusion-resistant if for any PPT A, Pr[Collusion"{® () — 1]is negligible

in A.

Riickert and Schroder [48] called this notion “abuse-freeness”, but later Riickert, Schneider,
and Schroder [49] renamed it “collusion-resistance” to avoid confusion. If A is allowed to
select the public key in the above game, then we call it strong collusion-resistance.

Riickert and Schroder showed the following theorems.

Theorem 2 ([48]) Let a VES scheme be an extractable and key-independent verifiably
encrypted signature scheme. The VES scheme is unforgeable if and only if the underlying
signature scheme is unforgeable.

Theorem 3 ([48]) A key-independent, extractable, and secure VES scheme is collusion-
resistance if the underlying signature scheme is unforgeable.

Infact, we can prove strong collusion-resistance in the above theorem since adversaries cannot
forge VESs due to the unforgeability of underlying signature schemes even if an adjudicator
public key is adversarially selected. Dodis, Lee, and Yum consider strong collusion-resistance
(though they did not use the name) to construct optimistic fair exchange protocols [28], thus
our VES scheme can be used to construct optimistic fair exchange protocols.

3 Strongly unforgeable Waters’ dual signature

In this section, we propose a strongly secure version of Waters’ dual signature scheme since
we use it as a building block of our VES scheme.

Waters’ dual signature scheme. We review a signature scheme proposed by Waters [53]
since we use it as an essential building block. However, we add a few minor changes to fit
the scheme to our VES scheme. We explain the differences between the original scheme and
ours.

@ Springer



72 R. Nishimaki, K. Xagawa

Wd.Gen(1*, I'): On input security parameter A and I' := (p, G, Gr, e, g) < Gomp (1%)
(hereafter we often omit input 1), it selects generators v, vy, v2, W, U, h < G and
exponents aj, a2, b, o < Zp, computes 7| := vv}', 7o := vv5*, and outputs

VK = (I, g% g, g, g", ¢" v, v1, v, 11, 1o, T, T2, w, u, by e(g, )71P)
SK := (VK, g%, g%, g“%).

Wd.Sign(SK, M): On input message M € Z,, it selects ry, r2, z1, 22, ¥, stag < Zp, sets
r :=r| + ry, computes

00 1= (uMwstagh)rl o) 1= g¥y’ . gm@ay 0y 1= g W[ g? - g
o3 = (M7 o4 1= vhg™ - gl o5 = (g7
o6 = (g")"” o7:=g",

and outputs sig := (o9, 01, . .., 07, stag).

Wd.Vrfy(V K, sig, M): On input V K, M, and sig, it outputs 1 if and only if it holds that
e(uMwStagh, o7) = e(g, 09)

e(g”, o) e(g", 02)e(g", 03) = e(11, 06) e(z}, 07)

e(g”, 01)e(8"™, 04) e(g, 05) = (12, 06) (73, 07) e (g, §)*“'".

The differences from the original scheme are as follows. In original Waters’ dual signature
scheme,

The verification equation is only one equation and probabilistic.

Values v, vy, vy are included in secret keys.

Value g2 is not included in the signing key.

The (normal) signing algorithm does not multiply g=4192Y  g®V oY in gy, 03, 04,
respectively, that is, the signing algorithm outputs Type A signatures, as explained below.

L=

First, note that there are two types of signatures in Waters’ dual signature scheme, type A
(if y = 0) and Type B (if y # 0). Both types are valid signatures. The modified verification
equations were introduced by Abe et al. [1]. They proved that if a signature passes the
equations, then the signature is either Type A or B, so we use the modified equations.

The original verification equations use ciphertexts and the decryption procedure of Waters’
dual encryption scheme, so it is probabilistic and has a semi-functional verification algorithm
that uses semi-functional ciphertexts [53]. Type A signatures are signatures with y = 0
and pass both the normal and semi-functional verification equations. Type B signatures are
signatures with y # 0 and cannot pass the semi-functional verification equations.

As long as the verification equations are normal, both Type A and Type B signatures are
valid signatures and there is no essential difference. Thus, we use Type B signatures in the
normal signing algorithm.

Even if v, vy, vy are disclosed, the adversary cannot compute vé’ (and semi-functional
ciphertexts of Waters’ dual system encryption [53]). Thus, we add (v, vy, v) to the verifica-
tion key, which does not affect its security since g* and g*“! (and vé’ ) are kept secret and are
essential secret signing keys. This was observed by Abe et al. [1].

For the slightly changed version above, the following theorem holds.

Theorem 4 ([53]) If the DLIN assumption holds, then WdSig := Wd.{Gen, Sign, Vrfy} is
existentially unforgeable against adaptive chosen message attacks.
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Waters proposed the signature scheme at CRYPTO’(09, but he presented only an outline
of the proof and did not write a full proof. We present a full proof for confirmation since we
slightly modified the scheme as explained above.

Proof There are two types of signature in Waters’ dual signature scheme [53].

Type A: y = 0 for (00, 01, ..., 07, stag) < Wd.Sign(SK, M).
Type B: y # 0. We can generate a Type B signature if we have the secret key and g#142.

Both types of signatures pass the verification algorithm (we can check this by simple cal-
culation). Type B signatures correspond to semi-functional private keys of the dual system
encryption [53]. We can use the following lemma proved by Abe et al. in this proof.

Lemma 1 ([1]) Any signature that is accepted by the verification algorithm must be formed
either as a Type A or Type B signature.

To show that Waters’ dual signature scheme satisfies unforgeability, we introduce the fol-
lowing games.

1. We denote a game where the signing oracle answers Type A signatures for all signing
queries by Game-0. If adversary .4 outputs a forgery of a Type B signature, then we can
construct algorithm B; (simulator for .A), which solves the DLIN problem (Lemma 2).
In this case, By generates a Type A signature for simulation of the signing oracle. Thus,
in the following games, we consider adversary A which outputs a forgery of a Type A
signature only.

2. We consider Game-i where the signing oracle returns a Type B signature for the first
i signing queries and Type A signature for the remaining ¢ — i queries (i € [q]). If
A detects the change (from Type A to Type B answer), we can construct algorithm B
(simulator for A) that solves the DLIN problem (Lemma 3). Thus, we can return a Type
B signature for all signing queries in Game-q.

3. Now, all answers for signing queries of .4 are Type B signatures. We show that .4 cannot
forge a Type A signature in this game (Game-g). If A outputs a forgery of a Type A
signature, then we can construct algorithm B, that solves the CDH problem (Lemma 4).
Thus, if the DLIN assumption holds, the signature scheme is unforgeable (the CDH
assumption is implied by the DLIN assumption).

We can reverse the order of the game transitions, so we can use either type of signatures as a
Type-A

signature generated by a normal signing algorithm. We denote Adv;, as the advantage

of the adversary which outputs a Type A forgery in Game-i (similarly AdviType-B). It holds
that

Adveema ) = AdvyPe A + Advy PP
< AdvyP*? + AdvREN
< gAdvg™ + Adv]PeA 4 AdvRtN
< gAdvE™N + AdvEPH + AdvREN

by Lemmas 2, 3, and 4. O

Lemma 2 If there exists adversary A that outputs a Type B forgery, then we can construct
algorithm By that solves the DLIN problem.
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Proof of lemma Algorithm Bj is given instance (I', g, f = g%, v = g*, g%, f”, T) of the
DLIN problem and simulates the verification key and the signing oracle for the signature
scheme (B does not have value ay, az, x, y).

. . u
B generates the verification key as follows. It selects exponents b, &, Yy, Yu;» Yv, < Zp

U
and generators u, w, h < G, computes

g=g =7 g@i=v
b
gb — gh gb(ll — fb g a . Uh
vi=g" vy =g vy =g
T =y =gl T 1= vy = gl e(g. )" == e(g. ),

and sets VK = (I, gb, f,v, f200, 1,10, 2, 28, w u, b, e(g, £)®) and SK := (VK,
g%, f%, v, vy, v2). By can generate Type A signatures by using the (normal) signing algorithm
since By has « and g%'.

If adversary A outputs a Type B forgery oy := (g*1v") - g79Y, 07 := (g7 %v{g") -
g, 03 == (g") 7, oy == (v5g™) - g7, 05 := (g") 72, 06 := (g")2, 07 := ¢, and
oo = WMwSBIR)Y for some ry, 12, 21,22,y € Zp (r = r1 + r), then By can compute
(g—@ra2y oY | oMV from o1, 04, 02, respectively. The reason is as follows.

Bi has b, so can compute g%!, g%, g", g" from o3 = g%, o5 = g7b%2, o7 = g",
06 = g2, respectively, and obtains g" = g"1 "2, v = g V] = g, vf = g
(B1 has yy, yu,, Yu,). Thus, By can extract (g =192V, gV, g%2V) from o1, 02, 04 and solve
the DLIN problem by checking whether e(g*, g~@®r)~1 . o(f¥, g®7) = e(g",T)
because e(g¥, g~492Y)~l . ¢(gMY, gUY) = e(g, g)NRYITADRYY = o(g, g)MV Y f
T = g@(+Y) — y*+Y then the equation holds. Thus, 53| can solve the DLIN problem if the
adversary outputs a Type B forgery. O

Lemma 3 [fthere exists adversary A that makes at most q queries and it holds that for some
k € [q], ‘Advpﬁple'A — Advl’ype-A = ¢, then we can construct algorithm B that solves the
DLIN problem with advantage ¢.

Proof of lemma B is given instance (T, g, f = g%, v, g%, f¥, T) of the DLIN problem. B
generates the verification key as follows. It selects exponents o, ai, az, Yu;» Yvys Yws Yus Yhs
A, B < Z,, computes

ai ap az az

g:=g =g g” =g

gb — f gbal — fal gbaz — faz

vi=p YR vy = v g vy = v gt

71 = vy = g o= =g = ) = e
ré’ = (vvé”)b = fin® w = fg u= fAglu

ho= f*Bgyh

and e(g, g)“‘”b = e(f, @)%, and sets VK = (I, f, g", g2, f4, f*2, v, vy, v2, 71, T2,
rlb, rzb, w, u, h,e(f, g)%) and SK := (VK, g%, g*"). B has g?12 gince it has (aj, a).
Thus, B can generate Type B signatures.

We define F(M) := AM + B. If vtag := F(M), then it holds (u™w"@9h) =
fvtag—AM—B _gMyu+vtagyw+yh — gMyu+vtag)'w+yh'

B answers signing queries as follows. For the i-th signing query,
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Case i > k: Returns Type A signatures by using SK = (VK, g%, g*).

Case i < k: Returns Type B signatures by using SK and g“!'42.

Case i = k: Embeds the instance as follows. For the k-th query M, B3 first generates a Type A
signature (o7, 03, 03, 04, 04, 0¢, 04, 0)) by using tag stag := F (M) (with randomness

u
/ / / / /. / / :
P11, 25 2y < Zp, ¥’ := 1| +13). Next, it computes

o — 0_1/ L T4a — gowl] (vr—(x+y)T)—a|a2

02 = ‘72/ ST (g")™ =g (Ur—(x+y)T)a2gryvl g
o3 =g ()M =@h™

o4 — O.‘( CTY g%y — (vr—(X+y)T)a| g g

os =g (f)n =@

[of = 66/ . fy = grzb

o7 = 0'7/ -gF =g"

00 = g;( . (gx)MYu+Yh+Stag)’u' — (uMwStagh)rl'

In this case, it implicitly holds that z; = 2z} — vy, ¥, 22 1= 25 — Yo, ¥, 11 := 1| + x,
ry :=r + y. B can generate og correctly since B set stag := F(M).

— If T = v**Y, the above signature is a Type A with randomness r| := ry +x,
. /
=T, + Y.
U . . . ’ u
— If T < G, the above signature is a Type B since T = v**Yg? for some y < Zj,.
At some point, .4 outputs a signature o * = ((f(’)k R 07* , stag®) and message M*. 3, verifies

stag*—AM*—B

e(oy, v)e(v ,0¢)

1
— e((Ul*/gaa')im, fstag*—AM*—B)e(G;k’ UM*yu-&-Stag*yu,-ﬁ-y;,).
stag*—AM*—B ,M*y,+stag* ¥ - * = *
It h?lds that UO* :*(f g g yu+stag Y1u+)’h)r1 , o'l* = geary=amar® g—aiary” 06* =
g"2, and o = g'1. Thus, the left-hand side is

e(f, v)rf(Stag*_AM*_B)e(g, v)rl*(M*yu+3tag*yw+)%)e(‘)’ f)ri‘(stag*_AM*_B)’

and the right-hand side is

e‘(l), f)r*(stag*_AM*_B)e(g’ f)y*(Stag*_AM*_B)e(g, v)ri*(M*yu+stag*yw+yh).

A simplified equation is

1= e(g’ f)y*(stag*—AM*—B)_

It holds that stag™ # AM* + B without negligible probability because M* # M; for all
i € [g] and A and B are information theoretically hidden from the adversary.

If signature o* is Type A, then the above equation holds and 53, outputs 1. On the other
hand, if 0 * is Type B, then it does not hold and B, outputs 0.

Thus, if A can distinguish the two games, then 3, can solve the DLIN problem with the
same advantage. O

Lemma 4 [f there exists adversary A that outputs a Type A forgery when all answers to
signing queries are Type B signatures, then we can construct algorithm BBy that solves the
CDH problem.
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Proof of lemma B, is given instance (I, g, g*, g”) of the CDH problem. 3, generates the

. . U
verification key as follows. It selects exponents ay, b, Y, Yu;» Yvs» Yws Vi Yu < Zp, com-
putes

N a .__ ,a ay .__ b._ b bay .__ y\b bay .__ _ba
g§:=8 gl =g g% =g’ g =g g :=(g") g i=g"
V= gyy V] = g}'vl vy = g)’vz w = Yw U= gyu h = gyh
ni=w =1 n=uE)m =9

and e(g, g)%4P = e(g*, g”)*"? (it implicitly holds @ = xy though B, does not have ),
and sets VK = (T, g”, g, g, g”“1 , g”“z, 71, T2, rf’, ré’, w,u,h,e(g, g)"‘“lh). Note that
B does not have g* = g*¥, so B, cannot compute a Type A signature. B, outputs Type
B signatures for signing query M as follows. It selects ry, 12, z1, 22, ¥’, stag < Zp, sets
r:=ry +rp (We want to set y := x + y’), computes

o = (g") = (") g (ar =y, xy = )
o = (g")" vig™ = (g"v18%) - 8“7
03 = (g"H™
o4 = ()" g vhg™ = (18%) - g"”
o5 = ("™
06 =gt
07 =g
00 = wMwSe9p)
and outputs signature (o1, ..., 0o, Stag) for M.
At some point, A outputs a Type A forgery, o) = g*“! V', of = g_“v{*ng, oy =
Sta

(€7, 0f = vy g%, 0% = (g")7%, 0f = g2, 07 = T, and o = (M WS h)T for
* ok % % *
somerl,rz,zl,zz,stag € Zp. . . .
By using these values, B, can compute g2 = (og‘)l/b, g = of, g = (03*)_1/1’,
v{* = (g'l - g")" since vy = g1. Thus, B, can compute g% - vf*/%* = g% = g"V. That
is, By can solve the CDH problem. O

Original Waters’ dual signature is not strongly unforgeable since it is re-randomizable.
“Strong” means that the adversary cannot forge a signature even for a queried message to the
signing oracle. To make our VES scheme satisfy opacity, we extend the technique by Boneh,
Shen, and Waters [11] and modify Waters’ dual signature. They introduced a property called
2-partitioned to convert unforgeable signature schemes into strongly unforgeable signature
schemes. We extend 2-partitioned to 3-partitioned.

Definition 14 A signature scheme is 3-partitioned if it satisfies the following two properties.
— The signing algorithm consists of three deterministic algorithms Fi, F;, and F3.

1. It selects random R € R (R is a space for randomness).
2. It computes Xy := Fi(M, R, VK), X :== F,(R, VK), X3 := F3(R, SK).
3. It outputs signature o := (X1, Xy, X3).

— Given M and X, there is at most one (X1, X3) such that (X1, X», X3) is a valid signature
on M under VK.
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A 2-partitioned signature is 0 = (X[, X)) where X{ = F/(M,R,SK) and X} =
Fj(R, SK) [11]. Value X} binds all randomness R, so M and R fully determine X{. For a
VES, signature elements related to the secret signing key (i.e., 23) should be encrypted, so
we cannot use such elements as inputs to hash functions (we will use hash functions to obtain
strongly secure signature) and want to isolate the secret signing key from X. Otherwise,
encrypted signatures are not verifiable. If X5 is not used as an input of a hash function,
then hash values are not changed even if X3 is encrypted. This is the reason we introduced
3-partitioned and X1 and X, do not depend on the secret signing key.

Let IT := (Gen, Sign, Vrfy) be an existentially unforgeable signature scheme. The new
signature scheme IT’ := (Gen’, Sign’, Vrfy’) is as follows.

Gen'(1M): It generates (VK, SK) Bl Gen(1*), selects i < G and random hash key k € K,
and sets (VK', SK’) := (VK, h, k), SK).

Sign’(SK’, M): On input message M € {0, 1}, it selects exponent ¢ < 7, and randomness
R € R, computes

3= F(R.VK) ? = Hp(M || 2») m = Hi(g"h?)
Y1 :=Fi(m,R,VK)
X3 := F3(R, SK)

(we consider ¥ as an element in Z,), and outputs sig := (X', X», X3, ¢) as a signature.

Vrfy’ (VK’, sig, M): On input VK’, M, and signature sig = (X}, X5, X3, ¢), it computes
¥ = Hiy(M || X,) (view ¢ as an element in Z,), m" := Hi(g” h?), It outputs 1 if
and only if Vrfy(VK, (X1, X3, X3),m’) — 1.

Theorem 5 Signature scheme I’ is strongly existentially unforgeable if I1 is existentially
unforgeable, the DL assumption holds in G, and H is collision-resistant. Specifically,

1 1 1
AdVEETEME < S AVETOTE 4 SAdV + S AdvE™.

This is easily proved by extending the proof of Boneh et al. [11]. The essential point is
that given message M and partial signature X, the randomness that is used to generate the
whole signature is determined and there is at most one (X, X3) such that (¥, X5, X3) is
a valid signature on M under V K. Intuitively, in the construction of I7’, we sign not only
message M but also randomness R to bind the randomness and prevent re-randomization.
Moreover, to prevent message m, which will be signed depending on randomness R, new
randomness ¢ is introduced and chameleon hash functions, gﬂ}_z‘p, are used.

Proof We assume that there is adversary A that breaks strong unforgeability of IT'. A is
given (VK, g, n, k),queries My, ..., M,,and obtains (X; |, Xj 2, X3, ¢;))fori =1,...,¢,
Ui = Hy(M; || Xi2) and m; = Hk(gﬁfﬁ‘pi). At some point, A outputs forgery
(M*, (X}, X3, X5, ¢%)) such that 9% := H(M* || X3) and m* := Hk(gﬁ*}_ﬂ’*). The
forgery is one of the following three types.

Type 1: For some i € [¢], m* = m; and 9* = ©;.

Type 2: For some i € [g], m* = m; and 9* # ;.

Type 3: For all i € [g], m™ # m;.

Type 1 breaks the collision-resistance of the hash function, Type 2 breaks the DL assumption,
and Type 3 breaks the existential unforgeability of the underlying signature scheme I1. We

construct a simulator that breaks the one of them by using .A. First, we randomly guess which
type of forgery A outputs.
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Type 1 case. If A is a Type 1 forger, then we can construct algorithm B that breaks the
collision-resistance of H. B is given random key k, generates (VK, SK) & Gen(1%),
selects g, h < G, and gives (VK, g, h, k) to A. If A queries M;, then B generates
sig; 2 Sign'(SK, M;) and returns sig;. If A outputs (M*,sig* = (X}, X}, X}))
such that (M*, sig*) ¢ {(My,sig)), ..., (M,, sigq)}, m* = m;, and 9* = ¥¥; for some
i € [g], then B outputs (M* || X3, M; || X;2) as a collision on Hi. 9* = 1; means that
H(M* || £3) = He(M; | Z;2) and m* = m; means that Hi(g” h%") = Hi(g” h¥) If
M* || X5 # M; || X, then the output of B is a valid collision. Assume that M* = M; and
X = X, for a contradiction. If ¢* # ¢;, then BB outputs (gﬁ*ﬁ‘/’*, g% h?') as a collision on
Hj, since 9* = 1; in this case. Else if it holds that ¢* = ¢;, then m* = m; since ¥* = ;.
Due to the second property of 3-partitioned signatures m* = m; and X} = X > implies that
X! =X and X = X;3. Such (M*, (X}, X3, XJ)) is not a valid forgery of IT'. Thus, it
should hold that M* || X3 # M; || X; » and B can output a valid collision.

Type 2 case. If A is a Type 2 forger, then we can construct algorithm B that breaks the
DL assumption. B is given (g, 4) (Implicitly it holds 4 = g"), generates (VK, SK) Sl
Gen(1*), selects random k 2 K, and gives (VK, g, h, k) to A If A queries M;, then B
generates Sig; pil Sign(SK, M;) and returns sig;. If A outputs (M*, sig* = (2}, ZJ, X))
such that Hy(g” h?") = Hi(g” h¥) and 0* # 9, for some i € [¢], then it holds that
Hi(8"" (M) = Hi(g"(¢M%). B computes 1) := (¥ — 0*)/(¢* — i) and outputs it
as a solution of the DL problem. It holds that ¢* # ¢; since if ¢* = ¢; (here, we assume
that 9* # 9;), then we can output (g” 7%", g% h¥i) as a collision of Hy. Thus, n is a valid
solution.

Type 3 case. If A is a Type 3 forger, then we can construct algorithm B that breaks the
unforgeability of IT. B1is given V K, selects generator g € G, exponent n Lz p»Tandom key
k & IC, and sets /1 := g Tt gives (VK, g, h, k) to A as a verification key. If A queries M;,
then B selects w < Zp,,setsm; = Hi(g"), queries m; to the signing oracle of I'1, and obtains
signature Sig; = (X, X», X3). Itcomputes ¥ := Hy(M; || X2), sets ¢; := (w— ﬁi)/n,_and
returns (X, X», X3, ¢;). Note thatitholds thatm = Hy(g") = Hk(gﬂ¢i+l9i) - Hk(gﬂfh‘”).
If A outputs a Type 3 forgery (M*, (X, X5, X5, ¢*)), then B computes 9* := Hi(M* ||
X3), sets m* 1= Hy(g”" h?"), and outputs (m*, (X%, X3, X5)). Now, Ais a Type 3 forgery,
som* ¢ {my, ..., my} and B succeeded in outputting a new signature for m*. This breaks
the security of IT. O

Theorem 6 Waters’ dual signature is 3-partitioned.

Proof Let R = {(rl, r2, 21, 20, 8tag, )| 1, 12, 21, 22, Stag, y < Z,,}, then functions F,
F>, and F3 are defined as follows:

Fi(M,R,VK) := oy = (M wS9p)n
Fy(R,VK) :=(03,...,07,8tag) = (g%, vpg® . gV, g7b%2 gbn o' stag)
F3(R, SK) := (01, 02) = (g% g NN T M g - g9,

where R < R. Here, y is selected for Type B signatures. If the signature is Type A, then
y = 0. We can interpret 03, 05, 0¢, 07 (these are outputs of F>) as g_[’Zl , g‘bm, gb”, g,
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respectively and it follows o = («™ wS®9k)" from the first verification equation, that is,
the output of F is fixed. If we interpret o4 as v5g** - g7, then by the second and third
equations, two unknowns o and o5 are fixed to g*“1v" - g7419Y and g 7% v} g*!, respectively,
that is, the output of F3 is fixed. Therefore, if the output of F>, (03, ..., 07, stag), and M
are fixed, then the outputs of F| and F3 are also fixed. O

We can see that even if (o7, 02) is encrypted by the ElGamal encryption, hash value
Y = Hy(M || (o3, ..., 07,stag)) is not changed, so it can be fitted to VES schemes. Note
that we assume that each element g € G has a unique encoding. We can obtain a strongly
secure scheme sWdSig as follows:

sWd.Gen(1*, I'): It generates (VK', SK’) il Wd.Gen(_l)‘, I), selects i < G and random
hash key k € K, and outputs (VK, SK) := (VK’, h, k), SK').

sWd.Sign(SK, M): On input message M € Zp, it selects ry, r2, z1, 22, ¥, Stag, ¢ < Zyp,
sets r := rj + rp, computes

o1 =g gTNNY gy = g g™ - g™ o3 1= (g7
o4 1= V387 - g o5 = (g") 77 o6 = (g")"
o7 :=g"! 3 := (03, ..., 07, stag) Y= Hy(M || )
m = Hy(g"h%) o0 = (" wSBIp)
and outputs sig := (09, 01, . .., 07, Stag, ¢).

sWd.Vrfy(V K, sig, M): On input V K, M, and signature Sig = (00,01, ..., 07, stag, ¢), it
computes ¥’ := Hy(M || (03, ..., 07,stag)), m’ = Hy(g" h?*), and Wd.Vriy(VK’,
sig’, m’) — b where sig’ := (oo, ..., 07, stag), and outputs b.

Corollary 1 The scheme above is strongly unforgeable against adaptive chosen message
attacks if the DLIN assumption holds. That is, Advs}-e,lg'vcvrggig n =<1/ 3(Advf#w31§}g ) +
AdVETL (1) + AdvE () < ((g + 3)/3)AdVE" + (1/3)AdvE™,. (The DL assumption is
implied by the DLIN assumption).

4 Construction of our VES

In this section, we present our VES scheme, SWdAVES, based on the strongly secure version
of Waters’ dual signature scheme. The proposed scheme is essentially the same as strongly
unforgeable Waters’ dual signature scheme explained in Sect. 3 except that we encrypt
signature elements that include secretkeys (g%, g*%!, g“1“?) by using the ElGamal encryption
scheme. That is, in our creation algorithm, only o7 and o, are encrypted. To verify an
encrypted signature, we add extra elements and cancel out group elements that are generated
by pairing computation of encrypted signature elements in the verification equations. Our
scheme, SWAVES, is as follows.

AdjGen(1*): It selects 8 < Zy and sets apk = ¢ := gP and ask := B.
Gen(1*): It generates key pair (VK’, SK') by using sWd.Gen(1*), that is,

ba aalb)

VK = (g, 8" g, g™ g, ¢" v, 0, t}, th, v, v1, v, wou, b Bk e(g, 8)

SK' = (got! gaal,galaz)
and outputs vk := VK’ and sk := (VK’, SK').
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Sign and Vrfy: These are the same as SWd.Sign and sWd.Vrfy explained in Sect. 3, respec-
tively.

Create(sk, apk, M): It generates (o9, o1, .. ., 07, Stag, ) & sWd.Sign(SK’, M), selects

P15 P2 < Zp, sets

Ki:=o01-¢" Kj:=g" Ky = (gb)’ol

Kyi=0:-¢” Ky:=g” Ky:i= ("""

K3 :=o03 K4:=04 Ks := o5 K¢ : =06 K7:=07 Ko:= oy,
and outputs w := (Ko, ..., K7, K/, K, K, K, stag, ¢).

VesVrly(apk, vk, w, M): It parses w = (Ko, ..., K7, K], K, K1, Ko, stag, ¢) and com-
putes ¥ := Hy(M || (K3, ..., K7,stag)) and m" := Hy(g" h¥*). It outputs 1 if and
only if it holds that

(™ w®h, K7) = e(g. Ko)
e(s” K1) e(g" . Kz)
e, K1) et K2)
e(g”. K1)
e(¢, K1)

e(g", K3) = e(t1, Ke) e(t}, K7)

-e(g", Ky) e(g™, Ks) = e(n2, K¢) e(75, K7) e(g, )*“1°

e(Kj, 8" =e(g, K1)
e(K5, g = e(g, K2).
Adj(ask, apk, vk, w, M): Tt parses v = (Ko, ..., K7, stag, ¢) and computes o1 := K -

(K)7P, 00 := Kz - (K5) 7P, 03 := K3, 04 := K4, 05 := K5, 06 := K¢, 07 := K7,
oo := Ko. If VesVriy(apk, vk, w, M) — 1, then it outputs (o, . .., o4, Stag, ¢).

Intuitively, the scheme above is secure because the underlying signature scheme is strongly
unforgeable. The adversary has no choice but to decrypt a valid VES given by oracles to output
a valid signature, but it contradicts the one-wayness of the EIGamal encryption scheme.

As a corollary of Theorem 2, SWAVES is unforgeable under the DLIN assumption since
we can easily show that SWAVES based on sSWdSig is key-independent and extractable. See
Sect. 2.4 for the definitions and Theorem 2.

Key-independence. For SWAVES, we can set kisk = 0, ssk = (g%, g*4, g“1?), kivk =
(g%, g’ gb®), and svk = VK’. Thus, SWdVES is key-independent.

Extractability.

Proof From VesVrfy, we have

e wS9h, K7) = e(g, Ko) (V1)

e(g". K1) e(g"". K)

et K1) et Ka)
e(s” K1)
e(¢, K1)

-e(g", K3) = e(t1, Ke)e(t?, K7) (V2)

e(g"2, Ky) - e(g™, Ks) = e(12, Ko)e(th, K7)e(g, §)*1” (V3)
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e(Ki, &%) = e(g, K1) (V4)

e(K}, g") = e(g, K2). (V5)
For j =0,3,4,5,6,7, it holds that K; = o;. For an extracted signature from o by Adj, it
holds that (in the following calculation, we use the number of equations above.)
e(u™ w*h, o7) = e(g, 0p) V1),
and
e(g" K1+ (KNP e(gP, Ky - (K)™F) - e(g". K3)
= e(g", K1)e(g"!, K2)e(g", K3) - e(8”, (KD P) - e(g", (KH)™F)
= e(t1,06)e(t], 07) - e(¢. K1) - e(¢, K2) - e(g”, K})Pe(gh™, K5)~F (V2)
= e(t1.06)e(r). 07) - e(g”, K))P - e(g" k)P - e(g” K)) Pe(g" . K)~F  (V4,V5)
= e(t1, 06)e(1], 07),
and
e(g" K1+ (KD)7P) - e(g", K4) - e(g™, K5)
= e(g”, K1)e(g"™, K4)e(3™, Ks) - e(g”, (K])7P)
= e(12, 06)e(1], 07) - e(g. )™ - e(¢. K1) - e(g”. K) 7P (V3)
= e(12. 06)e(1). 07) - e(g. 8)°" - e(g”. K|)P - e(g”, K)7F (V4)
= e(1, 06)e(Ty, 07)e(g, &)

This means that the extracted signature passes the verification algorithm of the underlying
signature scheme, Wd.Vrfy. O

As a corollary, SWAVES is unforgeable since SWAVES is key-independent and extractable
due to Theorem 2.

Corollary 2 SWAVES is unforgeable.

By Theorem 3, SWAVES is collusion-resistant under the DLIN assumption.
Next, we prove the opacity of our scheme.

Theorem 7 sWAVES is opaque if the DLIN assumption holds and there exists CRHF.

Proof 1f A outputs forgery o* = (o, ..., 07*, stag®, *) and M* such that M* is not
queried to AQO, then it means that .4 breaks the opacity of SWAVES. A directly forges a
signature of the underlying sSWdSig or extracts a signature by breaking the one-wayness
of the ElGamal encryption scheme. To show that SWAVES satisfies opacity, we introduce
the following games. Let Game-(i) denote a game where the VES creation oracle answers
encrypted signatures of Type A signatures for the first i (i € [gc] and g¢ is the number of
creation queries by .4) and queries and encrypted signatures of Type B signatures for the
remaining gc — i queries, and the adjudication oracle answers signatures extracted from the

queried VES for all g (the number of adjudication queries) queries. Let Advzorge-A (resp.

forge-B . . .
Adv; ) denote the advantage of the adversary in Game-(i) for outputting a Type A (resp.

B) forgery for a non-queried message (a message that is not queried to CO). Let AdvgXract-8

denote the advantage of the adversary in Game-0 for extracting a signature from a VES for
a queried message (a message that is queried to CO).
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1. In Game-(0), the VES creation oracle returns encrypted signatures of Type B signatures
and the adjudication oracle returns Type B signatures. First, we show Lemma 5: If A
outputs a valid Type B signature for message M; that has been already queried to the
VES creation oracle, CO in Game-(0), then we can construct algorithm & that solves
the AgExt problem. Thus, in the remaining games, we only consider .4 which outputs a
forgery for message M* such that M* £ M, for alli € [¢]. We can show Lemma 6: If A
outputs a forgery of a Type A signature in Game-(0), then we can construct algorithm
By (simulator for A), which solves the CDH problem.

2. Next, we consider Game-(i). We can show Lemma 7: If A detects the change of answers
by the VES creation oracle (from Type B answer to Type A answer), we can construct
algorithm 3, (simulator for .4) that solves the DLIN problem.

3. Finally, we consider Game-(g¢), where all answers for VES queries of A are encrypted
signatures of Type A signatures. We can show Lemma 8: If A outputs a forgery of a Type
B signature in Game-(g¢), then we can construct algorithm B3 that solves the DLIN
problem.

Thus, if the DLIN assumption holds, the signature scheme is opaque since the AgExt assump-
tion is equivalent to the CDH assumption and the CDH assumption is implied by the DLIN
assumption. The core part is Lemma 5. By Lemmas 5, 6, 7, and 8, we can show

AdvEP* () = Adv9e A 1 AdvgraetB y Ay 9% P
extract-B euf-cma
< Adv; + AdVE wasig
AgExt seuf-cma crhf euf-cma
< qCAdV“: + Adv}",sWdSig + AdVC + Adv]—‘,WdSig

< ((7/3)qc + 3)AdVEM 1 (4/3)Adve™,

Lemma 5 If there exists adversary A that outputs a Type B forgery for a queried message
M; in Game-0, then we can construct algorithm € that solves the AgExt problem.

Proof of lemma € is given instance (I', g*, g7, gP, g°, g*¥1P%) of the AgExt problem and
generates the verification key as follows. It selects exponents ai, b, Yy, Yu;» Yvys Yws Yis Yus

n & Zp, and hash key k € IC, computes

h ;
gi=g  ghi=g" gt:=g ghi=g" g =g =)
V= ng V] = g,\’vl V) = g}’vz w = g,\’w U= g)’u h = g)’h
ni=w =t ni=uE)r D=t hi=g" ¢ =gf

and e(g, g)‘““b = e(g¥, gy)‘”'b (it implicitly holds « = xy though £ does not have «),
and sets VK := (g, gb, g, g%, gb‘” , gbaz, 71, T2, rf’, tzb, w,u,h, bk, e(g, g)"‘“‘b) and
apk = ¢ = gP. Note that £ does not have g% = g, so £ cannot directly compute a Type
B signature.

Simulation of creation oracle: € initializes list QList := @, selects random index j < [gc],

i.e., guesses which VES A selects and outputs its extraction, and outputs encrypted signatures

of Type B signatures for the i-th VES creation query M; as follows. If i # j, £ then selects
u

r, 12,21, 22, ¥, stag, ¢i, p1, p2 < Zp, sets r :=ry + ry (We want to set y = x + v,

computes
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oi1 = (7)Y v = (g - g Y
(where ap = y and xy = «)

o1 = (¢") vig* = (g"vig™) - g7
Kii=0i1-¢", K =g", Ki:= ("""
Kyi=0;5- 07, Ky = g”, Ky:=(g")”
K3 =073 :=(g") ™

K =014 1= ()" "7 v5g% = (v5g™) - g7
Ks:=o0;5:=(g")%, K¢ :=0i6:=¢"", K7 :=0i7:=g"
Vi = Hy(M; || ¥;2) where ;2 := (0i3,...,0i7)

mi = Hy(g"h?"), Ko := 070 = " w*9n)",

stores (M;, o;, R; := (r1, 12, 21, 22, stag, y; := y’)) in QList where o; := (0i, ..., 0i7,
stag, ¢;), and outputs w := (Ko, ..., K7, K|, K}, K1, K2, stag, ¢;) for M;. We can verify
o; is a correct Type B signature.

. . .. U
Embedding the instance: If i = j,then £ selects r{', ry, 2}, 23, v*, stag®, ¢*, p1, p2 < Z,,
sets r* = r{ 4 r}, answers

K= (g TAha VT (gY) MY P = (grany "y g may” P
(where ap = y, xy =, p} := a1 + p1)
L= (g0 g = g
K} = (g0 gh = (gh)”
K} = (gxyﬂ%)flv;l**ng (g2)" (gP)Pr = (g*"‘v{*ng) ) ga2y*§Pé
(where p) := =8 + p2)
K3 = (") 'g" =g
Rj = (g%)~haghar = (ghanye
Ki = (93, Kb o= o) ¢3¢0, K= (g9 %, K= g%, KE = gl
9% = Hy(K%, ..., K3, stag®), m* := Hi(g” h?"), K§ = (™ wSB9 )T,

and records (M, o* := (K{, ..., "), j,y") as the challenge instance. It can be verified
that w* is a correct encrypted signature of a Type B signature.

Simulation of adjudication oracle: When A makes the ¢-th adjudication query (M,, wy),
we know that .4 must have queried M, to CO by the theorem of Riickert and Schroder
(Otherwise, it is a forgery. This is the same argument by Riickert and Schroder in [48]).
First, £ verifies the query and returns _L if it is invalid. Otherwise, £ acts as follows. If
M, = M, that is, the guessed index ((M;, ...) ¢ QList), then £ aborts. Otherwise, there
exists (M;, o;, R;) € QList for some i # j such that My, = M; and the 51gnature is Type
B. In this case (M, = M;), for query (M, = (Ko, ..., K7, Kl, Kz, Kl, Kz, stag, ¢)), if
¢ # @;, then A breaks the strong unforgeability of our modlﬁed Waters’ dual signature. We
consider an intermediate game where if ¢ # ¢;, then £ aborts. The probability of £ aborting
under this condition is at most the success probability of breaking the strong unforgeability
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of sSWdSig. That is, it holds that ¢ = ¢; without negligible probability. If ¢ = ¢;, then it
holds that K3 = 0i 3, K4 = Oi 4, K5 = 0i 5, K¢ = 0i.65 K7 = 0i.7, and stag = stag,- since
otherwise it means A outputs (K3, ..., K7, stag) such that Hi (0 3, ..., 0i,7, stag;,) = ¢; =
¢ = H (K3, ..., K7,stag) and (K3, ..., K7, stag) # (0,3, ..., 0i 7, stag;). This is a col-
lision of the hash function and contradicts the collision-resistant property. We consider an
intermediate game where if Hi(0;3,...,077,5tag0;) = ¢; = ¢ = Hy (K3, ..., K7, stag)
and (K3, ..., K7, stag) # (0i3....,07,stag;), then £ aborts. The probability of £ abort-
ing under this condition is less than the success probability of breaking the CRHF. That is,
the randomness of (K3, ..., K7, stag) is the same as that of (o; 3, ..., 0; 7, stag;) without
negligible probability.

By using K3 = g7?%, K5 = g7%%2, K¢ = g”2, and K7 = g™, £ can compute g2 =
(K)'/P, gt = Ky, 8% = (K370, g2 = (K9)7/P v = (g7 - g2, v = (g
g'2)%1, and v) = (g - g")"2 since € has b, yy, yy;, yu, and it holds that v = g* vy =
g vy = g”2. £ can use the same computation procedure in the simulation of the VES
creation oracle above by using y; stored in QList. Therefore, £ can return a valid Type B
signature (o, ..., 07, Stag, ¢) such that the randomness r in o1, o, is the same as that in
K1, K5 by using stored information o;. That is, the adjudication oracle is perfectly simulated
by £.

Solving the problem: At some point, A outputs a Type B extraction, M* = M;, stag*,
U]* — gamvr*g—amzy*’ 02* — g—txvq*gz’fgazy*’ U; — (gb)fzf’ UI — vg*gzﬁgaly*, 05* —
(g") %, o = g"b, o = ¢'l, 9% = Hi(os, ..., o07,stag"), m* = Hi(g” h*), and
o) = (™ wS®9 BT (not queried to A but CO) such that randomnesses are the same
as those used when B embedded the problem instance at the j-th query and (M, *, j, y*)
is recorded as the challenge instance. This is guaranteed by the strong unforgeability and
collision-resistant property we discussed above. By using these values, £ can compute g’§ =
@)P, 8" = 07,87 = (070, g% = (0T = (g1 v = (g7 g7,
vg* = (g'T - g"2)"2 since £ has b, y,, Yy, Yu, and it holds that v = g v = g”"1 vy = g¥».
Thus, £ can compute g vI*g"?V*/az* = g% = g* (where g = g”7) since £ has a; and
y* is recorded. That is, £ can output solution g*¥ of the AgExt problem if the adversary
outputs a Type A extraction for queried message M to CO. £ guesses index j, so its success
probability is degraded by a factor of 1/gc. However, it still breaks the AgExt problem with
non-negligible probability € /gc, where € is the success probability of A. O

Lemma 6 If there exists adversary A that outputs a Type A forgery when all answers to
signing queries are Type B signatures, then we can construct algorithm By that solves the
CDH problem.

Proof of lemma B is given instance (I, g, g, g”) of the CDH problem and generates the

. . u
verification key as follows: It selects exponents ay, b, Yy, Yu;» Yvys Yws Yhs Yus 1, § < Zp,
computes

gi=g  ghi=g" gt:=g¢ ghi=g" =g =)
V= ng V] = g)’vl vy = gyvz w = gyw U= gYM h = g)’h
=] T =g’y hi=g" B =gt

and e(g, g)"“”b = e(g”, gy)‘”'b (implicitly o = xy though B; does not have «), and sets
VK = (I g0, g%, g%, g"", b v, v, va, 71, 1o, P, th  wou b ok, e(g, g)%41P) and
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apk := gP. Note that B; does not have g% = g*¥, so B; cannot directly compute a Type
A signature. 31 outputs encrypted signatures of Type B signatures for creation query M

u
as follows. It selects ry, r2, z1, 22, ¥/, stag, ¢ < Zp, sets r := ry + rp (we want to set
y := x + y'), and computes

o = (g") TV = (g"N") - g7 (@ = y,xy = @)
o — (gy)y v{gZ' — (g“v{g“) . gaz)/

o3 = (gh)™

o4 — (gX)algaly/Ungz — (vagzz) . galy

o5 = (gh)™=

o6 — grzb

07 =g

9 = Hy(M || o3, ..., 07, stag)

m := Hi(g"h?)

0 = (umwstagh)rl'

B outputs VES for M by using signature (oy, .. ., 07, stag, ¢) for M and algorithm Create
with apk = B. For an adjudication query, 53; verifies its validity and returns the decrypted
value by using g if it is valid.

At some point, A outputs a Type A forgery sig” = (o, ..., o7, stag®, ¢*). If sig” is a
valid Type A forgery, then it passes the verification equations and it should hold that o =
gotalvrf’ 02* _ g—otvilf*gz’{’ ng — (gb)_ZT, GI — Ug*gzﬁ’ 0.5* — (gb)—zg’ 0.6* — grgb, 07* —
g1, 0 = H(M* || o, ...0f, stag"), m* = Hi(g" h¢"), and of = (" w39 h)'T, for
some i, 1y, 27, 23, stag® € Z,,.

By using these values, B can compute g2 = (crg‘)l/”, g = o7, g = (03*)’1/”,
vf* = (g1 - g"2)" since v; = g”1. Thus, B; can compute g<i - v{*/az* = g% = g". That
is, B1 can solve the CDH problem. O

Lemma 7 Ifthere exists A that makes at most qc creation and qp adjudication queries and
it holds ’Advzo_r%e_B — Adeorge_B‘ = ¢ for some k € [qc], then we can construct algorithm
By that solves the DLIN problem with advantage ¢.

Proof of lemma B, is given instance (I, g, f = g%, v, g%, f¥, T) of the DLIN problem and
generates the verification key as follows. It selects exponents o, ai, az, Yu;, Yvys Yws Yus Yhs

n,A, B, < Z,, computes

g:=¢ ghi=g" g i=g"

&= gha = fa g =

vi=p 4R vy = v gl vy 1= v gin

wi= fgo ui= fAgl h=fBgm

7 = vy = g 7 = vvy’ = g'n® = (! =
7 =)’ = 2% e(g, )" = e(f, 9)*"

ho=g" c=gP
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andsets VK = (I, f, g, g®, f, f2, 11, 1o, tf’, tzb, v, v1, va, w, u, bk k, e(f, 9)%),
SK = (VK, g%, g%, g49) and apk := ¢. Bp has g% since it has (aj, az), thus, it
can generate a Type B signature. We define (M) := AM + B. If stag := F(M), then
(uMyS@9p) = fSRG—AM=B oMy +steQyutyn — oMyu+stagyu+yn 3, generates signatures

as follows. For the i-th creation query,

Case i > k: Returns encrypted signatures of Type B signatures by using SK, g2 and ¢.

Case i < k: Returns encrypted signatures of Type A signatures by using SK = (g%, g*%)
and ¢.

Case i = k: Embeds the instance as follows. For the k-th creation query M, /3, first generates
a Type A signature as follows. It selects mq 2z p» Sets m := Hp(g"") and stag :=
F(m), and generates a Type A signature (o), 0|, 05, 03, 0, 03, 0, o) for m by using

. u .
tag stag (with randomness r{, r}, 2, 25, < Zp, r' :=r| +r}). Next, it computes

o — 01/ LT — goza] (vr—(x+y)T)—a1a2

o =0y TR(gH)M =g (TR g gt
o3 =op(f) = ("™

o4 =0, - T (g% — (UV—(X+Y)T)alger2 g2

o5 =og-(fH) =g

06 =0 f =gt

o7 =o07-¢" =g"

v = Hy(M || o3, ..., 07, stag)

¢ = (mo — 9)/1 m = Hy(g" h?)

00 — (T(/) . (gx)mquryh+stagyw — (um wstagh)rl )

In this case, it implicitly holds that z; = 2] — Yy, ¥, 22 1= 25 — Yu, ¥, F'1 = 1] + X,
ry = ré + y. B> can generate oy correctly since B; sets stag := F(m).

— If T = v*1Y, the above signature is Type A with randomness r| := ri +x,r = ré +y.
KT & G, the above signature is Type B since T = v**Yg? for some y < Zp.
For VES creation query M, 3, returns an encrypted signature of the above signature for
M by using ¢. For adjudication query (M, ), if it is a valid VES, then 53, decrypts it by

using B and returns extracted signatures for M. That is, if T = v*™ (linear), then A is in
Game-(k — 1), otherwise A is in Game-(k).

At some point, A outputs a signature ¢* = (o, ...,07, stag", ¢*) and message
M*. Note that in this game, M* is not queried to CO. B, computes ' := Hy(M* ||
(0f, ..., 0%, stag"), m’ := H(g" h*") and verifies

* !
e(of, v)e(vSRY —Am =B 5y

__1 * ’ ’ s
— e((o.l*/gotal) ajay | fstag —Am _3)6(0’7*, pm yu+stag )’u}+yh).

*_ ’_ /s, * " * _ * *
Tt h*OldS that o,as :* (fstag Am Bgm yu+stag }1,,,+)h)r] , 01* — gaalv ajarr g ayayy , Ug —
¢"2, and o5 = g'1. Thus, the left-hand side is

e(f, v)rT(Stag*_A"’/_B)e(g, v)rf(m’yu+stag*yw+yh)e(v, f)ri‘(stag*—Am/—B)’
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and the right-hand side is

* *_ r_ * K , o . i
e(v, f)r (stag™—Am B)e(g’ f)y (stag*—Am B)e(g’ ]})rl (m'"y,+stag }u,—}—),,).

A simplified equation is

1= e(g’ f)y*(stag*—Am’—B).

It holds that stag* # Am’ + B without negligible probability because M* # M; for all
i € [gc] and A and B are information theoretically hidden from the adversary. If signature
* is Type A, then the above equation holds and 5 outputs 1. On the other hand, if ¢*

Type B, then it does not hold and 3, outputs 0.
Thus, if A can distinguish the two games, then 3, can solve the DLIN problem with the
same advantage. O

Lemma 8 If A outputs a Type B forgery, then we can construct algorithm Bs that solves the
DLIN problem.

Proof of lemma Algorithm B3 is given instance (I', g, f = g%, v = g®, g*, f¥, T) of the
DLIN problem and simulates the verification key and the signing oracle for the signature
scheme (B3 does not have values ay, a2, x, y).

. . u
B3 generates the verification key as follows. It selects exponents b, &, Yu, Yu; s Yvy, B, 0 <

U
Z, and generators u, w, h < G, computes

g:=g gh=1f ge=v

g = gt ghat = fb gh® = b

vi=g" v = gyvl vy 1= g™

= ovy! =g =gt =g eg, 9% = (g, NV
h=g" ci=g"

and sets VK := (I, gb, fiv, fb, Ve 1, 1, ‘clb, Tf, w,u,h,h,k, e(g, f)“b), SK = (VK,
g%, f% v, vy, v2), and apk := ¢. B3 can generate a Type A signature by using the (normal)
signing algorithm since it has o and g“'. Thus, B3 can return valid encrypted signatures
under apk = ¢ for queries to CO. It also has B, so it can decrypt all valid VESs and perfectly
simulate all queries to AO.

If adversary A outputs a Type B forgery o1 := (g**1v")-g 74 %7 05 1= (g~ %v|g") - g*
03 = (gb> Aoy = (V5g%) - g7, 05 1= (gP) 2, 06 = (g")2, 07 1= g, O == Hy(M ||
03, ...,07), m = Hp(g"h?), ¢, and og := (umwStagh)’1 for some r{, 2,21, 22, ¥ € Zp
(r = r1 + rp), then B3 can compute (g~41927  g47  ¢%V) from o1, 04, 02, respectively. The
reason is as follows.

B3 has b, so it can compute g%, g%2, g1, ¢"2 from o3 = g b g5 = g7h2 gy = g
o6 = gP"2, respectively, and obtain g" = g"'t"2 v = g/, v = g, v = g
(B3 has yy, yy,, Yu,)- Thus, B3 can extract (g~ %Y, g4V, g%Y) from o1, 02, 04 and can
solve the DLIN problem by checking whether e(g*, g mayy=l. e(fr, g") =e(g"", T)
because e(g¥, g~ U@Vl L o(gMY g®V) = (g, g)NRYXTOQYY — (g, g)URYETY) Tf
T = g®O+») = p¥+Y then the equation holds. Thus, B3 can solve the DLIN problem if A
outputs a Type B forgery. Note that in this game, A outputs M* # M; foralli € [qc]. O

We complete the proof of Theorem 7 by using Lemmas 5, 6, 7, and 8. O
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5 Application to obfuscators for ES and EVES

SWAVES can be used to construct new obfuscators for an ES and EVES. Hada [41] con-
structed an obfuscator for an ES by combining Waters’ signature [52] and the linear encryption
scheme. The linear encryption scheme proposed by Boneh et al. [9] is as follows.

L.Gen(l)‘): On input security parameter A, it generates I := (p, G, Gr, g, e) il gbmp(l)‘),
selects exponents X., ye 4 Zp, and outputs pk = (fe, he) = (g%, g%), dk =
(Xe, Ye).

L.Enc(pke, m): On input m € G and pk = (fe, he) it selects r, s < Zp and outputs
c = (fr, h3, g m).

L.Dec(dk, ¢): On input ¢ = (cy, ¢2, ¢3) and dk, it outputs m := C3/(c}/x“c;/ye).

Hada’s idea is as follows. Suppose that signature o is computed as o = sk - G(m) where
sk € G is the signing key, m € Z, is the message and G : Z, — G is an efficiently
computable function. Then, for ciphertext ¢ = L.Enc(pk,, sk), we can compute ¢ := c -
G(m) = L.Enc(pke, sk - G(m)) by the homomorphic property of the linear encryption
scheme. This is exactly an encrypted signature. The ciphertext of sk can be seen as an
obfuscated circuit for encrypted signatures since the linear encryption scheme is semantically
secure and no information about sk is revealed. We extend Hada’s construction, that is,
we combine SWAVES based on strongly unforgeable Waters’ dual signature and the linear
encryption scheme. However, Waters’ dual signature is more complex than Waters’ signature
at Eurocrypt’05, so it is non-trivial whether we can directly use Hada’s technique. In Waters’
signature at Eurocrypt’05, the signing algorithm does not exponentiate sk, but in Waters’
dual signature, it does. However, we can resolve this problem by using multiplicatively
homomorphic property of the linear encryption scheme, that is, we can compute ¢” - G (m) =
L.Enc(pk, sk” - G (m)). Therefore, if we encrypt sk = (g%, g*%!, g#1?) by linear encryption,
then we can construct an obfuscator for an ES/EVES. We propose secure obfuscators for an
ES and EVES in the section.

5.1 Secure obfuscation
We review some definitions for secure obfuscators for ESsS/EVESs.

Average-case secure obfuscation. We review an extended notion of the average-case virtual
black-box property (ACVBP) by Hohenberger et al. [43]. They proposed the definition to
overcome the impossibility results by Barak et al. [4].

Definition 15 (Average-Case Secure Obfuscation [43]) An efficient algorithm Obf that takes
as input a (probabilistic) circuit and outputs a new (probabilistic) circuit, is an average-case
secure obfuscator for the family C = {C,} where C,_ are the circuits in C with input length A
if it satisfies the following properties:

Preserving Functionality: For any input length A and C € C,, it holds that

~ Pr [3x € {0, 1}* : A(Obf(C)(x), C(x)) is not negligible in A]
coins of Obf

is negligible in A.
The distributions Obf(C)(x) and C(x) are taken over Obf(C)’s and C’s random coins,
respectively. A denotes statistical distance.

@ Springer



Verifiably encrypted signatures with short keys 89

Polynomial Blowup: There exists a polynomial p such that for sufficiently large input length
A and any C € Cy, |Obf(C)| < p(IC)).

Average-Case Secure Virtual Black-Box: For any efficient adversary .A, there exists an effi-
cient simulator S such that for every efficient distinguisher D and every auxiliary input
z € poly(i) (where poly is any polynomial),

|:DC(A(Obf(C),z),z) —1 l} |:DC(SC(1’\,Z),Z) =1 |}
Pr R —Pr R
C «~ CA C < CA

is negligible in A. The probability is over the selection of a random circuit C from C;,
and the coins of the distinguisher, simulator, oracle and obfuscator. Note that entities
with black-box access to C cannot set C’s random tape.

We review the ACVBP with respect to dependent oracles introduced by Hada [41] since
our obfuscator is secure in this sense. Hada proposed the definition to consider the security
of obfuscators for ES functionality. In the setting of ES functionalities, the adversary can
access a signing oracle and is given a public-key used for encrypted signatures. However,
the setting is not sufficient for meaningful security and a stronger security is required. That
is, the adversary should be given not only the public-key but also an obfuscated circuit of
an ES functionality (not black-box access). Hada showed that if an ES scheme satisfies the
weaker security requirement (the adversary is given only a public-key) and its obfuscator
satisfies ACVBP with respect to dependent oracles, then it also satisfies the stronger security
requirement (the adversary is given an obfuscated circuit).

Definition 16 (Average-Case Secure Obfuscationw.r.t. Dependent Oracles [41]) An efficient
algorithm ODbf that takes as input a (probabilistic) circuit and outputs a new (probabilistic)
circuit, is an average-case secure obfuscator for the family C = {C, } if it satisfies the following
properties:

Preserving Functionality: This is the same as Definition 15.

Polynomial Blowup: This is the same as Definition 15.

Average Case Virtual Black-Box Property w.r.t. Dependent Oracles: Let T(C) be a set of
oracles dependent on the circuit C. A circuit obfuscator Obf for C satisfies the ACVBP
w.r.t. dependent oracle set 7 if the following condition holds. For any PPT A, there
exists a PPT S such that for any PPT D and every auxiliary input z € {0, 1}POY®)

PCTO (AODC),2),2) — 1| b PCTO(SC(1*, 2),2) — 1|
r — Fr
cia cla

is negligible in L. Note that entities with black-box access to C and T'(C) cannot set
C’s and T (C)’s random tapes, respectively.

5.2 Security of ES and EVES

We review the definitions proposed by Hada [41]. In the following definitions, SO is a signing
oracle, that is, if a message M is queried by the adversary, then SO returns a valid signature
for M by using the secret key. First, we consider a weak security game where the adversary
can access the signing oracle and is given a public key for encrypted signature.

Definition 17 (Existential Unforgeability w.r.t. ES Functionality) Let PKE and SIG be a
pair of PKE and SIG schemes. SIG is existentially unforgeable w.r.t. ES functionality if the
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following condition holds. For every PPT A and every auxiliary input z € {0, 1}POV®),

r £ Setup(1*);
SIG.Vry(vk, M*, 0*) — 1 | (vk, sk) < SIG.Gen(I);
AM* ¢ O (pke, dk) < PKE.Gen(I");
(M*, 0%, Q) & ASOGKI(T vk, pke, Z)

Pr

is negligible in A.

Next, we consider a strong security game where the adversary is given an obfuscated circuit
of an ES functionality.

Definition 18 (Existential Unforgeability w.r.t. ES Obfuscator) Let PKE and SIG be a pair
of PKE and SIG schemes. Let Obfgg be a circuit obfuscator for ES;,. SIG is existentially
unforgeable w.r.t. Obfgg if the following condition holds. For any PPT A and every auxiliary
input z € {0, 1}POY®)

r & Setup(1*);

(vk, sk) < SIG.Gen(I");

(pke, dk) < PKE.Gen(I);

¢’ < Obfes(Ck pi):

(M*, 0%, Q) & ASOGK) (I vk, pke, C', )

SIG.Vry(vk, M*, 0%) — 1

Pl ame ¢ o

is negligible in A.

We extend these definitions to consider EVES functionalities. We can easily achieve this
by adding a public-key of an adjudicator as input to .4 and giving the creation and adjudication
oracles (the signing oracle in the security game for ES functionality is replaced with a oracle
set that consists of those two oracles).

Definition 19 (Existential Unforgeability w.r.t. EVES Functionality) Let PKE and VES be
a pair of PKE and VES schemes. VES is existentially unforgeable w.r.t. EVES functionality
if the following condition holds. For any PPT A and every auxiliary input z € {0, 1}POY®),
VesVry (apk, vk, o*, M*) — 1 A M* & Qc A M* ¢ Op |

I £ Setup(1%);

(apk, ask) < AdjGen(I"); (vk, sk) < Gen(I'); (pke, dk) < PKE.Gen(I");
(M*, %, Qc, Qa) < ACOGkapk), AO(ask.apk,vk.-) (1, vk, ke, apk, )

Pr

is negligible in A.

Definition 20 (Opacity w.r.t. EVES Functionality) Let PKE and VES be a pair of PKE and
VES schemes. VES is opaque w.r.t. EVES functionality if the following condition holds. For
any PPT A and every auxiliary input z € {0, 1}POV®),

Vrfy(vk, o*, M*) — 1 A M* ¢ Qa |

r £ Setup(1*);

(apk, ask) & AdjGen(I"); (vk, sk) < Gen(I'); (pke, dk) < PKE.Gen(I");

(M*, o*, 0c, 0p) (R_ ACO(sk,apk,-),AO(ask,apk.vk,~,-)(F! vk, Pke, apk, 2)

is negligible in A.
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Definition 21 (Existential Unforgeability w.r.t. EVES Obfuscator) Let PKE and VES be a
pair of PKE and VES schemes. Let Obfgygg be a circuit obfuscator for EVES;. VES is
unforgeability w.r.t. Obfgygg if the following condition holds. For any PPT A and every
auxiliary input z € {0, 1}POY®),

VesVriy(apk, vk, w*, M*) — 1 AM* ¢ Qc A M* ¢ QO |

r £ Setup(1*);

Pr| (apk, ask) < AdjGen(I"); (vk, sk) < Gen(I"); (pke., dk) < PKE.Gen(I');
R
C' < ObeVES(Csk,pkg,apk);
(M*, w*’ QC’ QA) (R_ ACOl(sk,apk,-),AO(ask,apk,vk,-,-)(F’ Uk, pke7 apk, C/, Z)

is negligible in A.

Definition 22 (Opacity w.r.t. EVES Obfuscator) Let PKE and VES be a pair of PKE and VES
schemes. Let Obfgygs be a circuit obfuscator for EVES;, . VES is opaque w.r.t. Obfgygs if
the following condition holds. For any PPT A and every auxiliary input z € {0, 1}POY®),

Vrfy(vk, o*, M*) — 1 AM* ¢ QO |
I < Setup(1%);
Pr | (apk, ask) < AdjGen(I"); (vk, sk) < Gen(I"); (pke, dk) < PKE.Gen(I");
c < Obfeves (Csk, pke,apk);
(M*,0*, Oc, Op) a ACO(sk,apk,-),.AO(ask,apk,vk,-,~)(I-v, vk, pke,apk, C’,z)

is negligible in A.

Theorem 8 Let oracle set T(Crskapk,pk,) be {CO(sk,apk, -), AO(ask, apk, vk, -, -)}
where CT sk apk,pk, is a circuit for the EVES functionality. If Obf for EVES satisfies the
ACVBP w.r.t. dependent oracle set T, then the existential-unforgeability/opacity w.r.t. EVES
functionality implies existential-unforgeability/opacity w.r.t. the EVES obfuscator, respec-
tively.

The proof of this theorem is almost the same as that of Hada [41], but we write it for
confirmation.

Proof We show that if we assume that the existential-unforgeability/opacity w.r.t. an EVES
functionality is satisfied but there exists .4 that breaks existential-unforgeability/opacity w.r.t.
the EVES obfuscator, then Obf does not satisfy the ACVBP w.r.t. dependent oracle set T,
that is, there exists a distinguisher D for ACVBP w.r.t. dependent oracle set 7. We construct
D as follows.

1. Itis given an auxiliary-input Z and a target circuit C that is either a real obfuscated circuit
or a simulated circuit by a simulator.

2. It obtains keys (I, vk, apk, pk.) by oracle access to Cr sk,apk, pk, With input keys.

It gives keys (I, vk, apk, pk.), C and auxiliary input Z to A as inputs.

4. It simulates the creation and adjudication oracles by using oracle access to oracle set
T(CF,sk,apk,pke)~

5. Tt outputs 1 if and only if the winning condition of the existential-unforgeability/opacity
w.r.t. the EVES obfuscator holds, respectively.

It holds that T (Cr sk, apk, pk,) = {CO(sk, apk, -), AO(ask, apk, vk, -, -)}, so the oracle sim-
ulation above is perfect. If the target circuit is the real obfuscated circuit, then the simula-
tion above perfectly simulates the experiment of existential-unforgeability/opacity w.r.t. the

b
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EVES obfuscator and A has a non-negligible advantage. If the target circuit is the simulated
one, then the distribution of inputs to A is not correct and it does not have a non-negligible
advantage. Therefore, D can distinguish two circuits by using 4. O

5.3 Constructions of obfuscator for ES/EVES

To satisfy the virtual black-box property, we must construct simulator S that outputs an
indistinguishable view from the real one. S does not have sk, so it encrypts random dummy
elements over G instead of sk and sets them as an obfuscated circuit. Encrypted signa-
tures/VESs under semantic secure PKE are indistinguishable from ciphertexts of dummy
messages. By semantic security of the linear encryption, the view by S is indistinguishable
from the real one. Thus, we can achieve obfuscators for ESsS/EVESs.

5.3.1 Obfuscator for EVES

A naive construction of an EVES is the sequential composition of the VES scheme discussed
in Sect. 4 and the linear encryption scheme (create-then-encrypt). We define the family of
circuits as

(vk, sk) & Gen(I"),
EVES, := CI“,sk,apk,pke (apk, ask) <R— AdjGen(I"), 1 »
(pke, dk) & L.Gen(I")

where each circuit Crsk,apk,pt, € EVES, (for notational convention, we often omit
I, sk, apk, pk, and use just C if it is clear from the context) is a probabilistic circuit that
consists of the following two algorithms. EVES; api, pr, (M) takes M as input, generates
w & Create(sk, apk, M), and computes C,, := L.Enc(pk, w); Keyssk’apk,pke(keys) takes
keys as input and outputs (I, vk, apk, pke).

We introduce a re-randomization algorithm for the linear encryption ReRand(pk,, c1, ¢2,
c3) that takes as inputs pk, = (fe, h.) and a ciphertext of the linear encryption, selects
r', s < Zp, and outputs (cy - fe’/, c - hi/, c3 - g’/‘“/).

Our obfuscator for an EVES is described in Fig. 1. We can see ctg as a ciphertext of
signing key sk. It is encrypted by pk, and apk = ¢. If we set p| := 02 + y03 + p1 and
Py = Q1+ p2, then, by using the homomorphic property of the linear and EIGamal encryption
schemes, we can write

(11, e12. W) & LENC(pke, g0 g1 - ¢P1 = K1),
(K7, K1) = (gF 0o, (gherterton — (g9, (gh)h),
(c2,1, €22, ¥2) il L.Enc(pke, g %0} g™ g7 - P2 = K»),
(K3, K2) = (82772, (")) = (g2, ("))
by simple calculation. Thatis, we can write C; 2 Enc(pk., K;) fornotonlyi =0, 3,4, 5,6,
7 but also i = 1,2. Thus, we can verify that the output of Obfgygs(M) is identically

distributed to the output of Cyx apk, pr, (M). We need the re-randomization procedure of the
linear and ElGamal encryption schemes to prove the security.

Remark The proposed obfuscator encrypts elements in Z, by using the linear encryption
scheme. The message space of the linear encryption scheme is G, so if we do not have an
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Our obfuscator Obfgygs takes C' as input and proceeds as follows.
1. Reads (I, sk, apk, pke) from C parses sk = (g%, g*?1, g*1%2) and apk = (.
2. Selects o1, 02, 03 L Zp and computes

(Cay1)€a,2:€a,3) & L.Enc(pke, g~%)
Ca = (%,17%,27%,3 'Cglvggl,gbalgl)

(Caay 1 Caay,2) Caay,3) & LEnc(pke, g*1)
Caay = (Caal,lzcaalg»caal,:a .ng’gg27gbg2)

R —aiaz
(Calag,lvCa1a2,270a1a2,3) — L.Enc(pk;e,g )
= . (93 ge3 gbes
Cajag ‘= (Ca1a2ﬁlzca1a2,2’ca1a2,3 C y 9,9 )

3. Sets ctgsy, = (Ca)CaarsCaras)-
4. Constructs an obfuscated circuit as follows. (1) On input keys, outputs
(I, vk, apk, pke). (2) On input a message M,

(a) Selects r1,72,7, p1, p2, stag, ¢ L Zp and sets 1 :=r1 + r2.
(b) Computes

Y1 = Caay,3 -0 - Cz1a2,3 <P
K1 = cCaa1,4 " €3 0y.4° 9",
Ky = caay 5 €0 ay 57 (97
C1,1 = Caaq,1 'sz,p €1,2 = Caaq,2 * cha%?
Cy = (ch1,¢12,¢1 3) & ReRand(pke, (c1,1,c¢1,2,%1))
¢! & L.Enc(pke, K})
e} & L.Enc(pke,f(l).
(¢) Computes
Uy 1= Cq,3 - U71" .gFl . g . cP2, Ké = Caa - g°2, f(z = Cas (gbal yP2
€21 1= Ca,1, €2,2 = Ca,2
Ca = (ch 1, ¢h0,¢5 3) & ReRand(pke, (¢2,1, 2,2, ¥2))
Cy & LEnc(pke, K3)
Gy & L.Enc(pke, K2).
(d) Computes K3 := (gb)_zl, Ky = v5g*2g*7, K5 = (gb)_z2, K¢ = (gb)T2,
K7 :=g", 9 := H,(M, Ks, ..., Ky, stag), m := Hy(g°h%¥), Ko := (u™w"?eh)"1,
C; & LEnc(pke, K;) (i = 0,3,4,5,6,7), C; < L.Enc(pke,stag), and C, :=

L.Enc(pke, ).
(e) Outputs (Co,...,Cr,Ct, Cop, C}, Ch, C1,Co).

Fig. 1 Obfuscator for EVES

encoding between Z;, and G, then we cannot use the linear encryption scheme. If we use a
special elliptic curve defined by equation y> = x> + b, then we have such an encoding [8]
and our construction works. Moreover, if we encrypt elements in Z,, such that p’ < p, then
we can use an injective encoding proposed by Fouque, Joux, and Tibouchi [29].

Theorem 9 Let T (Cy apk,pr,) be {CO(sk, apk, -), AO(ask, apk, vk, -, -)}. If the DLIN
assumption holds, then Obfgygg satisfies ACVBP w.r.t. dependent oracle set T.
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Proof We construct a simulator, S. It does not have secret signing key sk, so it acts as follows.

1. Queries oracle C on keys to obtain (I, vk, pk., apk).

2. Parses vk = (g, g%, g%, g®2, gP™, gb® 1| 1o, rf’, ré’, w,u, h,h,k, e(g, g)%P) and
apk =¢.

Samples dummy elements Jy, Joa,, Jajar < G and exponents o1, 02, 03 < L.

1 c(’x,z, c(’w) & L.Enc(pke, Jy).

Sets ¢y 1= (c(’“, C:Lz, 0;3 g1 gor gbmeny,

Generates (c,,

R
Generates (C/al,l’ c(’wlyz, c(’mlﬁ) < L.Enc(pke, Juay)-

o
— (! / / .02 402 Gbon
Sets cqqy 1= (CMLI,CMI’Z,cwl,3 £92, g92, gh02),
R
! / /
Generates (calaz’l, Carar.2> ca1a2,3) <~ L.Enc(pke, Jayay)-
— (¢ / / .03 403 ,bos
Sets Cajay = (calaz,l’ calaz,Z’ ca|a2,3 {9, 8%,8 )
Sets cty := (Ca Caays Cayar)-
Outputs circuit (I, vk, apk, pk., Cty).

_.
e N

[

We consider the following distributions.

Real-C(D, A, 2) :

I & Gomp(1%): (pke. di) £ L.Gen(I'): (vk, sk) & W.Gen(I");

B < Zp; (apk, ask) = (s, B);

(Chy 1 Copnr Co3) il L.EENC(pke, 87%): Ca 1= (Cly 1+ Chyps Copz - CO1, 82, ghaeny.
(Choay 17 Coay 2> Coay 3) & LEnc(pke, g%™);

Caay "= (Coay 1+ Covay 20 Covay 3 - £ 892, ghoy;

(Chvar 1 Caran2s Carar.3) & L.Enc(pk,, g~

Carar = (Chay 1> Conar.2> Canan.3 - £ 855 g"%);

Clsk := (Cas Caays Cajar)3

P DC(F, vk, pke, apk, ctg, 2).

Sim-C(D, A, 2) :

I & Gomp(1); (pke, dk) < L.Gen(I"); (vk, sk) < W.Gen(I");

B < Zy; (apk, ask) := (g°, B;

(Chy 1+ Cly2s Ciy3) bl L.Enc(pke, Jo)s o = (Cly 1+ Coar Coz - €91, 891, ghaeny.
(ct’w]yl, Cl;al,2’ C(/xa],S) il L.Enc(pke, Jua,);

Caar = (Chay 1+ Chyay 2> Choay 3 * €2 8%, 879

(6;102,1, 6;1@2, c;1a2’3) & L.Enc(pk., Jayay);

Carar = (Chya 1+ Conan.2+ Conan.3 - £ 8%, 879

cty = (Cas Caa)s Carar);

b & DE(T, vk, pke, apk, cty, 2).
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It holds that Real-C(D, A, z) = D€ (Obf(C), z) and Sim-C(D, 1, z) = D¢ (S€ (1%, 2), 2).
We let Ji := Jo, Jo = Juay, J3 = Jaja,- We consider hybrid experiments Hyblc, where
i€ Blforj=1,....0 (. cl,c ) < LENC(pke, J;), and for j =i +1,....3,
(Cll,l’ C/l,z’ 0/1,3) il L.Enc(pk., sk[j]), where (sk[1], sk[2], sk[3]) := (g~%, g*¥, g—“192),
It holds that Hyb$ = Real-C(D, A, v, z) = D€ (Obf(C), z) and Hyb§ = Sim-C(D, 1, 2)
= DC(SC(1*, 2), z). We can show Hybic_l = Hybl-c. If there exists distinguisher D that can
distinguish these two variables, then we can construct adversary .4 which breaks IND-CPA
security of the linear encryption scheme. A takes as input common parameter I, public key
pk., and auxiliary input z. It selects 8 < Z,, sets apk = g? and ask := B, generates

(vk, sk) & sWd.Gen(1%), selects J; < G, sets mg := sk[i] and m; := J;, and returns
(mg, m1, vk). If A receives target ciphertext c*, then A uses D as follows.

ko (% ko
1. Parses ¢* = (c7, ¢3, ¢3).

2. Forj=1,...,i —1,selects o; < Zp and sets (c;’l, C1{,2’ c;’3) il L.Enc(pk,, J;) and
) .0
Csklj] = (Ct,',l’ C;’Zv C,/"3 - 5%, g9, gjj)-
. u ~
3. For j =i, selects ¢ <— Zp and sets cy(j) := (c], ¢3, 5 - £9, g, g?).

4 Forj=i+1,...,3,selects g; < Zp and sets (¢} |, ¢} 5, €} 3) Pil L.Enc(pk,, sk[j])

e ’ ’ ; i 59
and ¢spj) = (€ 15 Cps €3 - €Y 8%, 8-

Sets ctgi := (Csk[1]» Csk[2]» Csk[3])-

Gives (I, vk, pk,, apk, ctg) as inputs.

7. Simulates D€ (", vk, pke, apk, ctg, Z), where oracle queries can be perfectly simulated
by using sk = (g%, g*4, g1%), apk = ¢, and pk,.

8. Outputs the output of D.

ba

AN

Here, we set 3 := gb, g5 := g”, 33 := g".

If ¢* is an encryption of mg = sk[i], then the distribution is the same as Hybl-cf - Ifc*isan
encryption of m| = J;, then the distribution is the same as Hybl-c‘ Thus, if D can distinguish
Hybffl from Hybic, then A can break semantic security of the linear encryption scheme.
By transitivity, it holds that Real-C(D, A, z) = Hyblc ’ Hyb? = Sim-C(D, A, z) and the
theorem follows. O

5.3.2 Obfuscator for ES

A naive construction of an ES is the sequential composition of a signature scheme and
a encryption scheme (sign-then-encrypt), as Hada proposed [41]. We define the family of
circuits as

ESy = {Cr sk pi, | (K, sk) < SIG.Gen(I'), (pk,, dk) <- PKE.Gen(I")},

where each circuit Cg, pr, € ES; is a probabilistic circuit that consists of the following
two algorithms: ESSk,pke(M) takes M as input, generates (oy, o1, ..., 07, stag, ¢) il
sWd.Sign(sk, M), computes C; i L.Enc(pke, 0i), C; il L.Enc(pk,, stag), C, il
L.Enc(pk,, ¢), and outputs Cy := (Co, ..., C7, C;, Cy); Keysskypke(keys) takes keys as
input and outputs (I, vk, pk,).

Our obfuscator for ES is easily obtained from our obfuscator for EVES and descried in
Fig. 2.
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Our obfuscator Obfgs takes Csp 1, as input and proceeds as follows.

1. Reads (I, sk, pke) from Cgp pi, , obtains vk using Keys, and parses sk = (g, g*%!).
R _ R

2. Computes (ca,1;¢a,2:¢a,3) <  LEnc(pke,g™%), (Caay,lsCaay,2>Caay,3)

R _
L.Enc(pke, g*?1), and (Cayas,15Casag,2: Cajaz,3) < L.Enc(pke, g~ 4142).

3. Sets Ctsy := (casCaaiCayas)-

4. Generates an obfuscated circuit as follows. (1) On input keys, outputs (I, vk, pke).

(2) On input a message M,

(a) Selects r1,72,7, 21, 22, stag, @ L Zp and sets r =11 + T2.

(b) Computes ¥1 := cqa,,3-0" 'Czla2,37 €1,1 = Caay,1 -c;’la%l, €1,2 := Caay,2 ~czla2,2,

R
C1:= (¢} 1,¢ 2,¢] 3) < ReRand(pke, (c1,1, 1,2, 71)).
(c) Computes W2 := cq,3 - v1" - gt - g*27, ca1 = Ca,1, C2,2 = Ca,2, C2 =
R
(¢h,1,¢h 9:¢h 3) < ReRand(pke, (c2,1,c2,2, ¥2)).

(d) Computes a3 i= (7)1, o4 i= v§g2g"17, 75 == (g*)~%2, o6 = ("), o7 1=
g™, ¥ = Hy(M || o) where Y2 := (03,...,07,stag), m := Hy(g°h%®), oo :=
(umwstagh)rl.

(e) Computes C; & L.Enc(pke, o) (i = 0,3,4,5,6,7), Ct & L.Enc(pke, stag), Cyp
L.Enc(pke, ¢), and outputs (Co,...,C7,Ct, Cyp).

1=

Fig. 2 Obfuscator for ES

It holds that
(c1,1,c1,2, W) & LEnc(pk,, g% v - gm@1927)

(€21, €22, ¥2) & LEnc(pk,, g7 - vy - gt - g™

by simple calculation. Thus, we can write C; il L.Enc(pke, 0;) for not only i =
0,3,4,5,6,7 but also i = 1,2. We can easily verify that ESg ,r, (M) and Obfgs(M)
are identically distributed.

Theorem 10 Ler T (Cyy pi,) be SO(sk, ). If the DLIN assumption holds, then Obfgg satis-
fies the ACVBP w.r.t. dependent oracle set T.

We can prove Theorem 10 by using the same proof technique as that of Theorem 9.
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