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Abstract A one to one correspondence is given between quadratic homogeneous APN func-
tions and a special kind of matrices which we call as QAM’s. By modifying the elements of a
known QAM, new quadratic APN functions can be constructed. Based on the nice mathemat-
ical structures of the QAM’s, an efficient algorithm for constructing quadratic APN functions
is proposed. On F,7, we have found 471 new CCZ-inequivalent quadratic APN functions,
which is 20 times more than the number of the previously known ones. Before this paper,
It is only found 23 classes of CCZ-inequivalent APN functions on F,s. With the method of
this paper, we have found 2,252 new CCZ-inequivalent quadratic APN functions, and this
number is still increasing.
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1 Introduction

Low differentially uniform permutations are very useful in cryptography, they can provide
good resistance against differential attack. For example, the advanced encryption standard
(AES) [12] uses a differentially 4-uniform permutation as its substitution box (S-box).
The differentially 4-uniform permutation is the best choice for now due to the lack of
differentially 2-uniform permutations on F,s. For clarity, we first introduce the following
definitions.
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588 Y. Yuet al.

Definition 1 A mapping F : Fon — Fo» is called differentially § (F')- uniform if
8(F)= max #Ap(a,b),

aeIFg,, ,beFm

where Arp(a,b) = {x € Fon : F(x +a) + F(x) = b}, and #AF(a, b) is the cardinality of
Af(a,b). If 6(F) = 2, F is called almost perfect nonlinear (APN) [1].

Definition 2 [11] Let F and F’ be two functions from Fyn to Fon.
(1) F and F’' are Extended affine equivalent (EA-equivalent) if

F'(x) = A1(F(A2(x))) + A3 (x),

where A1 and A are affine permutations on F»», and A3 is an affine function on Fo».

(ii) F and F’ are Carlet-Charpin—Zinoviev equivalent (CCZ-equivalent) if there exists an
affine permutation which maps G r onto G g7, where Gy = {(x, F(x)) : x € Fpn} is the
graph of F, and G f is the graph of F’.

Note that 6(F) is always even, and APN functions provide optimal resistance against
differential attack. The terminology APN was introduced by Nyberg and Knudsen [23] in
1992. Carlet, Charpin and Zinoviev proved that if a function is APN, then its CCZ-equivalent
functions are all APN. CCZ-equivalence is a generalization of EA-equivalence. A function
F(x) = 23”:61 c jxj € Foyn[x] is called quadratic if the maximum Hamming weight of
the binary expansion of j with ¢; # 0 equals 2. According to Yoshiara’s results [24], two
quadratic APN functions are CCZ-equivalent if and only if they are EA-equivalent.

An APN function is new if it is not CCZ equivalent to any known ones. For a long time,
finding new APN functions is an important research topic in cryptography. In recent years,
most of the new APN functions found are quadratic [2-9, 13-20]. For a systematic knowledge
of APN functions, the readers can turn to [10].

Our work was motivated by a recent breakthrough on APN functions. In 2009, Dillon et al.
[4,5,13] found an APN permutation in dimension six, which is the first APN permutation in
even dimension. Their idea can be summarized as follows: firstly, finding an APN function,
and then checking whether this APN function is CCZ-equivalent to a permutation or not.
Thus, if we want to find new APN permutations in even dimensions, we must find new APN
functions first.

Our aim is to find as many new APN functions as possible, especially on F,s. Then we will
check wether these new APN functions are CCZ-equivalent to some permutations. If some
of these functions are CCZ-equivalent to permutations, then this will prove the existence of
APN permutations on Fs.

The contributions of this paper are as follows. In Sect. 2, a one to one correspondence
is given between quadratic homogeneous APN functions and QAMs (see definition 5 in
Sect. 2). In Sect. 3, some relations are proposed between quadratic homogeneous functions
and their corresponding matrices, in particular, some properties of QAMs are given. These
QAMs have nice mathematical structures and constructing QAMs is easier than constructing
quadratic APN functions directly. In Sect. 4, based on some properties of the QAMs, we
have designed an efficient algorithm to search for the new APN functions. Before this paper,
the scholars [13,16] have found 19 and 23 classes of CCZ-inequivalent APN functions on
F,7 and [Fps respectively. With the algorithm of this paper, we have found more than 471
new CCZ-inequivalent APN functions on F,7, and more than 2252 new CCZ-inequivalent
quadratic APN functions on F,s. The number of CCZ-inequivalent quadratic APN functions
on [Fys is still arising. We have checked all these new APN functions on F,s, none of them is
CCZ-equivalent to a permutation.
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A matrix approach for constructing quadratic APN functions 589

2 Notation and basic ideas
2.1 Notation

Let n be a positive integer, Fo» be a finite field with 2" elements, and F,» [x] be the polynomial
ring in variable x over Fyn.

Definition 3 Quadratic functions on [Fy» without linear and constant terms are called
quadratic homogeneous functions.

Definition 4 [21] Two bases {«, ..., a,} and {01, 02, ..., 0,} of Fo» over F; are said to be
dual if for 1 < u, j < n we have
L _ |Ofor u#j;
Tr(auej) - ‘ 1 fOr u= j-

We will use the following convention and notation throughout the paper.

(i) For positive integers r, s, IFE,TS denotes the space of r x s matrices over . For a

matrix A, let A[i] be the ith row of A, A[i, j] be the (i, j) entry of A, and B =
Submatrix(A, 1, 1, r, ¢) the r x ¢ submatrix of A consisting of the first » rows and the
first ¢ columns.

(i) Suppose {o1, a2, ..., a,}is abasis of Fon over Fo, and {61, 62, ..., 6,} is its dual basis.
Let M, € FAX" and My € F4" with Myli,u] = o2 ' and Mgli,u] = 62 for
1 <u,i <n.Then MI My = (Tr(au0j))nxn for 1 < u, j < n,so MI My = I,, where
I, is the n x n identity matrix. Thus M(;1 = MT, where M is the transpose of M, .

(iii) Suppose 11,12, ...,0m € Fan (m,n > 1), and B = (1, n2,...,0m) € . Let
Span(B)=Span(n1, 12, - - ., ) be the subspace spanned by {11, n2, ..., n,} over Fo.
The rank of B over [, denoted as Rankp, (B), is defined as the dimension of Span(B)
over F,. Suppose n; = Z;l':1 Ajjajforl <i < m,whereA; ; € Fp foralli, j. Define
anm x n matrix A = (A; j)mxn. Then Ranky, (B) equals to the rank of A.

Now we introduce a class of matrices which will play an important role in the present
paper.

Definition 5 Let H = (h,,,)nxn be an n x n matrix over Fo». H is called a quadratic APN
matrix (QAM) if

(1) H is symmetric and the elements in its main diagonal are zero;
(i) Every nonzero linear combination of the n rows (or “columns” because of H being
symmetric) of H has rankn — 1.

2.2 One to one correspondence between quadratic homogeneous
APN functions and QAMs

In order to prove Theorem 1 below, we need to give a matrix representation of quadratic
homogeneous functions.
i—1 -1 . .
Let F(x) = 2, Ci,tle 270 ¢ Fon[x] be a quadratic homogeneous function. We
1<t<i<n
define an n x n matrix E = (e; /), xn Dy setting

cigif 1 >1;
Cit =

0 if i <r. M
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590 Y. Yuet al.

Let X = (xzo, le, e, xz'H)T. Then we have
F(x)=XTEX. 2)
Let x = xjo1 + xpa0 + - - - + x,0,, Where x; € Fo, 1 <i < n. Then (2) can be written as
F(x)=x'MTEMx, 3)
where ¥ = (x1, x2, ..., x,)7, and M = M,,.
Nowfor F(x) = > c,-,,xziil"'zlf1 € Fon[x],let Cr be ann xn matrix with Cr[t, i] =

1<t<i<n
Crli,t] =ci,for1 <t <i <n,and Cr[i,i] = 0 for 1 <i < n. Thus by definition of E,
we have Cp = E + ET.

Given a basis @« = {«aq, ..., a,} for Fo» over F, and let M = M. For any quadratic
homogeneous function F(x), let H = MT CrM. Then H is a symmetric matrix over Fpn
with main diagonal elements zero.

Conversely, for a symmetric matrix H over Fo» with main diagonal elements all zero, we
can define a unique quadratic homogeneous function F(x) such that H = M TCprM. F(x)
is called the quadratic function defined by H relative to the ordered basis «.

Based on (3), we can build a one to one correspondence between quadratic homogeneous
APN functions and QAMs.

Theorem 1 Let F(x) = > ci,,xzi_lﬂhl € Fon[x], Cr and M be defined as above,

1<t<i<n
and H = MTCpM. Then, §(F) = 2* if and only if the smallest rank of any nonzero linear
combination of the n rows of H is n — k. In particular, F is APN on Fy if and only if H is a
QAM.

Proof Let E and x be the same as in (1) and (3), and a = a ) + axap + - - - + apy,, where
a=(ay, - ,a,)" € F5\{0}. Let

D,(x)=Fx+a)+ F(x)+ F(a).
Then D, (x) is a linear function. So §(F) = 2¥ if and only if
max{dimp, (Ker(D,)) | a € F5.} = k.

Based on (3), we have

D,x)=G+a) MTEME +a) +x MTEMx +a’ MT EMa

=X M"EMx+a+x)+a M"EMX+a+a)

=x'MT"EMa+a' M" EMx

=x"MTEMa+ @ MT EMx)T

=x'MT(E+E")Ma

=x'M"CrMa

= x! Ha.
By linear algebra, D,(x) = 0 has 2k solutions if and only if Rankp, ((H a)Ty=n—k Ha
is a nonzero linear combination of the n columns of H since a € F;\{0}. Thus 6(F) = 2k if
and only if

D,(x)=x"Ha =0

has 2¥ solutions for any @ € F7\{0}.
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A matrix approach for constructing quadratic APN functions 591

Note that H is symmetric, thus the above results implies the conclusion. O

The matrix H associated with F'(x) in Theorem 1 is called the matrix of F'(x) relative to
the ordered basis {aq, ..., oy}.

Note that M is an invertible matrix over [F2», so the correspondence between quadratic
homogeneous APN functions and QAMs is one to one. It seems that another similar approach
have been considered by Knuth and Edel, the readers can turn to Slides from the talk [14]
for details.

Theorem 1 is very useful when we want to study the differential properties of the quadratic
functions, and it can be generalized to IF », where p is any prime and 7 is a positive integer.
In this paper, we use only this theorem to study the quadratic APN functions on Fon.

3 Theoretical results

In this section, we give some theoretical results concerning relationship between quadratic
homogeneous functions and their corresponding matrices. Since our aim is to construct new
APN functions up to EA-equivalence, thus we need to understand EA-equivalence of two
functions in terms of their corresponding matrices.

Let F(x) be a given quadratic homogeneous function. First we study what happens to
corresponding matrices when the ordered basis is changed. Let « = {@1,...,a,} and 8 =
{B1, ..., B} be two ordered bases for Fon over F,. Assume H,, and Hg are corresponding
matrices for F (x) relative to the «, B respectively. How are the matrices H, and Hg related?

As we know, there is a unique invertible n x n matrix P such that

(517"'7.3}1)=(a17"'7all)P'

Hence we have Mg = M, P. So we have Hg = MﬂTCFM,g =PTH,P.

Conversely, assume that H', H are two n X n symmetric matrices with main diagonal
elements all zeros such that H = PT H P for an invertible matrix P over F».

Let F(x) be the quadratic function defined by H relative to the ordered basis «. Let
y = {y1, ..., va} be defined by (y1, ..., ¥n) = (o1, ...,a,)P. Then y is a basis for Fon,
and F(x) is also the quadratic function defined by H' relative to ordered basis y .

Now let F’(x) be the quadratic function defined by H’ relative to «, then how are the
functions F (x) and F’(x) related ? In order to answer this problem, we first note the following
lemma.

Lemma 1 Suppose H = (hy y)nxn is a symmetric matrix over Fon with hy,, = 0 for all
1 <u < n. Defineaset S ={K = (kyv)nxn | kuv +kyu =hyyforalll <v <u <n}.
Then

(1) W e Sifandonly if W + WT = H.

(2) If W1 + WlT = H and W, + WZT = H, then there exists a symmetric matrix A such that
Wy = W) + A.

Proof (1) is obvious, omitting it, we prove only (2) in the following. Let W; + WlT =H
and W, + WZT = H, then for any symmetric matrix A, we have

Wi+ +W +AT =wi+ W+ A+ AT =w, +w] =H,

which implies that W; + A € S for any symmetric matrix A.
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592 Y. Yuet al.

Define a set S = {W; + A | A is symmetric}. Easy to see that #5' = D2 — g,
and for any W € ', we have W + WT = H. Thus we have S = §’. So W» € §’, Hence
there exists a symmetric matrix A with W, = W 4 A. O

Theorem 2 Let H € F5," be a symmetric matrix with main diagonal elements all zero,
and P € F5*" be an invertible matrix. Suppose H' = PT H P, then the quadratic functions
defined by H and H' relative to an ordered basis a are EA-equivalent. In particular, H is a
QAM if and only if H' is a QAM.

. . i—1 -1
Proof Let the functions defined by H and H' relativetoa be F(x) = > ¢; x? +27
1<t<i<n
and F'(x) = 2 ¢ tszJ’zH respectively.
I<t<i<n

Let E = (e;1), and E’ = (e} ,) be two n x n matrices such that
o eadif P>t ;o et it
b = [0 it i< M4 {0 if i<t
By (3), we have
F(x)=x'MTEMX, and F'(x) =x' MT E' Mx,
where X = (x1, x2, ..., x,)7 € Fj.
Let W = MTEM,and W = MTE'M. Then W + WI' = H,and W' + W'T = H’,
which implies that PT WP+ PTWTP = PTHP = H' = W'+ W'T. According to Lemma

1, there exists a symmetric matrix A = (dy.y)nxn such that W' = PTWP + A. Thus we
have X’ W'x = x7(PT WP + A)X. Hence

Fo)=x"MTEMx=x"PTMTEMPx +xT Ax
= G(x) + X! A%, “4)

where G(x) =x! PTMT EM Px.
Since A is symmetric, we have

n o n n n

=T s= 2

x'AX = E E Ay yXyXy = E ayuX, = E Ay, uXy- (5)
u=1 u=1

u=1v=1
By (4) and (5), F’(x) is EA-equivalent to G (x). As for G(x), we have
Gx)=xPTMTEMPx =5 MTEMY = F(y),

where y = (y1, y2, ..., y,,)T = PX. So G(x) is affine equivalent to F(x). Thus F’(x) is
EA-equivalent to F(x). ]

We need the following result (Theorem 2.3 in [22]) when proving Lemma 3.

Lemma 2 [22] Let {61, 02, ..., 60,} be any given basis of Fon over Ty, and let L(x) be a
linearized polynomial over Fon. Then there exists a unique vector (B1, B2, ..., Bn) € Fh
such that

L) =D Te@08=> (D 867 | x* .

j=1 i=1 \j=1

Moreover, let k be an integer such that 0 < k < n, then dimp, (Ker(L)) = k if and only if
Ranky, {B1. B2, .... B} =n —k.
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A matrix approach for constructing quadratic APN functions 593

Lemma 3 With notation as in Lemma 2. Every quadratic function Q(x) € Fon[x] with
Q(0) = 0 can be denoted as

Ox) = Z Tr(0,x)Tr(0yx) (Mu,v + Mv,u)

1<v<u<n
n
+ D Tr(0ux) ©!
u=1
= > a7 4 Ling, 7)
1<t<i<n
where
i—1 1—1
Cit = Z euz 93 (nv,u+77u,u),
1<u,v<n
Lin() = > (o + 1) Tr(0,0,x%)
l<v<u<n
n
+ D Tr(0uX) N
u=1
and

Nu.v (1 < u,v < n) are some elements in Fon.

Proof According to Lemma 2, every quadratic function without constant term can be denoted
as Q(x) = X7, L;(x)xzt_l, where Lj(x) = >/ Tr(0yx)wy,; and w,; € Fpn for all
1 <u,t <n.Thenwehave Q(x) = X1 _; Ly, (x)Tr(0,x), where L, (x) = >, wu_th_l
Again, according to Lemma 2, we have L, (x) = Zzzl Tr(0yx)1ny,u, Where y , € Fon such

1—1
that w,, = > 1_, 62" 1y, Hence we have

Q(x) = D L, (x)Tr(0,x)

u=1

Z (Z Tr(evx)nv,u)Tr(Qu)C)

u=1 \v=I1
D Tr(0ux)mu Tr(0,%)

1<u,v<n

= D TrO)Te0ux) (v + Mo

I<v<u<n

n
+ D Tr(0uX) N

u=1

> 30 D0 G + 1)
t=1

I<v<u<ni=l1

n
+ D Tr(0uX)

u=1
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594 Y. Yuet al.

n
i—1 —1 i—1 —1
Z Z ((nu,v + nv,u)03 93 x? +2! ) + ZTT(qu)nu,u

I<v<u<nl1<i,t<n u=1

i—1 r—1 —1 i—1 i—1 t—1 .
> > ((nu,u+nv,u) (03 02" + 0202 )x2 +2 )+L1n(x)

1<t<i<nl<v<u=<n

Z Z 631»7]93[71 (nv,u + 77u,v) x2i71+2t71 + Lin(x)

I<t<i<n \1<u,v<n

= Z c[,,x2i7|+2t71+Lin(x)

1<t<i<n

With the help of Lemma 3, the following result can be proved.

Theorem 3 Let H = (hy,,) € Fy " be a symmetric matrix with main diagonal elements
all zeros, and L be a linear permutation on ¥on. Let H' = (h), ) € F5" such that h), , =
L(hy.y) forall 1 < u,v < n. Then the quadratic functions defined by H and H' relative to

a are EA-equivalent. In particular, H is a QAM if and only if H' is a QAM.

. . i—1 -1
Proof Let the corresponding functions of H and H' be F(x) = > ¢ x> +270 and
1<t<i<n
i—1 —1 .
F'x)y= > tle +270 regpectively.
I<t<i<n

Let Cr be the same as in Sect. 2. Then H = MT CgM. Hence Cp = (MT)_lHM_1 =
My HMé, where 6 is the dual basis of «, see Sect. 2.1. So

i—1 1—1
ci= D 05 08 huy.
1<u,v<n
Choose ny,, € Fpr such that n,  + 1y, = by foralll <u,v <n, andletn, , = 0 for all

1 < u < n. Define a quadratic function Q(x) over Fy» as follows:

QW) = D TrOX)Tr(Opx) .,

I<v<u<n

> TrOX)Te(00) (T + o)

I<v<u<n

Then from the proof of Lemma 3, we have
0O(x) = F(x) + Lin(x), (8)

for some linear function Lin(x) over Fyn.
Furthermore we define Q’(x) by

QW= > TrO.x)TcOx)h,. )

l<v<u<n

Using the same reasoning as Q(x) and F(x), we get Q’(x) = F’(x) + Lin’(x) for some
linear function Lin’(x) over Fox.
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A matrix approach for constructing quadratic APN functions 595

Thus we have
Q)= > TrO.x)TrOx)h,,
l<v<u<n

Z Tr(0,x)Tr(0yx) L (hy )

l<v<u<n

L > TrOux)TrOx)h.,

1<v<u<n
= L(Q(x)). (10)
By (8), (9) and (10), it deduces that F(x) and F’(x) are EA-equivalent. ]

Remark 1 Let H = (hy,y)nxn and H' = (h;’v)nxn be two n x n matrices, and L be a linear
permutation on Fyn, then H' = L(H) means that h;,v = L(h,,) foralll <u,v <n.

Based on Theorem 2 and Theorem 3 we can obtain the following corollaries.

Corollary 1 Let F(x) and F'(x) be two quadratic homogeneous functions, and H and
H' be their corresponding matrices, respectively. Then F(x) is EA-equivalent to F'(x) if
H' = L(P'H P), where P is an n x n invertible matrix over 3, and L is a linear permutation
over Fon.

Remark 2 Let F(x) and F'(x) be two quadratic homogeneous functions, and H and H’
be their corresponding matrices, respectively. We refer to [18,19] for a characterization for
EA-equivalence of F and F’.

Up to now, we have introduced the main theoretical results of the paper which are the
theoretical bases of Algorithm 1 in the next section.

4 Constructing quadratic APN functions from a given QAM

In this section, we will give an algorithm to construct QAMs, from which we can get lots
of new quadratic APN functions. Our algorithm can be summarized as guess and determine,
which means we modify the elements of a known QAM to get a new matrix, and then
determine whether the new matrix is a QAM. With the help of previous results, the data
complexity of constructing new quadratic APN functions can be greatly reduced.

4.1 Properties of matrices over Fan

In this subsection, we will give several results on matrices over Fo» which are useful for
designing effective algorithms for constructing quadratic APN functions.

Lemmad Let H € anx" be a symmetric matrix with main diagonal elements all zero. Then
every nonzero linear combination over F» of the n rows of H has rank at most n — 1.

Proof Obviously, H[i] has rank at most n — 1 for any 1 < i < n. Suppose n = H[ii] +
Hli]+---+ H[i;],where2 <t <nand{i,ip,...,i;}isasubsetof {1,2,...,n}. Then we
have uli1]+ pli2l+ - - - 4+ uli;] = 0, so Rankp, () < n— 1, which implies this proposition.

O
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596 Y. Yuet al.

For the convenience of our discussions, we give the following definition:

Definition 6 Let H € IF;EX" (m,k < n). H is called proper if every nonzero linear combi-
nation over [, of the m rows of H has rank at least k — 1.

First, we give the following lemma.

Lemma5 Let A € F)° (1 <r < c¢ <n), and A' = AP, where P € F5*¢ is invertible.
Then A is proper implies that A’ is also proper.

Proof Let S = {3_, MALl : (..., k) € FO\O}, and 8" = {3_, LA'l] :
(M, .oosAr) € FO\{0). Let S” = {sP : s € S}. Then ' = S”, and since P is invert-
ible, we have Rankp, (s) = Rankg, (s P). ]

Now we can prove the following theorem:

Theoremd4 Let A = (a;;) € Fp'“ (1 < r < ¢ < n)witha;j = aj; and a;; = 0
for 1 < i,j < r. Let A[-, k] be the k-th column of A, and b = 22:1 M AL+, k], where
0 # (A1,...,Ac) € F5. Assume t = Rankr, {b[1], b[2], ..., b[rl}. If A is proper, then we
have:

() If Aps1s--sxe) =0, thent =r — 1;

() If Mpg1s .oy Ae) O, thent =r.

Proof (i) Assume (Ay41,...,Ac) =0.Thenb = >;_, MA[-, k]. By Lemma4,t <r—1.
Let B = Submatrix(A, 1, 1, r, r), by the definition of A, we have

Rankp, (Z AL, k]) = Rankp, (Z MBI, k])

k=1 k=1

= Rankp, (Z AkB[k]) :

k=1

Ift < r — 1, then we have Ranklpz(zzzl MA[K]) <r —1+4 (c —r) = c — 1, which
contradicts with A being proper. Thus t =r — 1.

(i1) Suppose (Ay+1,---,Ac) # 0. Without loss of generality, let A, = 1. Then substitute
Al c] with b, we getanew r x ¢ matrix A’. If 1 < r, then there exists 0 # (A},...,A.) €
% such that 2} A'[1, c] + 25 A'[2, ¢] + - - - + A, A'[r, ] = 0. Without loss of generality,
suppose 1] # 0. Next we perform the following operations step by step, first, substitute
A'[1] with 377 A]A[i] and get a new matrix A”; second, substitute A”[-, 1] with
>i_1 A A”[-, i] and get a new matrix A”. By Lemma 5 and the definition of the proper,
it implies that A’, A” and A" are also proper. However, after these changes, we have
A"'[1,1] = A”'[1, c] = 0, which contradicts with A"’ being proper. Thus ¢ < r is not
true,sot =r. |

According to Theorem 4, we get the following corollary.

Corollary 2 Let H = (hy,y)nxn be an n x n symmetric matrix over Fon, and A =
Submatrix(H, 1, 1, r, ¢c) with r < c. Suppose B = AT = Submatrix(H, 1, 1, ¢, r). Then
A is proper implies that B is also proper.

Corollary 2 will be useful to speed up our algorithm for constructing QAMs. The key
point is that every submatrix of a QAM must be proper (see Definition 6), so if a matrix
has a submatrix which is not proper, it cannot be a QAM. Based on this corollary, we
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A matrix approach for constructing quadratic APN functions 597

can exclude some improper candidates in advance when we haven’t known the whole val-
ues of the matrix. We know that every QAM is symmetric, so we will know the values
of A = Submatrix(H,1,1,r,¢) and B = AT = Submatrix(H, 1, 1, ¢, r) at the same time.
According to Corollary 2, we need only to check whether A is proper. Thus some unnecessary
checking can be avoided in our searching algorithm.

4.2 How to construct QAMs

In this section, we will introduce a problem, and then show how to construct QAMs through
solving this problem.

Problem 1 Let e; be a vector of length n with e;[i] = 1 and e;[j] = O for j # i. The

problem is, how to find Y = X1y ..., Xp—1) € ]Fg,,_l satisfying
AMX1L A F A—1X0—1 € Shyep4Arn_teni> (11)
forall (A1, ..., p—1) € Fg_l\{O}, where Sy e\ +-.42,_je,_, are some subsets of Fon.
(11) consists of 2"~! — 1 conditions, we need to find all the qualified ¥ . As a matter of

fact, all the constructions of QAMs can be reduced to Problem 1. Details are described as
follows.

Given an n x n QAM matrix H over [Fo», we wish to reassign the values of the last column
of H to get some new QAMs. Let A = Submatrix(H, 1, 1,n — 1,n — 1), it is easy to see
that A is proper. By Lemma 4, any nonzero linear combination of the n — 1 rows of A has
rank n — 2.

Letc = (x1,...,x,—1)",and H' = (?, (C)) . We want to choose suitable ¢ to make H' a
QAM. Actually, by Theorem 4 (ii), we need only to choose ¢ = (xq, ..., x,—1)" to satisfy

(11), where Sy e;+-4+r,_1en_y = Fon\Span(A1A[1] + -+ X,_1A[n — 1]).

We can shrink S,, in (11). Let V = Span(A[1, 1], A[1,2], ..., A[1l,n — 1]), in (11),
Se, = Fn\V, whichequals to (V +a1) U (V +a2) U(V +a3z) forsomea; € Fon, 1 <i <3
because of dim(V) = n—2.Since x| € S,,, thereexists y € V suchthatx; = y-+a; forsome
i,ie,a; =x;1+y.Sincey € Vand A[1,1] =0,y = AA[1, 2]+ -+ A,—1A[l,n — 1]
for some A; € Fp,i = 2,...,n — 1. So we may perform suitable column transformations
to change x; into a;, and perform the corresponding row transformations to change H'[n, 1]
into a;. Since we consider only to find CCZ-inequivalent functions, so by Theorem 2, we
may take S,, = {ai, a2, az}. Because in the above transformation, we do not use the first
column, therefore based on the same reason as the S,,, we may take S., = {by, ..., b},
where [ = 271 — 2773,

Further, given a QAM H, we may also reassign the values of the last two columns of
H to get some new QAMs. This can also be reduced to Problem 1, the difference is that
we must apply the problem twice. Similarly, we can reassign more columns of H, so this
method can generate almost all CCZ-inequivalent quadratic APN functions if we change
enough columns.

In view of the above discussions, an algorithm for solving Problem 1 is important for
our approach for constructing new quadratic functions. We give a recursive algorithm as
Algorithm 1. It needs to run GenerateQAM(1, H, S) to solve Problem 1.

In the following, we give an example to illustrate the above algorithm.
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Example 1 Letn = 4 and we work on 4, and

0 H[1,2] HI[1,3]
H[2,1] 0 HI[2,3]
H =
H[3,11 HI[3,2] 0

X1 X2 X3

X3

(=)

Suppose A = Submartix(H, 1, 1, 3, 3) is proper. The above algorithm is about how to keep
H proper when assigning values for x1, xo and x3. The basic idea is, if x; € Span(A[l]),
then H is not proper. So x; must be chosen such that x; € F,4\Span(A[1]). Similarly, if
X1+ x2 € Span(A[1]+ A[2]), then H is not proper, thus x; 4+ xp € F4\Span(A[1]+4 A[2]).
With the same reasoning, H is proper if and only if

w

20
21
22
23
24

25
26

1 A < Submatrix(H,1,1,n —1,n —1);

er € P! with er[1] = 1 and ¢ [j] = 0 for j # 1
for each (1,72, ..., 1) € FA~1\{0} do

n—1
SGutsein_p) < Fan\Span( 3 1; AL D;
=1

end
S={S k=01 Ao € By N0}
Input: A QAM H over Fpn; A set S as defined above; An index i.
Output: Some QAMs;
procedure GenerateQAM(i, H, S);
if i =n — 1 then
for each x; € Se; do
Hln,n —1] < x;;
Hln —1,n] < xj;
Output H;
end
else
for each x; € S,; do
Hin,i] < x;;
HI[i,n] < x;;
S/ <~ S;
for each (41, ... ky—1) € F3 177\ {0} do
B (0 ey 0, A 1 s A1)
’
Sy < Su N Sree;s
’
GenerateQAM( + 1, H, S );
end
end

end
end procedure

Algorithm 1: An algorithm for solving Problem 1
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x1 € Fps\Span(A[1]),

x2 € Fpa\Span(A[2]),

x3 € Fp4\Span(A[3]),

x1 +x2 € Fos\Span(A[1] 4+ A[2)]),

x1 +x3 € Fpe\Span(A[1] + A[3]),

x2 + x3 € Fos\Span(A[2] 4+ A[3]),

X1 4+ x2 + x3 € Fpa\Span(A[1] + A[2] + A[3]).

The above algorithm is a generalization of this example.

4.3 Experimental results

We have implemented the algorithm of this paper. In this subsection we will report experi-
mental results running our algorithm.

(i) Dillon [13] listed 18 classes of CCZ-inequivalent APN functions over F,7. Edel [16]
found a new class of APN function and this list expanded to 19 classes. With the method
of this paper, firstly, we construct a 7 x 7 QAM H from x>, then reassign the values
HI[3,6], H[3,7], H[4,5], H[4,6], H[4,7], H[5, 6], H[5, 7] and H[6, 7] (during this
process, we must keep H symmetric). Using this idea we can get more than 470 classes
of CCZ-inequivalent quadratic APN functions, these functions are all CCZ-inequivalent
to the known ones. Similar method can be used on F,s. According to Edel’s results
[15], there is only 13 classes of CCZ-inequivalent quadratic APN functions on Fy6. Our
algorithm shows that we need only to change 8 (2 x 4) elements of of a QAM and get
all 13 classes of CCZ-inequivalent quadratic APN functions.

(i) We must change the last two columns (and rows) of a known QAM to get new QAMs
when n > 8. On F,s, it needs about 24 h to find a new APN function in a personal
computer. Fortunately, Algorithm 1 can be implemented in parallel, and we are running
our programs in several computers now. Up to know, we have found about 2252 CCZ-
inequivalent quadratic APN functions on F,s, and they are all CCZ-inequivalent to the
23 classes of known ones introduced by Dillon [13] and Edel and Pott [16]. We have
checked all these new APN functions with the method introduced in [5], none of them is
CCZ-equivalent to a permutation. We refer the readers to [25] for detailed experimental
results, where we list all newly found APN functions in polynomial forms.

5 Conclusion

A one to one correspondence between quadratic homogeneous APN functions and QAM:s is
presented. In view of this correspondence, we propose the notion of the proper for matrices
over a finite field. The most important part of our algorithm is how to keep the matrix proper
during the construction process. Algorithm 1 is the core part of our searching program.

Up to now, we have found 471 and 2252 new CCZ-inequivalent quadratic APN functions
on [Fy7 and [F,s respectively (see the appendices in [25]). We think our lists are not complete,
especially the list on F,s. Much related work can be done in the future, such as, finding some
QAMs whose corresponding functions are APN on [F»» for infinitely many n, generalizing the
matrix approach to construct PN functions, and finding better methods to construct QAMs,
etc.
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