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Abstract  Generalized signcryption can adaptively work as an encryption scheme, a sig-
nature scheme or a signcryption scheme with only one algorithm. It is very suitable for
storage-constrained environments. In this paper, we introduce a formal security model for
certificateless generalized signcryption schemes secure against the malicious-but-passive key
generation center attacks and propose a novel scheme. Our scheme is proved to be IND-CCA2
secure under the GBDH assumption and CDH assumption and existentially unforgeable under
the GDH’ assumption and CDH assumption in random oracle model. Furthermore, perfor-
mance analysis shows the proposed scheme is efficient and practical.

Keywords Certificateless generalized signcryption - Malicious-but-passive KGC attacks -
Gap bilinear Diffie-Hellman assumption - Computational Diffie—-Hellman assumption -
Random oracle model
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1 Introduction

The notion of identity based (ID-based) cryptosystem was introduced by Shamir [1]in 1984 as
an approach to simplify public key and certificate management in a public key infrastructure
(PKI), but the key escrow problem of ID-based cryptosystem is inherent. To avoid this prob-
lem, Al-Riyami and Paterson [2] proposed a new cryptographic primitive as certificateless
public key system in 2003.
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In 1997, Zheng [3] proposed a novel conception named signcryption. The purpose of
signeryption is to perform encryption and signature simultaneously more efficiently than
the sign-then-encrypt approach. In 2008, Barbosa and Farshim [4] extended the concept of
signcryption to certificateless cryptographic system.

Signcryption plays a great role in some network environments when confidentiality and
authenticity are needed simultaneously. Now consider the scenarios where sometimes we
need confidentiality and authenticity separately and sometimes, we need both simultaneously.
To achieve this, we can use three different schemes: an encryption scheme, a signature
scheme and a signcryption scheme. But, in the low bandwidth environment e.g. smartcards
and wireless sensor networks (WSN) etc., we cannot afford to use three different schemes to
achieve confidentiality and authenticity separately or simultaneously. Motivated by this, Han
et al. [5,6] in 2006 proposed a new primitive called generalized signcryption (GSC), which
can adaptively work as an encryption scheme, a signature scheme or a signcryption scheme
with only one algorithm, meanwhile they gave a GSC scheme based on ECDSA [7]. In 2007,
Wang et al. [8] gave the first security model and improved the scheme proposed in [5]. The
first ID-GSC scheme along with a security model was proposed by Lal and Kushwah [9] in
2008. However in 2010, Yu et al. [10] showed that the security model proposed in [9] is not
complete, they improved the security model and proposed a concrete scheme which is secure
in the new model. In 2011, Kushwah and Lal [11] simplified the security model proposed in
[10] and gave an efficient ID-GSC scheme. In addition, many other GSC schemes [12—17]
have been proposed too, which include multi-receiver schemes [12, 13], multi-PKG scheme
[17], schemes in the standard model [16,17].

Jietal. [18] firstintroduced the notion of certificateless generalized signcryption (CLGSC)
in 2010. They gave the formal definition of CLGSC and its security model, and proposed a
concrete scheme. But Kushwah and Lai [19] pointed out scheme [18] is not secure and they
proposed a new secure and efficient CLGSC scheme. In the same year, Ji et al. [20] proposed
another CLGSC scheme based on scheme [4], however, [21] gave an attack on scheme [4],
so scheme [20] is not secure too. To the best of our knowledge, there are only three CLGSC
schemes in the literature till date.

There are two types of attackers that are generally considered in certificateless cryptog-
raphy. Type I adversary does not have access to master secret key, however, he may request
public keys and replace public keys with values of his choice. Type II adversary does have
access to master secret key and can compute partial private key of any user by himself, but
may not replace public keys of entities. In 2007, Au et al. [22] introduced a new Type-II
adversary named malicious-but-passive key generation center (KGC). This KGC may be
malicious at the very beginning of the setup stage of the system and may generate its master
public/secret key pair maliciously so that he can launch the Type II attack more easily in
the later stage of the system. Fortunately, some cryptographic schemes secure against the
malicious-but-passive KGC attacks had been constructed, for example, Hwang et al.’s cer-
tificateless encryption scheme [23], and Xiong et al.’s certificateless signature scheme [24].
Weng et al.’s certificateless signcryption scheme [25]. However, it is an interesting thing
to construct a CLGSC scheme secure against malicious-but-passive KGC attacks. In the
security model of [18-20], they only cover honest-but-curious KGC, as originally defined
by Al-Riyami and Paterson [2]. Motivated by this, we introduce a formal security model
for CLGSC schemes secure against the malicious-but-passive KGC attacks and propose a
novel scheme. Our scheme is proved to be secure assuming GBDH problem, GDH’ problem
and CDH problem are hard in random oracle model. Performance analysis shows that the
proposed scheme is efficient and practical.
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Provable certificateless generalized signcryption scheme 333

The paper is organized as follows. In Sect. 2, the preliminaries are reviewed and the new
security model is given. In sect. 3, we propose a concrete scheme under the new security
model, and then prove its security under this new model and analyze its performance. We
conclude the paper in Sect. 4.

2 Preliminaries

Our scheme relies on bilinear groups and we briefly recall their definition below. We restrict
our attention to the symmetric case where G| = G, and we may consider a common gener-
ator P for them. The following four definitions are quoted from [4].

Definition 1 A bilinear group description I is a tuple (p, G1, G2, Gr, e, P1, P») where:

— G1, Gy and Gt are groups of order p with efficiently computable group laws.
— e: Gy x Gy — Gr is an efficiently computable non-degenerate bilinear map.
— P; and P, are generators of G| and G, respectively.

In practice G| and G, will be related to the (additive) group of points on an elliptic curve
and Gr will be a subgroup of the (multiplicative) group of a finite field. Hence, we use
additive notation for G and G, and multiplicative notation for Gr.

Definition 2 Given a bilinear group description I', we say GBDH assumption holds if the
advantage of any probabilistic polynomial time (PPT) adversary is negligible.

AdvEBPH (A qpgpu) = Pr[T = e(P, P)*|a,b,c < Z,;T <« A°T(I',aP,bP,
cP)]. Here Or denotes a decision bilinear Diffie-Hellman oracle which on input a four-tuple
(aP,bP,cP,T) outputs 1 if T = e(P, P)?¢ and 0 otherwise. By ¢pppH we denote the
maximum number of queries that A asks its decision oracle.

Definition 3 Given a bilinear group description I', we say CDH assumption in the presence
of a decision bilinear Diffie-Hellman oracle (GDH’) holds in G if the advantage of any
PPT adversary is negligible. Advl‘?DH/(A,qDBDH) = Pr[Q = abPla,b < Z;; Q0 <«
AOr (I',aP,bP)], Here Or and gppppy are as in the above definition.

Definition 4 Given a bilinear group description I', we say CDH assumption holds in G if
the advantage of any PPT adversary is negligible.

AdvEPH (A) ;== Pr[Q = abPla,b < Z,; Q < A(T,aP,bP)].

2.1 Framework of CLGSC

A CLGSC scheme is defined by the following six PPT algorithms.

o Setup (1%): Given a security parameter k, it generates a master public/secret key pair
(m pk, mgi) and global parameters params.

e Extract-partial-private-key (ID, mgi, params). Given a user identity ID, master secret key
mgk, params, it returns a partial private key D.

e Generate-user-keys (ID, params). Given a user ID, params, it returns a public key of the
identity PK, and a secret value x.

e Set-private-key (D, x, params). Given a partial private key D, a secret value x and params,
it returns the full private key S.
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e GSC. This algorithm has three scenarios: signcryption, signature and encryption.

Signcryption mode: if user A transmits a message m confidentially and authenti-
cately to B, the input is (S4, m, IDp), and outputs 0 = GSC(Sa,m,IDp) =
signcrypt(Sa,m, [ Dp).

Signature mode: if user A wants to sign a message m without definite receiver, the
input is (Sa, m, I Dg), where I Dg means the receiver is null, the output is 0 =
GSC(Sa,m,IDg) = sign(Sa, m).

Encryption mode: if someone wants to send message m to B confidentially, the
input is (Se,m, IDp), where S¢p means the sender is null. The output is 0 =
GSC(Sgp,m, IDp) = encrypt(m, [Dp).

e UGSC. Given o, if it is valid, the receiver B unsigncrypts (or decrypts) the ciphertext and
returns m or true of the signature on m by A, otherwise return L means fail.

2.2 Security model of CLGSC

In the security model of [18-20], they only cover honest-but-curious KGC as described
before. But in a real environment, the KGC generates the public parameters and the master
secret key by itself, while in a security game the simulation algorithm generates the public
parameters and the master secret key which are then given to an adversary. So we can see
that there is a gap between the real environment and the simulation environment. Therefore,
to simulate a malicious-but-passive KGC, we adopt the modification from Au et al. [22] to
allow a Type II adversary to generate all the public parameters and the master secret key.
There are six oracles which can be accessed by the adversaries as follows.

Fartial private key extraction: A submits an identity / Dy, and C returns a partial private
key Dy for that identity, generated using the extract-partial-private-key algorithm. Note
that A-II does not need this oracle because it has the master secret key and can compute
partial private key for any user.

Public key extraction: A submits an identity / Dy, C computes the corresponding public
key P Ky and sends it to A. If such a key does not yet exist, it is constructed using the
Generate-User-Keys algorithm.

Private key extraction: A submits the identity / Dy, C computes the corresponding private
key Sy and sends it to A. If such a key does not yet exist, it is constructed using the
appropriate algorithms. Note that if A is Type-I adversary then A is not allowed to extract
the full private key of any identity for which corresponding public key has been replaced,
because in this case the challenger is not able to provide the full private key of that user.
Public key replacement: For any identity / Dy, A computes the new public key P K/, by
choosing a new secret value x;; of his choice and replaces P Ky . Note that if A is Type-II
adversary then A cannot replace public key of any user.

GSC queries: A submits two identities / D4, I Dp and a message m. Challenger C runs
GSC algorithm and returns the output o to A.

UGSC queries: A submits two identities / D4, I Dp along with o to the challenger C. C
runs the UGSC algorithm and returns the output of UGSC to A.

Note it is possible that the public key P K4 (or P K ) has been replaced earlier by Type-I
adversary A in GSC (or UGSC) queries. If so, A has to submit the corresponding secret value
to C for the correctness of these oracles.
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Confidentiality

The notion of security with respect to confidentiality is indistinguishability of ciphertexts
under adaptive chosen ciphertext attacks (IND-CCA2). For CLGSC this notion is captured
by the following game played between challenger C and adversary A. We define two games,
one for A-I and the other one for A-II.

2.2.1 GAME 1 (IND-CLGSC-CCA2-I)

Initialization: C runs the setup algorithm on input a security parameter k, and gives public
parameters params to the adversary A-I. C keeps the master private key secret.

Find stage: The adversary A-I asks the above oracles adaptively.

Challenge: A-I submits two distinct messages mg and m of equal length, a sender’s iden-
tity /D% and a receiver’s identity /D7 on which he wishes to be challenged. A-I must
have made no private key extraction query or partial private key extraction query on I D7,
also I D}, # I Dg for the confidentiality game. C picks randomly a bit b € {0, 1}, runs the
GSC algorithm with message m;, under / D’ and I D} and returns the output o* to A-1.
Guess stage: A-1 asks queries adaptively again as in the find stage. It is not allowed to
extract the private key or partial private key corresponding to I D% and it is not allow to
make an UGSC query on o* with sender /D’ and receiver /D7 unless the public key
PK’; or PK}, has been replaced after the challenge.

Eventually, A-T outputs a bit »’ and wins the game if b = b’. A-I’s advantage is defined as
AdszXID—CLGSC—CCAZ—I —2Pr[b =b] — 1.

Note: In confidentiality game, we only need to consider encryption mode and signcryp-
tion mode of CLGSC scheme. In the above challenge phase, the sender / D% can be vacant.
In this case, algorithm runs in encryption mode otherwise it runs in signcryption mode, so
encryption mode and signcryption mode share the same game.

Definition 5 A CLGSC scheme is said to IND-CLGSC-CCAZ2-I secure in encryption or
signcryption mode if for all PPT adversary A-1, it is negligible to win the game.

2.2.2 GAME 2 (IND-CLGSC-CCA2-1I)

Let C be the game simulator and k be a security parameter.

1. Cexecutes A-Il on 1* and a special tag master-key-gen. A-II generates a master key pair
(Msg, Mpk), sets params = (I', Mpk) and provides (I, Mpg) and Mgk to C. Note
that A-II is not allowed to query any oracle in this phase.

2. C invokes A-II again with 1% but with another tag choose. During the simulation, A-II
can make the above oracles adaptively. At the end of this phase, A-II outputs two equal-
length messages (mo, m1) and a sender’s identity / D’ and a receiver’s identity I D}, on
which he wishes to be challenged. A-II must have made no private key extraction query
on I Dy, also I D}, # I D¢ for the confidentiality game.

3. C picks randomly a bit b € {0, 1} and runs A-II on input a challenge ciphertext o* and
a tag guess where 0* <= GSC(my,, I D%, I D}).

4. A-II asks queries adaptively again as in step 2. It is not allowed to extract the private key
corresponding to I DY and it is not allow to make an UGSC query on o* with sender
I D% and receiver I Dj;,. Eventually, A-II outputs a bit " and wins the game if b = b’

A-IT’s advantage is defined as AdvgxlDfCLGSC*CCAz*” =2Pr[b=0b]—-1.

@ Springer



336 C. Zhou et al.

Note: In step 2, the sender D’ can be vacant. In this case, algorithm runs in encryption
mode otherwise it runs in signcryption mode, so encryption mode and signcryption mode
share the same game.

Definition 6 A CLGSC scheme is said to IND-CLGSC-CCAZ2-1II secure in encryption or
signcryption mode if for all PPT adversary A-II, it is negligible to win the game.

Unforgeability

The notion of security with respect to authenticity is existential unforgeability against
chosen message attacks (EUF-CMA). For CLGSC this notion is captured by the following
game played between challenger C and adversary A.

2.2.3 GAME 3 (EUF-CLGSC-CMA-I)

Initialization: Same as in GAME 1.

Queries: The adversary A-I asks a polynomially bounded number of the above oracles
adaptively.

Forgery: Finally, A-I produces a triplet (I D4, I Dp, o) that was not obtained from GSC
query during the game and for which private key or partial private key of / D4 was not
exposed, also /Dy # IDg for unforgeability game. A-I wins the game if the result of
UGSC(o,IDp, Sp, PKp, D4, PK,4) is not the L symbol. A’s advantage is its proba-
bility of victory.

Note: In unforgeability game, we only need to consider signature mode and signcryption
mode of CLGSC scheme. In the above forgery phase, the sender / D} can be vacant. In this
case, algorithm runs in signature mode otherwise it runs in signcryption mode, so signature
mode and signcryption mode share the same game.

Definition 7 A CLGSC scheme is said to EUF-CLGSC-CMA-I secure in signature or sign-
cryption mode if for all PPT adversary A-], it is negligible to win the game.

2.2.4 GAME 4 (EUF-CLGSC-CMA-II)

Step 1 is the same as in GAME 2.

2: C invokes A-II again with 1% but with another tag forge. A-II can ask a polyno-
mially bounded number of the above oracles adaptively. Finally, A-II produces a triplet
(IDa, I1Dp, o) that was not obtained from GSC query during the game and for which pri-
vate key of I D4 was not exposed, also I D4 # I D¢ for unforgeability game.

A-II wins the game if the result of UGSC (o, I Dp, Sp, PKp, ID4, PK4) is not the L
symbol. A-II’s advantage is its probability of victory.

Note: In step 2, the sender / D}, can be vacant. In this case, algorithm runs in signature
mode otherwise it runs in signcryption mode, so signature mode and signcryption mode share
the same game.

Definition 8 A CLGSC scheme is said to EUF-CLGSC-CMA-II secure in signature or sign-
cryption mode if for all PPT adversary A-II, it is negligible to win the game.

3 A new CLGSC scheme (N-CLGSC)

Our scheme is also referenced by scheme [4] as scheme [20]. [21] points out scheme [4] is
not secure, so we made some modifications to overcome the security flaw.
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3.1 Scheme

Setup (1%): given a security parameter 1%, the KGC chooses two groups G| and G of
prime order q, a generator P of G, a bilinear map ¢ : G; x G| — G2, 4 hash functions
as Hy : {0, 1}* - G, Hy : {0, 1}* — {0, 1}¥, H3 : {0, 1}* — G, Hs : {0, 1})* > Gy,
where k denotes the number of bits to represent a message. KGC chooses random
s € Z;" as master secret key and set Pp,, = sP. Define a special function f(/D),when
ID € ¢, f(ID) = 0else f(ID) = 1 KGC publishes the system parameters as
{G1,Ga,e,q, f, P, Ppup, Hi, Hy, H3, Hs}. Note that KGC may be malicious at this stage.
Extract-partial-private-key: given I D;, the partial private key of the user with identity 7 D;
is computed by KGC as D; = sQ; = sH{ (I D;).

Generate-user-keys: given D;, the user with identity /D; chooses random x; € zj and
computes his public key PK; = x; P.

Set-private-key: user sets his private key SK; =< x;, D; >.

GSC (m, IDA, IDB)I

1 computes f(IDy), f(IDp), chooses random r € Z*, computes U = rP,w =
rfDp)

e(Ppub, OB) ;

2 computes h = f(IDp)H>(U, w,rPKp,IDy, PKa,IDp, PKp),V =m @ h;

3 computes H = H3(U,V,IDy, PKs,IDp, PKg), H = Hy(U,V,IDy, PKy,
IDpg, PKp);

4 computes W = f(IDa)Ds + rH + f(IDp)xsH’, and returns ciphertext ¢ =
wu,v,w).

UGSC (U,V,W,ID4, IDp):

1 computes f(IDy), f(IDg),H = H3y(U,V,ID4, PKa,IDg, PKp), H = Hy
(U, V,IDA,PKA,]DB,PKB);

2 ife(P,W) # e(Ppup, QA)f(IDA)e(U, H)e(PK 4, H)/UPD) returns L else

3 computes w = e(U,Dp)fUP8) h = f(ID)H (U, w,xpU,IDs, PKy4,
IDg, PKg),m =V @ h, and returns m.

3.2 Adaptation

CLGSC is an adaptive scheme that can seamlessly switch to different modes according
to the inputs of users’ identities, applications need not care about all of these works.
Note that the scheme seamlessly switches to three modes without any other additional
operation.

Signcryptionmode: when Dy ¢ ¢, IDp ¢ ¢pthen f(IDy) =1, f(IDp) = 1, algorithm
runs in signcryption mode.

Encryption mode: when IDy € ¢,IDp ¢ ¢ then f(IDy) = 0, f(IDp) = 1, algo-
rithm runs in encryption mode. In this case, W = rH, the check equation becomes:
e(P,W)=e¢e(U, H).

Signature mode: when ID4 ¢ ¢, IDp € ¢ then f(ID4) = 1, f(IDp) = 0, algorithm
runs in signature mode. In thiscase, V =m @ h =m & f(IDp)H(U,w,r PKp, Dy,
PKa,IDp, PKp) = m@0 = m,the ciphertextisc = (U, V, W) = (U, m, W), namely
(U, W) is the signature of m.
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3.3 Proof of Confidentiality of N-CLGSC

Theorem 1 In the random oracle model, if a PPT attacker A-1 has non-negligible advantage
in winning the IND-CLGSC-CCA2-1 game against the scheme proposed above in encryption
mode or signcryption mode, then there exists an algorithm B which uses A-I to solve the
GBDH problem such that: AdvéNgS}CCAz*I(A —1) < qTAdvlgBDH (B, q% + 29pq2 +
q2) +gsc(gsc +qp + g3 + 1)/2%, where g7 = q1 + qx + gsk + 2qp + 2qsc + 2. Here
q1, 92,93, 94X, 45k » 4sc and q p are the maximum number of queries that the adversary could
place to Hy, Hy, H3, partial private key extraction, private key extraction, GSC and UGSC
oracles.

Proof See the Appendix A. O

Theorem 2 In the random oracle model, if a PPT attacker A-II has non-negligible advan-
tage in winning the IND-CLGSC-CCA2-II game against the scheme proposed above in
encryption mode or signcryption mode, then there exists an algorithm B which uses A-II
to solve the CDH problem such that: AdvéAL’gECCCA%”(A —1I) < qTAdvlgDH (B) +
gsc(qsc +ap +q3 +1)/2%, where qr = qpk + qsk +2qp + 2qgsc + 2. Here qpk is the
maximum number of queries that the adversary could place to request public key oracle and
others are as before.

Proof See the Appendix B. O

3.4 Proof of Unforgeability of N-CLGSC

Theorem 3 In the random oracle model, if a PPT attacker A-1 has non-negligible advantage
in winning the EUF-CLGSC-CMA-I game against the scheme proposed above in signature
mode or signcryption mode, then there exists an algorithm B which uses A-I to solve the
GDH'’ problem such that: Advgugs_CCMA_[(A -1 < qTAdvIQDH/(B, q%) +29pq2) +
(gsc(gsc +4qp +q3 + 1) +2)/2%, where g7 = q1 + qx + qskx + 2qp + 2qsc + 1 and
various q’s are as before.

Proof See the Appendix C. O

Theorem 4 In the random oracle model, if a PPT attacker A-II has non-negligible advan-
tage in winning the EUF-CLGSC-CMA-II game against the scheme proposed above in
signature mode or signcryption mode, then there exists an algorithm B which uses A-II
to solve the CDH problem such that: AdvEYEEMA™1(A — 11) < qr AdvEPH(B) +
(gsc(gsc +qp + g3 + 1) +2) /2%, where

qr = qrk + qsk + 2qp + 2qsc + 1 and various q’s are as before.

Proof See the Appendix D. O

3.5 Efficiency of N-CLGSC
Since computation time and ciphertext size are two important factors affecting the efficiency,

we present the comparison with respect to them. Our scheme can be seen as the improvement
of scheme [20], so there are only three CLGSC schemes in the literature till date. Table 1
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Table 1 Efficiency comparison with other CLGSC schemes

Scheme Ciphertext size GSC UGSC

E M P E M P
Scheme [18] 2|G1| + |m| + [ID| + |G2| + Ip| 3 2 0 1 1 2
Scheme [19] 2|G1| + [m| + [ID] + |G| 2 3 0 1 3 2
Ours 2|G1| + |m| 4 0(+1) 0 1 4(+1)

shows the comparison. In Table 1, M denotes the number of point multiplications in G1, E
denotes the number of exponentiations in G2, P denotes the number of pairing computations,
(+1) denotes pre-computation of pairing, and |G1|, |G2|, |m|, [ID|, |p| denote the size of an
element in G, the size of an element in G, the length of message m, the length of identity
ID and the size of an element in Z7,. From Table 1, it shows that our scheme has the shortest
ciphertext size and is of high efficiency too.

4 Conclusion

In this paper, we extend the security model of CLGSC and propose a concrete scheme, and
then prove its security in the random oracle model under the GBDH and CDH assumptions.
According to the comparison with other CLGSC schemes, the new scheme is efficient and
practical.

Acknowledgments This work is supported by the National Nature Science Foundation of China under Grant
No. 61103231.

Appendix
A Proof of Theorem 1

Proof On receiving the GBDH challenge tuple (I", a P, b P, c P), where the generator is P, B
sets Mpx = aP and params = (I', Mpg) and passes them on to A-I. B chooses an index
£ uniformly at random in {1, ..., g7}, and answers various oracle queries as follows:

H\ queries: On the i-th non-repeat query ID, if i # ¢ B chooses r € Z, uniformly at
random and sets Q;p = r P. It then adds (i, ID, r) to a list L1 which is initially empty and
returns Q;p. Otherwise, it returns Q;p, = bP and adds (¢, ID, 1) to L.

Extract partial secret key queries: For each new query ID, B calls H; on ID and obtains
@1, ID, r). If i = £ then B aborts the simulation; Otherwise, B returns D = raP.

Request public key queries: For each query ID, B checks in list Lg, which is initially
empty, if there is a tuple (ID, PK, x). If so, B returns PK. Otherwise, B generates a new
key pair, updates the list L g, and returns the public key.

Replace public key queries: On input (ID, PK), B updates L ¢ with tuple (ID, PK, ).
Extract private key queries: For each new query ID, B calls H; on ID and obtains (i, ID,
r). If i = £ then B aborts the simulation; Otherwise, B searches Lk for the entry (ID, PK,
X), generating a new key pair if this does not exist, and returns (x, ra P).
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Hj queries: For each new query (U, V,IDy, PKa,IDp, PKp), B generates a random
value t € Z, updates an initially empty list L3 with the input, t and tP and returns tP.

Hy queries: For each new query (U, V,IDy, PK4,IDp, PKp), B generates a random
value s € Z,, updates an initially empty list L4 with the input, s and sP and returns sP.
H; queries: For each new query (U, T, R,ID4, PK4,IDp, PKp), B proceeds as fol-
lows:

1. It checks if the decision bilinear Diffie-Hellman oracle returns 1 when queried with
the tuple (a P, bP, cP, T). If this is the case, B returns T and stops.

2. B goes through the list L, with entries (U,*, R, ID4, PK4, IDp, PKp, h), for dif-
ferent values of h, such that the decision bilinear Diffie-Hellman oracle returns 1 when
queried on the tuple (aP,bP, U, T). Note that in this case /Dg = IDy. If such a
tuple exists, it returns h (and replaces the symbol * with T).

3. It goes through L, with entries (U, T,*, IDy, PK4,1Dp, PKp, h), for different
values of h, such that e(U, PKp) = e(P, R). If such a tuple exists, it returns h (and
replaces the symbol * with R).

4. If B reaches this point of execution, it returns a random h and updates the list Lo,
which is initially empty, with a tuple containing the input and return values.

GSC queries: For each new query (m, ID, ID’),if ID € ¢, ID' ¢ ¢, it equals to encryp-
tion oracle, which just need public parameters; else if /D ¢ ¢, consider two cases:

Case 1: ID # I Dy, B simply produces the GSC ciphertext as normal because B can get

the private key of ID.

Case2:ID = 1Dy

1. B generates two random values u,v € Zp, sets U = vaP, calculates T =
e(U,r'Mpg), obtaining (j, ID’, r") by calling H; on ID’.

2. It goes through list Ly looking for an entry (U, T, R, D¢, PKy, ID', PK’', h)
for some R such that e(U, PK') = e(P, R). If such an entry exists, it calculates
V = m @ f(ID')h. Otherwise it uses a random h and updates the list L, with
(U,T,*, 1Dy, PKy,ID', PK' h).

3. Then B defines the hash value H3(U, V, IDy, PKy, ID', PK'Yas H = v 1 (uP —
bP), aborting the simulation if such a hash queries has been responded with a
different value before. This means that B updates list L3 with tuple (U, V, I Dy,
PKy,ID', PK’, L, H). Finally, B sets W = uaP + sPK, where s is the value
obtained by querying Hy on (U, V, 1Dy, PKy, ID’, PK’) and returns (U,V,W).
Note that this is a valid GSC ciphertext.

UGSC queries: For each new query (U, V, W, ID, I D), it executes the verification part
of the UGSC algorithm, which just needs public parameters. It returns L and stops if
verification does not succeed; else if ID’ € ¢, ID ¢ ¢, it equals to signature verification
oracle, which just need public parameters; else if I D’ ¢ ¢, consider two cases:

Case 1: ID" # 1Dy, B just UGSC as normal because B can get the private key of I D’;

Case2: ID' = 1Dy,

1. Tt calculates R = x'U, obtaining x’ (and hence PK') from either the adversary or
by calling the request public key oracle.

2. Because B cannot get the partial private key of I D’, in order to return a consistent
answer, B goes through L, and looks for a tuple (U, T, R, ID, PK, 1Dy, PK', h),
for different values of T, such that the decision bilinear Diffie-Hellman oracle returns
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1 when queried on (a P, bP, U, T). If such an entry exists, the correct pairing value
is found and B decrypts using the hash h.

3. If B reaches this point of execution, it places the entry (U,*, R, ID, PK, I Dy,
PK’, h) for arandom h on list L, and decrypts using this h. The symbol * denotes
an unknown value of pairing. Note that the identity component of all entries with a
*is 1 D[.

Eventually, A-I outputs two messages (1o, m) and two identities I D and I D,. B places
a query on Hy with input / D%. If the index of 1 D is not £, B fails; Otherwise it proceeds
to construct a challenge as follows. It obtains from Lk the public key PK corresponding
to [ D§. Then it sets U* = c¢P, selects a random bit b and a random hash ~* and sets
V* = my, ® h*. The component W* is set tobe Dg +rH + xsH' = Dg + tcP + sPK
where t is obtained from L3, s is obtained from L4 and Dy is calculated by calling the
partial secret key extraction oracle on / D5.

In the second stage, A-I’s queries are answered as before. Eventually, A-I will output its
guess. Since £ is independent of adversary’s view, and the list L1 can be easily seen to
have at most g7 elements, with probability 1/g7 the adversary will output an identity I D,
with index €. If this event occurs, the simulation is perfect unless the adversary queries
H, on the challenge-related tuple (U*, T*, R*, ID§, PK§, IDy, PKy). Since the hash
function H» is modeled as a random oracle, the adversary will not have any advantage if
this tuple does not appear on L,. However, if this happens, B will win the game due to the
first step in the simulation of H,. The theorem follows from this observation and the fact
that the total number of decision bilinear Diffie-Hellman oracle calls that B makes is at
most q% +2¢gpg2 + q2. If B’s simulation triggers a collision in its GSC simulation of H3,
since the maximum size of L3 is ¢sc + gp + g3 + 1, we can upper bound the probability
this occurs as gsc (gsc + gp + g3 + 1)/2".

Note: In the above challenge phase, the sender / D can be vacant. In this case, algorithm
runs in encryption mode otherwise it runs in signcryption mode, so the proof is suitable for
the two modes. O

B Proof of Theorem 2

Proof Onreceiving the CDH challenge tuple (I", a P, b P) with generator P, in the first step, A-
IIis executed and A-II generates a master key pair (Msx, Mpg), sets params= (I', Mpg) and
provides (I', Mpg) and Mgk to B. B chooses an index £ uniformly at randomin {1, ..., g7}
and answers various oracle queries made by A-II as follows:

Hj queries: On the non-repeat query ID, B chooses r € Zp uniformly at random and sets
Qip = rP. It then adds (ID,r) to a list L{ which is initially empty and returns Q;p.
Request public key queries: On the i-th non-repeat query ID, if i # ¢, B generates a new
key pair (x, PK), updates the list Lx with (i, ID, x, PK). If i = ¢ B returns a P and adds
&, ID,aP,1)to Lg.

Extract private key queries: For each new query ID, B calls request public key on ID
obtaining (i, ID, PK, x). If i = ¢, B aborts the simulation; Otherwise, it calls H; on ID and
gets (ID, r). It returns (x, rMgsg P).

Hz, Hy queries are the same as Theorem 1.

H; queries: For each new query (U, T, R, IDs, PK4, IDp, PKp), B proceeds as fol-
lows:
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1. Ttchecksife(aP,bP) = e(P, R).If so, B returns R and stops.

2. B goes through list L, looking for entries (U, T, *, ID4, PK4, IDp, PKp, h), such
that e(U, bP) = e(P, R). Note that in this case I Dp = I D,. If such a tuple exists, it
returns h (and replaces the symbol * with R).

3. If B reaches this point of execution, it returns a random h and updates the list L,
which is initially empty, with a tuple containing the input and return values.

GSC queries: For each new query (m, ID,ID),if ID € ¢, ID' ¢ ¢, it equals to encryp-
tion oracle, which just need public parameters; else if I D ¢ ¢, consider two cases:

Case 1: ID # 1Dy, B simply produces the GSC ciphertext as normal because B can get

the private key of ID.

Case2: ID = 1Dy

1. B generates two random values u,v € Zp, sets U = vaP, calculates T =
e(U, Msk Qrp)-

2. It goes through list L, looking for an entry (U, T, R, ID;, PKy, ID', PK’', h)
for some R such that e(U, PK’) = e(P, R). If such an entry exists, it calcu-
lates V. = m @ f(ID’)h. Otherwise it uses a random h and updates the list L,
with(U, T, *, IDy, PK;, ID', PK' h).

3. Then B defines the hash value H3(U, V, IDy, PKy, ID', PK')as H = v (uP —
Hy), aborting the simulation if such a hash response has been given before. This
means that B updates list L3 with tuple (U, V, IDy, PKy, ID’, PK’, 1, H). Fi-
nally, B sets W = Dg + ua P and returns (U, V, W). Note that this is a valid GSC
ciphertext.

UGSC queries: For each new query (U, V, W, I D, I D), it executes the verification part
of the UGSC algorithm, which just needs public parameters. It returns L if verification
does not succeed; else if ID’ € ¢, ID ¢ ¢, itequals to signature verification oracle, which
just need public parameters; else if I D’ ¢ ¢, consider two cases:

Case 1: ID' # I Dy, B just UGSC as normal because B can get the private key of 1 D’;

Case2: ID' = 1D,

1. Ttcalculates T = e(U,r"Mpg), where (ID’, r') is obtained from H;.

2. Because B cannot compute the correct value of R. in order to return a consistent
answer, B goes through L, and looks for a tuple (U, T, R, ID, PK, 1Dy, PK’, h),
for different values of R, such that e(U, bP) = e(P, R). If such an entry exists, the
correct value of R is found and B decrypts using the hash value h.

3. If B reaches this point of execution, B places the entry (U, T,*, ID, PK, IDy,
PK’, h) for arandom h on list L, and decrypts using this h.

Eventually, A-II outputs two messages (mg, m1) and two identities / DS and I D},. B que-
ries the request public key oracle on I D} and receives (j, I Dy, PK*, x*). If j # £, it
fails; otherwise it proceeds to construct a challenge as follows. It obtains the public key
PK for I D by calling the request public key oracle. It sets U* = b P, selects a random
bit b and a random hash value 4™ and sets V* = mj @ h*. The component W* is set to
be Dg +rH + xsH = Ds +tbP + s PK, where Dy is obtained by calling the extract
partial secret key oracle, t is obtained from L3 and s is obtained from L.

In the second stage, A-II’s queries are answered as before. Eventually, A-II will output
its guess. Since £ is independent of adversary’s view, with probability 1/gr the adversary
will output an identity / D} with index £. If this event occurs, the simulation is perfect
unless the challenge-related tuple (U*, T*, R*, ID;, PK;, IDy, PKy) is queried from
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H,. However, since the hash function Hj is modeled as a random oracle, the adversary
will not have any advantage if this entry does not appear on L. However, if this happens, B
will win the game due to its simulation of H,. The theorem follows from this observation
and the fact that the maximum length of the list Lk is gr. If B’s simulation triggers a
collision in its GSC simulation of H3, since the maximum size of L3 isgsc +¢gp +¢q3+ 1,
we can upper bound the probability this occurs as gsc(gsc +¢gp +q3 + 1)/ 2k,

Note: In the above challenge phase, the sender 1 D can be vacant. In this case, algorithm
runs in encryption mode otherwise it runs in signcryption mode, so the proof is suitable for
the two modes. O

C Proof of Theorem 3

Proof To prove this theorem, we construct an algorithm B which uses A-I to solve the GD H’
problem over G . B receives a G D H' problem instance (T, a P, b P), with generator P, it sets
Mgk = aP and provides params = (I', Mpg) to A-I. B then chooses an index ¢ uniformly
atrandom in {1, ..., g7}, and answers various oracle queries as follows:

Hi, H3, Hy, Extract partial secret key, request public key, replace public key, extract private
key, GSC, UGSC queries are the same as Theorem 1.

H; queries: For each new query (U, T, R, ID4, PK4, IDp, PKp), B proceeds as follows:

1. Itchecksife(aP,bP) = e(P, R).If so, B returns R and stops.

2. B goes through the list Ly with entries (U, *, R, ID4, PKa, IDp, PKp, h), for dif-
ferent values of h, such that the decision bilinear Diffie—-Hellman oracle returns 1 when
queried on the tuple (a P, bP, U, T). Note that in this case I Dp = I D,. If such a tuple
exists, it returns h (and replaces the symbol * with T).

3. Tt goes through list L, with entries entry (U, T, *, ID4, PK4, IDp, PKp, h), for dif-
ferent values of h, such that e(U, PKp) = e(P, R). If such a tuple exists, it returns h
(and replaces the symbol * with R).

4. If B reaches this point of execution, it returns a random h and updates the list L,, which
is initially empty, with a tuple containing the input and return values.

Eventually, A-I outputs a signcryption (U*, V*, W*) from sender I D to receiver I Dy. B
now calls Hy on / D;ﬁ and checks if 1 D§ = I Dy and if this is not the case it aborts; otherwise,
it obtains P K by calling the request public key oracle on 7 D§ and retrieves ¢* and s* from
lists L3 and L4 by querying H3 and Hy on (U*, V*, IDy, PK§, 1Dy, PK%). Note that if
A-I succeeded, then the verification condition holds:

e(P,W*) = e(Mpk, Qrp,)e(U*, H )e(PK§, H™)
e(P,W*) =e(aP,bP)e(U*, 1" P)e(PK§, s P)
e(P,abP) = e(P, W" —t*U* — s*PKY)

Thus B can recover abP = W* — t*U* — s* PK7§.

Let us now analyze the probability that B succeeds in solving the G D H' problem instance.
For this to happen, the simulation must run until the end of the game, the adversary must
pick a specific identity as 7 D?, and it must query the hash functions Hz and Hy to properly
construct the forgery. The probability that A-I is able to produce a forgery without querying
both hash functions is upper bounded by 2/2.

The probability that B aborts the simulation is related with the following events:

@ Springer



344 C. Zhou et al.

— A-Iplaces a partial key extraction on / Dy.
— A-I places a full secret key extraction on I Dy.
— B wants to simulate a GSC query and this leads to an inconsistency in the H3 simulation.

Note that if A-I places either of the first two fatal queries, then it could not possibly use I D,
as the sender identity in the forgery it produces at the end of the game, so we can pinpoint the
probability that B does not abort the simulation due to these events and A-I picks the only
useful case for solving GDH' as 1/qr.

The latter fatal event occurs if B’s simulation triggers a collision in its simulation of H3.
Since the maximum size of L3 is gsc +¢p + g3 + 1, we can upper bound the probability this
oceurs as gsc(gsc + gp + g3 + 1)/2F. The result follows by noting that B makes at most
qlz) + 2gpg> queries to its decision bilinear Diffie—Hellman oracle.

Note: In the above forgery phase, the sender / D} can be vacant. In this case, algorithm
runs in signature mode otherwise it runs in signcryption mode, so the proof is suitable for
the two modes. O

D Proof of Theorem 4

Proof To prove this theorem, we construct an algorithm B which uses A-II to solve the
CDH problem over G1. B receives a CDH problem instance (I', a P, b P) with generator P,
in the first step, A-II is executed and A-II generates a master key pair (Msx, Mpg), sets
params = (I', Mpg) and provides (I', Mpx) and Mgk to B. B then chooses an index ¢
uniformly at random in {1, ..., g7}, and answers various oracle queries as follows:
Hy, Hy, H3, Request public key, extract private key, GSC, UGSC queries are the same as
Theorem 2.
Hy queries: For each new query (U, V,ID4, PK4,1Dp, PKp), B generates a random
value s € Zp, updates an initially empty list L4 with the input, s and sb P and returns sbP.
Eventually, A-II outputs a valid signcryption (U*, V*, W*) from sender I D to receiver
I D%. B now checks if ID; = I D,. If this is not the case it aborts; otherwise, it retrieves ¢*
and s* from lists L3 and L4 by querying H3 and Hy on (U*, V*, 1Dy, PK§, 1D}, PK}y).
Note that if A-II succeeded, then the verification condition holds:

e(P,W*) = e(Mpk, Qrp,)e(U*, H)e(PK§, H™)
e(P,W*) =e(P, Dip,)e(U*,t*P)e(aP,s*bP)
e(P,s*abP) = e(P,W* — Dip, — t*U*)

Thus B can recover abP = (W* — Dyp, — t*U*)/s*.

Let us now analyze the probability that B succeeds in solving CDH. For this to happen,
the simulation must run until the end of the game, the adversary must pick a specific identity
as I D%, and it must query the hash functions H3 and Hy to properly construct the forgery.
The probability that A-II is able to produce a forgery without querying both hash functions
is upper bounded by 2/2%. The probability that B aborts the simulation is related with the
following events:

— A-II places a full secret key extraction on I Dy.
— B wants to simulate a GSC query and this leads to an inconsistency in the H3 simulation.

Note that if A-II places the first fatal query, then it could not possible use I Dy as the sender
identity in the forgery it produces at the end of the game, so we can pinpoint the probability
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that B does not abort the simulation due to this event and A-II picks the only useful case for
solving CDH as 1/gr.

The latter fatal event occurs if B’s simulation triggers a collision in its GSC simulation of
Hj3. Since the maximum size of L3 is gsc +¢gp + g3 + 1, we can upper bound the probability
this occurs as gsc(¢gsc +qp + g3 + 1)/2"‘ The result follows.

Note: In the above forgery phase, the sender / D} can be vacant. In this case, algorithm
runs in signature mode otherwise it runs in signcryption mode, so the proof is suitable for
the two modes. O
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