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Abstract Detection of cheating and identification of cheaters in threshold schemes has
been well studied, and several solid solutions have been provided in the literature. This paper
analyses Harn and Lin’s recent work on cheating detection and identification of cheaters in
Shamir’s threshold scheme. We will show that, in a broad area, Harn–Lin’s scheme fails to
detect cheating and even if the cheating is detected cannot identify the cheaters. In particular,
in a typical Shamir (t, n)-threshold scheme, where n = 2t − 1 and up to t − 1 of participants
are corrupted, their scheme neither can detect nor can identify the cheaters. Moreover, for
moderate size of groups their proposed cheaters identification scheme is not practical.
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1 Introduction

Since the invention of threshold secret sharing scheme in 1979 [2,6], it has been studied
extensively, and several new structures have been introduced. The essential idea of these
schemes is to protect the secrecy of sensitive information by distributing them among n par-
ticipants in such a way that every set of at least t participants must cooperate in order to
determine the secret. Secret sharing schemes of this type are called (t, n)-threshold schemes.

Since polynomial interpolation is possible over every field, Shamir suggests an elegant
solution for constructing a (t, n)-threshold scheme. Unfortunately, the recovery of the secret
can be easily corrupted by a dishonest participant who pools a modified share (instead of
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the original). The secret recovered is obviously different from the original, but the dishonest
participant can compute the original secret, leaving other honest participants with an invalid
secret. This way of cheating was discussed by Tompa and Woll [7]. Since then, detection
of cheating and identification of cheaters in threshold schemes has been well studied, and
several solid solutions have been provided in the literature.

Recently, Harn and Lin [4] have studied cheating problem in threshold schemes. This
paper analyses Harn and Lin’s recent work on cheating detection and identification of cheat-
ers in Shamir’s threshold scheme. We will show that, in a broad area, Harn–Lin’s scheme
fails to detect cheating and even if the cheating is detected cannot identify the cheaters. In
particular, in a typical Shamir (t, n)-threshold scheme, where n = 2t − 1, and up to t − 1
of participants are corrupted, their scheme neither can detect nor can identify the cheaters.
Moreover, for moderate size of groups their proposed cheaters identification scheme is not
practical.

2 A brief review of Harn–Lin’s work

Harn and Lin’s cheating detection algorithm is based on the fact that in a Shamir (t, n)-
threshold scheme any subset of j (t ≤ j ≤ n) genuine shares are consistent, i.e., if j honest
shareholders participate in the secret reconstruction protocol, the interpolated polynomial
will be of degree at most t − 1. Thus, if the interpolated polynomial is of degree larger than
t − 1, there exist cheaters in the system. They have proposed the following algorithms:

Algorithm 1 (Cheater Detection):

1. Compute an interpolated polynomial f (x) of j points, where (t < j ≤ n).
2. If degree( f (x)) ≤ (t − 1), then there is no cheater, and the secret is f (0). Otherwise

there are cheaters in the system.

Algorithm 2 (Cheater Identification):

This algorithm is a bit lengthy (i.e., it has seven steps), and its running time is O( j !).
Since its description is not relevant to our discussion, we will not describe it here.

3 Analysis of Harn–Lin’s work

3.1 Cheaters’ attacks

Harn and Lin describe three types of cheaters’ attacks.

1. Type 1 attack—Either honest shareholders accidentally contribute with wrong shares or
dishonest shareholders contribute with random values (i.e., no strategy).

2. Type 2 attack—Assume that all shareholders release their shares synchronously (i.e., all
shares must be revealed simultaneously). Under this assumption, only when the number
of cheaters is larger than or equal to the threshold parameter t , the cheaters can implement
a successful attack to fool honest shareholders.

3. Type 3 attack—Assume that shareholders release their shares one at a time. The optimum
choice for cheaters is to release their shares after all honest shareholders releasing their
shares. Thus, the cheaters can modify their shares based on the released shares.
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4 Analysis of Harn–Lin’s work

In democratic societies, a commonly accepted policy is that a majority rules. This is why
Shamir suggests: by using a (t, n)-threshold scheme with n = 2t − 1 we get a very robust
scheme. A silent assumption behind this model is that up to t − 1 shareholders may be
corrupted. This model, which we refer to as a typical Shamir (t, n)-threshold scheme, has
been extensively studied in the literature (see, e.g., [5]).

In the following we will show that, in a typical Shamir (t, n)-threshold scheme, Harn–
Lin’s scheme neither can detect nor can identify the cheaters. Moreover, for moderate size
of groups their proposed cheaters identification algorithm is not practical.

4.1 A wise cheating attack

Consider a typical Shamir scheme and let {Pi1, . . . , Piq} be the group of q cheaters (q ≥ 1).
No matter whether the secret reconstruction protocol is synchronous or asynchronous (i.e.,
type 2 or type 3 attack), the cheaters generate a random t − 1 degree polynomial g(x), such
that for all honest shareholders, Pi , participating in the secret reconstruction protocol, it
satisfies g(i) = 0. Then cheaters compute g(i1), . . . , g(iq) for all cheaters in the protocol.
The honest shareholders contribute with their genuine shares, while each cheater contributes
with their modified share, which is the sum of their genuine share and their share from g(x)

polynomial. The idea behind this attack is that, honest participants have, indeed, added their
shares from the g(x) polynomial to their genuine shares—their share from g(x) are zero.
Hence, due to (+, +)-homomorphism property [1] of Shamir’s threshold scheme, the shares
submitted by participants are associated with h(x) polynomial, where h(x) = f (x) + g(x).
Therefore, after obtaining the modified secret, h(0), the cheaters easily compute the correct
secret f (0), since they know f (0) = h(0)− g(0), but the honest shareholders learn a wrong
secret.

This attack clearly shows that, in Harn–Lin’s work, the requirement of having at least
t cheaters, in order to perform type 2 attack, is not correct. Note that as long as the num-
ber of honest participants in the secret reconstruction protocol is smaller than the threshold
parameter (no matter how many cheaters exist in the protocol), the attack is always successful.

4.2 Comments on cheating detection

Let us recall the wise attack of previous section, where the secret reconstruction proto-
col is performed in the presence of H < t honest shareholders and C < t cheaters,
such that j = (H + C), and j > t . Obviously, Algorithm 1 (i.e., the cheater detec-
tion algorithm of Harn–Lin’s scheme) accepts the shares, since the resulting polynomial
h(x) = f (x) + g(x) is of degree at most t − 1. That is, the algorithm cannot detect the
cheating.

It is worth mentioning that, in the secret reconstruction algorithm, although a set of incon-
sistent shares indicates there is a cheating, a set of consistent shares does not guarantee that
there is no cheating. That is, Algorithm 1 always fails to detect successful cheating (i.e.,
where the shares are consistent). In order to amend Harn–Lin’s work, we suggest replacing
Theorems 1, 2, and 3 of Harn–Lin’s work with the following theorem, which is independent
from the type of attack.
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Theorem 1 If (j-C) > (t–1), Algorithm 1 always detects cheating.

4.3 Comments on identification of cheaters

We have three comments on cheater identification algorithm of Harn–Lin’s scheme.

1. Since Algorithm 1 fails to properly detect cheating, Algorithm 2 cannot identify cheaters.
That is, Algorithm 2 at most can identify the cheaters when the submitted shares to secret
reconstruction protocol are not consistent.

2. Even if the cheating is detected, cheater identification is not guaranteed. This is because,
Harn–Lin’s cheater identification algorithm accepts shares as genuine, if they have major-
ity in generating the same secret. This mechanism works if H > (C + t − 1)—see
Harn–Lin’s work. Thus, in a (t, n)-threshold scheme, if up to t − 1 participants are cor-
rupted, the number of honest shareholders must be larger than 2(t − 1), which implies
n > 3(t − 1). That is, in a (t, n)-threshold schemes, if n ≤ 3(t − 1), always t − 1 partici-
pants can prevent the secret reconstruction. This is because the algorithm cannot identify
the cheaters, although it detects cheating. In particular, Harn–Lin’s cheater identification
algorithm cannot identify cheaters in a typical Shamir scheme.

3. The running time of Algorithm 2 is O( j !). Although it can be executed for small values
of j , for groups of moderate size it is totally impractical. For example, if t = 6, the
cheaters identification protocol implies j ≥ 16, and thus Algorithm 2 requires 16! runs
of Shamir’s secret reconstruction protocol. Since lg(n!) = θ(nlgn) [3], we will have
lg(16!) = 16lg(16) = 64. That is, it requires 264 runs of Shamir’s secret reconstruction
protocol, which is not practical.
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