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Abstract  The notion of algebraic immunity of Boolean functions has been generalized
in several ways to vector-valued functions and/or over arbitrary finite fields and reasonable
upper bounds for such generalized algebraic immunities has been proved in Armknecht and
Krause (Proceedings of ICALP 2006, LNCS, vol. 4052, pp 180-191, 2006), Ars and Faug-
ere (Algebraic immunity of functions over finite fields, INRIA, No report 5532, 2005) and
Batten (Canteaut, Viswanathan (eds.) Progress in Cryptology—INDOCRYPT 2004, LNCS,
vol. 3348, pp 84-91, 2004). In this paper we show that the upper bounds can be reached as
the maximal values of algebraic immunities for most of generalizations by using properties
of Reed—Muller codes.
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1 Introduction

In the past few years several successful algebraic attacks on stream ciphers were proposed
[1,2,6-8]. As a response to this situation, Meier et al. [8] and Batten [6] introduced the

Communicated by C. Cid.

K. Feng - Q. Liao - J. Yang (<)
Department of Mathematical Sciences, Tsinghua University, Beijing 100084, China
e-mail: jingyang @math.tsinghua.edu.cn

K. Feng
e-mail: Kfeng@math.tsinghua.edu.cn

Q. Liao
College of Mathematics and Software Science, Sichuan Normal University, Chengdu 610066, China
e-mail: liao_qunying@yahoo.com.cn

@ Springer
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notion of algebraic immunity for a Boolean function. Let B,, be the ring of m-variable
Boolean functions f : F5' — F».

Definition 1.1 For a Boolean function f = f(xq,...,x,) € B, the algebraic immunity
of f is defined by

Al (f) = min{deg g|0 # g € B, gf =0 or g(f +1) =0}

Alarge Al,, (f) is a necessary (but not sufficient) condition for resisting algebraic attacks.
It is proved (see [6] and [4]) that the maximal value of algebraic immunity for m-vari-
able Boolean functions is [% ] and several Boolean functions with maximal AT have been
constructed. The notion of algebraic immunity has been generalized in several ways to vec-
tor-valued functions and/or over arbitrary finite fields in [3,4,6], and the reasonable upper
bounds of all generalized algebraic immunities have been presented. In this paper we will
show that these upper bounds can be reached so that we can determine the maximal values
of algebraic immunities for most of generalized cases. For doing this, our main tool is the
(generalized) Reed—Muller codes over F,. In Sect. 2 we introduce basic properties on RM
codes we will use in this paper. Then in the next three sections (3, 4 and 5) we introduce
three generalizations of algebraic immunity (Definition 1.1) and their upper bounds given in
[3,4,6], and prove that these upper bounds can be reached.

2 Reed-Muller codes over F,

In this section we introduce basic properties of Reed—Muller codes over arbitrary finite fields
F, which we need in this paper. For systematic theory on RM codes we refer, for example,
to Assmus and Key’s book [5], Chap. 5.

Let m > 1 and [, be the finite field with g elements (¢ = pl.l>1land pisa prime
number). Let B,, , be the ring of all function f : IFZ’ — [F,. We know that B,, , =

Fylxt, ..., xm]/(xlq — X1, ..., x} — x,,) which means that each function f € By, 4 can be
expressed uniquely as polynomial
f=f0 . x)= D c@X* (cla) €F,) 2.1)
a=(ay,..., am)EZ('l”
where Z, ={0,1,...,¢q — 1} and X* = x{", ..., xy".
Letn = g™ andIF;” ={vo=10(0,...,0),v1,...,v,-1}. For0 < v <m(g — 1), the v-th

Reed-Muller code over F, is defined by
RM(,m; q) ={cy = (f(vo), f(v1),.... f(va—1)) EFYlf € By g, deg f < v}

This is a linear code over F;. Let a be a primitive element of Fym so that Fgm =
0,1, 0,02, ..., 0" 2} (@""! = 1). With a fixed basis {ej, ..., ey} of Fym over Fy (for
example, we can choose {e1,...,e,} = {l,c, ..., oem_l}), Fym can be viewed as a vector
space Fy' by

@ Fgm = ]F?,ﬂ = Bier + -+ Bmem(Bi € IE?q) = (Brs..s Bm)

By the mapping ¢, each element 8 € F m can be considered as the vector ¢(8) = (i, ...,
Bm) in IF;" so that we can set

Fr'=1{0,v1,....va1} = {0, Lo, o?, ..., a"?) (2.2)
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Namely, we take vg = 0 and v; = o' ~lfor1 <i < n— 1. With this ordering (2.2) of
the elements of I 21, we define the punctured v-th Reed-Muller codes over F, for 0 < v <
m(q — 1) as

RM*(v,m; q) = {c; = (f (1), f(@), ..., f@" D|f €Bpg,deg f < v}

RM* (v, m; q) is a cyclic code over F,.

A linear code C in IF;V is called cyclic if ¢ = (cp,c1,...,cn—1) € C implies
(c1,¢2,...,¢N=1,¢0) € C.If we identify each codeword ¢ = (cp, c1,...,cn—1) by the
polynomial c(x) =co+c1x + ...+ en—1xV"Vin the quotientring R = I, [x]/(xN — 1),
then a cyclic code C can be identified as a principle ideal C =< g(x) > of R where g(x) is
a monic polynomial in F[x], g(x) | xN — 1. We call g(x) as the generating polynomial of
the cyclic code C. And the dimension of C over F; is N — deg g(x). The basis parameters
of RM (v, m; q) and RM*(v, m; q) are

Lemma 2.1 ([5], Chap.5) Let0 <v < m(q — 1), then
(1) RM (v, m; q) is a linear code over ¥y with code lengthn = q", dimension k(v, m; q)
and minimal distance d where

k(v,m;q) = dim]Fq RM (v, m; q)

=X =x{"-x0<ai,....am <qg—1l,a+-- +au <}
v m .
-y (3)(
A A i—Ag
i=0 A=0
= th j in th ' 1_tq)m '
= the COEJﬁCleI’lt a, int e power series l‘)mH Zal
and
d=(q—s)g" ! (r=|: vl},S=v—r(61—1)) 2.3)
q—

(2) RM*(v, m; q) is a cyclic code over F, with code length n — 1, dimension k(v, m; q)
and minimal distance d — 1 where d is defined by (2.3). The generating polynomial of
RM*(v, m; q) is

gx) = I1 (x —a") eFylx] 2.4)
1<u<n-2
I1<wg(u)sm(g—1)—1-v

where wy () = uo+- - -+uy—1 for q-adic expansion of u = ug+u1q+- - A m_1g™ ;€
{0,1,...,qg —1}).

From Lemma 2.1 we can get the following result which is the main tool in next three
sections.

Lemma 2.2 Suppose that 0 < v < m(q — 1),k = k(v,m;q),s > 1 and sk < n = q".
Then there exists s disjoint subsets Ay, ..., A ofIF‘g satisfying the following conditions

(D) JAil =k(1 <i <)
(2) For each nonzero polynomial f = f(x1,...,xp) € By 4 with deg f < v and each
i(1 <i <s), there exists v € A; such that f(v) # 0.
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Proof As before we assume that « is a primitive element of F;m and

IE‘;" =Fm={v,vi=Lun=a..,v,1= "2y (n = ¢™)
We take
Ay ={vg, v1, ..., Vk—1},
Ay = {vk, Vg1, oo, U2h—1),
. 2.5)
As = {V(— ks Vs—1)k+1s - - - Usk—1}

From assumption sk < n we know that A;(1 < i < s) are disjoint subsets of IE‘;” and
|A;j| = k(1 < i < s). Next we confirm the condition (2). Let f be a polynomial in B, 4
with deg f < v. Then ¢y = (f(vo), f(v1),..., f(v,—1)) is a codeword in RM (v, m; q)
and c? = (f(1),..., f(vh—1)) € RM*(v, m; q). Suppose that there exists i(l1 < i <)
such that f(v) =0forall v € A;.

If i > 2, by definition (2.5) of A;, we know that there are at least k sequential components
of vector cf; being zero: f(vj) = f(vj41) = ... = f(vjpk—1) = 0 where j = (i — Dk.
But RM*(v, m; q) is a cyclic code with dimension k = k(v, m; ¢) by Lemma 2.1 and c?- is
a codeword in RM*(v, m; q), we know that

¢ = (fQisk)s oo fOn=1), f1), f(02), ..., f(0i1),0,...,0) € RM*(v,m; q)

The cyclic code RM*(v, m; q) is considered to be a principle ideal (g(x)) of the quotient
ring R = F, [x1/(x"~1 — 1) where g(x) is the generating polynomial of RM* (v, m; q) with
deg g(x) =n — 1 — k, and the codeword c¢* is considered to be the polynomial

() = fQitk) + [ @ikt )X 4+ o)X TR f (o)
NS f(vi—l)x’17k72 e R

Since g(x)|c*(x)andn—1—k = degg(x) > n—k—2 > degc*(x), we know that c*(x) =0
sothat f(v) =0forallv € IF;”\{O}. From v < m(q — 1) we know that the minimal distance
of RM (v, m; q) is at least 2 by (2.3). Therefore f(0) = 0 so that f = 0.

Ifi =1,wehave f(v)) =---= f(vk—1) =0and

G =10,....0, f@WO). -, fWa1) = FO + fopDx® + .+ foa "
= X'h(x) € (¢(0) = RM*(v,m; q)

where h(x) = f(u) + fuer)x + - + fp_)x" %1 is divisible by g(x). From
deg g(x) = n—k — 1 we know that h(x) = ag(x) for some a € F,. Since v < m(g — 1), we
have 0 = f(vo) +- -+ f(va—1) = f(vo) +ag(l) sothat f(vo) = —ag(1). But f(v9) =0
by vo € Ay, and g(1) # 0 since 1 is not a root of the polynomial g(x) by (2.4), we know
that a = O so that f = 0.

This completes the proof of Lemma 2.2. O

3 Generalized algebraic immunity (1): from IF, to FF,
Let By, 4 be the ring of all functions f : Fg' — 4. Batten [6] presented the following

generalization of algebraic immunity. Each function of f € B, , can be expressed uniquely
as a polynomial in formula (2.1).
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Definition 3.1 For f = f(x1,...,xy) € By 4, the algebraic immunity of f is defined by

Aly(f) =min{degg | 0 # g € By, gf =0 or g(f77' — 1) =0}

It is easy to see that this definition is a generalization of the Definition 1.1 with g = 2.

Lemma 3.2 ForeachQ # f € By, 4, Al (f) < (W] where, for real number «, [o] is
the smallest integer n such that n > «a.

Proof See [6]. O

Now we prove that the upper bound can be reached for any m > 1 and prime power q.

Theorem 3.3 Foreachm > 1 and finite field Fy, there exists f € By, 4 such that AL, (f) =
[‘ (U] *21 ym '| .

Proof Letv = (%] — 1 and consider the Reed—Muller code RM (v, m; q). Letn = g™
and o be a primitive element of F;m . As before we identify a vectorv = (v, ..., Vu—1) € Fym
with vy + vi + -+ - + Voo™l e Fgm.

Fromv = {W] —-1< w we know that

m
k =k, m;q)(=dim RM (v, m; q)) = tfx]" - xg"|0 <a; <qg — 1(1 <i <m)} < %
By Lemma 2.2, we have two disjoint subsets A; and Aj of Fym such that |A| = |A2| =k

and any g € B, , with degg < v satisfying g(8) = O forall 8 € A or g(y) = 0 for all
y € Aj is necessarily equal to zero. Now we consider f € B, 4 defined by

0, forpB € Ay
f(B)=q0b" for Be Ay (3.1

b, otherwise

where b* can be any non-zero element of I, and b can be arbitrary element of IF,. We claim
that ALy (f) = [452 ) = v + 1.

Suppose that g € B, 4, degg < v. If g¢f = 0 and then g(B) = O for each 8 € A; by
(3.1). Therefore g = 0.

Similarly, if g(fq_1 — 1) =0, then fq‘l(,B) — 1= —1and g(B) =0foreach g € A;.
Therefore we also have g = 0. Thus A7,,(f) > v+ 1 and by Lemma 3.2 we have A, (f) =
|'(q—21)m'| . O

By action of GL(m, F,) as F,-linear transformations on {x, ..., x,;}, we can get more

functions f € By, , with algebraic immunity A, (f) = (W}.

4 Generalized algebraic immunity (2): vector-valued

Letm > n > 1 and By, , be the ring of all functions
f=WU"N..... ) F} - F;
where f; € B,,(1 <i < n). For a subset S of F/}!, the annihilating ideal of S is defined by

N(S) ={g € By : gls = 0}
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where g|s is the restriction of g on S. Namely, g|s = 0 means that g(v) = 0 forallv € S.
Let

AI(S) = min{deg g|0 # g € N(S)} = min{deg g|0 # g € By, gls = 0}

Armknecht and Krause [3] presented the following definition of generalized algebraic immu-
nity to deal with S-boxes in block ciphers.

Definition 4.1 For0 # f = (f1, ..., fa) € By ., the algebraic immunity of f is defined by
AI(f) = min{AI(f (@) : a € F}}
= min{degg : 0 # g € B, and Ja € F; such that g|;-1(,) =0}
where fora = (ay, ..., a,) € F, f_l(a) is defined by
fFlla=weF : i) =al <i<n)
It is easy to see that Definition 4.1 is a generalization of Definition 1.1(n = 1). Let d
be the smallest integer such that Zfzo (’?) > 27" An upper bound of AI( f) has been

presented in [3].
Lemma 4.2 ([3]) Assume thatm > n > 1. For 0 # f € By, , we have AI(f) < d.
Now we prove that the upper bound d can be reached.

Theorem 4.3 Assume that m > n > 1. There exists f € B, , such that AI(f) = d where

d is the smallest integer satisfying Z?:o (rln) > 2mn,

Proof From the definition of d we know that Z?;ol (’?) < 27" By Lemma 2.1(1) we

konw that Zf’l:_ol (rln ) is the dimension k = k(d — 1, m; 2) of the binary Reed—Muller code

RM(d — 1,m;2). By Lemma 2.2 we have 2" disjoint subsets S;(0 < j < 2" — 1) of F}'
satisfying |S;| = ;1:_01 (’7) (0<j<2"—1)andforeachO # g € B,,,degg <d — 1,
and each j(0 < j <2" — 1) there exists v € §; such that g(v) # 0.

Now we define f, € B,,(0 <A <n—1)by

I, ifveS;and j =10=<j=<2"-1)
fiw) =410, if vesS;and j, =00=<,=<2"-1)
C, if UQS()U51U...US2n,1
where jj is the coefficient in the 2-adic expansion j = jo+ ji2+--- +jn712”_1, and ¢ can
be any element of F;.
We claim that for f = (fo, ..., fu—1) € By n, we have AI(f) = d. In fact, for each
b= (by,b1,...,bp_1) €Fs,anda e SoUSiU...U S—1,
aef (b)) fila=bhO0<r<n—1)
<= foreach A(O<A<n-—1),ac€ U{S,-|0 <j<2"—1,j,=b}

<= a € §; where j=b0+b12+~~~—|—b,,_12”_1
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Therefore f’l(b) D 8jforj=0by+bi24 -+ by_12" L Suppose that g € B, and
degg < d—1.1f gls-14) = 0 for some b = (b, ...,bp—1) € I3, then gls; = 0 for
j=by+b12+--- + by_12" 1 s0 that g = 0. Thus AI(f) > d and then AI(f) = d by
Lemma 4.2. This completes the proof of Theorem 4.3. O

There is another kind of algebraic immunity of f € B, , defined in [3]. The subset
gr(f) ={(x, f(x) e F3™" | x € FY)
of ]F;"Jr” is called the graph of f. The algebraic immunity of gr(f) is defined by
Al(gr(f)) =min{degG | 0 # G = G(x,y) € Byin, Glors) =0}

Itisprovedin[3]that AI (f) < AI(gr(f)) <AI(f)+nforeach f €B,, ,,and Al (gr(f)) <
D,,., where Dy, , is the smallest integer such that Zi’;o (m;r") > 2" Forn = 1, the maximal
value Al (gr(f)) = Dmgl(:(%]) can be reached by some f € B, 1 = B,,. It is conjec-
tured in [3] that the upper bound D,, , can also be reached for general case m > n > 2. A
necessary and sufficient condition for max{AI(gr(f)) : f € By n} = Dy, » has been made
in [3] with matroid language. Using the matroid criterion and by computation, the conjecture
has been verified to be true for2 < n < m < 14 and (m, n) = (15, 2) in [3]. But it seems
that the conjecture has not been solved completely.

5 Generalized algebraic immunity (3): F; and vector-valued

Letm > n > 1 and ¢g be a prime power. Ars and Faugere [4] present the following defini-
tion of algebraic immunity for a function f = (fi1,..., fa) : F§' — Fu(fi = fi(X) =

fi(x1, ..., xp) € By 4). They consider the ring
R=TFylxt, .o Xms 21, ooy /(] =312 =2 |1 <i<m,1<j<n)
and the ideal

I=<z1—- fi(X),...,2p — fu(X) >
of R generated by z; — fi(X)(1 <i < n).
Definition 5.1 ([4]) The algebraic immunity Alg(f) of f € By 5,4 is defined by
Als(f) = min{degy P |0 # P = P(X,Z) € I}

where degy P is the degree of P = P(X,Z) = P(X1,...,Xm;21,...,2n) viewed as a
polynomial in xq, ..., Xp.

Lemma 5.2 (1) Ifn = 1and q = 2, then for f € B, Als(f) is the same as AlL,(f)
defined by the Dmefinition 1.1. '
(2) ([4]) Let ((11__;);)“ = Zizo cit € Z[[t]] and d = d(m, n; q) be the smallest integer
such that cqg > q™ ", then Als(f) <d.

Proof (1) Let f € B,,,d = AL,(f) andd = Als(f). Let g € B,,, degg = d’ such that
fg=0o0rg(f+1)=0.Remark that ] =< z+ f > sothat (z+ f)g € I. And

) z8, if fg=0
(Z+f)g_[zg+g, if (f+1)g=0
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Therefore degy (z + f)g = d’ so that Als(f) < d’ = AlL,(f). On the other hand, let
g h,g',h €B,, max(degg’,degh’) = d and (z + f)(gz + h) = g’z + I’ which means
that

fh="h"and (f+Dg+h=¢g

Then fg' = fh = I, f(g +K) = 0 and deg(¢’ + h') < d. If g’ + K’ # 0, from
fg +n)=0weget Al,(f) <d = Als(f).If g + 1’ =0, then from fg' = h’ we get
(f + g’ = 0and d = max(deg g’, degh’) = deg g’ since g’ = h'. Therefore we also get
Aly(f) =d = Als(f).

(2) A = R/I is a vector space over F, with dimension ¢™ since {x]"---x,"|0 < a; <
g — 1(1 <i <m)}is abasis of A. Consider the set

S = {X2" = x{" ---x,’,ﬂ’”zlf' e |0<abj<qg-1a
+ oot am (= degy (X9ZP) < d)

It is easy to see that |S| = ¢"c4. By assumption ¢"cg > ¢™ = dim A we know that there
exists 0 # g(X,Z) € R,degy g < d such that g(X,Z) = 0 € A. Namely, g(X,Z) € I
which means that Als(f) <d. ]

Now we show that the upper bound of Alg(f) given in Lemma 5.2(2) can be reached.

Theorem 5.3 For each prime power g and 1 < n < m, let d = d(m, n; q) be the integer
defined in Lemma 5.2. Then there exists f € By, , 4 such that Als(f) =d.

Proof By the definition of d we have cy—; < ¢ ". Since c4_ is just the same as the
dimension k(d — 1, m; q) of the Reed—Muller code RM (d — 1, m; g), from Lemma 2.2 we
have ¢" disjoint subsets Sp(b = (b1, ..., by) € IFZ) of IFZ’ as a partition of F”, such that
[Spl =q¢™ " (b € ]F;), and for each b € ]F; and 0 # g(X) € By, ;, withdegg(X) <d — 1,
there exists v € S, such that g(v) # 0. Now we define f; € By, ,(1 <i < n) by, for each
X e IFZK

fi(X)=b; if XeS, and b= (by,...,by) (5.1)

We claim that for f = (f1,..., fu): ]F;” — Fg,wehave Als(f) =d.
Suppose that

>~ FX)H(X.2) = G(X. Z) e | (5.2)
i=1

where H;(X,Z) € Fylxi,....xm;21,...,2x1(1 < i < n) and degy G(X,Z) < d — 1,
we need to prove G(X, Z) = 0. For doing this, we consider the following polynomials
{M®P(Z)|b = (b, ..., by) € F}} defined by

1, if (z1,...,20) =b

(b) — (1 — _pNa—.. . (1 = _ q—1y _
MP(Z) = (1= @ = b)) (= (2 = b)) ‘ 0 othersise
Then each polynomial H; (X, Z) can be expressed uniquely as

Hi(X,2)= > MP(@h (X)
beFy

where

h"(X) = Hi(X.b)(1 <i <n, b eF)
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Similarly we have

G(X.2)=> M"2)g"(X)
beFy

and assumption degy G(X, Z) < d — 1 is the same as deg gl.(h)(X) <d-—1forallb e IE‘Z.
We need to prove gl.(b) (X)=0forallb € IFZ
Now by the definition of M®)(Z) the equality (5.2) becomes that

> MO @) (X) =D @~ X)) D MO @h (X)

beIFZ i=1 be]FZ

= > MY2) D @~ X)L (X)
1

be]F’(} i=
= > MY > b — i (X)HR (X)
beIFg i=1

Therefore for each b € IE‘Z,

gD ) =D — XA (X)

i=1
which implies that ¢® (X)| ;-1 = 0. But
f70) = (X = (x1,....x0) €FPILX) =bi(1 <i <n))
= Sp (by definition (5.1) of f; (X))
Thus g (X)|5, = 050 that g (X) = 0 by assumption deg ¢ (X) < d — 1 forall b € F}.

This completes the proof of AIs(f) > d and then Als(f) = d by Lemma 5.2. O
Remark Ars and Faugere [4] have defined another algebraic immunity of f = (f1, ..., fu) :
Fy — Fj by

Alp(f) = min{deg g(X, 2)|0 # g(X, Z) € I}

where deg g is the degree of g(X, Z) as a polynomial in xi, ..., X4;21,...,2,. Let
% =20 A;t' and D = D(m, n; q) be the smallest integer i satisfying A; > ¢".
It is shown in [4] by a similar argument in the proof of Lemma 5.2(2) that AIp(f) < D for

all f € By 5,q. We are not sure if the upper bound D (m, n; q) of f € By, ;.4 is tight.
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