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Abstract Let X be a set of order n and Y be a set of order m. An (n, m, {w1, w2})-
separating hash family is a set F of N functions from X to Y such that for any X1,
X2 ⊆ X with X1 ∩ X2 = ∅, |X1| = w1 and |X2| = w2, there exists an element f ∈ F
such that f (X1) ∩ f (X2) = ∅. In this paper, we provide explicit constructions of sep-
arating hash families using algebraic curves over finite fields. In particular, applying
the Garcia–Stichtenoth curves, we obtain an infinite class of explicitly constructed
(n, m, {w1, w2})–separating hash families with N = O(log n) for fixed m, w1, and w2.
Similar results for strong separating hash families are also obtained. As consequences
of our main results, we present explicit constructions of infinite classes of frameproof
codes, secure frameproof codes and identifiable parent property codes with length
N = O(log n) where n is the size of the codes. In fact, all the above explicit construc-
tions of hash families and codes provide the best asymptotic behavior achieving the
bound N = O(log n), which substantially improve the results in [8, 15, 17] and give an
answer to the fifth open problem presented in [11].
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1 Introduction

Definition 1.1 Let n and m be integers such that 2 ≤ m ≤ n, X be a set of order n and
Y be a set of order m. Let F be a family of N functions from X to Y, F is called an
(N, n, m) hash family, denoted HF(N; n, m). An (N, n, m) hash family F is called an
(N, n, m, {w1, w2})–λ–separating hash family, denoted λ–SHF(N; n, m, {w1, w2}), if for
any X1, X2 ⊆ X, X1 ∩X2 = ∅, |X1| = w1 and |X2| = w2, there exist at least λ functions
f ∈ F such that f (X1) ∩ f (X2) = ∅. When λ = 1, it is omitted from the notation.

Separating hash families have many applications to the constructions of cover–free
families, FP codes, SFP codes, and IPP codes ([8,13–15]). The relationships among
different types of codes and hash families are described in (11). Recently, Li et al. (6)
consider the optimal separating hash families with w1 = 1 and w2 = 2 in order to
construct cover–free families.

Let N(n, m, {w1, w2}) denote the least value N for which an SHF(N; n, m, {w1,
w2}) exists. We are interested in determining the asymptotic behavior of N(n, m, {w1,
w2}) as a function of n when m, w1, and w2 are fixed. Bounds on N(n, m, {w1, w2})
have been studied by numerous authors (3,11,13). We start with an upper bound for
N(n, m, {w1, w2}) due to Stinson et al. (13) using the basic probabilistic method.

To present the theorem on the upper bound, we need the concept of chromatic poly-
nomial. For a given graph G = (V, E) and a positive integer m, let π(G, m) denote the
number of m-colorings of G. π(G, m) as a polynomial of m of degree |V| is called the
chromatic polynomial of G. If the vertices of G are colored independently at random
using m colors, then the probability that the result is an m−coloring is π(G,m)

m|V| . We will
use in this paper the complete bipartite graph with parts of size w1 and w2, denoted
Kw1,w2 . All logarithms in this paper are to the base 2, unless otherwise indicated.

Theorem 1.1 (13) Suppose that n, m, w1, and w2 are positive integers. Then

N(n, m, {w1, w2}) ≤
⌈(

w1 + w2

− log q

)
log n
⌉

,

where q = 1 − π(Kw1,w2 ,m)

mw1+w2
and �v� denotes the least integer greater than or equal to the

real number v.

On the other hand, we can derive a lower bound for N(n, m, {w1, w2}) from perfect
hash families.

Definition 1.2 An (N, n, m) hash family F is called an (N, n, m, w)–perfect hash fam-
ily, denoted PHF(N; n, m, w), if for any C ⊆ X with |C| = w, there exists an element
f ∈ F such that f is injective on C.

The following theorem is helpful for deriving our lower bound:

Theorem 1.2 (12) There is a PHF(N; n, m, 2) if and only if

n ≤ mN .

Theorem 1.3

N(n, m, {w1, w2}) ≥ log n
log m

.
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Proof Since an SHF(N; n, m, {w1, w2}) is an SHF(N; n, m, {1, 1}) and the latter is
equivalent to a PHF(N; n, m, 2), we have n ≤ mN by Theorem 1.2. �

It follows from Theorems 1.1 and 1.3 that:

Corollary 1.1 For given positive integers m, w1, and w2, N(n, m, {w1, w2}) = �(log n).

However, the proof is nonconstructive. To give explicit constructions that are
asymptotically as good as the above result is of great interest and efforts have been
made to provide explicit constructions (6,13,15). Especially, employing some combi-
natorial techniques, Stinson et al. (15) obtain the following result:

Theorem 1.4 (15) For any positive integers m, w1, and w2, there exists an infinite
class of SHF(N; n, m, {w1, w2}) for which

N = O((w1w2)
log∗(n)(log n)), (1.1)

where the function log∗ : Z
+ −→ Z

+ is defined recursively as follows:

log∗(1) = 1,

log∗(n) = log∗(�log n�)+ 1, if n > 1.

The main purpose of this paper is to improve the above theorem by present-
ing an infinite class of explicitly constructed separating hash families achieving the
bound N = O(log n) from algebraic curves over finite fields. We present a method
for explicit constructions of separating hash families from specific algebraic curves
with many rational points. In particular, combining our construction based on the
Garcia–Stichtenoth curves with a product type construction due to Stinson et al. (15),
we provide an infinite class of explicitly constructed separating hash families with
N = O(log n) for any given integers m, w1, and w2.

Similar methods can be applied to obtain efficient constructions of strong separat-
ing hash families defined by Sarkar and Stinson (8), which turns out to be equivalent
to the class of partially hashing property introduced in (1).

Definition 1.3 An (N, n, m) hash family F is called an (N, n, m, {w1, w2})–strong sep-
arating hash family, denoted SSHF(N; n, m, {w1, w2}), if for any two disjoint subsets
X1, X2 ⊆ X with |X1| = w1 and |X2| = w2, there is a function f ∈ F such that f is
injective on X1 and f (X1) ∩ f (X2) = ∅.

Definition 1.4 An (N, n, m) hash family F is called an (N, n, m, {w1, w2})–partially
hashing family, denoted PAHF(N; n, m, {w1, w2}), if for any two subsets X1, X2 ⊆ X
with X1 ⊆ X2, |X1| = w1 and |X2| = w2, there is a function f ∈ F such that for any
x1 ∈ X1 and any x2 ∈ X2, if x1 �= x2, we have f (x1) �= f (x2).

The equivalence of strong separating hash family and partially hashing family is
presented in the following theorem.

Theorem 1.5 (8) A hash family F is an SSHF(N; n, m, {w1, w2}) if and only if F is a
PAHF(N; n, m, {w1, w1 + w2}).

Based on the above result, we only consider the constructions of strong separating
hash families.

Applying algebraic curves over finite fields, we obtain an infinite class of explicitly
constructed strong separating hash families with N = O(log n) for any given integers
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m, w1, and w2. Applying our main constructions, for any given integers m and w, we
obtain infinite classes of explicitly constructed FP codes, SFP codes, and IPP codes
with length N = O(log n) where n is the size of the codes.

In fact, comparing the known results, Sarkar and Stinson (8) obtain an infinite class
of strong separating hash families for which

N = O((w1(w1 + w2))
log∗(n)(log n)) (1.2)

for any positive integers m, w1, and w2, an infinite class of FP codes for which

N = O(wlog∗(n)(log n)) (1.3)

and an infinite class of IPP codes for which

N = O((w3)log∗(n)(log n)) (1.4)

for any positive integers m and w. In a recent paper (17), Trung and Martirosyan
improve the result in (1.4) by presenting an infinite class of IPP codes for which

N = O((w2)log∗(n)(log n)) (1.5)

for any positive integers m and w.
It is worth noting that applying algebraic curves over finite fields, all our explicit

constructions of separating hash families, strong separating hash families, FP codes,
SFP codes, and IPP codes provide the best asymptotic behavior achieving the bound
N = O(log n), which substantially improve the results in (1.1)–(1.3), and (1.5). As
consequences of our constructions, we present infinite classes of explicitly constructed
2–FP codes and 2–SFP codes achieving the bound N = O(log n) for arbitrary m. This
gives an answer to the fifth open problem presented in (11).

2 Preliminaries

In this section, we introduce some concepts and notations on algebraic curves over
finite fields essential for the constructions. For further results on the aspect, we refer
to (7,10,18).

Throughout, we let q be a prime power;
Fq–the finite field of q elements;
Fq–a fixed algebraic closure of Fq;
Gal(Fq/Fq)–the Galois group of Fq/Fq;
X–a projective, absolutely irreducible, complete algebraic curve defined over Fq.

We simply call that X/Fq is an algebraic curve;

g = g(X )–the genus of X ;
Fq(X )–the function field of X ;
PFq –the set of all the closed points on X over Fq;
X (Fq)–the set of all Fq–rational points on X with all coordinates belonging to Fq.

A divisor G of X is called rational if

Gσ = G
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for any automorphism σ ∈ Gal(Fq/Fq). In this paper, we always mean a rational
divisor whenever a divisor is mentioned.

We write vP for the normalized discrete valuation corresponding to a point P of X .

Definition 2.1 For x ∈ Fq(X )\{0}, let Z(x) and N(x) denote the set of zeros and the
set of poles of x, respectively. The zero divisor of x is defined by

(x)0 =
∑

P∈Z(x)

vP(x)P

and the pole divisor of x by

(x)∞ =
∑

P∈N(x)

(−vP(x))P.

Then (x)0 and (x)∞ are both rational divisors.

Definition 2.2 The principal divisor of x is given by

div(x) = (x)0 − (x)∞.

The degree of div(x) is equal to zero, i.e.,

deg((x)0) =
∑

P∈Z(x)

vP(x) =
∑

P∈N(x)

(−vP(x)) = deg((x)∞).

For an arbitrary divisor G =∑mPP of X , we denote by vP(G) the coefficient mP
of P. Then

G =
∑

vP(G)P.

Definition 2.3 The support Supp(G) of G is the set

Supp(G) = {P ∈ PFq : vP(G) �= 0}.
Definition 2.4 (7) For a divisor G, we form the Riemann–Roch space

L(G) = {x ∈ Fq(X )\{0} : div(x)+ G ≥ 0} ∪ {0}.
Then L(G) is a finite–dimensional vector space over Fq. We denote the dimension of
L(G) by l(G).

Theorem 2.1 (Riemann–Roch Theorem) (7) Let X be an algebraic curve with the
genus g. Then for any divisor G of X , we have

l(G) ≥ deg(G)+ 1 − g

and the equality holds if deg(G) ≥ 2g − 1.

Lemma 2.1 (10) Let T be a subset of X (Fq), i.e., a set of Fq–rational points on X .
Then for any t ≥ 0, there exists a divisor G such that deg(G) = t and

T ∩ Supp(G) = ∅.

As we will show in Sect. 3, using algebraic curves over finite fields, for any fixed
integers m, w1, and w2, we obtain explicit constructions of separating hash families
SHF(N; n, m, {w1, w2}) and strong separating hash families SSHF(N; n, m, {w1, w2})
with N = O(log n). As applications, in Sect. 4, for any fixed integers m and w, we
obtain explicit constructions of (N, n, m)w–FP codes, w–SFP codes, and w–IPP codes
with N = O(log n).
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3 Constructions of SHFs and SSHFs

In this section, we mainly describe the constructions of separating hash families based
on algebraic curves over finite fields. Using a similar method, we also present the
constructions of strong separating hash families.

Now we describe the constructions of separating hash families.
Let T ⊆ X (Fq) be a set of Fq–rational points on X . Let G be a divisor with

T ∩ Supp(G) = ∅. Each point P ∈ T can be associated with a map hP from L(G) to
Fq defined by

hP(f ) = f (P).

The Riemann–Roch theorem leads to the following vital result.

Lemma 3.1 (7,19) Let F = { hP | P ∈ T }. If deg(G) ≥ 2g + 1, then |F | = |T |.

Theorem 3.1 Let X/Fq be an algebraic curve and T a set of Fq–rational points of X .
Suppose that G is a divisor with deg(G) ≥ 2g+1 and T∩Supp(G) = ∅. Then there exists
a separating hash family SHF(|T|; qdeg(G)−g+1, q, {w1, w2}) if |T| > deg(G)× w1w2.

Proof Let F be as defined in Lemma 3.1. For any two subsets X1 and X2 of L(G)
with X1 ∩ X2 = ∅, |X1| = w1, and |X2| = w2, consider the set

�X1,X2 := {u − v | u ∈ X1, v ∈ X2}.
Then�X1,X2 has at most w1w2 elements and the number of zeros of an element u − v
is at most deg(G) since u − v is an element of L(G). Therefore, the number of zeros
of all functions in �X1,X2 is at most

deg(G)× |�X1,X2 | ≤ deg(G)× w1w2.

By the condition |T| > deg(G)× w1w2, we can find a point R ∈ T such that R is not a
zero for any function of �X1,X2 .

We claim that the function hR satisfies the condition hR(X1)∩ hR(X2) = ∅. In fact,
for any u ∈ X1 and any v ∈ X2, we have u − v ∈ �X1,X2 . Thus R is not a zero of u − v,
i.e., u(R) �= v(R) for any u ∈ X1 and any v ∈ X2. This is equivalent to hR(u) �= hR(v)
for any u ∈ X1 and any v ∈ X2. The proof is completed. �

Remark 3.1 In fact, Theorem 3.1 presents a construction of λ–SHF(|T|; qdeg(G)−g+1,
q, {w1, w2}) based on algebraic curves over finite fields with λ = |T|− deg(G)× w1w2,
which is implied in the proof of Theorem 3.1.

In the following examples, we apply Theorem 3.1 to some special curves to get
some separating hash families with nice parameters.

Example 3.1 Consider the projective line X/Fq. Then the genus of X is g(X ) = 0.
Let N, t, w1, and w2 be positive integers with tw1w2 < N ≤ q + 1. Then there exist

a subset T of rational points of X with |T| = N and a divisor G of degree t with
T ∩ Supp(G) = ∅. Applying Theorem 3.1, we obtain an SHF

(
N; qt+1, q, {w1, w2}

)
. In

particular, taking N = q + 1, we obtain an SHF(q + 1; qt+1, q, {w1, w2}).
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Example 3.2 Let q = pn for a prime p. Put

Nq(1) =
{

q + �2
√

q�, if p | �2
√

q� and n ≥ 3
q + �2

√
q� + 1, otherwise.

where � · � denotes the integral part of a real number. It is proved in (9) that there
exists an elliptic curve X/Fq with Nq(1) rational points and the genus of X is g(X ) = 1.

Let N, t, w1, and w2 be positive integers with t ≥ 3 and tw1w2 < N ≤ Nq(1).
Then there exist a subset T of rational points of X with |T| = N and a divisor
G of degree t such that T ∩ Supp(G) = ∅. Applying Theorem 3.1, we obtain an
SHF(N; qt, q, {w1, w2}). In particular, there exists an SHF(Nq(1); qt, q, {w1, w2}).
Example 3.3 Let q be a prime power. Consider the Hermitian curve X/Fq2 (7,10)
defined by

yq + y = xq+1.

Then the number of Fq2 –rational points of X is equal to q3 + 1 and the genus of X is
g(X ) = q(q − 1)/2.

Let N, t, w1, and w2 be positive integers with t ≥ q(q − 1) + 1 and tw1w2 < N
≤ q3 + 1. Then there exist a subset T of rational points of X with |T| = N and
a divisor G of degree t such that T ∩ Supp(G) = ∅. Applying Theorem 3.1, we
obtain an SHF(N; q2t+2−q(q−1), q2, {w1, w2}). In particular, there exists an SHF(q3 +1;
q2t+2−q(q−1), q2, {w1, w2}).

The following infinite class of separating hash families is obtained from the
Garcia–Stichtenoth curves.

Theorem 3.2 Let q be a prime power and let c1, c2 ≥ 2 be real numbers. Then there
exists an

SHF

(
(q − 1)qi;

⌈
q(c1c2−2)qi

⌉
, q2,

{⌊√
2

c1
(q

1
2 − 1)

⌋
,

⌊√
2

c2
(q

1
2 − 1)

⌋})

for each i ≥ 1. In particular, taking c1 = c2 = 2, we obtain an

SHF

(
(q − 1)qi; q2qi

, q2,

{⌊√
2

2
(q

1
2 − 1)

⌋
,

⌊√
2

2
(q

1
2 − 1)

⌋})

for each i ≥ 1.

Proof Consider a sequence of algebraic curves Xi over Fq2 introduced by Garcia
and Stichtenoth (4) as follows. Let X1 be the projective line with the function field
Fq2(X1) = Fq2(x1). Let Xi be obtained by adjoining a new equation,

xq
i + xi = xq

i−1

xq−1
i−1 + 1

for all i ≥ 2. Then the number of Fq2 –rational points of Xi is more than (q − 1)qi, and
the genus gi of Xi is less than qi for all i ≥ 1. For each i ≥ 1 put

Ni = (q − 1)qi, ti =
⌊c1c2

2
qi
⌋

,
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w1 =
⌊√

2
c1
(q

1
2 − 1)

⌋
, w2 =

⌊√
2

c2
(q

1
2 − 1)

⌋
.

Then ti ≥ 2gi + 1 since c1, c2 ≥ 2 and we can check that

Ni > tiw1w2 for all i ≥ 1.

We may choose a subset Ti of rational points of Xi with |Ti| = Ni and a divisor Gi of
degree ti of Xi such that Ti ∩ Supp(Gi) = ∅. Applying Theorem 3.1, we obtain an

SHF

(
(q − 1)qi; q2(ti+1−gi), q2,

{⌊√
2

c1
(q

1
2 − 1)

⌋
,

⌊√
2

c2
(q

1
2 − 1)

⌋})

for each i ≥ 1. The observation that

ti + 1 − gi >
c1c2

2
qi − qi = (c1c2 − 2)

2
qi

completes the proof. �

Before describing the next result, we first recall a product construction for separat-
ing hash families, due to Stinson et al. (15).

Lemma 3.2 (15) Suppose there exist an SHF(N; n, n0, {w1, w2}) and an SHF(M;
n0, m, {w1, w2}). Then there exists an SHF(NM; n, m, {w1, w2}).

Combining Theorem 3.2 with Lemma 3.2, we are ready to prove our main theorem
in this paper.

Theorem 3.3 For any positive integers m, w1, and w2, there exists an infinite class of
explicitly constructed separating hash families SHF(N; n, m, {w1, w2}) for which N is
O(log n).

Proof For given positive integers m, w1, and w2, let q be the least prime power with
q2 ≥ m, q

1
2 ≥ √

2w1 + 1, and q
1
2 ≥ √

2w2 + 1. We may choose c1, c2 ∈ [2, ∞) such that√
2

c1
(q

1
2 − 1) = w1 and

√
2

c2
(q

1
2 − 1) = w2. Then Theorem 3.2 implies the existence of

an explicitly constructed

SHF
(
(q − 1)qi;

⌈
q(c1c2−2)qi

⌉
, q2, {w1, w2}

)
for each i ≥ 1.

For q2 ≥ m, we can explicitly construct an SHF(M; q2, m, {w1, w2}) with M depending
only on m, w1 and w2 as follows. Let X be a set of order q2, Y be a set of order m and
y1 �= y2 ∈ Y. For any pair (X1, X2) of subsets of X with X1 ∩ X2 = ∅, |X1| = w1 and
|X2| = w2, we associate (X1, X2) with a function fX1X2: X −→ Y satisfying

fX1X2 |X1≡ y1, fX1X2 |X2≡ y2.

Clearly, all such functions {fX1X2} form an SHF(M; q2, m, {w1, w2}) with

M =
(

q2

w1

)(
q2 − w1

w2

)
.

Hence, the parameter M can be effectively determined by m, w1, and w2. It follows
from Lemma 3.2 that we get an explicit construction of an

SHF
(

M(q − 1)qi;
⌈

q(c1c2−2)qi
⌉

, m, {w1, w2}
)

for each i ≥ 1.
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We thus obtain an infinite class of explicitly constructed SHF(N; n, m, {w1, w2}) with
N ≤ C log n, where

C = M(q − 1)
(c1c2 − 2) log q

and all the parameters M, q, c1, and c2 depend only on m, w1, and w2. But n tends to

∞ as i → ∞ since n =
⌈

q(c1c2−2)qi
⌉

. The desired result follows. �

Based on algebraic curves over finite fields, the similar method can be applied to
obtain efficient constructions of strong separating hash families.

Theorem 3.4 Let X/Fq be an algebraic curve and T a set of Fq–rational points
of X . Suppose that G is a divisor with deg(G) ≥ 2g + 1 and T ∩ Supp(G) = ∅.
Then there exists a strong separating hash family SSHF (|T|; qdeg(G)−g+1, q, {w1, w2})
if |T| > deg(G)× [(w1

2

)+ w1w2
]
.

Proof Let F be as defined in Lemma 3.1. For any two subsets X1 and X2 of L(G)
with X1 ∩ X2 = ∅, |X1| = w1 and |X2| = w2, we only need to consider the set

�X1,X2 :=
{
(u − v)2| u �= v ∈ X1, or u ∈ X1 and v ∈ X2

}
.

�

By Theorem 3.4, the special curves in Examples 3.1–3.3 all can be applied to obtain
some strong separating hash families replacing w1w2 by

[(w1
2

)+ w1w2
]
.

Applying the Garcia–Stichtenoth curves and selecting the parameters w1 and w2
appropriately lead to the following infinite class of strong separating hash families.

Theorem 3.5 Let q be a prime power and let c1, c2 ≥ 2 be real numbers. Then there
exists an

SSHF

(
(q − 1)qi;

⌈
q

2(c2
1c2−c1−c2)
(c1+c2)

qi
⌉

, q2,
{⌊√

2q
2c1

⌋
,
⌊√

2q
2c2

⌋})

for each i ≥ 1. In particular, taking c1 = c2 = 2, we obtain an

SSHF
(
(q − 1)qi; q2qi

, q2,
{⌊√

2q
4

⌋
,
⌊√

2q
4

⌋})

for each i ≥ 1.

In order to apply our main method to give explicit constructions of an infinite class
of strong separating hash families achieving the bound N = O(log n), we also need a
product construction of strong separating hash families.

Theorem 3.6 Suppose there exist an SSHF(N; n, n0, {w1, w2}) and an SSHF(M;
n0, m, {w1, w2}). Then there exists an SSHF (NM; n, m, {w1, w2}).
Proof Let U, V, and W be sets with |U| = n, |V| = n0, and |W| = m. We may regard
S

′
as an SSHF(N; n, n0, {w1, w2}) of functions of the form ψ : U → V and S′′ as an

SSHF(M; n0, m, {w1, w2}) of functions of the form ϕ: V → W. Let S be the family of
functions from U to W produced by composing elements of S′ with elements of S′′. So
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an element of S is a function φ: U → W that may be expressed in the form φ = ϕψ

for some ψ ∈ S
′

and ϕ ∈ S
′′
.

It is clear that |S| = |S′ ||S′′ |. Furthermore, we have that S is an SSHF(NM;
n, m, {w1, w2}). In fact, let X1 and X2 be any two subsets of U with X1 ∩ X2 = ∅,
|X1| = w1, and |X2| = w2. Since S

′
is an SSHF(N; n, n0, {w1, w2}), there exists an

element ψ ∈ S
′

such that ψ is injective on X1 and ψ(X1) ∩ ψ(X2) = ∅. Then
|ψ(X1)| = w1 and |ψ(X2)| ≤ w2. We can arbitrarily choose a subset X3 of V with
|X3| = w2−|ψ(X2)|,ψ(X1)∩X3 = ∅, andψ(X2)∩X3 = ∅. We have |ψ(X2)∪X3| = w2
andψ(X1)∩(ψ(X2)∪X3) = ∅. Since S

′′
is an SSHF(M; n0, m, {w1, w2}), there exists an

element ϕ ∈ S
′′

such that ϕ is injective onψ(X1) and ϕ(ψ(X1))∩ ϕ(ψ(X2))= ∅. Hence
ϕψ ∈ S satisfies the conditions that ϕψ is injective on X1 and ϕψ(X1) ∩ ϕψ(X2) = ∅.
Hence, S is an SSHF(MN; n, m, {w1, w2}). �

After the above preparations, combining Theorem 3.5 with Theorem 3.6 gives
another main construction:

Theorem 3.7 For any positive integers m, w1 and w2, there exists an infinite class of
explicitly constructed strong separating hash families SSHF(N; n, m, {w1, w2}) for which
N is O(log n).

4 Applications

In this section, we apply our main results to get explicit constructions of cover–free
families, FP codes, SFP codes, and IPP codes with the best asymptotic behavior.

First, we give our application to cover–free families.

Definition 4.1 (14) Let w, r, and d be positive integers. A set system (X, B), with
X = {x1, . . . , xN} and B = {Bi ⊆ X|i = 1, . . . , T}, is called a (w, r; d)–cover–free family,
denoted (w, r; d)–CFF(N, T), provided that, for any w blocks B1, . . ., Bw ∈ B, and any
other r blocks A1, . . ., Ar ∈ B, we have that∣∣∣∣∣∣

(
w⋂

i=1

Bi

)∖
 r⋃

j=1

Aj



∣∣∣∣∣∣ ≥ d.

Less formally, the intersection of any w blocks contains at least d points that are not
in the union of r other blocks.

Theorem 4.1 (14) If there exists a (w, r; d1)–CFF(v, m) and a d2–SHF(N; n, m, {w,
r}), then there exists a (w, r; d1d2)–CFF(vN, n).

Applying Theorems 3.3 and 4.1, we can directly derive the following result from
separating hash families.

Theorem 4.2 (14) For any positive integers w, r, and d, there exists an explicit con-
struction for an infinite family of (w, r; d)–CFF(d

(w+r
w

)
N, T), where N is O(log T).

Proof For any w, r, and d, we can construct a w + r by d
(w+r

w

)
matrix by taking d

copies of every possible 0–1 column vector having Hamming weight equal to w. Then
we obtain a (w, r; d)–CFF(d

(w+r
w

)
, w + r). By Theorem 3.3, for the above integers w

and r, there exists an infinite class of explicitly constructed separating hash families
SHF(N; T, w + r, {w, r}) for which N is O(log T). Applying Theorem 4.1, the proof is
completed. �
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Remark 4.1 In (14), using Theorems 1.4 and 4.1, Stinson and Wei obtain the result
for (w, r; d)–CFF(d

(w+r
w

)
N, T) with N = O((w1w2)

log∗(T)(log T)). Then applying the
best asymptotic behavior on perfect hash families (19), since any PHF(N; n, m, w1
+ w2) is automatically an SHF(N; n, m, {w1, w2}), they indirectly obtain Theorem 4.2
from perfect hash families.

In the following, we will apply our main results to obtain explicit constructions of
FP codes, SFP codes, and IPP codes with nice parameters. Before applications, we
review the definitions of the codes first.

Consider a code C of length N on an alphabet Q with |Q| = m. Then C ⊆ QN and
we will call it an (N, n, m)–code if |C| = n. The elements of C are called codewords;
each codeword has the form x = (x1, . . . , xN), where xi ∈ Q, 1 ≤ i ≤ N.

For any subset of codewords C0 ⊆ C, we define the set of descendants of C0, denoted
desc(C0) by

desc(C0) = {x ∈ QN : xi ∈ {ai : a ∈ C0}, 1 ≤ i ≤ N}.
The set desc(C0) consists of the N–tuples that could be produced by a coalition holding
the codewords in the set C0.

Now, let w be a positive integer. For a code C, define the w–descendant code of C,
denoted descw(C), as follows:

descw(C) =
⋃

C0⊆C,|C0|≤w

desc(C0).

The set descw(C) consists of the N–tuples that could be produced by some coalition
of size at most w.

Definition 4.2 Let C be an (N, n, m)–code and w ≥ 2 be an integer.

1. Frameproof Code: (2) C is a w–FP code provided that for any subset C0 of C with
cardinality at most w, x ∈ desc(C0) ∩ C implies x ∈ C0.

2. Secure Frameproof Code: (13) C is a w–SFP code provided that for any two
subsets C0, C1 of C with cardinality at most w, desc(C0) ∩ desc(C1) �= ∅ implies
C0 ∩ C1 �= ∅.

3. Identifiable Parent Property Code: (5) Let { C1, C2, . . ., Cα } be a family of subsets
of C where each Ci is of cardinality at most w. We say that C is a w–IPP code
provided that

⋂
1≤i≤α

desc(Ci) �= ∅ implies
⋂

1≤i≤α
Ci �= ∅.

We can depict an (N, n, m)–code C as an n × N matrix on m symbols, where each
row of the matrix corresponds to one of the codewords. Similarly, we can represent
an HF(N; n, m) F as an N × n matrix on m symbols, where each row of the matrix
corresponds to one of the functions in F .

Given an (N, n, m)–code C, we define F(C) to be the HF(N; n, m) whose matrix
representation is CT . Thus if C = {x1, x2, . . . , xn} and 1 ≤ j ≤ N, then the hash function
fj ∈ F(C) is defined by the rule fj(i) = xi

j, 1 ≤ i ≤ n.
Based on the above analysis, we can apply our main constructions to the codes.

The following equivalence theorems are of great importance for our applications.

Theorem 4.3 (13) An (N, n, m)–code C is a w–FP code if and only if F(C) is an
SHF(N; n, m, {w, 1}).
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Theorem 4.4 (13) An (N, n, m)–code C is a w–SFP code if and only if F(C) is an
SHF(N; n, m, {w, w}) where n ≥ 2w.

By Theorem 4.4, as a consequence of Theorem 3.2, we present explicit constructions
of an infinite class of w–SFP codes with special parameters.

Corollary 4.1 Let q be a prime power. We obtain a

(
(q − 1)qi, q2qi

, q2
)⌊√

2
2
(q

1
2 − 1)

⌋
–SFP code

for each i ≥ 1.

Combining Theorem 3.3 with Theorem 4.3, we obtain the following result.

Theorem 4.5 For any positive integers m and w, there exists an infinite class of explicitly
constructed (N, n, m) w–FP codes for which N is O(log n).

Applying Theorems 3.3 and 4.4 give an infinite class of SFP codes having the best
asymptotic behavior, which is apparently novelty on the asymptotic behavior for SFP
codes.

Theorem 4.6 For any positive integers m and w, there exists an infinite class of explicitly
constructed (N, n, m) w–SFP codes for which N is O(log n).

Staddon et al. (11) have ever arisen the problem: Can we find nice explicit con-
structions of 2–FP and 2–SFP codes for arbitrary m? In (16), Tonien and Safavi–
Naini present several explicit constructions of m–ary 2–SFP codes. With appropriate
choice of the parameters, they obtain 2–SFP codes with length N = O((log n)3).

In our paper, if we take w = 2 in Theorems 4.5 and 4.6, respectively, we can find
nice explicit constructions of infinite classes of 2–FP and 2–SFP codes for arbitrary m
with N = O(log n).

Corollary 4.2 For any positive integer m, there exists an infinite class of explicitly con-
structed (N, n, m) 2–FP codes for which N is O(log n).

Corollary 4.3 For any positive integer m, there exists an infinite class of explicitly con-
structed (N, n, m) 2–SFP codes for which N is O(log n).

Applying our explicit constructions of strong separating hash families, we also
obtain an infinite class of explicitly constructed IPP codes achieving the bound N =
O(log n). We review the relationship between strong separating hash families and IPP
codes first.

Theorem 4.7 (1,8) Let C be an (N, n, m)–code. If F(C) is an SSHF(N; n, m, {w,⌊(
w+2

2

)2
⌋

− w}), then C is an (N, n, m) w–IPP code.

Applying Theorems 3.7 and 4.7 yields the following asymptotic result for IPP codes:

Theorem 4.8 For any positive integers m and w, there exists an infinite class of
explicitly constructed (N, n, m) w–IPP codes for which N is O(log n).
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