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Abstract Boolean functions on the space 7' are not only important in the theory of
error-correcting codes, but also in cryptography. In these two cases, the nonlinearity of these
functions is a main concept. Carlet, Olejar and Stanek gave an asymptotic lower bound for
the nonlinearity of most of them, and I gave an asymptotic upper bound which was strictly
larger. In this article, I improve the bounds and get an exact limit for the nonlinearity of
most of Boolean functions. This article is inspired by a paper of G. Haldsz about the related
problem of real polynomials with random coefficients.
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1. Introduction

The nonlinearity of a Boolean function f:F}' — [ is the distance from f to the set of
affine functions with m variables (see Section 2.2). It is an important concept. It occurs in
cryptography (cf. [1, 2, 4]) to construct strong cryptosystems (symmetric ciphers), and in
coding theory with the old problem of the covering radius of the first order Reed—Muller
codes (cf. [3, 8]).

The nonlinearity is bounded above by 2”~! — 27/2=1 This bound is reached by bent
functions [6, Ch. 14. Section 5, Theorem 6] which exist only if the number of variables m
of the Boolean functions is even. Except the paper by Chuan-Kun Wu [11] who studies the
distribution of Boolean functions with nonlinearity < 2m=2 the distribution of nonlinearity
was not known until there appeared papers by Carlet [1, 2] and independently Olejar and
Stanek [7] who proved that most of the Boolean functions have a nonlinearity greater than
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am=1 _ pm/2=1 /3mTog2. Then I got more precise results in [9, 10], proving that the
nonlinearity of most of them was contained in the interval [2”~! — 2"/2=1 /2mTog2,

2m—l _ 2m/2—2\/nTg2].

Here 1 show that most of them have indeed a nonlinearity close to
am=l _om/2=1 /3mTog2 (see Section 3.3). For this, I use the link between random poly-
nomials and nonlinearity of Boolean functions, already stressed in my previous papers, and
ideas from a paper by Haldsz [5] which solves an analogous problem in the case of random
polynomials. Using this method, we have to study the distribution of the spectral amplitude
S(f) of a Boolean function f, or rather that of a random variable n which measures the
difference between S(f) and 2"/2,/2mTog2, and to find clever estimations of the first two
moments of 7.

After some preliminaries in Section 2, I state the results in Section 3 and I leave some
proofs for the following sections.

2. Preliminaries
2.1. Boolean functions

Let m be a positive integer and ¢ = 2™.

Definition 2.1 A Boolean function with /m variables is a map from the space V,,, = F5' into
.

A Boolean function is linear if it is a linear form on the vector space F5'. It is affine if it
is equal to a linear function up to addition of a constant.

2.2. Nonlinearity

Definition 2.2 We call nonlinearity of a Boolean function f:V,, —> F the distance from
f to the set of affine functions with m variables:

nl = min d s h
(f) fli e (f )
where d is the Hamming distance.

One can show that the nonlinearity is equal to

1
nl(f) =21 =250 1)
where
S(f) = mz‘l/x Z (= @+vx)
Vet xeVy

n

and v - x denote the usual scalar product in V,,. We call S(f) the spectral amplitude of the
Boolean function f. It is just formed by taking the maximum of the absolute value of the
Fourier transform of (—1)/. This transform is also called Walsh, or Hadamard transform.

We will state the results in terms of spectral amplitude rather than nonlinearity, as it is
linked to it by a simple formula (1).
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2.3. The space of Boolean functions with an infinity of variables

To study asymptotically Boolean functions, we will need the notion of the set of Boolean
functions with an infinity of variables and we will introduce a probability measure on it to
be able to state almost sure results.

We recall that V,, = F5'. We define V, as being the space of infinite sequences of ele-
ments of F» which are almost all equal to zero. We define then 13, as being the algebra of
Boolean functions on V,;, and B = By, as being the algebra of Boolean functions on V.. We
have the restriction mappings

ﬂ,n:Boo_)Bm:f'_)fm:fh/m‘

We will consider the uniform probability P on B,, and we will endow B with a probability
still denoted P such that, for each f € B,,, the probability of the event 7, 1 £, which is the
set of those elements & of B such that i |y, = f,is equal to 2%, where ¢ = |V, =2".In
other words, the probability on B is the Haar measure on it with total mass 1.

2.4. Fourier transform of Boolean functions

As usual I call a character of V,, an homomorphism from the additive group of V,, to the
group of multiplicative complex numbers. It is a function p on V,, with complex values
which is of the form

px) = (=D

where y is a given element of V,,. Let us denote by Vm the set of characters of V,,. The
preceding relation shows that it is isomorphic as a group to V,,.

The Fourier transform is defined on the set of functions on V,, with complex values: to
the function f on V,, into C, there corresponds a function fon V,, into C by

fw=>" foux

xeVy,
if 4 runs in Vm. One has
1 —~
f)==>" faux)
1 neVn

which will be denoted by f uev, f(,u) J(x)d p to remind us that the space V; of characters
of Vi is no more discrete.

3. Distribution of the spectral amplitude S(f)

3.1. Some auxiliary functions

For f a Boolean function on V,,,, we have

S(f) = max| D (=D = 57|,
X€Vi

X
YEVim

where

X () = (=1
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denotes the sign function associated to the Boolean function f and || X7 || is the maximum
of the absolute value of the function x 7 on the set V,,.
We want to compare || X7 lloo With some real number M that we choose such that

=/2qlogq(1 - B) 2

with 0 < B < 1/4. We take A = loqu'

We pick a monotonous infinitely differentiable real function « on [0, 1] such that «(0) =
0, «(1) = 1, and such that the derivatives &? (0) and «‘? (1) are 0 for every p. Then we
construct a function u, such that 0 < u(x) < 1 for every x € R and

0 if x| < M:
u(x) = a(W) it M < |x| <M+ A;
1 if |x| > M + A.

We define the random variable
n= /‘7 u(xy(u)du.
The function u is the real Fourier transform of a measure U on R:
u(x) = /Rexp(itx)dU(t)
whence
0= [ [ ewrzrooavwdi= [ [ exptizsuduavo.
3.2. Lower bound of S(f)

Let us note that if f is a Boolean function on V,, such that S(f) < M, then n = 0. We have
then to compute the probability for 1 to be 0. Tchebitcheff’s inequality gives an estimation
of the probability that n deviate from the value £(n) of its expectation.

Proposition 3.1 One has

Em?) — E2(n)

Pn=0)<P(n—-¢ &
P(y=0) = P(1 = £0D| 2 £0) = =55

So, we have to compute the expectation of 1 and of 12,

Proposition 3.2 One has the following estimations, for q tending to infinity,

1’ 1
£m) =/exp( S )du@ + 0( o8 q)
R &) q
1
= 0(¢" " logg); 3)
Em)
12 2o« 5
) < (/ exp(— q—)dU(t)) L Em 0( g2q).
R 2 q q
Proof The proposition is shown in Section 5. O
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Proposition 3.3 One has, if B is fixed

1
P(S(f) <M)<P(n=0)= O(Ingq)-

Proof By the previous propositions, one has

OEmlog*q/q) + O (k’ﬁ;q) _ 0(log?q) o log® ¢
E2(n) EO) q*E%(n)

P(n=0) =<

We have, by the relation (3),

0 (log? q) — 0(qg 1085 ¢)
q&(m)
and
log’ ¢ —4py 6
————) = 0(q *log’ g).
(ngz(n))
This gives the desired conclusion. O

We then get the following asymptotic result.

Theorem 3.1 If f is a Boolean function in B, its restriction to V,, fulfills almost surely,
for m big enough:

S(fim) > V2qlogq(l — B).

Proof Indeed, summing up for m € N both sides of the inequalities given by the previous
proposition, we get

> P(S(f) = M) < O(Z %) < 0.

m

Borel-Cantelli’s lemma tells us that almost surely S(f,;,) > M except for a finite number
of m. a

3.3. Limit of S(f)

Theorem 3.2 If f is a Boolean function in By, then almost surely:

p SUw)

m—o0 /2qlogq
Proof One uses the previous theorem, letting 8 tending to 0, and Corollary 4.1 of [9] (cf.
also Corollary 4.1 of [10]) which gives an upper bound for the limit. d

Corollary 3.1 If f is a Boolean function in B, then almost surely:

i 21— nl(fn)
im —————— T —
m—o00 2m/2=1 /ImTog?2
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3.4. Remark 1

One could with more work obtain a result like this one similar to Halacz’s [5].

Theorem 3.3 For almost every Boolean function f in Bso, one has

SUhw)
2m/2m

for m large enough, for some constant C.

logm

2log2| < C

3.5. Remark 2

The expression almost surely in Theorem 3.1 or 3.2 or in Corollary 3.1 and the expression
almost every in Theorem 3.3 mean that the results are true only for f belonging to a set of
Boso of measure 1.

4. Some estimations

The proofs of the following estimations of integrals in proposition 4.1 are similar to Haldsz’s
ones. I recall them for the convenience of the reader.

Proposition 4.1 One has the following estimations:

/ AU ()] = O(log ): 4
R

p/2
/ 11P1dU ()] = 0(1°§q) for 1=p<8: 5)
‘/ exp( )tp dU(t)‘ = —1+2,3—p/2 logp/z_l/zq) for 0<p<8. (6)

Proof The measure U, as u is its Fourier transform, is the sum of the Dirac measure at the
origin and of a measure whose density is the indefinitely differentiable function

v(t) = L/(u()c) — 1) exp(—itx)dx,
2w R

which is rapidly decreasing at infinity.
By using the fact that u(x) = 1if |x|] > M 4+ A we get

v()] < L/ |M(x)—1|dx§l(M+A)=0(M)- )
2 [x|<M+A Y

The formula of Fourier transform of derivatives gives for 1 < p < 8:

1
P (p) (p) (p) _
2rtPu(n)| < /R [ () dx < 2A0u? (0)|loo < 2|l (X)IlooA[H O(M 1) ()

To prove the first two estimations of the Proposition 4.1, we split the integration interval
in two pieces: |t| < % and |7]| > %. For the first piece, we get an upper bound of [t?dU ()|
with (7) or (8). For the second, we get an upper bound of that expression with (8) for p + 2

and use it to obtain an estimation of the integral fl et tP|1dU(1)|.
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To prove the third (6), we use the fact that the Fourier transform of the measure 7 U is
i~Pu'P)(x) and that of eXp(—%tz) is /=% 2 exp ( 2) By Parseval formula, we have

’/exp thU(t)’ = \/7’/ ( * ) (p)(x)dx‘
1 x2
=0 (N’ﬁ Ix[=M P (_Z) dx)

and by using an estimation for the previous integral

ol (£)

= 0 (q 2P/ 10gr/2-112) O

Remark 4.1 Actually we can check that we used the fact that the auxiliary function o was
8 times continuously differentiable, and not infinitely differentiable, as we supposed in the
section just for simplicity.

5. Proof of Proposition 3.2

Lemma 5.1 Let t be a real number and v a character of F75', then, for f running in the
space of Boolean functions on F', one has, for x fixed in V,, :

E(expirxr(x)p(x))) = cos(t).
Proof Half of Boolean function on V), are such that x s (x)u(x) = 1, half of them are such
that x r(x)u(x) = —1L. a

Lemma 5.2 For u given, one has
2

L~ t 4
Exp(ity; (W) = exp (g5 ) + 0qr)
for|t| < 1.

Proof As the random variables y r(x) are independent in x, we have

E(exp(it 7 (1) = 8( [1 e (itXf(X)u(X)))

xeFy
= H S(exp (izXf(x),u(x))) = exp (q log(cos t)).
xelfy

We have
12 12
exp(q logcost) = exp ( - qz) + O(qE + g log cos t)

by the relation e ¢ = e?+0B-a)ifa,b>0and
2
qE + g logcost = 0(qt4)

by the expansion log cost = —% +o@*if|t] < 1. O
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5.1. Expectation of n

Lemma 5.3 The expectation of n is such that

2

£n) = / exp ( - q%)dU(t) + 0(log%/q).
R
Proof One has
Em) Z/R/V Eexplit)r(u))dpdU(t).

By first computing the integral over the interval [—1, 1] and using the previous estimation
which is independent of i, we get

1
[ [ eewgaondnave

//exp dudU(t)—i—/ / 0 (gtHdu|dU (1))

[2 1 4
=[lexp( Z)dU(r)Jr[1 0(qt*)|dU ()|

:/Rexp(—qtzz)dU(t)-i-0(/qu4|dU(’)|)

2 .
as [,y exp (—g5)ldU )| = 0<fll\>1 |dU(t)|) = O(fR qt4|dU(t)|). The integral,
outside the interval [—1, 1], is

/ /A E(exp(it 7 (W)dp dU (1) = 0(/ U] = O(q/t4|dU(t)|)
[t|>1 m [t]>1 R

whence

2

q%)dU(t)—l— o(q/RzﬂdU(m). ©)

5(n)=/ReXP(—

We then use the estimations of the Proposition 4.1 to get the result. O

Lemma 5.4 We have

L 0(q" " /logq)
E(m)

Proof We have to estimate £(n). By the Lemma 5.3, we begin by an estimation of
fR exp(—q %)dU (#). The real Fourier transform of exp(—¢q %) is ./ 27” exp(— %). By Parseval
formula one has therefore

/Rexp(—qt;)dU(t) - ﬁ/ 2)u(x)dx
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We estimate this integral using
2

/Rexp(— ;C;)u(x)dx > /M+A§\x|exp(_ ;—q)dx.

2
s (- A
2M +2A

There is a constant C; such that this last terms is greater than

2
crsLexp (- %) PSR VL B
2M 2q 2/2logq(1 — B)
Therefore \/lequ exp( — %)u(x) is bigger than the error term 0(%) in the
Lemma 5.3. Whence one has
1
—— = 0(q"" Jlogg). o
g

5.2. Expectation of 7>

The computation of £(n?) will be done in several steps. One decomposes 7 in two integrals:
N = / u(xr (m)u(xy()dpdyr +/ u(xy (mW)u(xy()dudy
=y uEY

where the integrals are computed for u € \7,,, and ¥ € Vm
We evaluate the first term.
Lemma 5.5

/ T nudy < 2

LS

Proof We simply remark that

/ M TG W) dndy / _ i dy

1 2~ 1 e n
*/ u”(xr(u)dp < f/ u(Xr(u)dp = —.
q.JV, q.Jv, q

O

For the other term, we first have by Fourier transform
/ u(xy(u)u(xr()dpwdyr = / / exp(i(tx () +rxs(¥))AU () dU (r).
HEY p#Y JR?

So we compute the expectation of the inner term exp(i (rx 7 (1) + X7 (¥)))
@ Springer
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Lemma 5.6 For t and r of absolute value smaller than %, and for pu # Y,
e(exp (i3 + rff(x/f»))
_ 4.2, 2 _q(t4+6t2r2+r4) 4.0, 2
—CXP( S +r)) 3 exp( X +r))
+q0((11+1rD°) + a?0 (1l + IrD®).

Proof We decompose the Fourier transforms on V), and use the independence in x of the
random variables x s (x)(fu(x) + ry(x)):

6(exp (i o +rfo(1/f)))) - 5( [T exp (ixsan@ +rw<x>)))

XEVin
- 11 E(exp (i o) +r¢(x)>))
X€Vpy
=[] costtutx) +ry(x).
X€Viy
By using the relations
el=el+b-—at+0b-a) if a.b>=0 (10
and the expansion
2 4
logcos(z) = —— — 4 0% if |z < 1. (11
2 12 -
we get for |f| < % and |r| < %, by taking a = — > In(cos(tx(x) + ryy(x))) and b =

(tx @) +ry ().
Zx 2 :

S(exp (fezron + rﬁw)))) = exp 3 logcos(tyu(x) +ry (x)

xeVy,

—ep(- X (tpx) +2 rl/f(x))z)

xXeVy
1 4
— 05 2 () 19 (x)
xeVy,
2
« exp ( -3 (tp(x) Jrzrw(X)) )

xeVy,
6 2 8
+90 (1) +ry(0)°) + 420 ((tn @) +ry (0)°).
One can do the following computation by noticing that p % :

2
> w = %(r2+r2)

xeVy,
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and

Z (”’L(x) + rlﬁ(x))4 = q([4 + 6t2r2 + I"4)

xeVy
and we get the result. |

We can use this result to compute the integral over R? of

5(exp (150 + r;?f(w»)).
Lemma 5.7

e( / eXp(i (157 (1) + r 7 (W)U () dU (1))
R2

2 5
_ 4 log’ g
—(/Rexp( @ ))dU(t)) + 0 - )

Proof One uses the previous lemma. One benefits from the fact that outside of the square
[t] < %, Ir| < % the term exp(i (t x 7 () + rx 7 (¥))) is bounded in absolute value by 1. So
one has

&( / exp(i (107 (1) +rx7<w))>dU<r>dU(r))
R2

12,12
- / exp (t2 + rz))dU(t) dU(r)
“12J-1p2

12 r1)2 g
/ (t* + 612 r* + rYyexp ( — =+ rz))dU(t) dU(r)
—“12J-1)2 2

40 / (11 + ) av® av ) +a*0( [ i+ dve)

/m>1/2 /dU(z)dU(r) (12)

or |r[=1/2

We may neglect the integrals outside the square [— % , %]: the change in the integrals is smaller
than the error terms in the formula. So is the last term (12). Therefore one gets

£( / eXp(i (177 (1) + 7 (PN (1) dU (1)
R2

=/ exp( L6 +r))avm av e

/ (t* + 6122 +r4)exp<—E(tz—i—rz))dU(t)dU(r) (13)

+q0 /(|t|+|r|)6dU(t)dU(r)> (14)
R2

+q20(/ (|t|+|r|)8dU(t)dU(r)). (15)
R2

One evaluates the three last terms by Proposition 4.1 to get the result. Indeed the term (13)
is a sum of 3 terms of the form:

a q. 2 b q, 2
q/Rt exp(—i(t ))dU(t)/Rr exp(— o ))dU(t)dU(r)
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with a + b = 4, each of which are

1 log®
qO( og4‘]q4,3) _ 0( ngq)
q q

if B < 1/4. The term (14) is a sum of several terms of the form:

q/ |r|“dU<t>/ I dU (r)
R R

with a + b = 6, each of which are g O (lo‘j#). In the same way, the term (15) is a sum of

5
several terms, each of which is q2 (0] ( 10574']). O

5.3. End of proof of Proposition 3.2.

One has to collect the results of Lemmas 5.5 and 5.7 with the remark made at the beginning
of the previous section. O
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