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Abstract
The Internet of Things (IoT) is a rapidly emerging technology that has become more valuable and vital in our daily lives.

This technology enables connection and communication between objects and devices and allows these objects to exchange

information and perform intelligent operations with each other. However, due to the scale of the network, the heterogeneity

of the network, the insecurity of many of these devices, and privacy protection, it faces several challenges. In the last

decade, distributed DDoS attacks in IoT networks have become one of the growing challenges that require serious attention

and investigation. DDoS attacks take advantage of the limited resources available on IoT devices, which disrupts the

functionality of IoT-connected applications and services. This article comprehensively examines the effects of DDoS

attacks in the context of the IoT, which cause significant harm to existing systems. Also, this paper investigates several

solutions to identify and deal with this type of attack. Finally, this study suggests a broad line of research in the field of IoT

security, dedicated to examining how to adapt to current challenges and predicting future trends.
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Abbreviations
DNS Domain name system

DBN Deep belief networks

DDoS Distributed denial of services

IoT Internet of Things

CNN Convolutional neural network

SDN Software defined networking

DoS Denial of services

IDS Intrusion detection system

SOM Self-organization map

TAMD Traffic analysis and malware detection

RBM Restricted Boltzmann machines

CFS Correlation based feature selection

RFID Radio frequency identification

LRDDoS Low-rate distributed denial of service

OSI Open systems interconnection

BC Block chain

UDP User datagram protocol

1 Introduction

The Internet of Things is an intelligent network that con-

nects billions of various devices to the Internet using the IP

(e.g., IPv4 or IPv6) protocol. This network provides unique

addressing capabilities to devices and objects, enabling

them not only to identify themselves but also to directly

communicate with each other and collect data generated by

other IoT devices. Furthermore, these devices are capable

of transmitting data without the need for human
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intervention [1–3]. IoT due to wider connection, more data

[4], limited resources of devices, such as data storage and

processing units, flexibility and that it can be used in var-

ious fields such as smart homes, smart cities, industry,

smart healthcare, smart agriculture, etc. The versatility of

these applications enables the IoT to serve as an alternative

to traditional networks in various contexts [5–7]. This

network is defined in a way that allows anyone to have

direct access to anything, anytime, and from anywhere, and

it is recognized as a dynamic global infrastructure. The use

of IoT devices in various fields such as supply chain

management, healthcare, industry, physical security, agri-

culture, and even home automation has led to transforma-

tion and improvement in these areas [8–10].

Figure 1 shows the layered structure of the IoT, which

includes three layers and three different functions. The first

layer, also known as the perception layer, is responsible for

collecting data from sensors and various devices in the IoT.

The perception layer uses wired and close-range wireless

communication technologies [11, 12] like RFID, NFC, etc.

to establish communication between devices and sensors.

This layer transfers environmental information to the net-

work layer to be used in the process of communication and

data management in the IoT network. It is also referred to

as the sensor layer. The collected information is then

converted into digital signals in preparation for transmis-

sion to the network layer. The second layer is the network

layer, which is responsible for managing communication

between devices and objects. It acts as the brain of the IoT

and is a center for the Internet network, intelligent pro-

cessing, and network management center. This layer

employs diverse communication protocols such as Blue-

tooth, Wi-Fi, ZigBee, and others to send and receive data.

The network layer acts as an intermediary between the

Perception layer and the application layer in the structure

of the IoT. It received from objects in the perception layer,

transmitted, and processed in this layer. This layer connects

various smart objects, servers, and other devices in the

network. These applications make intelligent decisions

using the data collected by sensors and network commu-

nications and improve and optimize the process. The

application layer in the architecture of the IoT acts as the

highest layer, responsible for providing specific services,

bridging social and industrial aspects, validation, confi-

dentiality, authenticity and reliability of data. It plays a

fundamental role in shaping the user experience and

facilitating the integration of artificial intelligence into IoT

applications (Fig. 2).

Fig. 1 IoT structure
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Some challenges hinder the realization of the IoT, such

as scalability [13], openness, reliability, architecture and its

dependencies, large data volumes, security, and privacy

[14–16]. Moreover, the issue of vulnerabilities in IoT

systems can be attributed to the physical constraints of IoT

devices, which encompass limitations in terms of compu-

tational capabilities, internal storage capacity, and battery

life [17, 18]. Additionally, the absence of consensus or

standardization in security protocols for IoT, along with the

prevalent use of third-party hardware, software, and firm-

ware, further exacerbates this problem. When alternate

solutions are not feasible, these systems frequently lack

sufficient security measures. The constrained resources

found in typical IoT devices render the utilization of

intricate and time-consuming encryption/decryption algo-

rithms for secure message communication impractical

[19–21]. This makes IoT systems highly susceptible to

various types of attacks. With the increasing number of

Internet-connected devices, the number of attack points and

the available capabilities for hackers to conduct attacks are

on the rise. On the other hand, a system’s vulnerability to

security attacks and its resistance against these attacks is

caused by bad configuration and causes vulnerability

[14, 22, 23].

Therefore, security in IoT devices and networks is of

paramount importance.

To address the security challenges associated with IoT,

it is essential to implement appropriate security standards

and solutions. This includes the use of strong encryption to

protect data transmission, robust authentication and access

control, regular and secure updates for devices’ operating

systems and firmware, in addition, security by design

should be one of the main concerns of the manufacturer.

1.1 Privacy and security challenges
on the Internet of Things

Considering the growth and evolution of the IoT domain

and the increasing number and variety of devices that

integrate connectivity capabilities, security features must

also expand proportionally. IoT devices are often produced

under high price pressure. That’s the reason why many

manufacturers don’t implement the necessary security

measures because that would make the devices more

expensive [24, 25]. By developing security capabilities, we

can achieve greater security and privacy in the IoT domain

[26–28]. This section provides an overview of the security

challenges emphasized in the IoT environment, along with

an examination of potential solutions.

1.1.1 Confidentiality

Information security is considered as a fundamental factor

in maintaining data confidentiality. Some IoT devices need

to manage information and must be categorized in a way

that preserves their confidentiality. Confidentiality stands

as a paramount concern in network security. In its essence,

it ensures that each node maintains the confidentiality of its

data, prohibiting sharing with neighboring nodes. Addi-

tionally, it possesses the capability to conceal messages

from passive attackers, ensuring that any information

transmitted through the sensor network remains confiden-

tial. This can encompass a wide range of sensitive data,

such as smart meter measurements, billing details, personal

information, demographic data, and more.

1.1.2 Integrity

Ensuring the accuracy of data exchange between multiple

IoT devices is of great importance. This requires ensuring

that the data originates from the correct source and remains

unchanged during its transmission. To illustrate this point,

let’s consider the scenario of storing medical patient

information. It is essential that this data remains unchan-

ged. To provide effective protection for the integrity ser-

vice, it is beneficial to use message integrity codes and

hash function mechanisms. In addition, maintaining end-

to-end security communications in the IoT is very impor-

tant to maintain the integrity feature. This requires estab-

lishing secure communication channels from the source

device to the destination device, thereby maintaining the

integrity of the transmitted data. By implementing these

Fig. 2 Components constituting DDoS attacks
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measures, the integrity of data exchange in IoT ecosystems

can be effectively maintained.

1.1.3 Availability

The primary foundation of the IoT is the establishment of

connections between a vast array of devices and objects.

The notion of availability holds significant importance

within this framework, as it aims to guarantee that all data

pertaining to these objects remains readily accessible

whenever the need arises. Within the realm of the IoT, the

utilization of the data component always necessitates both

the availability and accessibility of devices and services.

Privacy and security concerns are prevalent in the realm

of IoT technologies, giving rise to a multitude of chal-

lenges. The primary objective behind the malevolent

actions of attackers is to exploit vulnerabilities inherent in

operating systems and IoT technologies, leading to detri-

mental consequences such as data breaches and theft.

The spectrum of malicious cyber-Attacks is wide-rang-

ing and encompasses various tactics. Unauthorized access,

social engineering, the deployment of malware, destructive

cyber intrusion endeavors, and even physical theft are

among the diverse strategies utilized by nefarious [29, 30].

In essence, these threats collectively pose significant risks

to the integrity and confidentiality of IoT systems, neces-

sitating robust measures to safeguard against potential

breaches, including:

1.1.4 Cyber-attack

A cyber-Attack in IoT means disrupting the functioning of

networks/systems using hacking tools and methods, to

exploit the systems to retrieve valuable information or for

personal satisfaction. Kinds of Cyber Assaults range from

obtaining authentication information to targeting unen-

crypted traffic in pursuit of Valuable Data. Cybercriminals

can be from government institutions to private companies,

and behind cyber-Attacks, they are considered a substantial

threat to the new smart world.

1.1.5 Challenges in software and hardware systems

Discerning challenges and vulnerabilities are achievable in

software [31–33] and hardware systems in many parts of

the operating system or IoT networks. These challenges

include weaknesses in software systems, networks, proce-

dures, and policies. Two main components have been

identified in IoT: software and hardware systems. Vulner-

abilities can be identified at the software system level,

among application software, operating systems, and con-

trols. Also, lack of proper planning, insufficient commu-

nication, insufficient knowledge, and lack of resources in

hardware and software systems are among the factors that

can lead to vulnerabilities in IoT systems and affect the

security and privacy of users.

1.1.6 Unauthorized access and reconnaissance

Unauthorized access attacks in IoT systems and devices

can be categorized into two different types: remote access

attacks and physical access attacks. The former involves

accessing systems and devices via the Internet and IP-

connected devices, while the latter involves criminals

physically targeting the technologies themselves. These

attacks pose a significant threat to outdoor and unattended

IoT technologies. One attack, known as a reconnaissance

attack, is often underestimated by security officers in

denial-of-service attacks or backdoor access attacks. This

attack involves collecting sensitive information from the

operating system. Strategies utilized in these attacks

encompass activities like mapping the network, identifying

vulnerabilities and technology services through packet

sniffers, soliciting IP address information, and probing

system ports.

1.1.7 Lexical assaults and robust crackdowns

IoT faces serious privacy threats, particularly concerning

passwords. Bad actors, whether individuals or groups, use

dictionary and brute force attacks to replicate valid user

passwords. In a dictionary attack, hackers try various

combinations of letters and numbers, while brute force

attacks systematically crack numerous password combi-

nations to find the correct one.

1.2 The challenges of DDoS attacks on IoT

There are also two aspects to DDoS attacks and IoT

devices:

(a) a DDoS attack against a specific IoT device, for

example, to prevent it from functioning properly, for

example, to prevent sensor data from being sent to a

server or cloud service [34].

(b) IoT devices that have been captured and controlled

by an adversary and that adversary uses these devices

to launch a DDoS attack against any other service on

the Internet.

In this type of attack, attackers use multiple different

devices to send a high volume of traffic to the target This

causes the server to become unavailable or reduces the

response speed to authorized users [35, 36]. Hackers take

advantage of the vulnerabilities in IoT devices [37],

leveraging their weaknesses to deploy malicious software

known as Trojans, which are then distributed through email

Cluster Computing

123



campaigns or advertisements. Once these Trojans infiltrate

the compromised devices, they can transform them into

obedient zombies, ready to carry out the hackers’ com-

mands. These compromised devices, now under the control

of the hackers, play a crucial role in launching Distributed

Denial of Service attacks on servers and target networks,

causing significant disruptions and potential security

breaches [38]. Studies show that DDoS attacks are more

often targeted towards gaming applications and the

telecommunications industry [39]. In terms of security

issues, securing the IoT involves addressing complex

challenges and vulnerabilities to counter various attacks.

Identifying and mitigating system vulnerabilities are cru-

cial steps in ensuring network security and preventing

potential intrusions. In addition to the above, users must be

vigilant about potential security risks in IoT devices, as

their connection to the Internet can expose them to vul-

nerabilities. Security systems should offer control and

monitoring features for users to oversee and manage device

activities, enabling prompt action in case of anomalies.

Table 1 provides a list of key vulnerabilities that allow

attacks on IoT devices.

1.3 Components of DDoS attacks

The attacker using a master and several agents tries to

attack a victim using vulnerable hosts (handler). Handlers

can be programs installed on a set of affected devices, and

attackers use them to send various commands to the agents

and control them through the controller. Agents are devices

that have been compromised by controllers and function as

attack tools against the victim system. Hosts executing

these attack tools are recognized as bots or zombies.

Nevertheless, identifying and mitigating these attacks is

quite challenging, and various techniques are being con-

sidered to identify and classify DDoS attacks.

In this paper, we investigate DDoS flood attacks and

detection mechanisms in IoT network systems. Examining

DDoS flood attacks and detection methods in IoT net-

works, this paper aims to classify these attacks and explore

detection and defense mechanisms based on timing and

location. The research provides insights into IoT security

challenges, contributing to the development of more

effective defense strategies against DDoS flood attacks.

The main contributions of this paper are as follows:

– Investigating the DDoS attacks and detection mecha-

nisms in IoT

– Classifying DDoS attacks in IoT and exploring the

detection and defense mechanisms

– Providing issues and challenges in IoT security and

further research directions

The rest of this article is structured as follows: Sect. 2

presents the research background on DDoS attack detec-

tion. Section 3 deals with the classification of DDoS

attacks. Section 4 describes defense mechanisms and

intrusion detection techniques in DDoS attacks, accompa-

nied by a comparative table of their advantages and dis-

advantages. Section 5 describes several open research

issues and challenges needed to achieve comprehensive

protection against DDoS attacks. Section 6 deals with the

general summary and conclusions.

2 Research background

In a DDoS attack, botnets are utilized, allowing attackers to

use compromised computers to send an overwhelming

volume of simultaneous requests to a target. The primary

goal is to overwhelm the target’s resources, such as

bandwidth and server capacity, exceeding their capacity to

handle the requests. Additionally, DDoS attacks may

involve DNS amplification, exploiting vulnerable DNS

Table 1 Identification of current weaknesses and bad configuration on the Internet of Things

Bad configuration Weak points

Weak IoT Authentication: Default or weak credentials may lead

to unauthorized access and security breaches

lack of authentication, insecure protective credentials, non-use of encryption,

storing passwords on the device

Insecure Network Settings: Misconfigurations in IoT network

settings, can expose devices to external threats

Insecure network services on Internet-connected devices, including

untrusted web services, insecure FTP, and DNS services, pose security

risks and expose vulnerabilities in IoT devices

Lack of Encryption: Risks of Unprotected Data in IoT

Transmission

Poor implementation and defects in security settings, weak login credentials,

uploading files without user confirmation, uploading malicious codes

Unnecessary Services or Features on IoT devices can create

additional attack surfaces, increasing the risk of exploitation

Lack of security support on devices, disabling of security features, lack of

device updates, insufficient system monitoring

Poor Update and Patch Management may remain vulnerable to

known exploits

Due to insufficient security configuration, lack of detailed permissions
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servers to amplify the impact of the attack traffic. To detect

DDoS attacks, various methods are employed.

– Signature-Based Detection: Recognizing known attack

patterns by using predefined signatures.

– Setting Thresholds: Implementing rate limits to filter

out excessive requests.

– Connection Limits: Restricting the number of connec-

tions from a single IP address.

– User Behavior Analysis: Examining patterns of user

behavior to identify anomalies.

– Machine Learning: Using algorithms to detect unusual

patterns in real-time.

In [40], three methods for DDoS attack detection in the

IoT based on specific network behavior (feature extrac-

tion), SDN-based network architecture [41, 42], and a third

approach from Apache Spark, which is a platform for

DDoS attack detection in the IoT through machine learning

were presented. Three introduced approaches used machine

learning techniques to detect DDoS attacks in IoT. All

three approaches provided comparable accuracy in

detecting DDoS attacks. In [43], specific methods were

employed to review concepts related to protection against

DDoS attacks in the context of the IoT. Different defense

techniques against DDoS attacks were analyzed and com-

pared for the purpose of identifying vulnerabilities in them.

They used approaches such as DDoS defense models based

on IoT middleware, DDoS defense models based on

machine learning detection and other defense mechanisms.

Also, significant aspects and limitations of these methods

are outlined, characterizing them as their vulnerabilities. In

[44], published in 2020, they used an SDN-based frame-

work as one of the effective strategies for detecting and

mitigating DDoS attacks. This SDN-based approach also

provided the capability to defend against DDoS attacks and

allowed for centralized management of security and net-

work analysis systems. This action enabled networks to

rapidly respond with precise configurations and timely

countermeasures to DDoS attacks. In [45], the authors

investigated various defense methods against DDoS

attacks. These methods include leveraging entropy changes

[46] and other traffic anomalies as DDoS attack detection

indicators, employing neural networks [47] was to identify

and predict DDoS attacks, alongside using DDoS applica-

tion layer defense methods to protect various services in

networks. In addition to current defense are also explored.

So far, research efforts to defend against DDoS attacks

have not been validated in practice across a diverse range

of networks.

In [48], the authors propose general methods for

investigating DDoS attacks and their different types are

introduced. In addition, diverse solutions for detecting and

preventing DDoS attacks have also been explored. These

solutions included tracking mechanisms, classified IP

tracking, packet marking, entropy diversity, the use of

network firewalls, CDN services, increased bandwidth,

dedicated network equipment, and cloud-based security

services. Each of these different techniques had its own

advantages and disadvantages. In [49], the authors cate-

gorized defensive mechanisms against DDoS attacks. They

classified these defensive mechanisms with the in pursuit

of preventing DDoS attacks, detecting DDoS attacks,

responding with DDoS attacks, and mitigating and toler-

ating with DDoS attacks. Despite the extensive efforts

invested in developing techniques and defensive mecha-

nisms against DDoS attacks, there were many challenges in

this field. In [50], the researchers conducted their survey on

detection and defense strategies against DDoS attacks in

applications, web services, cloud computing, and internet-

connected devices. They utilized intelligent computational

techniques for the detection and prevention of DDoS

attacks. They introduced a Multilayer Perceptron model for

classifying attacks in a dataset and obtained very high

accuracy [51]. Through a comprehensive analysis of these

techniques, they examined the challenges related to DDoS

attack identification and prevention.

In [52], a systematic analysis of DDoS attacks in non-

traditional networks was presented. It includes catego-

rization of different types of DDoS attacks and prevention

techniques using filters, such as ingress/egress filters, fil-

tering Martian addresses, and source address validation.

Packet filtering based on the path and other mechanisms,

attack detection methods, were also discussed. In [53], the

authors presented various techniques to counter DDoS

attacks. These techniques fall into three main categories:

attack defense (load balancing and throttling), attack

detection (probable packet marking), and attack filtering.

Every one of these groups presented different methods and

techniques to deal with DDoS attacks. This segmentation

and description can help protect against DDoS attacks. In

[54], different methods for detecting and preventing DDoS

attacks at different levels are presented. They used various

approaches, including monitoring the number of TTL tags

of packets, entropy-based anomaly detection, packet fil-

tering methods, intrusion detection system using Dumpster

Shafter theory [55] to detect and prevent DDoS attack in

cloud computing systems and performing a comparative

analysis between them. Each of these defense techniques

against DDoS attacks has its advantages and disadvantages.

Some of the defense techniques are deployed in centralized

network nodes, some in virtual machines, and others in

cloud databases.

In [56], network anomaly detection using artificial

intelligence and machine learning was reviewed and ana-

lyzed. By distinguishing normal and abnormal behaviors

and analyzing network traffic to discover new attacks, it
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has introduced various methods and models to increase

network security. Also, it has evaluated the performance of

Different techniques using actual data from network traffic

and presented the results for intrusion detection in different

systems. By utilizing artificial intelligence and machine

learning technologies, this paper increases the ability to

detect large and new attacks and enables the detection of

‘‘zero-day’’ attacks.

Table 2 presents a summary of the findings of several

previously mentioned research studies, particularly in the

field of detecting DDoS attacks. These findings include

various aspects such as the techniques used, the goals

pursued, the advantages and disadvantages encountered,

and the results of using the selected data set to implement

the proposed method.

2.1 Dealing with DDoS attacks on the Internet
of Things

Addressing DDoS attacks in the context of the IoT requires

a multifaceted approach that includes prevention, detec-

tion, and response strategies. Regarding how to deal with

DDoS attacks, a multifaceted approach that includes pre-

vention, detection, and response strategies is required. Key

measures include network segmentation, traffic filtering,

anomaly detection, device authentication, regular updates,

traffic cleaning services, incident response planning, col-

laboration with ISPs, hybrid cloud solutions, and vigilant

monitoring with reporting capabilities for early anomaly

detection and rapid response [57].

3 Classification of DDoS attacks in IoT

DDoS attacks in the context of the IoT can take various

forms. Here are some common types of DDoS attacks that

specifically target IoT devices and systems. This catego-

rization is illustrated in Fig. 3.

3.1 Application and transport layer attacks

Application Layer Attacks and Transport Layer Attacks

refer to specific types of cyber-attacks that target vulnera-

bilities and weaknesses in the respective layers of the OSI

model [58].

3.1.1 UDP flood attack

An HTTP Flood attack is a variation of DDoS attack in

which the attacker illegitimately consumes system resour-

ces by sending an overwhelming amount of HTTP requests

to the server, resulting in reduced speed and service

unavailability. To execute this attack, the attacker typically

utilizes their computer programs or zombie networks

(Botnets) to send numerous HTTP requests to the target

server. These requests can include GET, POST, or HEAD

requests and are usually sent using an array of different IP

addresses. Using HTTP requests, the attacker tries to tailor

her traffic to make it less distinguishable and separated

from typical web traffic (Tables 3, 4, 5, 6,7).

3.1.2 ICMP flood attack

’’ICMP Flood attack‘‘ or ’’Smurf Attack‘‘ is a form of

attack where the attacker sends high traffic towards a vic-

tim computer using ICMP Echo messages through one or

more weaker broadcast stations. In this attack, the attacker

employs a spoofed source address in ICMP echo messages

to direct responses to the broadcast station. Subsequently,

the broadcasting station amplifies the number of echo

messages by responding to them, sending even more traffic

towards the victim’s computer. This significant traffic load

can slow down the victim’s computer and may even result

in its downtime. The primary goal of an ICMP flood attack

is to overwhelm the target device or network with many

ICMP packets. IoT devices might struggle to handle the

high volume of incoming requests, leading to increased

processing overhead. The cumulative effect can result in a

denial of service, rendering IoT services and communica-

tion channels inaccessible.

3.1.3 DNS attack

Domain Name System Amplification attacks are a type of

network attack that involves using DNS servers to send

extensive responses to small queries, with the aim of

causing disruption and increasing network traffic volume.

In these attacks, the attacker sends DNS queries to DNS

servers using a forged IP address and requests them to send

extensive responses to the target IP address. By sending

small queries and receiving extensive responses, the net-

work traffic volume increases disproportionately and can

lead to network disruption and the loss of desired services.

This type of attack utilizes DNS servers as a point of

vulnerability and can cause significant disruptions in the

network by employing reflection and traffic amplification

techniques.

3.1.4 CLDAP attack

A CLDAP assault within the context of IoT pertains to the

exploitation of CLDAP servers within IoT devices or net-

works for malicious intentions. CLDAP is a lightweight

and connectionless protocol widely utilized in directory

services. In a CLDAP assault, malevolent actors exploit

vulnerabilities or misconfigurations in CLDAP servers to
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Table 2 Comparison of some previous methods for detecting DDoS attacks in IoT

Diagnosis result Disadvantage Advantages Target Scheme Refs

SVM, KNN, FR had high

accuracy in

classification

Weaknesses of linear SVM,

time-consuming KNN, and

real-time suitability issues

with RF

Efficient Computing

with ANN, resource-

Efficient machine

learning, and reducing

false positives with

SDN

Provide effective

methods for

countering DDoS

attacks

Machine learning [46]

Higher accuracy in

defense mechanisms

with training challenges

Resource demand,

complexity, network

overweight, and high costs

in memory and time

monitoring‘‘

Enhancing efficiency:

minimizing positive

errors, short-term

conditions, and early

attack detection

Analysis and

improvement of

defense techniques

against DDoS

attacks

Detection technique

based ML, based-

middleware

[47]

High-precision network

traffic analysis through

SDN

High bandwidth requirements

Dependence on SDN settings

Ability to learn

dynamically

Identification of different

types of pests

Using different

algorithms

Security in IoT,

detection and

prevention of attack

traffic in the network

SDN Based Detection

Technique

[48]

Need for testing,

validation, and

additional solutions to

counter attacks

Computational complexity,

limited testing environment,

and parameter testing

constraints

Enhancing server

security against DDoS

Attacks

Data sharing and

collaboration

Approaches for

monitoring network

to detect spatio-

temporal traffic

patterns during

DDoS attacks

-Defense techniques

based on Entropy-

Based, Neural

Networks, Tracking,

and Filtering

Capable of detecting

malicious activities

Effectiveness with

minimal user impact and

inherent challenges

Vulnerability to algorithm

deception

High memory consumption

and poor Performance

High false alert rate, -slow

convergence rate

Using various techniques

to help identify attacks

Analysis of methods

for detecting and

countering DDoS

attacks and reducing

their impact

-Path reconstruction

methods.—Entropy

change and

intrusion detection

and prevention

systems

The need for multiple

solutions to choose

suitable ones

Time-consuming and complex

Anomaly-based techniques

may result in higher false

alarms due to the analysis of

unusual patterns

Wide coverage A comprehensive

overview of DDoS

attacks

Strategies to deal with

them

Using a research and

review approach

Using computational

intelligence for

diagnosis

Absence of a complete

defensive solution

Lack of robust solutions

Challenges in data

aggregation and real-time

analysis

Reduced resistance to new

attacks

Utilizing computational

intelligence

Emphasis on the

necessity of up-to-date

datasets

Developing an

optimal,

comprehensive, and

precise defense

system

Utilize computational

intelligence

strategies

Accuracy enhancement in

detection through

threshold updating

Inconsistent filtering,

signature-based limitations,

and anomaly detection

threshold issues

Using filtering to reduce

server processing load

by removing unwanted

traffic

Complete review of

DDoS attacks

Methods of preventing

and reducing them

DDoS attack

detection and

prevention

techniques

Comprehensive

techniques for DDoS

attack mitigation

Management complexity,

decreased speed, firewall

limitations, and frequent IP

address changes

Load balancing

Probable packet marking

DDoS protection

systems

Comprehensive

analysis of DDoS

attacks and defense

methods

Strategies for

Mitigating Attacks:

Prevention,

Tracking, and

Filtering

Prioritized router

coordination, enhanced

filter management

through load balancing,

and efficient attack

mitigation

The need to improve proactive

filtering systems

Accelerated propagation

barriers, improved

response speed, and

adaptability against

diverse attacks

A complete overview

of filter-based

defenses against

DDoS attacks

Filtering techniques
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initiate various forms of cyber assaults, encompassing

reflection/amplification assaults for Distributed Denial of

Service and other security risks. CLDAP assaults present a

grave threat to IoT environments, and proactive actions are

imperative to alleviate their repercussions. Consistent

monitoring, the sharing of threat intelligence, and collab-

oration within the IoT community are indispensable for

remaining ahead of emerging threats and safeguarding

against CLDAP-associated vulnerabilities.

3.1.5 NTP attack

The Network Time Protocol (NTP) attack is one of the

types of DDoS attacks. In this type of attack, the attacker

sends many forged NTP requests to publicly unavailable

NTP servers. These requests are designed in a way that

they appear to originate from the target server or network,

thus deceiving NTP servers into sending much larger

responses than the original request to the target. This

Table 3 signature-based techniques

Diagnosis result Real-

time

detection

Advantages and disadvantages Algorithm/

model

Technique

This approach enhances network

security and has a 100% True

detection rate with high precision

9 Advantages:

Implementation of IDS, using open and

expense-free sources

Disadvantages:

Lack of detection of new attacks

Need for powerful hardware and

software equipment Need for high

costs due to the complexity of error

generation

SNORT Signature-based Intrusion

Detection System (IDS) utilizing

the open-source program

SNORT [62]

It enhances the power and efficiency

of signature-based intrusion

detection systems in hostile

environments

9 Disadvantages: Requirement for high

computational power and cost in real-

world scenarios

Advantages: Increased detection power

and efficiency Secure sharing and

updating of signature database

Blockchain Detection based on blockchain

signatures CBSigIDS [63]

Table 2 (continued)

Diagnosis result Disadvantage Advantages Target Scheme Refs

Utilizing ML techniques

leads to increased

accuracy in network

attack detection

Computational complexity. -

Limitation in detecting new

attacks

Ability to detect

widespread and new

attacks

Utilization of real-time

data

Capability to detect zero-

day attacks

Intrusion detection by

distinguishing

between normal and

abnormal behaviors

during network

traffic analysis

Deep learning

techniques for

intrusion detection

in IoT environment

Fig. 3 Taxonomy of DDoS attacks across various IoT layers
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amplification effect allows the attacker to create a signifi-

cant traffic volume with a relatively minor effort.

3.2 Application layer attacks

3.2.1 Ping of death

The ’’Ping of Death‘‘ attack involves sending ICMP echo

requests larger in size than the maximum standard size of

IP packets, resulting in server crashes. Larger packet sizes

are then divided into smaller segments and transmitted as

multiple packets. The attacker sends several packets that

surpass the maximum bytes to the victim, which, when

combined, significantly exceed the byte threshold. Sur-

passing the threshold leads to elevated cache memory

usage, which in turn causes system instability. After the

system has become compromised, It gowns more vulner-

able to other attacks like the Trojan horse attack [59].

3.2.2 Teardrop attack

The Teardrop attack manipulates the offset values in

fragmented packets at the application layer, exploiting

vulnerabilities in the reassembly process. In networking,

large packets are divided into fragments for transmission,

and the receiving system reassembles them. By intention-

ally setting confusing offset values in the IP header, the

attacker aims to disrupt reassembly. If the receiving system

mishandles overlapping fragments, it can lead to errors or

crashes. The Teardrop attack seeks to destabilize or crash

the target system, causing a denial of service and hindering

legitimate user access to the targeted application or service.

3.2.3 UDP fragmentation attack

A UDP fragmentation attack, also known as a form of UDP

flooding, requires the transmission of significant packets to

optimize the use of available bandwidth while minimizing

the size of messages. In this form of attack, the malicious

actor takes advantage of the lack of a real connection

between the spoofed frames, thus forcing the target server

to exhaust its CPU resources trying to ’’reassemble‘‘ these

nonsense packets. Transparent CPU usage has the potential

to cause overheating and subsequent system reboots.

Identifying this attack is difficult due to its similarity to

regular traffic.

3.2.4 HTTP/POST flood

A DDoS attack on the use of the IoT can pose a serious

threat to the security of systems and networks. In these

attacks, attackers infiltrate IoT devices and make them part

of a zombie network (botnet). Then, with social

coordination, these devices simultaneously send many

requests to a specific target, usually using the HTTP pro-

tocol. These attacks can be performed as HTTP cascade

attacks. In this type of attack, many HTTP requests are sent

to the target server or service so that its resources are

quickly maxed out and the server services are stopped.

When the rate of session requests exceeds the number of

valid users, server resources quickly run out. This mali-

cious activity may lead to cascading DDoS attacks, for

example, a cascading HTTP GET/POST attack. To per-

form this attack, the attacker needs a large, genuine HTTP

request, and a botnet is usually used as a means of gener-

ating valid requests, typically sending more than 10

requests per second. This attack only requires one botnet to

successfully launch an attack [60].

3.3 Network layer attacks

3.3.1 HELLO flood

In cognitive radio networks, the dissemination of Hello

messages by nodes is done to establish node presence and

exchange channel information. Nevertheless, the Hello

Flood attack, an instance of malicious behavior, entails a

node disseminating a powerful Hello message by a node to

convince neighboring nodes that it belongs to their net-

work. This results in rerouting all packets to the attacking

node, resulting in their destruction. To illustrate, node M,

the malicious entity in this example, sends a Hello message

to node S to deceive it into thinking they are in a different

area. As a result, node S, believing node M to be its

neighbor, routes its packets to node M, thereby causing

their loss Therefore, HELLO flood attacks can be prob-

lematic for IoT devices due to processing limitations,

bandwidth consumption, weak security and inability to

manage traffic, and act as a serious threat against these

devices [61].

3.3.2 Sinkhole attack

Sinkhole attack is a type of DDoS attack that attracts traffic

through a malicious node, causing a redirection of all

traffic towards that node and, consequently, enabling fur-

ther attacks on the system. In this attack, the attacker often

gains unauthorized access to numerous devices such as

computers, servers, or IoT devices to generate a large

volume of malicious traffic. This traffic is subsequently

directed to a network infrastructure known as a sinkhole,

controlled by the defender. Therefore, sinkhole attack may

be problematic for IoT devices due to resource limitations,

communication disruption, weak security, impact on IoT

services, and the risk of information theft and requires

attention to the security of these devices.
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Table 4 Comparison of techniques: SVM, K-means, PCA, KNN, random, forest, decision-tree

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

High accuracy—the fastest detection

time and reduction of false positives

Advantages:

Reduced detection time

Improved performance

Reduction in the number of features

Disadvantages:

High storage volume required

Time consuming

Algorithm complexity

PSO and ONE-

SVM

algorithms

ONE-SVM with PSO optimization

[64]

Experimental designs yield higher

accuracy, yet elevated loss function in

some cases impairs detection accuracy

Advantages:

Reduced complexity

Improving the performance of the

controller in the classification process

Disadvantages:

Longer training time of linear svm model

SVM algorithms SVM-logistic regression coefficient

[65]

Highly accurate attack detection, yet

requiring multiple samples and varied

conditions for comprehensive accuracy

assessment

Advantages:

Flexibility

Using different variables

Testing with actual data. Disadvantages:

Requires training data

Long training time

Problem related to new attacks

Fuzzy

algorithm’s

Machine learning techniques,

especially support vector machine

(SVM), Fuzzy Tsukamoto [66]

It exhibits the best performance in terms

of True Positive Rate (TPR), False

Positive Rate (FPR), and the G-mean

metric

Advantages:

Reduced detection time

Reduced feature count

Adaptability to various device types.

Disadvantages:

The algorithm’s complexity

Need for large training samples

Dependence on labeled data

Lack of validation with newer datasets

GWO, OCSVM

algorithms

Combination of two algorithms Gray

Wolf Optimization and One Class

Support Vector Machine to detect

DDoS attacks [67]

Relatively high accuracy in detecting

attacks

Advantages: Enhanced Performance via

Parameter Optimization, Improved

Data Quality, and Enhanced IoT

Network Security. Disadvantages:

Reliance on Training Data with

Limited Impact on Attack Detection

Accuracy

KNN Machine learning with KNN

algorithm [68]

The accuracy of detection relies on the

model’s performance. Increasing the

number of features decreases accuracy

but enhances the detection rate for

various attacks

Advantages:

Improved model performance

Reduced computational complexity,

enabling detection of various attacks

Real-time analysis capability

Disadvantages:

Requires more data for model training

Reduced accuracy with increasing

dimensions

Computational complexity in some cases

PCA, KNN Dimensionality reduction algorithm

and k-nearest neighbor classifier

[69]
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Table 4 (continued)

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

Reducing the number of centers in

algorithms improves accuracy in

classifying network traffic for both

typical and DDoS attacks

Advantages:

High efficiency in diagnosis

Using meaningful features.

Disadvantages:

Requires labeled datasets

Hybrid feature selection methods require

experience and multiple tests

Computational complexity

K-Means K-Means clustering algorithm [70]

It provides a significant improvement in

the accuracy of DDoS attack detection

Advantages:

Reduced dependency on labeled data.

Higher efficiency. Scalability to large

datasets. Disadvantages

Complex validation. Computational

resource consumption

SKM-HFS K-means semi-supervised algorithm

using hybrid feature selection [71]

Relatively high accuracy percentage in

detection

Advantages:

Fast execution and energy saving

High speed and efficiency in data

processing

Interpretability capability

Feature selection. Disadvantages:

Limitation of the domain

It is not very accurate in detecting some

attacks

The need to process and select stronger

features

Prone to overfitting

Decision tree

C4.5 algorithm

C4.5 decision tree for attack

classification [72]

High precision in identifying attacks Advantages:

Improved system performance

Enhanced data quality

Disadvantages:

Risk of over-removal using pearson

correlation-based recursive feature

elimination, resulting in potential loss

of vital information and reduced model

accuracy

DT-PCRFE

algorithm

Using the decision tree method with

Pearson correlation-based

recursive feature removal mode

[73]

High-precision real-time attack detection Disadvantages:

High computational processing.

Threshold determination problems in

using the Low Variance Filter

technique in feature selection

Advantages:

Lowered resource usage due to the

employment of a limited set of chosen

features

Decision tree The Lightweight Decision Tree

Algorithm [74]

Accurate diagnosis, but limitations in

feature selection may impact system

diagnostic accuracy

Advantages:—Real-time attack

detection—In-depth semantic

interpretation and association rules

Disadvantages:

System complexity

Requirement for suitable training data

Limitations in detecting new attacks

Resource consumption—Dependency on

threshold values

Algorithm C4.5 C4.5 decision tree [75]
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3.3.3 Sybil attack

Sybil attack is a type of attack in which the attacker creates

multiple fake identities or fraudulent nodes within a net-

work to gain control over it or infiltrate it. That indicates

that the attack originated from a multitude of sources. In

the realm of DDoS attacks, a Sybil attack can amplify the

impact of the assault, leading to increased resource

depletion and a higher likelihood of disruption or service

denial. Sybil attack is problematic and dangerous for IoT

devices due to the allocation of names and resources, attack

on security protocols, network interference, attack on

decision-making systems, and security risk.

3.3.4 Wormhole attack

The aim of a Wormhole attack is to disrupt the network

topology and traffic flow. A wormhole attack occurs when

a malicious node tunnels messages between two distinct

segments of the network through a high-speed link. This

attack usually leads to the rerouting of data transmission

and significant delays in the network. Wormhole attacks

present significant challenges for IoT devices by compro-

mising data integrity, misleading location information,

disrupting routing, manipulating security protocols, caus-

ing resource exhaustion, challenging trustworthiness, and

potentially leading to network partitioning. Mitigating

these risks requires robust security measures and vigilance

in the design and deployment of IoT systems.

3.4 Intrusion detection system

The unauthorized access to computers, which has become

widespread across the internet, has emerged as a significant

global threat. Researchers have proposed various methods,

including firewalls and encryption, to prevent these brea-

ches and protect computer systems. Despite these efforts,

attackers have still managed to breach computer defenses.

Intrusion Detection Systems play a crucial role by moni-

toring and reporting unusual activities, serving as a primary

defense against hackers. These systems allow administra-

tors to implement effective measures to block vulnerable

ports, restrict access, and prevent future intrusions. IDSs

come in various types, each with their advantages and

disadvantages, tailored to the specific needs of the network.

The intrusion detection techniques include signature-based

IDS, anomaly-based IDS, and hybrid IDS. The structure of

the intrusion detection system is shown in Fig. 4.

4 DDoS attack detection techniques in IoT:
comparing methods

As shown in Fig. 5, DDoS attack detection techniques in

IoT systems consist of three phases, each with its own

unique strategies.

4.1 Signature-based DDoS attack detection
model

In [62], The authors effectively tackled DDoS threats on

network servers using SNORT, a signature-based intrusion

Table 4 (continued)

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

Optimal performance in accuracy Advantages:

Data complexity reduction achieved via

sampling and feature selection

Disadvantages:

Choosing appropriate features

Requires high computational resources

Handling many features may require

advanced data processing techniques

Random forest Random Forest Algorithm to

perform classification and attack

detection techniques [76]

Enhances detection accuracy Advantages:

Simplified network design by eliminating

a plethora of irrelevant characteristics

Mitigates the problem of overfitting

Disadvantages:

Lack of interpretability confidence

Streamlined network architecture by

discarding a multitude of irrelevant

features

Random forest A combination of PSO and Random

Forest [77]
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Table 5 Comparison of Logistic regression and Linear regression, XGboost, Gradient Boosting Machine, SOM, Back Propagation techniqu

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

It has high detection accuracy. This

method can be Beneficial for detecting

DDoS attacks, but some finer details

may be lost

Advantages:

Aiding in improving the model’s

performance

Disadvantages:

Need more computing resources

Complexity of data preprocessing

Accuracy alone is not enough in

the evaluation metric for

imbalanced data

Generalizing of the model to

DDOS attacks

Logistic regression A PCA-based logistic

regression model for

classification [78]

Both LR and ANN methods have good

results in detection accuracy, but ANN

is slightly more accurate than some

metrics

Advantages:

Ability to model the complexity of

data

Disadvantages:

Complexity and time-consuming

Requires a large data set

Logistic regression

algorithm

Feature extraction and

classification with Logistic

Regression, Artificial Neural

Network [79]

LR initially has a lower accuracy and

requires more training data to achieve

higher accuracy

Advantages:

High speed

Disadvantages:

Computational complexity

Lower accuracy

Linear regression Linear regression [80]

Reduced model accuracy

Implementing consensus

Based machine learning model using five

days of traffic logs

Advantages:

Provides insights into relationships

between multiple attributes

Enhancing Model Understanding.

Disadvantages:

Limited Analysis

Reduced Accuracy. limited to a

one-day log file

multiple linear regression

analysis along with

information gain-based

feature selection

multiple linear regression [81]

Improved accuracy in attack detection,

but lower accuracy in multi-class

classification

Advantages:

Improved intrusion detection

performance and accuracy

Disadvantages:

Challenges in multiclass detection

Requires a large amount of training

data

Requires precise configuration and

selection of suitable parameters

Naive Bayes Two-phase intrusion detection

system using Naı̈ve Bayes

[82]

It has more efficiency and

acceptable accuracy

Advantages:

Multi-agent implementation

Lower implementation cost.

Disadvantages:

Possibility of false positives

Computational complexity

Naı̈ve Bayesian algorithm Simple Bayesian classification

technique in multi-agent

system [83]
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Table 5 (continued)

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

High accuracy in detecting malicious

traffic

High sensitivity

However, it has relatively low specificity

Advantages:

Using the Dice Similarity

Coefficient for data cleaning and

better discrimination between

feature patterns

Reduction in the number of false

alarms

Disadvantages:

Complexity of the method

High false positive rate

High fall-out rate

Naı̈ve Bayesian algorithm A distributed heterogeneous

technique to optimize

features to prevent intrusive

activities [85]

The error rate is exceedingly low and has

high accuracy

Advantages:

Generalizability

Accurate prediction

Disadvantages:

Need for precise configurations

Complexity in setting

High computational requirements

XGBoost Effective intrusion detection

using XGBoost [86]

Increasing accuracy in detecting attacks Advantages:

Flexibility in data segmentation

Improved performance

Disadvantages:

Speed and time limit

Random Forest extreme

Gradient Boosting

XGB-RF hybrid machine

learning scheme [87]

Combined SOM model: Enhanced

accuracy and efficiency, potential for

further improvement

Disadvantages:

Limitation of resources

Complex implementation

k-nearest neighbor

algorithm

A hybrid self-organizing map

for attack detection [88]

Prediction accuracy, detection rate and

performance accuracy are acceptable

Advantages:

Reduced computational load

Elimination of redundancies

Dynamic forecasting

Improved model performance

High stability

Disadvantages:

Limitation when using a dataset

that restricts result generalization

High dependence on initial weights

Kalman backpropagation

machine learning

algorithm

Kalman Backpropagation

Neural Network [89]

High detection accuracy and rate, low

false positives/negatives; variations in

performance between training and

testing phases

Advantages:

Resilience against attacks

Reduced computational overhead

Improved model accuracy.

Disadvantages:

Computational complexity

Dependence on input data

Consumption of computational

resources

Reliance on initial weights

Backpropagation Neural network based on

backtracking algorithm [90]
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Table 6 Comparison of LSTM, GAN, CNN, RNN, MLP deep belief, statistical method techniques

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

High accuracy in detecting malicious traffic and

normal traffic

Advantages:

Accurate diagnostic capability

Disadvantages:

The need for a large data set

Computational complexity

Long training time

-need to configure and set

parameters

Convolutional

Neural Network—

CNN

Convolutional Neural Network –

CNN [91]

High detection accuracy Advantages:

Improved detection accuracy.—

Low processing cost

Disadvantages:

Requires training

Complexity in hyperparameter

tuning

Dependency on network

architecture features

Improved firefly

algorithm

Improved Firefly Algorithm for

Convolutional Neural Network

Optimization [92]

It has high accuracy and good performance to

detect new attacks. However, its detection

accuracy is low for fresh attacks with less

traffic

Advantages:

The best method for detecting

multiple attacks

Significant improvement in

accuracy

Disadvantages:

Training complexity and time-

consuming

Implementation complexity

Its detection accuracy is lower for

new attacks with less traffic

GAN-based

algorithm

A GAN-based deep learning

architecture for multiple attack

detection [93]

Increasing the accuracy and ability to detect

attacks

Advantages:

Detection of random and

composite attacks

Generalizability

Disadvantages:

The accuracy and performance of

this approach depend on the

training data

Training and configuring the

GAN model can be time-

consuming and complex

GAN-based

algorithm

GAN based model [94]

It has higher performance, accuracy and f-score Advantages:

An effective method for

analyzing time-based data

Enhanced results with an

increased time window

Disadvantages:

Precision and recall in the LSTM-

BA model are not consistently

higher than in the LSTM model

Time-based detection accuracy

on the fourth day is higher than

on the fifth day

LSTM-BA A combination of short-term and

long-term memory

and Bayes approach [95]
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detection system. SNORT, an open-source tool, is logically

divided into attack detection, threat identification, rule

management, and development. Signature-based intrusion

detection proves efficient for networks with fewer features,

reducing modeling time. The system, comprising packet

descriptors, preprocessors, detection engines, intrusion

alert systems, and output modules, records network traffic

with the Libecap library and separates data packets via a

dedicated Ethernet card. SNORT inspects and evaluates

data packets for network security, initiating pre-processing

for detailed reports and alerts, facilitating comprehensive

analysis and communication of findings.

In [63], intrusion detection systems using Blockchain

signatures are employed to counter DDoS attacks. This

signature-based system automatically updates rules and

shares them with other network nodes, improving intrusion

detection performance. Blockchain technology enables a

focus on internal threats, enhancing overall network secu-

rity against such threats.

Table 6 (continued)

Diagnosis result Advantages and disadvantages Algorithm/model DDoS detection technique

BCO-LSTM, optimized for LSTM parameters,

outperforms traditional LSTM and some

enhanced LSTM models in detecting DDoS

attacks

Advantages:—Using BCO

optimization

Reducing the impact of personal

experiences.—Convergence

speed

Disadvantages:

Complexity of the text

The need for training data to

optimize the parameters. Data

preprocessing may be time-

consuming

BCO

LSTM optimization

algorithm

Using LSTM with BCO

optimization algorithm [96]

Higher accuracy in detecting types of attacks Advantages:

Use of feature analysis

Use of combined algorithms

Disadvantages:

Implementation complexity

Complicated preprocessing

Dependence on data

RNN algorithms Detection and classification using

Standardized Recurrent Neural

Network [97]

It has higher accuracy and efficiency Advantages:

Using optimization techniques in

feature selection

The ability of the model to

manage non-linear functions

The flexibility of the model

Disadvantages:

Computational complexity

The need to determine the

province

Multilayer

Perceptron

Algorithm and

Grid Search

Algorithm

MLP model as a feed-forward

neural network [98]

High accuracy in detecting attacks Advantages:

Features enhancements

Performance improvement

Ability to develop to detect types

of attacks

Disadvantages:—The need for

limited calculations

Complexity

Time-consuming training

The complexity of combining

classes

Deep Belief

Network algorithm

An Intrusion Detection System

Based on Deep Learning Using

Deep Belief Network Algorithm

[99]
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Table 7 Comparison of SDN, FOG, smart contracts, Blockchain techniques

Diagnosis result Advantages and disadvantages Algorithm model DDoS detection technique

Effective in detecting attacks, but

challenges persist, including reducing

false reports and improving detection

rates

Disadvantages:

Despite accurate attack detection, it

generates some false reports

Detection of coefficient changes require

training and can be time-consuming

Advantages:

r prediction tunnel for early attack

detection

Effectiveness in both real and simulated

data

Hurst and autoregression

coefficients and

Variance of variation

One-Parameter Statistical

Methods [100]

ARFIMA model had better detection

rate (DR) and false positive (FP)

values compared to the FIGARCH

model

Advantages:

Detect anomalies effectively in network

traffic signal

Disadvantages: not all traffic features

were sufficient for detecting all

simulated attacks

ARFIMA and FIGARH Statistical autoregressive

models for analyzing

network traffic and

detecting anomalies [101]

superiority of the proposed system with

fewer I/O operations and faster

execution

Advantages

A Decentralized Paradigm for Enhanced

Flexibility and Transaction Control

Privacy and Security Enhancement

Performance Improvement

Prevention of future attacks

Disadvantages:

Scalability limitation

Complexity

Dependence on ethereum

Limited evaluation aspects

Smart contract code and

mentions six main

functions

Ethereum blockchain and

smart contracts [102]

It demonstrates a significant

improvement in execution time and

I/O operations, achieving faster

performance

Advantages

Enhanced security

System resource management

No need for hardware upgrades

Disadvantages:

Implementation complexity, Cost,

intensive, Scalability limitations

Elliptic curves digital

signature algorithm

with, ecc digital

signature algorithm

Ethereum, blockchain

model [103]

It has a faster detection time and greater

effectiveness

Advantages:

The three-step strategy for enhancing

overall efficiency

Disadvantages:

Requires more computational resources

Requires more time to identify the attack

traffic pattern, Detection of attacks

based on threshold limits

Real-time traffic filtering

algorithm

Fog calculations [104]

It has high accuracy in detection and a

short time for identifying DDoS

attacks. It has the capability to detect

attacks in real-time

Advantages:

Support for a variety of attacks, Use of

Raspberry Pi, Utilization of entropy, No

false positives, Real-time detection,

High performance

Disadvantages: Implementation

complexity, Resource requirements,

Model training is necessary

k-nearest neighbors A hybrid fog computing

approach [105]
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4.2 Anomaly-based detection models: machine
learning classifiers

The framework of IDS based on machine learning is shown

in Fig. 6.

4.2.1 SVM

In [64], the support vector machine algorithm is utilized for

the detection and mitigation of DDoS attacks in IoT. It

involves collecting network traffic data from IoT devices,

extracting relevant features, preprocessing the features, and

training the SVM model with labeled samples of normal

and attack traffic. The performance is evaluated using

labeled data, and the Particle Swarm Optimization algo-

rithm (PSO) is employed for improved feature selection,

reducing the time for attack detection. However, the text

acknowledges that SVM alone may not be sufficient for

identifying various types of DDoS attacks in IoT networks,

suggesting the need for complementary approaches.

In [65], an intrusion detection system is developed to

detect DDoS attacks using the SVM algorithm and feature

importance method. The process involves building a clas-

sification model with SVM based on training data, utilizing

logistic regression coefficients for feature selection, and

conducting tests with test data sent to the SD-IoT switch.

The switch processes the data, classifying packets as either

DDoS attack or ordinary packets. The classification

involves matching packet headers with the switch and

distinguishing new packets, which are then sent for pro-

cessing and classification using the SVM algorithm. Ordi-

nary packets are identified as Ordinary flows, while DDoS

packets trigger necessary actions to counter the LRDDoS

Table 7 (continued)

Diagnosis result Advantages and disadvantages Algorithm model DDoS detection technique

high accuracy Advantages:

Reduced latency, Low traffic, High

transmission rate

Disadvantages: Complexity, Resource

requirements, Hardware resource

dependency

Algorithm to analysis

incoming packets

DDoS attack detection

based on Fog layer [106]

High accuracy and low traffic cost Advantages: Increased throughput

capacity, Faster detection speed

Disadvantages: High hardware resource

requirements, need for updates to detect

modified attacks Centralized control

Statistical analysis

algorithms

Software defined network

infrastructure [107]

It has high detection accuracy and an

extremely low false positive rate

Advantages:

Security management with SDN, Early

detection, reduced false positives

Disadvantages:

System resource limitations, Need for

updates, Possibility of false positives

Traffic generation,

counter-based packet

detection, payload-based

detection, algorithms

SDN approach with time

efficiency [108]

Empowering Io Security and

Confidence with Blockchain

Permissions and AI Contracts

Advantages:

Increased security, access management,

privacy assurance

Disadvantages:

Complexity, energy consumption,

scalability, cost

Consensus algorithm Smart contract design [109]
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attack. The completed model is used for classifying DDoS

and Ordinary packets in the IoT network.

In [66], two algorithms, Support Vector Machine and

Tsukamoto Fuzzy, are used to identify DDoS attacks and

evaluate classification performance. The Support Vector

Machine method involves training the model with network

traffic data, extracting features, and classifying traffic

based on packet characteristics. Fuzzy variables are

employed in conjunction with SVM to determine traffic

types, allowing the system to detect DDoS attacks and

recognize legitimate traffic.

In [67], DDoS attacks in IoT networks are identified

using a novel approach. The One-Class Support Vector

Machine (OCSVM) and Grey Wolf Optimization (GWO)

algorithms are combined to detect both known and

unknown attacks while preserving IoT device resources.

The approach aims to increase detection accuracy, reduce

false positives, increase true positives, and minimize

selected features. The GWO-OCSVM model uses GWO’s

generation operators to balance exploration and

exploitation, providing optimal hyperparameters and fea-

ture subsets. This approach not only detects DDoS attacks

but also optimizes IoT device resource utilization,

enhancing IoT network security.

4.2.2 K-nearest neighbors

In [68], machine learning and the KNN algorithm are uti-

lized to detect and categorize network traffic data for

malware attacks. The KNN algorithm, trained on attack

and non-attack datasets, classifies new instances based on

common attributes found in the attack data. The method

involves data preparation, feature extraction, and Euclidean

distance calculations. The parameter K, representing the

number of nearest neighbors, is determined, and optimal

features are selected for classification using the Gini index.

The classification results are evaluated using confusion

matrix calculation, and experiments measure the perfor-

mance of the classification model.

Fig. 5 DDoS Attack Detection

Techniques in IoT
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4.2.3 PCA

In [69], the authors introduced an innovative intrusion

detection model for IoT networks, employing principal

component analysis for dimensionality reduction and

combining softmax regression with k-nearest neighbor

algorithms for classification. PCA extracts features,

reducing their quantity, and the model uses softmax

regression and K-NN for distinguishing between normal

and malicious behaviors in IoT networks. Softmax

regression handles multiple classes, employing predefined

functions to calculate attack class probabilities, while

K-NN classifies objects based on nearest neighbors’ votes.

The combined use of PCA, softmax regression, and K-NN

enables effective and accurate detection of malicious

intrusions in IoT networks.

4.2.4 K-means

In [70], the utilization of the K-Means clustering algorithm

is introduced as a machine learning approach for identi-

fying DDoS attacks in networks and anomalous traffic. The

methodology involves separating regular and irregular

traffic using the K-Means algorithm, assigning cluster

names based on shared statistical features. The Canopy

method is employed as a preprocessing step, and feature

selection is enhanced using variance filtering and infor-

mation gain techniques. Variance filtering discards low-

variance features, while information gain assigns weights

based on feature importance. These techniques improve the

accuracy of DDoS attack detection in the K-Means algo-

rithm by selecting valuable features and removing irrele-

vant ones.

In [71], an intrusion detection framework involves

preparing, preprocessing, and selecting significant features

using the SKM-HFS hybrid method. The K-means algo-

rithm splits the dataset into Typical and DDoS attack

clusters. A three-step feature selection method, including

normalization, ranking, and subset search, efficiently ana-

lyzes data. Entropy measures the randomness of network

traffic, aiding DDoS attack detection. The framework uses

k-means sum-squared error filtering for feature selection

ranking and a sequential forward selection algorithm to

find the best feature subset for the detection model.

Detection performance is evaluated using multiple metrics.

4.2.5 Decision trees

In [72], the C4.5 decision tree algorithm is employed as a

classification tool for DDoS attack detection, utilizing data

gathered from network traffic generators. The algorithm

predicts labels through classification, categorizing new data

based on predefined class labels for DDoS attack detection.

The process involves data collection, division into training

and testing sets, and analysis of network traffic features.

Feature selection employs the Pearson correlation coeffi-

cient to identify those strongly correlated with the target

class. Selected features are integrated into the classification

model, where the algorithm uses the gain ratio to determine

the best features for decision-making within a tree struc-

ture. The decision tree enhances DDoS attack detection

accuracy by learning patterns from training data and

applying them to predict labels for new, unseen data.

In [73], a DDoS attack detection system model for IoT

comprises four steps: preprocessing, feature selection,

feature combination, and attack detection classification.

Preprocessing involves data cleaning and normalization

using hot encoding. Feature selection uses Pearson Corre-

lation Recursive Feature Elimination and decision tree-

based methods. Features are combined, and weight values

are determined. A Deep Neural Network classifier then

identifies patterns in malicious DDoS requests on IoT

devices, distinguishing them from typical requests.

In [74], a lightweight neural network approach is used

for attack detection, employing a monitoring system across

multiple host machines or network devices. The system,

Fig. 6 General workflow of

implementing an ML-based IDS

model

Cluster Computing

123



executed through port mirroring, provides flexibility and

resilience. Features related to DDoS attacks are extracted

through pre-processing, and low-variance feature selection

highlights relevant features. Data is normalized using min–

max normalization, and a Decision-Tree model learns

patterns for classifying network traffic into regular or

DDoS attack categories. The model is then tested on val-

idation data to assess DDoS attack detection accuracy.

In [75], the C4.5 algorithm and association rules are

used to detect and analyze traffic flood attacks. The Cor-

relation-based Feature Selection method selects crucial

features, and probabilistic models assess attack likelihood

based on nominal features. Entropy measures uncertainty,

automatic rule extraction and deep semantic interpretation

methods identify patterns, enabling the categorization of

traffic flood attacks. The approach is effective in detecting

and analyzing such attacks through the exploration of

association rules.

4.2.6 Random forest

In [76], random forest, a machine learning method, is

employed to identify and classify network traffic in four

main stages. It involves collecting data from various

sources, organizing it based on performance and data col-

lection type, and specifying time frames for data intervals.

The collected data undergoes processing, combining nor-

mal and attack traffic and employing sampling for dimen-

sion reduction. Essential features are then selected to

distinguish benign traffic from malicious traffic, and a

model is created for recognizing and classifying normal

and attack traffic using the Random Forest algorithm.

In [77], a novel approach enhances DDoS attack

detection using the fusion of Random Forest Optimization

and Particle Swarm Optimization. The PSO algorithm

generates relevant attributes for distinguishing between

Normal and attack traffic in IoT. Optimized features are

then applied to the Random Forest classification algorithm,

forming an ensemble of decision trees. The algorithm’s

performance is evaluated through various classification

tests, such as hold-out and cross-validation, to determine its

accuracy in detecting Normal and attack traffic.

4.2.7 Logistic regression

In [78], a method for classifying and identifying DDoS

attacks using a logistic regression model based on principal

component analysis is introduced. The process involves

initial data preprocessing, including removal of incorrect

and duplicate entries, division of data into training and

testing sets, standard scaling for normalization, PCA for

dimensionality reduction, model evaluation, and training

using logistic regression. The final models are evaluated on

an updated test set to assess their effectiveness in DDoS

attack detection. The approach combines standard scaling,

PCA-based dimensionality reduction, and logistic regres-

sion to improve the precision of DDoS attack detection.

In [79], logistic regression is employed to extract crucial

features for classifying and detecting DDoS attacks in the

IoT. The approach selects a subset of features with the

most information and significance, improving the accuracy

of category classification. The logistic regression model

adjusts weights associated with attributes, minimizing less

important features. Features are sorted based on weights,

and the most significant feature is selected. The model

calculates the probability of each sample belonging to

categories using the sigmoid function. Samples are then

classified as Normal data or DDoS attack based on a

decision threshold, facilitating accurate classification.

4.2.8 Linear regression

In [80], A framework is used to detect DDoS attacks using

machine learning and linear regression methods. The

framework comprises five main steps: dataset selection,

tool and language selection, data preprocessing, data

encoding, and data partitioning. Finally, the data parti-

tioning stage divides the data into two sets: training and

testing, for model creation and performance evaluation. A

linear regression algorithm is employed to classify data,

and the final output, indicating the occurrence of a DDoS

attack, is determined as binary (0 or 1) through a binary

step function.

In [81], DDoS attack detection using the CICIDS 2017

dataset is performed using multiple linear regression and

information augmentation-based feature selection. The

model achieves 73.79% accuracy in predicting DDoS

attacks from Friday afternoon log files, demonstrating the

importance of regression analysis and visualizations such

as goodness-of-fit and residual plots.

4.2.9 Naı̈ve Bayes

In [82], a two-stage intrusion detection system is presented,

combining a Naive Bayes classifier and an unsupervised

elliptic overlay for attack detection. The first stage classi-

fies data into four sections using Naive Bayes, with results

determined through majority voting. The second stage

refines classification using the unsupervised ’’ellipse cov-

erage‘‘ method. Data preprocessing involves analysis,

transformation, and feature selection techniques. Weight

assignment is crucial for accurate predictions, especially in

imbalanced label distributions, with weight computations

and predicted values distinguishing between intrusive and

normal behaviors.
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In [83], the Naı̈ve Bayes classification algorithm is

applied to intrusion detection systems for safeguarding IoT

infrastructure against DDoS attacks. The algorithm utilizes

Bayes theorem for event probability calculation and oper-

ates in three stages: data classification, preprocessing with

feature and sample removal, and test data classification.

The Intrusion Detection System involves four agent types:

Collection, System Monitoring, Triggering [4], and Com-

munication Agents within a Multi-Agent System [84],

facilitating distributed load distribution for rapid attack

detection and prevention reporting.

In [85], the Naive Bayes method is utilized for

enhancing IoT network security as an intrusion prevention

system capable of detecting and responding to dynamic

DDoS attacks. The approach involves training a model on

labeled network transaction data to identify unique feature

subsets, utilizing the Dice similarity coefficient for pattern

distance measurement. Feature selection is performed

through the correlation coefficient approach, and the

selected features are used to train a Naive Bayes classifier,

improving IoT network security against diverse attacks.

4.2.10 XGboost

In [86], XGBoost, a tree-based machine learning algorithm,

is discussed to build a robust intrusion detection system.

This algorithm can detect and distinguishing between dif-

ferent data categories by making critical decisions based on

dataset features. The algorithm partitions the dataset into

branches, with features treated as conditional nodes, and

builds a tree for decision-making. The objective function

includes training loss and regularization, aiming to mini-

mize errors and control model complexity. XGBoost

optimizes learned trees sequentially, adding new decision

trees to improve prediction accuracy and overall model

performance. The algorithm is particularly suitable for

complex problems like prediction, classification, and

ranking.

In [87], a combined machine learning approach called

XGB-RF is proposed for IoT intrusion attack detection.

This method uses Random Forest for feature selection and

XGBoost for intrusion detection, addressing imbalanced

datasets through MIN–MAX scaling. Various feature

selection methods, including Recursive Feature Elimina-

tion, Recursive Feature Elimination with Cross-Validation,

and Select-K-Best with RF-based features, are applied.

Random Forest efficiently selects features based on criteria

like Gini and average accuracy reduction, preventing

overfitting. XGBoost optimizes error functions for attack

detection, and the final model is selected based on a

threshold for the difference between machine estimates and

actual data.

4.2.11 Self-organizing map

In [88], a hybrid model for DDoS attack detection is

introduced, which combines a self-organizing map (SOM)

with a supervised artificial neural network. The SOM

enhances prediction accuracy using the K-Nearest Neigh-

bor algorithm, and the training dataset focuses on IoT

botnet attacks. Preprocessing involves scaling, transform-

ing, and encoding input data with labeled features. Over-

fitting is addressed using the Sklearn Extra Trees classifier.

After preprocessing, deep learning models are trained

through supervised and semi-supervised methods on

labeled datasets to distinguish between normal and mali-

cious traffic. The approach aims to improve DDoS attack

detection accuracy through the integration of SOM, neural

networks, and preprocessing techniques.

4.2.12 Back propagation

In [89], the Kalman backpropagation neural network is

used as an intelligent intrusion detection mechanism

against DDoS attacks in IoT. The model comprises four

stages: Dataset Source, Dataset Pre-processing, DDoS

Classification, and Evaluation and Scoring. The advanced

backpropagation neural network is enhanced using a Kal-

man filter for improved performance. The dataset is col-

lected, organized, and normalized using the min–max

method. The Kalman backpropagation neural network is

then employed in the DDoS classification stage, utilizing

forward propagation and backpropagation during training.

The Evaluation and Scoring stage assess the model’s

effectiveness in detecting DDoS attacks based on network

outputs for each layer.

In [90], an intelligent intrusion detection model based on

a back-propagation neural network is employed to detect

DDoS attacks in IoT networks. The model involves a

recursive process with forward and backward phases, using

a real-world dataset that undergoes preprocessing steps

such as cleaning, feature selection, and normalization. The

trained feedforward neural network serves as a smart

intrusion detection system, capable of distinguishing

between DDoS attack and normal traffic in new streams

and triggering alert notifications.

4.2.13 CNN

In [91], the use of Convolutional Neural Network to clas-

sify normal traffic and DDoS attacks is discussed in three

main steps. The training phase utilizes a combination of

online and offline datasets, with the online dataset captur-

ing real-time traffic and the offline dataset containing

normal and malicious traffic. Feature extraction involves

parameters such as reception time, time differences,
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addresses, ports, protocol, and TCP flags. Each row is

transformed into a 3 9 3 matrix treated as a 2D image, and

the pooling layer reduces matrix size. In the classification

step, the model is trained, and the fully connected layer

produces a one-dimensional array representing classes

(Normal or DDoS attack).

In [92], an improved CNN model named IFACNN is

employed for detecting DDoS attacks in the IoT environ-

ment. The model consists of four stages: collecting header

information from IoT switches, preprocessing data packets,

extracting features from network streams, and detecting

DDoS attacks using the IFACNN neural network. A cus-

tom module sends packet collection commands to IoT

switches, ensuring a rapid response to DDoS attacks. The

preprocessing stage categorizes data packets based on

similar quintuples and distributes them to different network

streams. Features of network streams are then extracted for

input into the deep learning algorithm, aiming to detect

DDoS attacks. The IFACNN neural network is employed

for precise detection, and network parameters are finely

tuned using the ’’Firefly Algorithm‘‘ for optimal

performance.

4.2.14 GAN

In [93], a Generative Adversarial Network (GAN) is

employed for Network Intrusion Detection. The GAN

consists of a discriminator and a generator, creating new

data samples resembling network traffic patterns to chal-

lenge the discriminator. The intrusion detection model

involves feature extraction using Ensemble Mutual Infor-

mation Feature Selection, optimizing the model to detect

novel attacks. The GAN-based approach exhibits higher

accuracy and fewer false positives, particularly effective in

detecting new attacks.

In [94], a Generative Adversarial Network (GAN)

framework enhances DDoS attack detection. It employs a

deep neural network classifier distinguishing between

DDoS and non-malicious samples. Two models generate

artificial traffic instances, with the classifier trained to

detect DDoS by modifying non-malicious features. Pre-

processing adjusts labels for UDP-based DDoS, removes

specific features, and normalizes data. The approach

includes a detection model and two generators. The clas-

sifier, trained with high accuracy, is tested, demonstrating

accurate predictions, and is retrained with higher weight on

attack features, effectively distinguishing between attack

and benign data.

4.2.15 LSTM

In [95], a hybrid method named LSTM-BA is introduced

for enhancing DDoS attack detection in networks. This

method combines the LSTM network and Bayesian

approach, where LSTM identifies attacks, and if predic-

tions are unsatisfactory, the data moves to the Bayesian

module for further analysis. The final output is a combi-

nation of outputs from both modules, with the LSTM

network utilizing a recurrent cell chain for understanding

temporal data. Traffic classification uses values below 0.5

for Normal and above 0.5 for Attack. The Bayes module

improves probability assessment, reducing false detections

and triggering alerts if an attack is detected.

In [96], a more efficient method for detecting DDoS

attacks is introduced, combining the LSTM algorithm with

Bacterial Colony Optimization (BCO). The BCO opti-

mization algorithm is employed to optimize LSTM

parameters, aiming to increase the detection rate by

obtaining optimal parameters and improving performance

in terms of detection rate and convergence speed with high

accuracy. The BCO-LSTM approach involves setting

parameters, normalizing input data, dividing data into

training and test sets, optimizing LSTM parameters using

BCO, recording the best parameters, and evaluating the

trained model for DDoS attack detection.

4.2.16 RNN

In [97], a Recurrent Neural Network (RNN) is employed

for network intrusion detection, involving stages such as

data collection, preprocessing, neural network modeling,

and training with three different algorithms. Data collec-

tion includes gathering information for RNN training,

focusing on connection attacks and intrusions. In the pre-

processing stage, collected data is processed, irrelevant

information is removed, and labels are assigned. The RNN

is trained using gradient descent, scaled conjugate gradient,

and variable learning rate algorithms, fine-tuning weights

and parameters for enhanced network performance. The

trained model is then used to classify incoming traffic.

4.2.17 MLP

In [98], a dynamic MLP-based method for DDoS attack

detection is presented with three modules: the knowledge

base, detection model, and feedback mechanism. The

knowledge base maintains labeled training and feedback

datasets, while preprocessing converts samples for the

detection model. The model employs an MLP classifier

with SBS feature selection. The feedback mechanism

updates the knowledge base, reconstructs the model, and

improves accuracy. When the feedback dataset surpasses a

threshold, the mechanism is activated, and errors are

reported for model updates, proving effective against

evolving attacks.
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4.2.18 Deep Belief

In [99], the Deep Belief Network algorithm, a deep

learning approach, is applied to Intrusion Detection Sys-

tems. The DBN utilizes a layer-by-layer methodology,

where each layer serves as a Restricted Boltzmann

Machine (RBM) model trained on the previous layer. The

DBN is initially composed of RBM layers during pre-

training, followed by fine-tuning using a Feedforward

Neural Network. Techniques like RBM and auto-encoders

enhance model performance, especially in scenarios with

limited labeled data. The training is done incrementally,

optimizing each layer sequentially, followed by a fine-

tuning phase with a combined supervised training

algorithm.

4.3 Statistical methods

In [100], three single-parameter statistical methods (Hurst

coefficients, autocorrelation, and change coefficient) are

employed for DDoS attack detection in networks. The

methods use ’acceptable’ and ’critical’ regions of param-

eter values to distinguish between valid network traffic and

potential attacks. Standard datasets aid in determining

value ranges for parameters, categorized as ’acceptable’ or

’critical,’ without requiring prior learning. Statistical

methods, including the Hurst exponent, autoregression

coefficient, and variance coefficient, are used to identify

patterns and changes in data. A novel method, ’Sigma

Tunnel Prediction,’ is introduced for early attack diagnosis,

demonstrating the effectiveness of univariate statistical

approaches in enhancing early DDoS detection.

In [101], statistical autoregression models, namely

ARFIMA and FIGARCH, are employed for DDoS attack

detection in network traffic. The ARFIMA model estimates

and predicts variable and changeable network traffic pat-

terns with sparse parameterization, chosen based on

information criteria. The FIGARCH model analyzes and

predicts temporal characteristics, describing long-memory

in variance series through maximum likelihood estimation.

Both models contribute to modeling parameter variability

in time series, crucial for detecting anomalies or attacks by

comparing estimated and actual network traffic factors.

4.4 Hybrid detection models

4.4.1 Blockchain

In [102], a model is presented that utilizes the Ethereum

blockchain to combat DDoS attacks in IoT systems. This

model employs Ethereum as a public platform and Ether

cryptocurrency for financial transactions and executing

artificial intelligence contracts. The system incorporates

various security measures, including assigning group IDs

to IoT devices, validating device IDs against a whitelist,

and monitoring gas limits for transactions to prevent

unspecified attacks. Additionally, the system regularly

monitors device behavior, removing unknown and mali-

cious devices from the whitelist. These measures collec-

tively enhance the security and trust of the IoT network

against DDoS attacks.

In [103], the authors presented an Ethereum blockchain

model as a solution to detect and prevent DDoS attacks

against IoT systems. In addition, the suggested system can

be employed to solve duty points (dependency on third

parties) and maintain privacy and security in IoT systems.

Initially, the plan is to execute a decentralized platform at

the application layer to authenticate and verify these

devices instead of the current centralized solutions to pre-

vent DDoS attacks on IoT devices. In the second step, it is

suggested that the IP address of the malicious devices be

tracked and recorded in the blockchain to prevent their

connection and communication with the IoT.

4.4.2 Fog computing

In [104], a method for mitigating DDoS attacks is intro-

duced, employing edge computing. This approach expands

local network edge computing services through a three-tier

architecture: field-level, local-level, and cloud-level anal-

ysis of malicious network behaviors. At the field level,

monitoring tools such as firewalls regulate network traffic

to prevent botnet attacks. The local level uses computa-

tional resources at the network edge for DDoS attack

analysis and mitigation. Detected attacks are forwarded to

the cloud level for further analysis and countermeasures,

utilizing distributed computing functions to combat DDoS

attacks effectively.

In [105], a fog computing framework is proposed for

real-time DDoS attack detection and mitigation, focusing

on proximity to IoT devices. The system comprises IoT and

fog layers, where sensor data is collected, preprocessed,

and encrypted for standardized extraction. The fog layer

analyzes real-time data using tools like Wireshark, apply-

ing entropy and the KNN algorithm for DDoS attack

detection. Detected attack source IP addresses are added to

a real-time blacklist for mitigation.

In [106], the proposed approach for DDoS attack

detection employs Fog Computing, focusing on Normal

traffic modeling to identify anomalies as potential attacks.

The system has two layers: IoT devices and fog computing,

where data is collected, processed, and sent to a cloud

server. Malicious IoT devices are identified by analyzing

data traffic through the fog node, utilizing entropy changes

to measure randomness. The detection is based on identi-

fying similar malware installations on IoT devices,
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comparing entropy values with a defined threshold to

detect DDoS attacks.

4.4.3 SDN

In [107], Software-Defined Networking (SDN) is praised

for its ability to identify and counter DDoS attacks using

features like software-based traffic analysis and centralized

control. SDN controllers, powered by AI algorithms, detect

abnormal traffic behavior and prevent potential threats. The

DDoS identification process involves requesting flow

statistics, extracting features, and using classifiers like Self-

Organizing Maps to distinguish legitimate traffic from

attacks. SDN deployment enables collaborative informa-

tion exchange between domains, making it easier to trace

and manage network attacks, including those from IoT

devices.

In [108], a secure IoT framework is proposed, leverag-

ing Software-Defined Networking (SDN) for vulnerability

identification and malicious traffic detection. The frame-

work, implemented on an SDN controller, employs IP

session counters and payload analysis for threat detection,

with a focus on DDoS attacks in SD-IoT networks. It

features both countermeasure-based and load-based detec-

tion modules, continuously monitoring logs and analyzing

traffic sizes to detect DDoS attacks. The dual approach

enhances the controller’s decision-making capabilities to

counteract network changes, leveraging packet payload

sizes to differentiate between legitimate and malicious

packets, considering that DDoS attacks often involve bots

exploiting vulnerabilities and using preloaded scripts to

generate and transmit packets.

4.4.4 Smart contracts

In [109], a system utilizing intelligent contracts on the

Hyperledger Fabric network is designed to enhance secu-

rity and privacy in IoT systems. Smart contracts assess

security risks related to IoT events, manage access per-

missions, and use network channels to bolster system

security and privacy. The system includes an IoT prototype

with image sensors for visitor management. Smart con-

tracts follow predefined conditions in the ledger, flagging

suspicious transactions and issuing warnings for violations.

The combination of AI contracts, document immutability,

and blockchain certificates ensures secure handling of

personal data against network attacks. In summary, the

system employs blockchain and smart contracts to improve

security and privacy in IoT communications.

5 Challenges, open issues and opportunities

Detecting DDoS attacks in the context of the IoT presents

several challenges, open issues, and opportunities. In con-

clusion, DDoS attack detection in IoT is a complex and

evolving field. While it presents numerous challenges and

open issues, it also offers opportunities for innovation in

the realms of machine learning, behavioral analysis, and

collaborative defense. Due to the discussions, we engaged

in regarding diverse solutions to prevent DDoS attacks, our

primary concentration is on developing innovative

approaches, and enhancing security mechanisms to detect

and deal with DDoS attacks in IoT. To defend against

DDoS attacks in IoT networks, we encountered challenges

that are discussed in this section. In this section, we intend

to present the challenges and limitations in detecting and

mitigating DDoS strategies. In the end, we will provide

various and optimal defense solutions to ensure security

against DDoS attacks in the future. Here are some key

considerations:

5.1 Challenges

Scalability in IoT security One of the fundamental diffi-

culties of the investigated methods was the scalability

challenge in the field of managing DDoS attack detection

systems in IoT The main question was how to scale these

systems to adapt to the increasing traffic from IoT devices.

Resource constraints IoT devices typically have limited

computing power, memory, and network bandwidth,

making it challenging to implement sophisticated DDoS

detection mechanisms.

Diverse device types IoT encompasses a wide range of

devices with different capabilities and communication

protocols. Detecting attacks across this diversity can be

complex.

Traffic variability IoT devices generate traffic patterns

that can be highly variable, making it difficult to distin-

guish normal behavior from malicious traffic.

Attack sophistication DDoS attacks are evolving and

becoming more sophisticated. Attackers can use IoT

devices to launch multi-vector attacks, making detection

more challenging.

Data volume The sheer volume of data generated by IoT

devices can overwhelm traditional detection systems,

requiring scalable solutions.

Efficiency of energy consumption Considering the

energy limitations of IoT devices, future guidelines should

consider the ability to reduce the energy consumption of

DDoS attack detection and valid security measures within

these limitations.
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Computational complexity Computational complexity in

detecting DDoS attacks is one of the main challenges in the

security of networks and the IoT. DDoS attacks usually try

to overwhelm a target by sending an enormous quantity of

traffic to render it.

5.2 Open issues

Anomaly detectionDeveloping effective anomaly detection

models for IoT traffic is an ongoing challenge. IoT net-

works have unique behavior patterns that may not align

with traditional network traffic.

False positives Reducing false positives is crucial in IoT

DDoS detection. Traditional detection methods may not

work well, as IoT traffic can exhibit unpredictable patterns.

Privacy concerns IoT devices often collect sensitive

data. Balancing security with privacy is an open issue, as

monitoring traffic to detect attacks may raise privacy

concerns [110].

IoT device heterogeneity The diversity of IoT devices

complicates the development of standardized detection

approaches. Each device type may require a tailored

solution.

Real-time detection DDoS attacks require quick

responses. Real-time detection and mitigation in IoT

environments are challenging due to resource constraints.

5.3 Opportunities

Machine learningUtilizing models based on artificial

intelligence in IoT security and DDoS attack detection has

been used as scalable solutions [111]. These models can

improve the accuracy of DDoS detection on the IoT and

adapt to evolving attack patterns [112]. However, these

models still need further development and optimization to

best deal with the challenges in IoT security and DDoS

attack detection.

Behavioral analysis Analyzing the behavior of IoT

devices over time can help identify anomalies and potential

attacks.

Edge computing Employing edge computing for DDoS

detection can reduce the reliance on centralized resources

and enhance real-time detection capabilities.

Collaborative defense IoT devices can work together to

detect and mitigate DDoS attacks. A collaborative defense

approach can distribute the detection workload.

IoT security standards The development of industry

wide IoT security standards can help address some of the

open issues. Standardized security practices can enhance

DDoS detection.

IoT security awareness Raising awareness among IoT

device manufacturers and users about the importance of

security can lead to better-designed devices and networks

less susceptible to DDoS attacks [113].

Therefore, artificial intelligence solutions align well

with the current security needs of the IoT. Machine

learning-based defense models can effectively deal with

even Internet vulnerabilities due to their accurate ability to

identify and predict millions of network intrusions com-

pared to other defense mechanisms, also enhance the

effectiveness and precision of detecting and predicting

DDoS attacks. Models using machine learning techniques

can extract diverse and complex features from network

data and accurately identify and classify attacks using

classification algorithms. Furthermore, these defense

models are flexible and updatable and can adapt and per-

form better in response to changes in the type and severity

of attacks. However, many machine learning-based meth-

ods have not addressed essential requirements for identity

verification and authentication of IoT nodes. From a

detection methods perspective, comparative evaluations

have led us to the deduction that artificial intelligence

approaches can be the best choice. Nevertheless, it should

be noted that these results are not definitive.

6 Examining article criticisms and proposed
criteria

To evaluate these articles and choose a criterion based on

specific criteria, the following points can be considered:

Detection accuracy: Evaluation of attack detection

accuracy based on each algorithm.

Time efficiency: A study on the speed of detection and

reduction of the number of errors may be useful in this

case.

Generalizability: Evaluating the applicability of algo-

rithms to different environments and problems.

Resource consumption: Amount of memory and time

consumption by algorithms.

Application in IoT networks: Application in IoT net-

works: Investigating the ability of algorithms to detect

attacks in IoT networks.

6.1 The idea of presenting criteria:

Flexibility criterion: Evaluating the flexibility of algo-

rithms in detecting new attacks and adapting to different

conditions. Investigating Exploring the ability of algo-

rithms to integrate with other methods to improve perfor-

mance. This criterion, because flexibility is paramount in

addressing the ever-changing landscape of threats in the

field of network security, can lead to a better evaluation of

algorithms.
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7 Conclusion

In this comprehensive research review, we’ve explored

various aspects of defending against DDoS attacks on the

IoT. This review has been done through a detailed classi-

fication of different defense mechanisms. The main

objective of this review is to offer thorough comparative

analyses of all defense mechanisms, with an emphasis on

the system models that are employed. Each article’s

defense architecture focuses on different aspects of DDoS

attack detection and mitigation, providing valuable insights

and solutions to address the challenges posed by DDoS

attacks. Traditional approaches of intrusion detection

mechanisms have limitations and problems and cannot deal

with new and changing challenges in the domain of net-

work security alone. The need for cleverer methods based

on machine learning and deep learning is felt in the context

of intrusion detection and identification of new and

unknown attacks. Consequently, the integration of cutting-

edge artificial intelligence techniques can significantly

elevate the precision and efficiency of detecting network

intrusions and fortifying network security. The introduced

techniques still do not provide a complete response to all

types of attacks and technologies related to IoT. These

techniques have undergone thorough review to identify

their weaknesses against DDoS attacks.
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