
Attribute-based access control scheme for secure storage and sharing
of EHRs using blockchain and IPFS

Jasleen Kaur1 • Rinkle Rani1 • Nidhi Kalra1

Received: 15 July 2022 / Revised: 22 April 2023 / Accepted: 17 May 2023 / Published online: 9 June 2023
� The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract
Medical records are one of the crucial documents and a significant asset for anyone seeking treatment. Electronic health

records (EHRs) have made a dynamic shift by making them easier to manage, facilitate and share among various

stakeholders such as doctors, lab technicians, and insurance agents. EHRs are vulnerable to hacker, cybercriminal attacks,

and data breaches. Once compromised, health records cannot be retrieved. As a result, patients must have control over who

gets their EHRs, when they get them, and where they get them. To address the aforementioned issue, this paper proposes a

blockchain-based secure record-keeping and trustworthy sharing system. In order to do this, a distributed off-chain storage

architecture for large-scale medical data storage is developed, which overcomes the drawbacks of on-chain data storage

and enhances scalability. The distributed storage, i.e., InterPlanetary File System, is a content-addressable storage that

ensures the integrity of the content such that a slight modification in the stored EHR records results in a change in the

obtained hash value. Furthermore, a Ciphertext Policy Attribute-Based Encryption (CP-ABE) algorithm integrated with

blockchain technology is designed for fine-grained access control, allowing only authorized users to access specific EHR

data based on their attributes. The combination of CP-ABE with blockchain technology provides a tamper-proof and

verifiable audit trail of all data access and updations made to EHRs. This enhances accountability and ensures that the

patients or owners can track and verify all actions taken on the data. To implement the proposed system, the Remix-

Ethereum IDE is used. Smart contracts (SCs) are designed with access permissions so patients have complete control over

their records. The scalability and immutability of the system is ensured by storing the hash of the encrypted EHRs on the

blockchain and the actual encrypted records on IPFS. The security analysis of the proposed system is carried out by

evaluating its resistance to various attacks. Additionally, potential security flaws in the proposed SCs are investigated using

the Oyente tool. Different test cases are presented to demonstrate the functionality and cost analysis of the proposed

system.

Keywords Blockchain � Electronic Health Record � InterPlanetary file system � Ethereum � Smart Contract �
Attribute Based Encryption

1 Introduction

Health Records are valuable assets for every patient. A

health record consists of the medical history of the patient,

such as disease information, prescriptions, lab test reports,

vitals (body temperature, pulse rate, blood pressure),

financial information (medical bills, debit/credit card, and

bank account details) along with personal information such

as name, age, physical signs (height and weight). Though it

should be kept personal, but sharing becomes

inevitable such that appropriate treatment can be given.
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Physical health records are difficult to coordinate among

various stakeholders and prone to lose or damage.

Electronic Health Record (EHR) systems came into the

picture with the advancements in technology. EHRs are

much more dynamic and are easier to manage, facilitate

and share among various stakeholders such as doctors,

patients, etc. For storing and managing patient’s medical

data, these systems have been utilized by several hospitals,

medical institutes, and dispensaries. The report shows a

rise in accepting EHR systems from 9.4 to 83.8% across

non-federal acute care hospitals from 2008 to 2015 [1]. The

American Hospital Association (AHA) found that approx.

96% of non-federal acute care hospitals and nearly four out

of five (approx. 78%) office-based physicians have adopted

certified EHR systems in a subsequent survey done in

2021. This is a significant improvement over 2011, when

only 28% of hospitals and 34% of physicians used EHR

systems [2]. Compared to the traditional manual paper-

based medical records, EHR systems are more efficient,

organized, and less error-prone.

Hospitals or third-party organisations are primarily in

charge of running and maintaining the EHR systems.

Sharing EHRs outside the hospitals (to other hospitals) and

clinics is still not easy due to strict regulations and policies,

as EHRs contain sensitive and confidential information [3].

Also, a patient visits various hospitals, doctors, clinics, and

laboratories during treatment, due to which medical data is

scattered at different places. In some cases, patient is

required to undertake the same tests that have previously

been performed elsewhere. As a result, better clinical

decisions can be made by combining patient data from

many sources into a single, unified view. The medical

records of patients must be accurate, complete, and up-to-

date, to ensure timely and high-quality healthcare services.

Healthcare data contain confidential and private infor-

mation, susceptible to security menaces such as informa-

tion theft, unauthorized disclosure, tempered or shared

without the patient’s consent. As of now, EHRs are prone

to various attacks and data breaches by crackers and

cybercriminals. One can change the leaked ATM pin or

close the bank account, but private or confidential infor-

mation pertaining to a patient’s health records cannot be

entirely retrieved or taken back after it has been disclosed.

Even if the content is removed from the original source, it

may have already been distributed, copied, or accessed by

unauthorized users. According to the Health Insurance

Portability and Accountability Act (HIPPA) medical

records breach report, approximately 1,322,211 records

were disclosed impermissibly or stolen in July 2020 [4].

So, there arise critical security and privacy issues. Thus, an

efficient smart health care system needs to securely store,

fetch, and share medical records with patient consent.

Various researchers proposed many solutions [5]. Xhafa

et al. [6] proposed privacy-aware health care records (PHR)

system using cloud computing. Outsourcing confidential

data is always at risk. Thus, the authors [7] gave directions

related to the privacy & security of records to healthcare

and cloud service providers. Moreover, encryption algo-

rithms or public-key cryptography can be used to provide

confidentially, integrity, and data access control. Attribute-

based encryption (ABE) extends the concept of encrypting

data for a particular user. In this, the user can only access

data if the private key and the attributes of the cipher-text

match. The idea of ABE was first presented by Sahai and

Waters [8] and by Goyal et al. [9]. ABE is mainly classified

into Key Policy Attribute-Based Encryption (KP-ABE) and

Ciphertext-Policy Attribute-Based Encryption (CP-ABE).

In KP-ABE, private keys are produced based on an access

tree or policy that specifies the permissions associated with

the interested user, and data is encoded/ encrypted using set

of attributes. CP-ABE utilizes access trees/policies for

encrypting data, and private keys of users are created using

attributes. Recently, many authors used these encryption

techniques to secure private healthcare data sharing.

Mubarakali [10] proposed an attribute-based and block-

chain-based approach for storing patient’s health data on

cloud servers and then transmitting it to doctors and

insurance agents based on policies defined to make the

system secure and robust. Similarly, Li et al. [11] suggested

a patient-centric, secure, and scalable PHR data-sharing

architecture using both KP-ABE and CP-ABE approaches.

For outsourcing data and providing fine-grained access

control, authors use ABE with proxy re-encryption tech-

nique [12].

As EHRs are valuable assets for patients thus, sharing

them with other stakeholders on demand must be in the

hands of patients. Patients must have complete control over

whom, when, and what they share. They can observe all the

activities anywhere, anytime, instead of relying on any

centralized infrastructure. Thus the trend shifts to decen-

tralized technologies such as blockchain, which is gaining

popularity nowadays and widely adopted in different areas

[13]. Blockchain is a distributed ledger with the attractive

properties of immutability, tamper-resistance, and trace-

ability of the log, which records all CRUD operations

performed on the data as transactions. Transactions are

stored in cryptographically linked blocks to form a chain of

blocks. In addition, the emergence of various blockchain

platforms such as Ethereum, Hyperledger Fabric, Saw-

tooth, and smart contracts [14] has improved blockchain so

that it is used in various fields, especially in healthcare

[15]. Simply Vital Health, Inc. (SVH) [16] originated as a

service provider for building decentralized applications on

the Health Nexus protocol. They developed a platform

called connecting care for sharing patient records among

different stakeholders.
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Another example is EncrypGen [17], which securely

stores and shares genomic data using blockchain technol-

ogy with various researchers. The authors [18] proposed a

framework named Bheem for effective storage and man-

agement of EHRs. In their work, they also investigate the

privacy and security considerations in healthcare 4.0, and

storing voluminous data on the blockchain increases cost.

In a similar work, the authors [19] utilize the Ethereum

Platform for Blockchain implementation. They proposed a

model for secure storage of EHRs at distributed storage

called InterPlanetary File System (IPFS). In contrast, the

work done by authors [20] uses Hyperldger, a permissioned

based blockchain platform along with proxy re-encryption

algorithm, for providing privacy protection to PHR data.

Similarly, for preserving privacy, a Hashed based access

authentication scheme is suggested by the authors [21].

Thus, several studies utilizes a system based on blockchain

to create, access, and manage EHRs incorporating various

cryptographic techniques [22–24]. Ali et al. [25], put for-

ward a secure search and keyword-based access approach

for the healthcare system. To achieve security and privacy

in patient healthcare networks with higher efficiency and

lower cost, a blockchain-based framework is proposed

utilizing both, Ethereum and Hyperledger platforms [26].

The authors of [27] implemented improved CP-ABE based

authentication scheme to securely collect, upload and

download EHR data from cloud. The authors of [28, 29]

also proposed a light-weight, hybrid, deep learning based

privacy preserving system for Internet of Medical Things

(IoMT)-based Cyber-Physical Systems (CPS). Table 1

describes the summary of the related work.

This paper presents a blockchain model built on the

Ethereum platform that integrates IPFS for efficient record

storage and secure sharing with access control. CP-ABE

algorithm integrated with blockchain technology is

designed for fine-grained access control,that allows only

authorized users to access specific EHR data based on their

attributes. The combination of CP-ABE with blockchain

technology provides a tamper-proof and verifiable audit

trail of all data access and updations made to EHRs. This

enhances accountability, non-repudiation and ensures that

the patients or owners can track and verify all actions taken

on the data. As a result, the proposed system eludes the risk

of single-point failure as in existing centralized systems by

using decentralized platforms, Ethereum and IPFS. Smart

contracts are designed with access permissions so patients

have full control over their records. CP-ABE-based

encryption/decryption helps securely store and share

records with other stakeholders. The scalability of the

system and immutability of the records is also achieved by

storing the hash of the encoded EHRs in the blockchain and

actual encoded records in the distributed off-chain storage,

i.e., IPFS. Thus, the proposed system addresses the

challenges of data integrity, security, scalability, and

immutability.

Table 2 presents the feature-based comparison of the

proposed work with the related work. The features included

are the patient-centric model for making patients the data

owners, content addressable distributed storage for storing

a large amount of EHR data, and additional cryptographic

technique for providing privacy protection and fine-grained

access control. It also includes analyzing the implemented

code for vulnerability assessment to prevent from various

attacks, performance analysis to check the effectiveness

and feasibility of the proposed system, and the blockchain

system security analysis to check the scheme is resistant to

various attacks.

1.1 Our contribution

• A decentralized and distributed system for secure

healthcare data storage and sharing using blockchain

technology and IPFS is proposed. The proposed EHR

administration design incorporates a wide range of

stakeholders from the healthcare sector.

• The proposed system utilizes Cipher-text Policy

Attribute-Based Encryption (CP-ABE) algorithm and

designed Smart Contracts for fine-grained access con-

trol, that allows only authorized users to access specific

EHR records based on their attributes. By assuring user

validity and a verifiable audit trail of every data access

and update made to EHRs, it will aid in making the

system tamper-proof and confidential.

• To enhance the system’s scalability, IPFS distributed

storage is employed to store encrypted records of

patients and hashes on blockchain.

• Qualitative assessment of the proposed system is

performed by considering different scenarios. Different

test cases are presented to show the proper functioning

of the system. In the end, cost analysis and security

analysis is performed.

The remaining paper is structured as follows. Section 2

represents the preliminaries used for the execution of the

proposed system. A concise explanation of the designed

architecture is introduced in Sect. 3. Section 4 presents the

outcomes and discussions. Section 5 concludes the paper.

2 Preliminaries and background

This section describes the details of the proposed system

along with the preliminaries used, such as Ethereum,

InterPlanetary File System (IPFS) and CP-ABE.
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Table 1 Summary of the related work

Refere-

nce (s)

Year Objective (s) Platform Storage Additional

cryptographic

technique

applied

Access control

mechanism

Performance

evaluation

parameter (s)

[18] 2018 To provide efficient storage and

maintenance of EHRs using

blockchain

Ethereum Offchain Not Mentioned Implemented

using Smart

Contracts

Not Mentioned

[19] 2019 To design a system using

blockchain technology for

EHR and provide secure

storage to EHRs

Ethereum Off-

chain

(IPFS)

Not Mentioned Role based smart

contracts are

implemented

Execution time,

Throughput, and

Latency

[20] 2019 To present a blockchain model

for preserving the privacy of

PHR data

Hyperledger

fabric

Cloud Proxy re-

encryption

algorithm and

ABE

Access list and

their metadata

is defined for

access control

Time taken by

various

cryptographic

algorithms

considering

varying size of

data, and users

[10] 2020 To monitor the healthcare

services in Cloud and securely

transfer the data from patients

to Cloud Storage by the

proposed model named SRHB

(Secure Robust Healthcare

Blockchain).

Implemented

using

NetBeans

8.2, and

Jelastic

cloud

environment

Cloud ABE ABE based

access contol

Success rate,

average delay, and

execution time

[21] 2020 To preserve privacy of PHR

data, Hashed based access

authentication scheme is

proposed

– Cloud Hashed Based

CP-ABE

Attribute based

access policy

Encryption/

decryption time

[22] 2021 To propose lightweight deep

learning-based privacy

preservation model for IIoMT

Ethereum Cloud ABE Implemented

using attribute

based access

control

Analysis of access

policies w.r.t

attributes and

certificate

authority, etc

[23] 2021 To achieve the secure storage,

trustworthy sharing, access

management, and safeguarding

privacy of healthcare records,

an EHRchain named

blockchain-based system is

proposed

Hyperledger

Fabric

Offchain

(IPFS)

Attribute-based

and

homomorphic

encryption

Attribute based

access control

policy

The time taken by

by various

proposed

algorithms are

discussed

[26] 2021 To achieve security & privacy in

patient healthcare networks

with higher efficiency at lower

cost, a blockchain based

framework is proposed

Hyperledger

and

Ethereum

Cloud Ring Signature

? ABE

Implemented

using Smart

Contracts

Execution time

[24] 2022 To propose a Blockchain and

CP-ABE based secure storage

and access control along with

revocation process

Java Based

Blockchain

network

Design

Cloud CP-ABE Implemented

using CP-ABE

Time Taken by key

generation,

encryption

algorithms and etc

[25] 2022 To propose a novel approach

based on the neural network

and group theory that

efficiently detects invasions in

the IoT network. Further, a

secure keyword-based search

using blockchain and

homomorphic techniques is

applied

Hyperledger

Fabric

Cloud Homomorphic

Encryption

Implemented

using attributes

and features

Encryption/

decryption time,

latency, and

throughput
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2.1 Ethereum

Ethereum, a distributed blockchain network, was officially

introduced in 2015 by Vitalik Buterin [30]. He uses the

concept of blockchain which was recently used in the well

known digital currency Bitcoin [31] by Santoshi Naka-

moto. The thought behind Ethereum was to design a smart

contract (SC) for the trustless system that would be open

source and has a feature for programmable blockchain. For

customizing own blockchain and writing SCs, a language

named Solidity is provided by Ethereum. SCs can be

defined as autonomous and immutable programs for veri-

fying and executing an agreement’s terms or set of rules.

They are autonomous, thus reducing the cost of creating

and maintaining a centralized database.

Ethereum virtual machines (EVMs) are used for the

execution of SCs. Ether (ETH) is a cryptocurrency given as

an incentive to miners in proof of work (PoW) based

systems for their computation work and adding blocks to

the blockchain. Gas is defined as the unit of measure of

computation work required for executing functions on the

Ethereum blockchain network. The gas unit is Wei where

1Wei ¼ 10�18 ETH. The transaction cost is measured as

Ether = gas used * gas price. There are two kinds of

Ethereum accounts available: the first one is an externally

owned account which is controlled externally by using

private keys, and the second is a contract code account

where SCs are deployed to the network and managed by

contract code.

2.2 Distributed storage

IPFS, known as InterPlanetary File System, is a peer to

peer (P2P) distributed storage used as an off-chain repos-

itory for keeping extensive medical data. Content-based

addressing is used for storing files like images, pdfs and

videos [32].

Table 1 (continued)

Refere-

nce (s)

Year Objective (s) Platform Storage Additional

cryptographic

technique

applied

Access control

mechanism

Performance

evaluation

parameter (s)

[27] 2022 To provide secure collection,

download and upload EHRs

from cloud is proposed in this

work

– Cloud CP-ABE Improved CP-

ABE based

access control

Authentication

schemes

Encryption /

Decryption

execution time

w.r.t varying file

sizes

Proposed

System

2023 To propose an attribute based

access control for secure

storage and sharing of EHRs

using Blockchain and IPFS

Ethereum IPFS CP-ABE CP-ABE and

smart contracts

based access

control

Encryption and

Decryption

Execution time

w.r.t varying

number of

attributes, file

sizes

Table 2 Feature-based comparison of existing and proposed work

Features !
Reference(s)#

Patient

centric

Content addressable

Distributed storage

Additional privacy

preservation policy

Performance

analysis

performed

Code

vulnerability

analysis

Blockchain security

analysis (attack resistant)

[18] Yes No Yes No No No

[19] Yes Yes No Yes No No

[20] Yes No Yes Yes No No

[21] Yes No Yes Yes No No

[24] No No Yes Yes No Yes

[27] No No Yes Yes No No

Proposed

system

Yes Yes (IPFS ) Yes Yes Yes Yes
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2.3 Ciphertext policy attribute- based encryption
(CP-ABE)

Amit Sahai and Brent Waters initially suggested the con-

cept of attribute-based encryption (ABE) [8]. Attributes

determine a user’s private/secret key and ciphertext.

Decryption is allowed if the attributes of the secret key

match with the ciphertext attributes. This work utilizes CP-

ABE architecture proposed by John Bethencourt et al. [33]

in 2007. It mainly contains four functions: Setup(), Key-

Gen(), Encryption(), and Decryption(). In this, the Master

Public Key is same for every user. Secret keys are gener-

ated by executing the KeyGen() algorithm, and for each

user, these are related to the set of attributes. During

Encryption of documents, access policies are embedded

and described over attributes using logical operators [20].

For specifying access policies, a tree access structure is

defined such that the internal nodes of trees represent

logical operators and external nodes represent different

attributes. The decryption of a ciphertext is possible only if

user attributes specified during KeyGen() satisfy the policy

defined. Access policies are logical formulae created using

attributes from an attribute list merged with logical oper-

ators. Logical operators are AND (n of n), OR (1 of n) and

k of n threshold gates that must match k out of n attributes

in the access policy.

3 Proposed system

In this section, the architectural and implementation details

of the proposed system are presented and discussed. The

following symbols are used to describe the system depicted

in Table 3.

3.1 Proposed system architecture

Figure 1 presents the proposed system architecture. The

proposed approach uses the Ethereum platform for devel-

oping blockchain and IPFS storage for securely keeping

EHRs. All the entities, such as patients, doctors, etc., must

be registered on the Ethereum blockchain network except

the distributed storage. Following are the main

components.

1. Regulatory Authority: A government body or a

trusted public authority responsible for registering

users such as doctors, patients, and Third-Party

Administrators (TPA). It initiates the system by

deploying smart contracts and executing the Setup()

function. After initialization, users request RA for

registration with their attributes such as role, name,

age, date of birth, location, etc. They are assigned a

unique address when they are registered on their

request. The authority returns private keys to users

corresponding to attributes submitted by executing the

KeyGen() function.

2. Patients: Patients are a crucial part of our system. The

cipher policy attribute-based encryption and smart

contracts are utilized to design access control functions

to make patients the real owners of their data. These

functions such as grantPermission(), create &Uploa-

dRecords() and revokePermission() are executed in

response to a request submitted by doctors/viewers to

patients. Thus, in addition to having access to their

healthcare records, they also control the security issues

of unfair data sharing and data-stealing among various

users by managing access attempts through smart

contracts.

3. Doctors: Records generated after treatment or consul-

tation are uploaded to IPFS by the doctor. The records

are first encrypted by invoking the Encryption()

function, including the access policy (AP) satisfied

by patients and then uploaded to IPFS. Finally, the

resulting hash of added encrypted EHR is put on the

blockchain and later verified by the patient for data

integrity.

4. Viewers: Viewers are the requester’s requesting to

view patients’ medical history or records. They may be

registered doctors, clinicians, lab technicians, or

insurance agents. The patients send the hash of the

encrypted records by defining the access policy after

authentication. Only the viewers satisfying the proce-

dure can down and decrypt them locally using the

Decryption() function.

5. Distributed Off-chain Storage: Encrypted EHRs are

placed at IPFS to prevent unauthorised access and data

leakage. Records are encrypted before they are placed

on IPFS using CP-ABE.

Table 3 List of symbols used

Symbol(s) Description

CE Unique Ethereum blockchain address of the Entity E, where E=RA, P, D, V

CRA;CP, CD;CV Unique Ethereum blockchain address of the Regulatory Authority (RA), Patient (P), Doctor (D), and Viewer (V)

msg.sender Ethereum Address of the user who currently interacts with the Smart Contract (SC)
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3.2 Ciphertext policy attribute based encryption
(CP-ABE)

In this work, CP-ABE, proposed by Bethecourt et al. [33] is

employed. This approach uses attributes to define user

credentials, and specifying policy by encrypter determines

who can decrypt the data. The Charm-Crypto tool [34] is

used for implementation containing the following four

functions. Figure 2 depicts the work-flow of the CP-ABE

algorithm.

1. Setup() �! MPK, MSK: The Setup() function initi-

ated by the RA takes only implicit parameter as an

input and generates master public key MPK and a

master secret key MSK as an output. First, the algo-

rithm selects bilinear group G0 of prime order p with

generator g. Then select random integers

c; dsuchthatc; d�ZpwhereZp is integer group. Then

finally compute MPK ¼ G0; g; h ¼ gc; eðg; gÞc and

MSK ¼ ðd; gcÞ
2. KeyGen(MPK, MSK, Attr) �! Priv_Key: The

KeyGen() function takes MPK, MSK and Attr (at-

tributes set) as an input. It outputs a secret key

Priv_Key for each user w.r.t Attr as follows: Priv

Key ¼ ðK ¼ gðcþiÞ�d;8a�Attr : Ka ¼ gi:HðaÞia ;K 0
a ¼giaÞ

where the algorithm randomly selects i�Zp,and the

ia�Zp; 8a�Attr.
3. Encryption(MPK, EHR, AP) �! ct: The Encryp-

tion() function takes MPK, a message EHR and access

policy AP as an input. The algorithm encrypts the EHR

and produces a ciphertext ct, allowing only users with a

set of attributes satisfying the access policy can decrypt

the EHR. A polynomial qx is selected in a top-down

way, beginning from root node of the tree AP, 8x�AP; x
is node. A degree dx of the polynomial qx is assigned

such that is equal to kx�1,where kx is threshold value of

node. For root node, q
ð0Þ
root ¼ n, a random number n�Zp

is picked, and droot is chosen to define polynomial qroot

entirely. For a node x in the tree, q
ð0Þ
x is defined as:

q
ð0Þ
x ¼ q

ð0Þ
parent. Similarly, chooses dx to define polyno-

mial qx. Ciphertext ct is computed as follows: ct ¼
ðAP; �C ¼ EHR:eðg; gÞcn;C ¼ hn 8k�K : Ck ¼

Fig. 1 Architecture of the proposed system

Fig. 2 Workflow of CP-ABE algorithm
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gqk0 ; �Ck ¼ HðattrðkÞÞqk0 Þ where k is leaf nodes contain-

ing Attributes in AP.

4. Decryption(MPK, Priv_Key, ct) �! EHR: The

Decryption() function takes MPK, Priv_Key and ct,

which contains AP as an input. Only the requester

satisfies the policy can decrypt ct and get EHR as an

output. This procedure starts simply from root node. If

set of attributes s satisfies policy then A = Decrypt_-

node(ct, Priv_Key, root) = eðg; gÞrq
ð0Þ
root ¼ eðg; gÞrs, and

decryption function as below [33].

�C=ðeðC;DÞ=AÞ ¼ �C=ðeðhs; gðcþrÞ=dÞ=eðg; gÞrsÞ ¼ EHR

3.3 Working of the proposed approach

Figure 3 shows the working of the proposed approach as an

interaction diagram. The figure describes the interaction

between different entities involved in the network for

securely storing and sharing EHRs after deployment of the

Smart Contract. The following are the steps followed:

• Step 1–3: Initially, the regulatory authority registers all

entities, i.e., patients, doctors, and viewers,

participating in the network by executing functions

defined in SC and storing their information in the

Blockchain. Each registered entity has a unique address

having 40 hexadecimal characters. The address has the

prefix ‘‘0x’’ followed by the 20bytes of the Keccak-256

hash of the public key.

• Step 4: The patient visits a doctor for treatment or

consultation and executes a function to inform the

doctor about the patient’s visit.

• Step 5–6: After treatment, the doctor requests permis-

sion to create and upload EHRs via SC, and then the

patient grants invoking grantPermission() present in

Algorithm 1.

• Step 7–8: The doctor encrypts EHRs using Encyption()

function and uploads the encrypted EHRs to IPFS in

Step 7. Then the hash value Hðsha256ÞðEHRsÞ of 32 bytes

corresponding to the submitted EHR is generated by

IPFS and return to the doctor. The doctor updates the

patient with this hash value and Record_info such as

file id, file description, date, and design (doctor_sign)

by calling create &UploadRecords() Algorithm 2 in

Step 8. The transaction is recorded into the blockchain

network.

Fig. 3 Workflow of CP-ABE Algorithm
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• Step 9: Then, the patient download and decrypts the

EHRs using the Decryption() function for data authen-

tication. After the visit, they can revoke access for

creating and uploading EHRs by executing the re-

vokePermission() function defined in Algorithm 3.

• Step 10–12: A viewer can request records, and then the

patient first checks for the viewer’s authorization by

executing Algorithms 4 and 5. If authorized viewer, the

patient uses the Encryption function with policy defined

for encrypting and uploading requested EHRs to IPFS

and provides him with the hashes as shown in Steps 10,

11, and 12. In the end, the viewer downloads and

decrypts the records if they satisfy the policy. Thus,

patients can securely share their records with the

proposed approach without revealing their private keys.

This approach also permits patients to get lab tests done

from one hospital and follow-up treatment from

another. With the usage of IPFS, the cost associated

with storing data on Blockchain is also reduced by only

putting hash values in the blockchain network.

Algorithm 3 revokePermission ( )
Input: ΓD

Output: revoke permission
1: Require: Require: Only patient can revoke

permission
2: check if already access, if yes i.e

canCreate[ΓD] == true
3: then canCreate[ΓD] = false
4: from patients doctor access list ← remove ΓD

5: from doctors patient access list ← remove ΓP

6: Emit: inform the doctor about revoke permis-
sion

Algorithm 4 requestRecords ( )
Input: ΓV , usage
1: Require: only viewers can call this function
2: Emit: inform the patient about viewer

request for records and the purpose of usage

Algorithm 5 Approve&sendHashes ( )
Input: ΓV ,ΓP , usage
Output: return hash value to requester
1: Require: only patient can call this function
2: If msg.sender == ΓV &&(is registered)
3: Then Encrypt EHRsforVi.e.EncryptV(EHR)
4: upload to IPFS, get hash value
5: return hashes
6: Emit: return hashes to the viewer

4 Results and discussion

This section demonstrates the effectiveness of the proposed

approach by presenting the results of the designed model

after the execution of the algorithms. The cost analysis of

the algorithms/functions considering the transaction and

execution cost consumption, the security analysis, and the

performance analysis as well as comparison with related

works are also presented. In addition, the proper func-

tioning of the system is shown using appropriate test cases.

4.1 Experimental evaluation and analysis

The proposed approach is experimentally evaluated to test

and assess its performance. The system configuration used

Algorithm 1 grantPermission( )
Input: ΓP ,ΓD

Output: Permission Granted to Doctor with ΓD

1: Require: Only patient can give permission i.e
msg.sender == ΓP

2: check if already has access, if no i.e
canCreate[ΓD] == false

3: then canCreate[ΓD] = true
4: in patients doctor access list ← pushΓD

5: in doctors patient access list ← pushΓP

6: Emit: inform doctor about grant permission

Algorithm 2 create&UploadRecords ( )
Input: ΓD address of doctor, Record info, EHRs
Output: Permission Granted to Doctor with
ΓDtransaction recorded in the blockchain net-
work, and inform patient about record added
1: Require: Only doctor can upload records
2: If msg.sender == ΓD, and has permission
3: Then encryptEncrypt(EHR) and upload to

IPFS, get hash value
4: push Record info and hash into EHR as map-

pings( )
5: push mappings
6: Emit: inform the patient about record added
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for implementation and evaluation was a laptop running

Ubuntu OS and an Intel(R) Core(TM ) i5 processor running

at 2.50GHz. The Smart contract (SC) was implemented in

the Remix IDE [35] using the Solidity programming lan-

guage [36] and was tested within the private network using

JavaScript EVM. This helps in testing and optimizing the

model before running it on the Ethereum mainnet.

a. Functionality Evaluation: Regulatory authority reg-

isters users with different roles, such as patients, doc-

tors, and viewers, each with a unique Ethereum

address. After registration, the process of storing and

sharing the EHRs begins. The various test cases are

presented below in Figs. 4, 5, 6, 7, 8 and 9 to show how

the system responds to unauthorized and authorized

users. Test Case 1: Attempting to register users with

the same Ethereum address i.e. (0xAb8483F64d9C6-

d1EcF9b849Ae677dD331583-5cb2) Test Case 2:

Event log details of Doctor Account request to create

and upload records Test Case 3: Non Doctor account

request to create and upload records Test Case 4:

Request granted to doctor by patient account and non-

patient account Test Case 5: Revoke access to the

doctor by patient account only Test Case 6: Request

records by the viewer, grant/revoke access by the

patient.

b. Cost Analysis: In the Ethereum platform, there is a

transaction fee or cost associated with the execution of

every instruction. We test the SC using the Javascript

EVM environment on Remix IDE to analyze our SC.

The transaction cost and execution cost in terms of gas

consumption corresponding to different functions are

shown below in Table 4.

The cost consumption of various functions/algorithms is

shown in Table 4. There are two kinds of costs associated

with blockchain networks. The first is transaction cost,

while the second is execution cost. The quantity of gas

needed to transmit information to the network is called

transaction cost, while the quantity needed to execute the

function is called execution cost. The transaction cost is

higher than that of the execution cost because it comprises

of execution cost plus the cost for transmitting information

to the network.

Fig. 4 Attempting to register users with the same Ethereum address

Fig. 5 Event log detail of Doctor Account request to create and

upload records

Fig. 6 Non Doctor account request to create and upload records

Fig. 7 Request granted to the doctor through patient account and non-

patient account

Fig. 8 Revoke access to the doctor by patient account only

Fig. 9 Request records by the viewer, grant/revoke access by the

patient
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Different functions consume different amounts of gas.

Deploying contracts and calling constructors to consume a

large portion of the transaction and execution costs. It is

observed in Table 4 that the functions such as F2, F5, F6,

and F7 have lesser costs as they involve only initialization

and assignment operation. But the functions such as F3 and

F4 have a higher cost due to the involvement of expensive

checks, loops, and value insertion-deletion using arrays.

4.2 Security analysis

i. Smart Contract (SC) Security Analysis: SC is

defined as the piece of code /protocol that is executed

automatically in accordance with the agreement’s

condition. SCs are not mature enough and sometimes

are prone to security attacks. Therefore, security

analysis of smart contracts is necessary before

deploying them in a practical scenario. The security

analysis helps in identifying various vulnerabilities

such as re-entrance vulnerability, timestamp depen-

dency, and call stack depth attack vulnerability [37] in

the smart contract. Thus, Oyente [38], an open-source

tool for security analysis of the designed smart contract

is used in our proposed work. Figure 10 demonstrates

that the SCs are well designed and not suspectable to

the flaws mentioned above, as the corresponding result

is false.

ii. Security analysis of the proposed system: The

proposed system uses CP-ABE with Blockchain

technology to provide attribute-based access control

for secure storage and sharing of EHRs. The crypto-

graphic security of the scheme CP-ABE employed in

this paper has been demonstrated in the literature [33].

This section shows that the system is resistant to

various possible attacks and achieves security features.

• Resistance to Masquerade Attack: An attacker

uses a masquerade attack to gain unauthorized

access to a system, usually by obtaining credentials

and passwords and by discovering program vulner-

abilities. The proposed system resists masquerade

attacks since our design approach is based on

privileges. Each entity must register with the

RegisterUsers() function before connecting to the

network by providing the required data. The system

then verifies them. As a result, each entity has its

own unique Ethereum address CE, which consists of

40 hexadecimal characters. Moreover, each entity

has its unique ID (PID, DID and VID), making it

impossible for an attacker to impersonate any

registered entities. In addition, the EHRs are

encrypted using the Encryption(MPK,EHR,AP)

function, resulting in a ciphertext ct such that users

with a set of attributes satisfying policy can decrypt

the EHR. In addition, the hashes of the EHRs are

placed in blockchain ledger so that an attacker

cannot access them.

• Resistant to Man-in-the-Middle attack: In con-

text of healthcare, a ‘‘man-in-the-middle attack’’

occurs when an attacker intercepts data being

transferred between a patient and a doctor, includ-

ing medical reports, personal information, and

treatment plans, etc. With the goal of financial or

medical identity fraud or other illegal conduct, the

attackers can further alter this data. As the data is

transferred directly between the owner, the patient

TP, and the data requester, i.e., the physician CD,

this type of attack is not feasible in our system. An

attacker, TA, somehow gains knowledge of the data

hash, i.e.,Hðsha256ÞðEHRsÞ, and attempts to access

the data stored in the IPFS but cannot decrypt it.

Table 4 Gas consumption

analysis of different functions
Function() Transaction cost (gas) Execution cost (gas)

F1: Deploy Contract() 2867007 2150707

F2: Request_createRecords() 28104 5424

F3: grantPermission() 119241 95793

F4: create &UploadRecords() 138562 111018

F5: revoke_Permission() 46328 34472

F6: requestRecords() 27081 3505

F7: Approve &sendHashes() 33405 10725

Fig. 10 Smart contract security analysis
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This is because the attacker must comply with the

policy AP to decrypt the data. The decryption key

of an authorized user can only decrypt data whose

attributes match the policy AP. Consequently, the

sensitive data is not disclosed during the sharing

process, preventing the system from a man-in-the-

middle attack.

• Collusion Resistance: A collusion attack occurs

when multiple users unite to decrypt the ciphertext.

Consider the case where user A of organization A

having attributes attr1, attr2, collaborates with

another user B of organization B of different

location having attributes attr3, attr4, to decrypt

the confidential data by combining their attributes.

The proposed system is resistant to such attacks as

private keys of each user are randomly generated.

The KeyGen() uses the randomly generated value r

along with other attributes of each user to generate

private keys. As it is impossible for the users who

unites to determine the same random number r, for

decryption of data using private keys, thus fail to

decrypt the data.

• Data Integrity: The proposed scheme CP-ABE

with blockchain ensures data integrity. The data

encrypted with an encryption function, Encryp-

tion() is stored in IPFS, and only the hashes are

placed in the blockchain. The data in the chain

ensures data integrity because of the cryptographic

structure of the blockchain. Any slight change in

the data will cause an avalanche effect, and these

changes will be reflected in the entire chain unless

there is a risk of a 51% attack. Additionally, users

can check the changes in the data at any time. Also,

the data stored at IPFS is decrypted by authorized

users only satisfying the policy.

• Non-Repudiation: All the operations in the pro-

posed system are recorded in the blockchain ledger

as transactions. The transactions contain the unique

Ethereum address and the unique ID of the user

performing the action, such as creating and upload-

ing records, accessing records, etc. Thus, the

proposed approach exhibits the property of non-

repudiation, where the user cannot repudiate a

message or request they have made at any point in

the future.

4.3 Performance measure of various
cryptographic algorithms

• Execution Time w.r.t. to varying number of attri-

butes: KeyGen(), Encryption(), and Decryption()

depend upon the count of attributes used. Figure 11

shows the time taken (in milliseconds) by various

algorithms w.r.t varying the attributes count.

It is noticed that Key Generation time grows linearly

with an increase in the attributes count, which is due to the

random values used in KeyGen() for generating private

keys in exponential. In addition, encryption time increases

from 5 to 10 ms by increasing the attributes count used to

specify the access policy. On the other hand, decryption

time does not follow the same pattern. This is because

decryption is also influenced by the access policy and the

quantity of characteristics. The more comparisons there

are, the longer it takes to decode the data.

• Comparison of encryption and decryption time: The

performance comparison of existing [21, 27] and

proposed work is represented in terms of encryption

and decryption time, respectively. The encryption and

decryption time is estimated w.r.t varying file sizes to

evaluate the performance of the proposed approach.

The file size varies from 10 to 50 MB. From the Fig. 12,

it is seen that for smaller file sizes (10–20 MB), the

existing related works [21, 27], and the proposed work

performs similarly, with a slight difference in time

taken to encrypt EHRs. However, as the file size

increases, the proposed method becomes faster and

takes less time to encrypt than the existing related

works. For example, for a file of 40 MB, the proposed

Fig. 11 Time taken by KeyGen, Encrypt and Decrypt algorithm w.r.t.

number of attributes

Fig. 12 File size vs encryption time
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approach consumes 2470.23 ms for encryption com-

pared to 3047 ms and 2689 ms for related works.

Figure 13, shows the decryption time for the proposed

and existing work. It is clearly observed that for smaller

file sizes (10–20 MB) [21], takes lesser time and faster

in comparison of proposed and related work [27].

However, as the file size increases, the proposed

method becomes faster as it takes less time for

decryption than the related work [21, 27].

5 Conclusion

This paper proposes an Ethereum blockchain-based EHR

storage and sharing approach for the healthcare sector. An

IPFS is utilized as an off-chain repository for encrypting

records associated with patients, preventing them from

malicious attacks or unauthorized access and resolving on-

chain data storage and scalability issues by storing only

hash values on the blockchain. The CP-ABE algorithm is

utilized for encryption and decryption such that only

intended user that satisfies the defined policy can decrypt

the requested records. The combination of CP-ABE with

blockchain technology provides a tamper-proof and veri-

fiable audit trail of all data access and updations made to

EHRs. This enhances accountability, non-repudiation and

ensures that the patients or owners can track and verify all

actions taken on the data. The proposed system is imple-

mented using Remix IDE online open-source tool that

enables the development and deployment of smart con-

tracts for the Ethereum blockchain.

In this work, Smart contracts are designed such that

patients have full authority over their records and have the

privilege of deciding with whom they want to share their

records. All the transactions are recorded on the block-

chain. Different test cases are presented to show the pro-

posed algorithm’s functioning and cost analysis. Finally,

the security analysis of the proposed system is carried out

by evaluating its resistance to various attacks. Additionally,

potential security flaws in the proposed SCs are investi-

gated using the Oyente tool. The outcomes demonstrate

that the proposed decentralized system is efficient for

securely storing also sharing EHRs with authorized users

without exposing private keys. Thus, the proposed system

addresses data integrity, security, scalability, and

immutability challenges. The proposed approach can also

be utilized in other applications, such as incentive-based

sharing of medical images to researchers instead of the

traditional image management system.

In future, the research goal is to handle queries instantly

by improving response duration and reducing latency and

restricting cost consumption so that they can be used with

devices with limited resource capacity.
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