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Abstract

In recent years, how to design efficient auditing protocol to verify the integrity of users’ data, which is stored in cloud
services provider (CSP), becomes a research focus. Homomorphic message authentication code (MAC) and homomorphic
signature are two popular techniques to respectively design private and public auditing protocols. On the one hand, it is not
suitable for the homomorphic-MAC-based auditing protocols to be outsourced to third-party auditor (TPA), who has more
professional knowledge and computational abilities, although they have high efficiencies. On the other hand, the homo-
morphic-signature-based ones are very suitable for employing TPA without compromising user’s signing key but have very
low efficiency (compared to the former case). In this paper, we propose a new auditing protocol, which perfectly combines
the advantages of above two cases. In particular, it is almost as efficient as a homomorphic-MAC-based protocol proposed
by Zhang et al. recently. Moreover, it is also suitable for outsourcing to TPA because it does not compromise the privacy of
users’ signing key, which can be seen from our security analysis. Finally, numerical analysis and experimental results

demonstrate the high-efficiency of our protocol.
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1 Introduction

Mobile networks, such as 3G/4G, vehicular ad hoc network
(VANET) and Internet of Things (IoTs), generate tremen-
dous amount of data every day [1]. To mitigate the burden
of local data storage, subsequent updates and maintenance,
people would like to have their data transferred through
networks and eventually stored in cloud service provider
(CSP) (see [2-4]). However, for some subjective or
objective reasons, the data stored in CSP may be corrupted
or even lost. In terms of the subjective aspects, a CSP may
secretly delete user’s data in order to save its own storage
space and try to hide the data-lost fact to maintain repu-
tation [5]. From the view of objective aspects, a honest
CSP may become vulnerable when encountering the
external rival attacks, or internal hardware and software
failures [6]. For users, a natural way to detect the cheating
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of cloud server is to download all their data and audit its
integrity. Obviously, it is unrealistic because of the limi-
tations of local space and communication resource. As a
result, how to design secure cloud storage system with a
reliable audit mechanism becomes extremely important,
and hence has attracted a lot of attention of the researchers.

Early systems to consider the integrity of remote data
were suggested by Deswarte et al. in [7], Gazzoni Filho and
Barreto in [8], and Schwarz and Miller [9]. Later resear-
ches focused on the design of security model, including
authenticators [10], provable data possession (PDP) [11]
and proofs of retrievability (PoR) [12].

Many recent works mainly focused on the problem that
the auditing process is private or public. Private auditing, in
which the operation of verification is secretly performed
between the user and CSP, is the initial model for remote
checking of data integrity [12]. Homomorphic message
authentication code (MAC) is a popular cryptographic
technique to construct private auditing protocols (see
[13-15]). Due to high efficiency and low cost, this model is
preferred by researchers. Note that, in homomorphic MAC
scheme, the signing and verifying keys are same and hence
it is unsuited to outsource the auditing process to third
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party auditor (TPA) unless the user would like to share its
secret key with TPA.

Compared to the original data owner, TPA may have
more professional knowledge about auditing and more
powerful ability of computing. Hence, outsourcing the
process of auditing to TPA will greatly reduce the heavy
and unnecessary burdens of users. This is also a popular
choice of public auditing protocol and believed to be the
right direction of future development. In current public
auditing protocols, a basic component is the primitive of
homomorphic signature (see [16-19]), which is a public
key model of homomorphic MAC and includes a signing
key sk and a verifying key vk. The user authenticates its
original data file with this sk and transmits vk to TPA. Then
using vk, TPA will audit the integrity of this user’s data.
Meanwhile, the known of vk by TPA does not break the
privacy of user’s signing key sk.

Unfortunately, public auditing protocols have lower
computational efficiencies and larger redundancies than
homomorphic-MAC-based private protocols. For example,
Zhang et al. in [15] compared the performances of those
two kinds of models. For a 124M data file, the time con-
sumptions of outsourcing, proving and verifying for a
public auditing protocol are 2162, 461 and 632 times of the
corresponding processes in their private key auditing.

Hence, how to perfectly combine high efficiency of
private auditing protocol with the properties of protecting
signer’s secret key and being suitable for employing TPA
of public auditing protocol becomes an interesting direc-
tion of research.

Our Contribution. In this paper, we try to answer the
above question. In particular, we propose a new auditing
protocol, which has the following features:

e It is almost the same as the homomorphic-MAC-based
auditing protocol in terms of efficiency.

e [t is suitable for employing TPA to audit data’s integrity
but does not compromise the privacy of user’s signing
key.

e It is based on a new technique that falls into neither
homomorphic MAC nor homomorphic signature.

In fact, our protocol is mainly based on basic knowledge of
linear algebra. More specifically, assume that F is the
original data file and can be divided into n blocks, in which
each block is an m-dimension vector in Z,. That is, F has
the form of

F={vi,vy,---,V,} € [F;”X”.
In our auditing protocol, a user first generates the signing
key sk, which consists of two secret vector X; and

X, € [FZ”", and then linearly derives the corresponding
verifying key vk from a linear combination of Xj,X,.
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Using this sk, the user can compute the tags t; for each
vector v;, which, in fact, is the “inner product” between v;
and X, X;. When secretly receiving vk from the user, TPA
can perform the task of auditing by checking a “linear
relationship” of vk and the responses from CSP. The
specific but secret relationship between vk and sk ensures
the correctness of this protocol.

For TPA, it is infeasible to compute sk from the derived
verification key vk since it can not collect enough linear
equations and solve X, X, from them.

The high efficiency of our protocol lies in that all the
processes, including authenticating, generating proof as
well as verification, are only the linear operations of
vectors.

Related Works. One of the earliest related works about
cloud auditing is called “Proof of Retrievability (PoR)”,
which is proposed by Juels et al. in 2007 [12]. In this
system, they used the technique of error-correcting coding
to ensure the retrievability of user’s data. In fact, this PoR
is a typical private auditing solution and does not support
employing TPA. At the same time, Atenises et al. origi-
nally proposed a public auditing system named provable
data possession (PDP) [11], which generates authentication
tags based on RSA and audits data’s integrity by randomly
sampling [20]. In [21], Zhang et al. presented a general
framework to design secure PDP schemes using homo-
morphic encryption schemes [22].

In addition, other factors, including dynamic auditing,
privacy protection and batch auditing, are also important
considerations in cloud auditing system.

Erway et al. extended Ateniese et al.’s PDP model by
proposing an authenticated skip list, which is based on
rank, to support dynamic auditing [23]. Their main con-
tribution lies in that they demonstrated a general model to
dynamically audit (for TPA): Combining dynamic data
structures with the corresponding algorithm of verification.
Based on this work, Wang et al. [24] suggested TPA to
dynamically audit by using Merkle hash tree, which sat-
isfies not only public auditing but also privacy-protection
and batch verification. Nevertheless, the computational
costs for TPA are very heavy and communication over-
heads for updating and verification are also very large.
Later, Zhu et al. used index-hash-table (IHT) to design a
new public auditing system [25], which maintains data’s
properties in the party of TPA instead of CSP. As a result,
it greatly improves the efficiency for auditing. However,
the operation of updating, including insertion and deletion,
needs to move (in average) half of the elements in IHT
because its structure is sequent. Hence, in [26], Chen and
Liu introduced a public auditing scheme based on dynamic
hash table (DHT) for TPA to change the situation. More-
over, Shen et al. further presented a new structure, which
consists of doubly linked information table and a location
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array [27]. With this new structure, the computational and
communication overheads of their scheme are substantially
reduced.

In [28], Chen et al. discussed the possibility of con-
structing secure cloud auditing protocol from secure net-
work coding scheme (see [29]), although they seem to
belong to completely different research areas. Inspired by
their work as well as [30], we design our TPA-based
auditing protocol, which is not only almost same as the
homomorphic-MAC-based auditing protocol in terms of
efficiency but also perfectly protects user’s signing key.

Organizations. This paper is organized as follows.
First, we introduce the system model, the notion of TPA-
based auditing protocol and its security definition in Sect.
2. Then, in Sect. 3, we propose our protocol and present the
detailed security proof. Discussions on its performance
analysis are presented in Sect. 4. Finally, we conclude the
whole paper in Sect. 5.

2 Preliminaries

Notations. In the whole paper, we denote by A the security
parameter of algorithms. A boldface such as v means a row
vector and v; is its i-th component. v7 is the transposition of
v. For two same-dimension vectors vy, v,, V| - Vo denotes
the dot-product operation of them. PPT is an abbreviation
of probabilistic polynomial time. A function f() is called
negligible if, for any ¢ > 0, there exists a 49 € Z such that
for any 1 > Ao, it holds that f(1) <A™

2.1 System model
2.1.1 Private key auditing protocol

In a private key auditing protocol, a user, such as a
smartphone, tablet computer or laptop, owns a secret key K
and wants to store original data file F' to cloud. First, it
computes the authenticated file F’ from K, F and out-
sources F’ to cloud. Then, when intending to check the
integrity of F, it generates a challenge query ¢ and gives it
to cloud, who will return a proof I" based on this g and F'.
Of course, this process can be run in many times. Finally,
the user can know whether its original data file is integral
or not by running a verification algorithm based on ¢, I" and
K. A simple description can be found in Fig. 1.

2.1.2 Public key auditing protocol
In a public key auditing protocol, a user has a pair of keys

(sk, vk), in which sk is a secret signing key and vk is the
corresponding public verification key. If it wants to employ

Outsource F'

Challenge Query ¢

. —_—>
. . C Proof I’ )
User(s) with K-

F ' < Authenticate (K, F)

Fig. 1 Private key auditing protocol

Users with (sk, vk)

F ' < Authenticate (sk, F) 11{
\ / _;

Outsource F'

Third Party Auditor (TPA)

Fig. 2 TPA-Based Public Key Auditing Protocol

TPA auditing the integrity of its data file, send vk to this
TPA. First, it computes the authenticated F’ from sk and a
data file F and transmits it to a cloud. Then, the TPA sends
a challenge query g and receives a proof I" from the cloud.
Finally, this TPA audits the integrity of F’ by running
verification algorithm based on ¢,I" and vk. A simple
description of TPA-based public key auditing protocol can
be found in Fig. 2.

2.2 TPA-based auditing protocol

Informally, a TPA-based auditing protocol contains five
algorithms: Key-generation algorithm KeyGen, authenti-
cating algorithm Authenticate, auditing algorithm
Audit, proof-generation algorithm ProofGen and verifi-
cation algorithm Verify. We remark that the key-genera-
tion algorithm is run by a KGC or user, the authenticating
algorithm is run by a user who will store his/her data file to
cloud. Then the auditing and verification algorithms are run
by the TPA employed by this user. Finally, the remaining
proof-generation algorithm is run by CSP.

Formally, we describe the five algorithms for a TPA-
based auditing protocol TPA — AP as follows.

@ Springer
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e KeyGen: Take the security parameter A as input.
Output: (sk, vk), where sk and vk will be transmitted
to user and TPA, respectively.

e Authenticate : The inputs are sk and an original data
file F. Assume that F' can be divided into n blocks and
each block is an m-dimension vector in Z,. That is

F=(vi,-,va) €

It outputs the processed file
F/ = {(V17tl)a Tty (thn)}?

where #; is the authentication tag of v; for 1 <i<n.
Then the generated F’ will be given to CSP.

e Audit : For the input £ € [n], it generates the challenge
query g. Then the query g will be given to CSP.

e ProofGen: Take F' and ¢ as inputs, this algorithm
generates a proof I' = (v, ¢). Then the generated I will
be returned to TPA.

e Verify : Based on the inputs vk, g, and I, it outputs 1
(accept) or O (reject). Finally, the auditing result will be
informed to user.

The correctness requires that for any
(sk,vk) < KeyGen(4), all F, F’ «— Authenticate(sk,F),
any g < Audit(vk) and T < ProofGen(F’,q), it holds
that

1 « Verify(vk,q,I).

2.3 Security model

As for the security of TPA — AP in the above section, we
consider it from three aspects: Integrity, restorability (of
the original data file) and the security of user’s signing key
against TPA.

Integrity. First, same as previous work [28, 15], the
CSP is modeled as a potentially malicious adversary. In
practice, the CSP has the outsourced data file F’ and it can
also see many past auditing queries g; from TPA and the
corresponding answers I';. In addition, it is also reasonable
to stipulate that the CSP knows if TPA accepts those proofs
from its manners. In terms of security, we consider the
cheating behavior of CSP. That is, it may not correctly
generate the proof according to the challenge query from
TPA since it may lost the user’s original data. Hence, we
consider the first experiment played by an adversary CSP
(standing for a malicious CSP) and a challenger CH as
follows.

EXngf— ap(4):

e Setup. The challenger first runs
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(sk,vk) < KeyGen(4), and F' < Authenticate(sk,F),

where F = (vi,---,v,) € " is a data file chosen by
CH. Then give F' = {(v1,t1),- -+, (Vu, ;) } to CSP, and
initialize an empty list L, which will be used to store the
following queries.

¢ Queries. This process can be run for polynomial times.
First, the challenger computes

q — Audit(¥),

and return ¢ to CSP. Then CSP generates a proof
I' = (v,r) and gives it to CH. Finally, the challenger
runs

0 «— Verify(vk,q,T),

and gives ¢ to CSP. Add (¢,T") to L.

e Challenge. CSP outputs a pair of
(¢*,T") = (q*, (v*,1*)), which does not appear in L,
and v* is not computed from F’ according to g*.

We call CSP wins the game if
1 — Verify(vk,q",T™).

Define AdvSs, ,.(2) as the advantage of CSP winning the
game. That is,

AdvSs? (7)== Pr[CSP wins].

Restorability. Next, we consider the restorability of
user’s original data if the proofs provided by CSP can pass
the verifications of TPA. In other words, for a secure
auditing protocol, the user or TPA should have the ability
to extract original data from the auditing queries and their
corresponding proofs. Therefore, we define the following
experiment, which is similar to that of [28] except that it is
played by TPA (with a challenger) instead of a user, to

estimate the probability of extracting for original data.

TPA—Extract .
EXprpa-ap (4) :

e Setup. A challenger first runs
(sk,vk) < KeyGen(4), and F' «+ Authenticate(sk,F).

Then give vk to TPA.
¢ Queries. This process can be run for polynomial times.
First, TPA computes

q <+ Audit(¥),
and return q to the challenger, who generates a proof I'

by running ProofGen(F’, q). Then TPA obtains this I"
and computes

0 «— Verify(vk,q,I').

e OQOutput. Finally, TPA outputs F*.
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If F =F*, then TPA is called winning the experiment.
Here, we denote by Advips SX"™<(]) the probability of
TPA winning this experiment.

Signing Key’s Security. Finally, we consider the
security of user’s signing key against TPA. That is, TPA is
now modeled as a honest but curious adversary: Although
honestly executing the audit protocol, he is also curious
about user’s signing key and tries to analyze it according to
his current knowledge. It is rather important to protect
user’s key since anyone does not hope agent (i.e. TPA)
knowing his/her signing key (if possible). Therefore, we
define the following experiment, which is played by an
honest but curious adversary 7P.A and a challenger.

EXP%T—AP(’D :

e Setup and Queries are same as the above experiment

TPA—Extract [ 9
EXprpaap o (4)-

¢ Output. Finally, 7PA outputs sk’.

If sk = sk/, then we call TPA wins the game. Here, we
denote by AdvZZA () the probability of TPA winning
this game.

Summarizing the above discussions, we formally give
the security of TPA-based auditing protocol TPA — AP as
follows.

Definition 1 A (p, m, n) TPA-based auditing protocol
TPA — AP, consisting of KeyGen, Authenticate, Audit,
ProofGen and Verify, is secure if for any PPT CSP,
TPA, and some TPA, the probabilities AdvSs! ,.(4) and
AdvITA (4) are negligible, and Adviba-Extrect() g
overwhelming.'

3 Our proposed auditing protocol and its
security analysis

3.1 The proposed protocol

First, we present our proposed TPA-based auditing proto-
col TPA — AP as follows.

e KeyGen : For the input of 4, it randomly chooses

X1, Xp € P 2= (21,2,) € F, x I,

and computes

Q=zZ X+ 25X, € [F;n+11. (1)

Define sk = X := (i‘ ) and vk = (Q, Z).
2

e Authenticate(sk, F) : For the data file F, parse it into

! Here, a function A(2) of / is called overwhelming if 1 — k(%) is
negligible.

F = {?1,?2,--~,V,1} € [Fzm.

For 1 <i<n, augment v; as
i
F‘?iaov )

V= 0,1,0,---,0 | € Fmn,

n

Then for v;, compute
Iyv1 =YV - X € [Fp, tvio =YV - X, € U:p.

Define t; := (ty,1,1,2) as the tag of v;. Finally, output
the processed data file

F’ = {(F{’/l)tl)? ety (thn)}'

e Audit(¢): Randomly choose 1<ij<i<---<iy<n
and cy,c,- -, cp from the finite field F,, and set the
challenge message as

q = {(i, Cf)}rzl,mj'

e ProofGen(F’,q): Parse F' as {(Vi,t;), -+, (Vs ts)}
and q as {(ir,¢:)},— ..., Then compute

14
?: E CT;"[Z,
=1

and

4
t=> ot =
=1 =1
L !
= <Z cftvir.17 Z CTtViIz) .
=1 =1

Finally, output the proof I' = (V,t).
o Verify(vk,q,I'): Parse vk =(Q,Z), q=
{(ic;e0)}ooy..pp and T'= (v,t). Then augment Vv as

M~

(C‘[tVi_[_l ) cTtViI.Z)

v:=(v,e) e [FI’;”". Here, e is an n-dimensional vector
and computed as follows:

e:=c€ +---+cue,
where ¢;, = (0, - -
if

v-Q=7Z-t. (2)

,0,1,0,---,0) € F). Finally, check

If it is, output 1; else output O.

The correctness of this scheme can be verified as follows.
For clarity, we only present the correctness for single
vector v; instead of the above “combined” v, whose
derivation can be easily known from the linearity of (2). In
particular, for the tag t; = (fy, 1,%,2) of vy, it holds that

@ Springer



1994

Cluster Computing (2021) 24:1989-2000

T T
=V X =Xv, 2 =v - Xo = Xov,.
Hence,

vi-Q=Qv| = (Z/X; + ZXo)v]

3
:Z1X1V{—|—ZQX2V1T=Z~t]. ( )

Remark 1 In practical auditing protocol, the current key
generation may bring heavy work for user or KGC since
the secret vectors X, X, are of the same sizes as each
augmented block v;, which may be several hundreds or
even more. However, we can use cryptographic pseudo-
random function (PRF) to generate the long keys. Con-
cretely, let F : Kr — [F;”" be some public known PRF and
ki, ky are two seeds randomly chosen from /Cr. Then the
(long) keys X, X, can be generated by running

X1 — F(kl), X2 — F(kz)

3.2 Security analysis

Since the security model in Sect. 2.3 consists of three
aspects, we give the security analysis of TPA — AP by using
the following lemmas.

Lemma 1 (Integrity) For a malicious CSP attacking on
the (p, m, n) TPA-based protocol TPA — AP, it holds that

1
Advipy p(2) = > (4)

Proof Consider the security experiment ExpSs (1) on
our proposed scheme TPA — AP as follows.

e Setup. The challenger first generates sk = X and vk =
(Q, Z) according to the algorithm KeyGen. Then choose
a data file F, which is divided into

F= (v, ---,V,) € [FZ“”,
and run

F':={(vi,t1), -+, (Vu,t,)} < Authenticate(sk,F),

where, for 1 <i<n, t; = (ty,1,1,2) is the authentica-
tion tag of v;. Give F’ to CSP, and initialize an empty
list L, which will be used to store the following queries.

e Queries. This process can be run for polynomial times.
First, the challenger randomly chooses
1<ii<ip<---<iy<mn and cj,ca,---,cy from the
finite field [F,, and gives

q = {(is, Cr)}rzl,m,z
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to CSP. Then CSP responses with a proof
=(v,t) e [FZ”Z. After that, the challenger runs

0 «— Verify(vk,q,I),

and gives J to CSP. Add (¢,T) to L.
e Challenge. CSP outputs a pair of

(@7 = ({5 D} emr s (7)),

which does not appear in L, and v* is not computed
from F’ according to g*. Or equivalently, the aug-
mented vector v* = (v*,e*) of v*, where

e = CTC,‘T + -+ cZei;,
does not belong to
Span{vy,---,v,}.

Now, we analyze the advantage of CSP. First, from the
processed

F = {(vlvtl)a A (vnatn)}a
CSP can get the following system:

T
vi- X =viX] =ty,1,

T
vi-Xp = viX; =ty 2,

T
Va 'Xl = V"Xl = tV,,,l)

— T _
V- Xl - V11X2 - tv,l,la

where v; is the augmented vector of v; for 1 <i<n. Let A
be the coefficient matrix of (5). Then its rank r(A) < 2n.

If its output (¢*, I'*) can pass the verification of Verify,
then it holds that

vV -Q=7Z-t".
Combing it with (1), we know that
Zlv* . Xl +ZzV* . X2 =v*. Q = thv*,l —+ Zz[v*g. (6)

Since v* & Span{vy,---,v,}, we can easily know that (6)
is not the linear combination of the equations in (5). That
is, the rank of the new system consisting of (5) and (6)
equals to r(A) + 1 (<2n + 1). However, there are totally
2(n + m) unknowns in X; and X,. Therefore, the event that
the output of CSP satisfies (6) occurs with probability at
most

2n+1 1 1

Iz—:— < - (form>1).

p (n+m) p2m—l p

Moreover, CSP can win the game with probability at least
1/p by randomly outputting (¢*, ['*) since the two sides of
(6) are both elements of [F,.
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As a result, we know that (4) holds. This also ends the
proof of Lemma 1.

Lemma 2 (Restorability) For the proposed protocol
TPA — AP, there exists an honest TPA that can extract
original data file with probability 1. That is,

AdVIEA B () = 1 )

Proof Now, we consider the experiment Exprba— Extract( )

on our proposed scheme TPA — AP. Concretely,

e Setup. A challenger first generates sk = X and vk =
(Q,Z) according to the algorithm KeyGen and gives vk
to TPA. Then randomly choose a data file F, which is
divided into

F= (31, V) € B,

and run

F ={(vi,t;), -+, (Va, t,)} + Authenticate(sk, F),

where, for 1 <i<n, t; = (ty,1,1,2) is the authentica-
tion tag of v;.
e Queries. For the nth query (y <n), TPA chooses

€y = (C,“,C,,,,z, T 7Cr7,n)7

which is linearly independent of the vectors
¢, -+, ¢,—1 chosen in former queries, and submits g =
{Usenj)im} to the challenger. Then the challenger

computes
n n
v .= Zcmj"}" and t) := ZC’?th‘
j=1 j=1

Set T = (v t() and give it to TPA.
e Output. After n times queries to the challenger, TPA
obtains the following system:

Cuvl +ciaVat o CiaVa = ;(1)’

= = s _ =0
€21V T CopVo+ -+ ConVy = v( )7

(8)

Cn-,lvl + cn,ZVZ +--+ Cn.nvn = ;;(n).

Since the chosen vectors ¢j,¢p,---,¢, are linearly
independent, the coefficient matrix of (8) has rank n.
Therefore, the original data vectors vy, v, --,V, can
be restored by solving the linear system (8).

In other words, for this TPA, it can restore the data file
F with probability 1. This ends the proof of Lemma 2.

Lemma 3 (Signing Key’s Security) If n<m, then for an
honest but curious adversary TPA against the above

protocol TPA — AP, the probability of recovering user’s
signing key is at most 1/p™". That is,
1

Advgﬁ“(l) = e

©)

Proof Consider the experiment ExpZZ/* (1) on TPA — AP
as follows.

e Setup. Same as that of Lemma 2.

¢ Queries. This process can be run for polynomial times.
First, 7PA randomly chooses 1<ij<ip<:--<iy<n
and ¢y, ¢y, -+, c¢ from the finite field [, and gives

q = {(is, Cr)}rzl,mﬁ

to the challenger. Then the challenger computes

l 4
V= E cﬁ,ﬂr, and t = E Crtir-
=1 =1

Set I' = (v, t) and return it to TPA.
e Output. Finally, 7PA outputs a guess sk’ of user’s
signing key sk.

Now, we bound the probability of sk = sk’. From the
queries and the corresponding responses, 7P.A can at most
collects

F/ = {(;17“)) Tty (vmtn)}'
In other words, it can at most get the equations:
vi-X; =viX] = 4,1,
vi-Xp =viX] =14y, 2,
(10)
— T _
v, - X| = VnXI =1y, 1,

_ T __
v, - X| = anz =1ly,1,

in which, for 1 <i<n, v; is the augmented vector of V; and
Iy, 1,tv,1 are two components of t;.

In addition, 7PA also has
vk = (Q,Z), which satisfies

Q=27ZX, +2X; € Fy™. (11)

the verification key

Combining (10) with (11), 7PA can at most obtain a
system including 2n + (m+ n) = 3n+ m equations and
2(n + m) variables. Hence, it can correctly find user’s
signing key X = (X, X,) with probability at most

p3n+m 1

p2(n+m) = prn :

This ends the proof of Lemma 3.

Remark 2 Here, we discuss the rationality of the
assumption “n<m” in the conditions of Lemma 3. In
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general, for a data file F with a fix size, such as dozens of
Kilobytes (K) or hundreds of Megabytes (M), the param-
eter n is usually set as its unit-number while m is its con-
crete number in this unit. For example, a file F with size of
20 K can be divided into 20 blocks and each block has size
of 1024 bytes. That is, n = 20 and m = 1024. Hence, the
assumption of “n<m” is habitual but crucial in this
lemma.

Putting all the facts of Lemmas 1, 2 and 3 together, we
have the following:

Theorem 1 If n<m, then our proposed auditing protocol
TPA — AP is secure. Concretely, for any PPT CSP,TPA
and some TPA, their advantages in the corresponding

experiments  Exp$Sl ,o(4),  ExplPA-Exmct(oy apg
Expg},ﬁ 10 (4) satisfy (4), (7) and (9), respectively.

3.3 Domain extension for authentication tags

Note that in the security analysis of the proposed protocol
TPA — AP presented in Sect. 3.2, a malicious CSP can cheat
the user or TPA with probability 1/p, and an honest but
curious 7PA can recover user’s signing key with proba-
bility 1/p™~". However, in practice, the predetermined
parameter p is typically set as 2% = 256. Therefore, this
security level for TPA — AP may not always be sufficient. In
order to enhance its security, we can extend authentication
tag for each vector to multiple ones. Hence, we introduce
the following extended auditing protocol E — TPA — AP.

e E —KeyGen : For the input of 4, it randomly chooses
(X§1)> X<21>),-~, (XY), Xgr)) c H’wn’
2" = 2.2}, 2" = (2]",2))) € F, x F,,
and computes

QW =z"x{V + ZVx{V e P,

Q(r) — Z](r)XY) +Z§’)x(2") c [':;1+n.
Define
1 1 r r
sk == ((x{, x{), o, (x1, x0))
and
vk = ((Q<1>,Z<'>),---,(Q<’>,Z<’>)).

e E — Authenticate(sk, F) : For the data file F, parse it
into

@ Springer

R gl ford mxn
F={vi,Va, -+, V,} € ("

For 1 <i<n, augment v; as
i
Vi,0,--,0,1,0,---,0 | € B,

n

V; =

Then for v;, compute

tif}l =v-x{", til)z - X;1)7

tir)l =vi-X, tgr)z =vi- Xy,

Define

= (6" t7) = (@) )

as the tag of v;. Finally, output the processed data file
Fr={(it), -, (Vas tu) }.

e E— Audit(vk) : Same as Audit(vk).
e E—ProofGen(F’,q) : Same as ProofGen(F’, q) except
that

=> ( (cftsfr)_l : cfrsfr)_z) e (cftg?_l : cft£f3_2)>

Finally, output the proof I' = (V,t).
e E—Verify(vk,q,I'): Same as Verify(vk,q,T)
except that in the final phase, check if

v- QW =7m . ¢1)

v-Q" =70 . ),
If all of them hold, output 1; else output O.

The correctness of this protocol can be easily verified. As
for its security, we have the following:

Theorem 2 [f n<m, then our proposed auditing protocol
E —TPA — AP is secure. Concretely, for any PPT

CSP,TPA and some TPA, their advantages in the corre-
sponding experiments Expg‘f?m_ 1p(4), ExpiPAsExtract( ;)

and ExpIP4, ,o(2) respectively satisfy
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1
AdV(E:‘E?;PAfAP(/l) = 17 )

TPA—Extract _
Advg 1py e (4) = 1,

and

Advg’]—jﬁPA—AP(A) < W

Proof Since the proof of Theorem 1 can be easily exten-
ded to this theorem, we omit it here.
O

4 Performance analysis

In this section, we analyze the computational efficiency
and other properties of our proposed protocols.

4.1 Computational efficiency

In order to estimate the computational efficiency of our
protocol, we do some experiments on a laptop with the
configuration of Intel(R) Core(TM) i7-7500 CPU @
2.70GHz 2.9 GHz and 8 GB RAM. Since all the algorithms
mainly consist of the linear operations of vectors, the
experiments are run in Matlab with version R2014a.

For the parameter p, we choose it as p = 2% = 256 so
that each element in [, can be represented in 1 Byte. For
m, n, we set them as different ones since the choosing of
them depends on the size of the outsourced file F. Here, we
generate five files with sizes of 25K, 230K, 2.2M, 24M,
102M. For the five files, respectively choose the pair of
(m, n) as (1K,25), (1K,230), (1M,2.2), (1M,24) and
(IM, 102). Then the running times for Authenticate,
Audit, ProofGen, and Verify are presented in Table 1.

Comparisons with Private Verification. Since the
protocol proposed by Zhang et al. in [15] is based on
homomorphic MAC scheme and is extremely efficient in
terms of computation, we make a comparison with it.
Moreover, because the algorithms Audit, ProofGen for
both protocols are same, we only need to compare the

18000 T T

—+— Our Proposed Protocol r
16000 |- —<%*— Zhang et al.'s Protocol | /

10000

8000

4000 -

Times for Authentication in Milliseconds

2000

2 3 4 5
Nos. of the Files.

Fig. 3 Authentication Time for Our and Zhang et al.’s Protocols

100 T T

T
=+ Our Proposed Protocol
00+ —%— Zhang et al.'s Protocol @

Times for Verification in Milliseconds

0‘ 1 1 1

1 2 3 4 5
Nos. of the Files

Fig. 4 Verification Time for Our and Zhang et al.’s Protocols

efficiencies of Authenticate and Verify. In addition,
note that they also used PRF and PRG to shorten their key.
In order to present a fair comparison, we get rid of the
actions of PRF and PRG. After running Zhang et al.’s
authentication and verification algorithms with respect to
the above five data files, we can draw two figures: Fig. 3
and Fig. 4.

From the simulation results, we know that the authen-
tication time of our protocol is slightly longer than that of
Zhang et al. The reason lies in for the same vector, it needs

Table 1 Running Time of Our

Proposed Protocol No. m (B) n Authenticate (ms) Audit (ms) ProofGen (ms) Verify (ms)
1 1K 25 26.3 23 14 1.6
2 1K 230 257.7 3.1 7.6 54
3 M 2.2 1204.8 24 30.2 22.7
4 M 24 5513.4 3.6 73.7 64.2
5 M 102 19201.3 5.1 104.5 98.3
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Table 2 Comparisons of Computational Efficiency with Chen et al.’s Public Auditing Protocol

Data File Protocol Authenticate (s) Audit (ms) ProofGen (ms) Verify (ms)
No. 4 Our Protocol 5.51 3.6 73.7 64.2

Chen et al.’s Protocol [28] 2837.6 4.2 27612.4 18203.5
No. 5 Our Protocol 19.2 5.1 104.5 98.3

Chen et al.’s Protocol [28] 12610.5 6.4 96624.4 49213.5

to compute two tags in our algorithm instead of one tag in
Zhang et al.’s algorithm. However, the time of other pro-
cesses is almost same for both protocols. Hence, our pro-
tocol is extremely computational efficient for practical data
storage.

Comparisons with Public Verification. Here, in order
to show the efficiency advantage of our proposed protocol,
we also compare it with the public auditing protocol pro-
posed by Chen et al. in [28]. Concretely, we download the
source code and conduct an experiment on the same laptop
for our data files with No. 4 and 5 in TABLE 1. Then the
concrete running time of these two protocols is presented in
TABLE 2. Obviously, our proposed protocol has a con-
siderable advantage in computation efficiency.

4.2 Storage and communication overheads

Here, we only consider the overhead of generated tags for
one data file (or its divided vectors) and the sizes of keys
transmitted between user and TPA.

In particular, for each (divided) vector v, in our protocol,
it needs to generate a two-dimensional authentication tag

t= (tv,lvtv,Z) S [F§7

whose size is obviously two times of that appeared in
Zhang et al.’s protocol. Then for a data file F consisting of
n vectors, the overhead of authentication tags totally equals
to 2n[log, p] bits. If p = 2%, then it is 2n bytes. Of course,
the corresponding value of overhead for Zhang et al.’s
protocol is just n[log, p] bits (or n bytes when p = 2%). As
for the tag overhead of Chen et al.’s public auditing pro-
tocol, we know that for each block v € Z)', the generated

Table 3 Comparisons on Storage and Communication Overheads

tag is t = (s,x) € Z, x Zy. Hence, for the whole data file
with n blocks, the tag overhead equals to n X (|Z,| 4+ |Zx|).

Assume that the algorithm KeyGen is run by user and vk
is securely transmitted to TPA from this user. Then the
communication overhead naturally equals to the length of
vk. For vk = (Q,Z) € F;™" x F7, it consists of m +n +2
elements in F, and hence has length of (m + n + 2)[log, p|
bits. Similarly, we can calculate the corresponding com-
munication overhead of public key (i.e. Ivkl) is (m+
2n)[log, p] for Zhang et al.’s protocol. In addition, from
[28], we know the verification key vk’ consists of (m + n)
group elements, which are coprime with N, and e, N. Thus,
the communication cost of the verification key for Chen
et al.’s equals to (m +n+ 1) - |Zy| + |Z,|. Obviously, our
proposed protocol is superior to the other ones in terms of
communication costs of verification key.

Meanwhile, the sizes of the signing key sk for all the
three protocols can also be computed as 2(m + n), m + 2n,
and 2 - |Zy|, respectively.

In order to give a response to verifier’s challenge mes-
sage, the CSP in our protocol will compute and return the
proof T' = (v,t) € [F;"+"+2. Therefore, the communication
cost of I" equals to (m+n+2)-|F,|. Similarly, we can
know the lengths of returned proofs in [15] and [28] are
(m4+n+1)-|F,| and (m+ 1) - |Z,| + |Zy|, respectively.

However, we emphasize that the main superiority of our
proposed protocol lies in that the asymmetry of signing and
verification keys, as well as the high computational effi-
ciency. Compared to the homomorphic-MAC-based
auditing protocol, our protocol is more suitable to be out-
sourced to TPA although it slightly sacrifices computa-
tional efficiency, storage and communication overheads.

Protocols Tag Overhead skl vkl Proof Overhead Suitable for TPA
Our Proposed Protocol 2n - |Fy| 2(m+n)-|F,|  (m4+n+2)-|F (m+n+2)-|F| Yes
Zhang et al.’s Protocol [15]  n-|F,| (m+2n)-|F,|  (m+2n)-|F, (m+n+1)-|F,| No
Chen et al.’s Protocol [28] n-(|Z.| +12Zyl)  2-|Zn| (m+n+1)-|Zy|+12.] (m+1)-1Z.|+ |Zy]  Yes
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Finally, our proposed protocol is obviously more compu-
tational efficient than Chen et al.’s public auditing protocol.
All the above facts can be summarized as the TABLE 3.

5 Conclusions

In this paper, we propose an efficient TPA-based auditing
protocol. Considering that the current homomorphic-sig-
nature-based public auditing protocol are very inefficient in
terms of computational and communication overhead, we
adopt a technique of similar homomorphic MAC to greatly
reduce them. From the experimental analysis, we can easily
know that our protocol is almost as efficient as the
homomorphic-MAC-based one proposed by Zhang et al. in
[15].
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