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Abstract

Internet of Things (IoT) is one of the most powerful platforms that incorporates several other technological components within
itself. The IoT ecosystem comprises devices, communications, protocols, analytics, cloud, automation, etc. Its magnitude
keeps on increasing with the addition of tools and services. While IoT has many advantages like connectivity, efficiency, and
convenience, it is a known fact that privacy and security issues are prevalent in the [oT network. To minimize the security and
privacy issues, we propose a blockchain-based solution. In this paper, we design policies based on smart contacts, which is a
self-enforcing agreement embedded in computer code managed by a blockchain. We propose three different policies:
Hardware and Device Security Policies, Access and Authentication policies, and Application security for the IoT network.
Since blockchain-based solutions ensure trust and stability, this may be one of the most robust techniques to alleviate the IoT
network’s security and privacy issues. Also, we calculate the throughput and latency of the IoT enabled blockchain network

and compare the power consumption of the IoT device at the time of data request with other proposed systems.

Keywords Internet of Things (IoT) - Security - Privacy - Blockchain technology - Smart contracts - IoT policies

1 Introduction

Internet of Things (IoT) may be defined as a network of
connected objects that are capable of collecting and
exchanging data. Since devices are embedded and con-
nected to the Internet, IoT finds its use in many applica-
tions like smart cities, industrial automation, wearables,
healthcare and wellness-based systems, smart home
applications, etc. [1-3]. New IoT devices with
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undiscovered vulnerabilities and unauthorized devices may
contribute to different security issues [4]. Some common
security issues are related to device update management,
system hardening, botnet attacks, device hijacking, integ-
rity risks, and rogue devices [5-8]. Due to the increasing
number of devices added to the IoT network daily, privacy
is a significant concern. This is because devices that form a
part of wearables, smart homes, or smart appliances are
excellent surveillance equipment. This makes them
potential targets for information collection as well as
intrusive digital advertising. Moreover, lack of compliance
and IoT security standards may be responsible for creating
devices without sufficient security features. Therefore, two
critical areas of concern in an IoT network are privacy and
compliance (policies). An Internet of Things policy (IoT
policy) is a document that acts as a comprehensive guide to
assist an organization in promoting IoT development. It
may also be used for dealing with the complex issues
related to that development. Privacy is an important issue
that must be accompanied by some policies for securing the
IoT network. In this paper, we design policies to reduce
security and privacy issues. To solve the privacy and
security issue for IoT, several works have been proposed in
the past. Paul et al. [9] introduced an assessment frame-
work for IoT services, while Bouachir et al. [10] presented
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an [oT framework for securing Smart Cyber Infrastructures
like smart homes or smart buildings, and Chatfield and
Reddick [11] introduced a cybersecurity framework for IoT
enabled smart government. Liu et al. [12] suggested a
security framework for home appliances in smart homes to
prevent information leakage and home appliance hacking.
Along with frameworks, different protocols were also
recommended. Attkan and Ahlawat [13]proposed an
authentication protocol clubbed with a session key gener-
ation scheme for wireless sensor networks in IoT plat-
forms, and Aloqaily et al. [14] suggested an energy trade
framework using smart contracts owing to concerns over
privacy, security vulnerabilities, hacking attacks, and
information loss [15]. Another way to minimize security
issues is to introduce new authentication schemes [16—18]
and cryptographic measures [19, 20]. While minimizing
privacy and security issues is undoubtedly a goal in IoT
networks, there is also a need to ensure trust, account-
ability, and stability. The public key infrastructure and
distributed ledger in blockchain technology make it one of
the principal candidates for securing the IoT [21]. Several
research works have aimed at securing IoT using Block-
chain Technology [22-25]. While Blockchain technology
is preferred for data integrity [26, 65-67], some of its
limitations are that it may not apply to a vast distributed
computing system, and may be time-consuming. Hence, to
alleviate the security and privacy concerns in an IoT net-
work and ensure accuracy, transparency, speed, security,
efficiency, and trust, we rely on Smart Contracts. Smart
contracts may be defined as lines of code that are stored on
a blockchain [27]. These are automatically executed in a
situation where some predetermined terms and conditions
are met [28]. The code controls the execution, and trans-
actions are trackable and irreversible. We use smart con-
tracts to devise security and privacy policies for the IoT
network such that violation of policies may have an impact
on the smart contract. The novelty of this paper is as
follows:

1. While privacy and policies (compliance) are essential
aspects of IoT networks, and past works highlight
these, there is limited work that focuses on both the
components together. In this paper, we fuse both the
concepts and design policies for IoT security and
privacy.

2. Blockchain-based research work done in the past
tackles privacy issues, but the blockchain-based plat-
form for designing policies is the IoT network is yet to
be explored extensively, and in this paper, we propose
the same.

3. Smart Contracts have been considered for IoT related
research mainly in terms of access control and

@ Springer

management but have not mentioned IoT privacy in
detail, which is highlighted in this article.

4. Finally, using throughput and latency, we evaluate the

blockchain network.

The rest of the paper is organized as follows. Section 2
details the background. In this section, we discuss related
works, technologies used and IoT policies. Section 3
describes the methodology of the proposed system. Sec-
tion 4 presents the Results and Discussion for the work
carried out along with a comparative study. Finally, in
Sect. 5, we present the conclusion.

2 Background

In this section, we present three subsections. In the first
subsection, we present the background of the study and
followed by a discussion on the related works of block-
chain technology. In the third subsection, we present the
proposed IoT policies.

2.1 Related studies

Barrera et al. [29] discussed the design of a standardized
network security policy enforcement architecture for IoT
devices. Network behavior for any consumer IoT devices
must be predictable. Hence the proposed method is an
automated approach to propose network security policies
for devices. The presented architecture, which is scalable
and effective, does not require vendor cooperation or
changes to devices or cloud infrastructure. Although the
scheme looks promising, there may be specific issues
related to device connectivity, identification, and com-
plexity of IoT devices. WAN connectivity may not allow
consumers to control the communication channel. Halepoto
et al. [30] presented research on retransmission policies for
Efficient Communication in IoT Applications. Many IoT
applications are time-critical and need to maintain quality
of service, reliability, and availability. While TCP creates a
single connection between two devices, it may decrease
availability if there is a connection error. The article
evaluated the Stream Control Transmission Protocol on a
multipath connection environment where connection fail-
ures are common. Although the proposed technique
increases throughput, SCTP has several limitations. A
maximum of eight source IP addresses and eight destina-
tion IP addresses may be allowed in SCTP communication.
It only supports static IP NAT, and the interface packets
coming in must belong to the same zone. Thus, the pro-
posed approach has scalability issues. Atlam et al. [31]
proposed an eXtensible Access Control Mark-up Language
(XACML) approach for designing Access Control Policies
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for the Internet of Things. The XACML is efficient and
compatible with different platforms. It provides a dis-
tributed and flexible approach to work in the IoT envi-
ronment. The limitation of this scheme is that XACML has
a verbose control access scheme, which can deter policy
writers from taking advantage of its features [32]. Mishra
et al. [33] surveyed the analysis of IoT congestion control
policies. The article highlighted transport layer protocols
TCP and UDP, application protocols XMPP (Extensible
Messaging and Presence Protocol), MQTT (MQ Telemetry
Transport), and RESTful HTTP the analysis. The paper
discussed various congestion control algorithms, their
advantages and disadvantages. While the article presents an
extensive survey, it restricts the research domain to con-
gestion control problems in the IoT network. Besides, the
report discusses policies but fails to recommend suit-
able policies or a policy framework.

Le et al. [34] presented a policy-based identification
technique for IoT devices’ vendor and type by performing
DNS traffic analysis by using algorithms like Term Fre-
quency - Inverse Document Frequency (TF-IDF) to the
domain resolution process. Evaluation of the proposed
approach on traffic data depicts that the technique can
identify 84% of the instances. The accuracy was found to
be 91% for the IoT devices’ vendor. While the approach is
interesting, the results are not enough to convince how a
large volume of data will be handled efficiently. Pal et al.
[35] suggested a policy-based access control mechanism
for IoT in healthcare. An access control architecture has
been proposed to authorize users to services while pro-
tecting valuable unauthorized access resources. The
approach is supported by XACML, which has several
limitations. Further, the proposed research is restricted to a
particular domain that considers access control in the IoT
network. Nobakht et al. [36] devised a policy framework
IoT-NetSec for Network Security using OpenFlow. Since
network traffic rate and volume are dynamic, there may be
differences in IoT systems and computer networks’ char-
acteristics. The [oT-Net suggests a policy-based and fine-
grained traffic monitoring framework for IoT devices. The
article is confined to network security in IoT, and the
prototype implementation has been evaluated using only
three network service attacks. Al-Shaboti et al. [37] pro-
posed an Automatic Device Selection and Access Policy
Generation that relies on user preference. Identifying
suitable devices that satisfy user preferences and defining
the workflow’s security policies are significant [oT issues.
The paper uses heuristic search algorithms to find preferred
devices for the workflow. Genetic Algorithm has been the
best approach for the research; however, Genetic Algo-
rithms may not guarantee an optimal solution. Ding et al.
[38] proposed a novel Attribute-Based Access Control
Scheme Using Blockchain for IoT. Traditional access

control methods provide complicated access management
and lack credibility due to centralization. Blockchain
technology has been used to record the distribution of
attributes to avoid single point failure and data tampering.
The scheme can resist multiple attacks and can be imple-
mented in IoT networks. While blockchain technology
promote data integrity, transaction processing may be very
slow. Lim et al. [39] suggested a Federated Reinforcement
Learning for Training Control Policies. The method was
suggested for Multiple IoT Devices environment and
focussed on optimally controlling IoT devices supporting
the expansion of the Internet. In this paper, multiple rein-
forcement learning agents have been used to learn the
optimal control policy of IoT devices. These devices are of
the same type yet incorporate different dynamics. Since
applying independent reinforcement learning to each IoT
device individually would be costly and time-consuming, a
new federated reinforcement learning architecture has been
proposed, such that each agent working on its independent
IoT device shares their learning experience, leading to
faster learning speed. The only limitation of the proposed
work is that federated learning requires frequent commu-
nication between nodes during the learning process and
relies on significant computing power and memory and
high bandwidth connections to exchange parameters of the
machine learning model. Chen et al. [40] introduced an
incentive aware prevention system for fake news based on
blockchain technology. The study underpins the concept of
Proof-of-Authority. A weighted ranking algorithm serves
as the incentive mechanism and guarantees scalability.
However, fake news can also be determined and prevented
using a privacy aspect, which the study does not discuss. Al
Ridhawi et al. [41] suggested a solution based on block-
chain for decentralized service composition solutions
concerning complex multimedia service delivery to cloud
subscribers. The study does not rely on intermediary ser-
vice to authenticate and deliver services and uses rein-
forcement learning to create secure and reliable paths.
Reinforcement learning in excess may lead to the dimin-
ishing of results. Further, it requires heavy computation.
Khalid et al. [42] introduced a blockchain-based authenti-
cation system for the IoT environment, along with an
access control mechanism. The study has been performed
for fog computing and public blockchain. The evaluation
has been performed using apt parameters; however, the
amount of energy consumed is quite large. Kumar et al.
[43] presented an extensive survey on blockchain-based
databases for IoT platforms along with its challenges. The
study discusses the technology behind bitcoin or the Bit-
coin Backbone Protocol and the consistency models. The
study reports that the database does not satisfy the models;
hence a solution is proposed. The limitation of the study is
the narrow scope involving the cryptocurrency aspect of
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blockchain technology. Pavithran et al. [44] recommended
a blockchain framework for the IoT environment, and
identified key components and challenges concerning the
same. The study also determines security issues related to
blockchain frameworks for IoT. After simulating two
blockchain implementations, it was found that the device to
device architecture performs better, although the proposed
work fails to provide confidentiality. Miloslavskaya et al.
[45] proposed a blockchain-based system called the IoT-
BlockSIEM for Security Information and Event Manage-
ment (SIEM). The proposed framework is capable of
performing numerous security controls and event detection.
It is also responsible for collecting raw data for processing.
The limitation of this research is that it considered only one
aspect, i.e., Incident Management. Table 1 depicts the
summary of the related works along with the advantages
and disadvantages.

Based on the literature survey of the past research works
followed by a critical analysis of the mentioned works, it is
evident that IoT policy, in general, is yet to be explored. In
the past, many research works considered specific domains
of IoT policy, like access control or congestion control.
The security and privacy issues have been prevalent in IoT
for a while. The methods suggested evading privacy and
security problems bt mean of proposed frameworks and
architectures, machine learning techniques, blockchain
technology, and protocols. However, few research works
tackle the issue of security and privacy in IoT by designing
policies and framwork [43-45]. Moreover, designing
policies for IoT privacy and preservation using Smart
Contracts is yet another innovative approach. Finally, the
scope of designing policies is limited in most of the
research works since they deal with specific policies.

2.2 Technologies used

In this section, we explain the working of overall block-
chain technology. We list out the components that we have
relied on for designing IoT privacy policies.

2.2.1 Blockchain technology

Blockchain may be defined as growing lists of records or
blocks. These records are linked through cryptography
such that every record or block incorporates a crypto-
graphic hash of the previous block, a timestamp, and
transaction data as a distributed ledger can record trans-
actions between two parties efficiently in a verifiable and
permanent way. Once a block has been added to the end of
the blockchain, it is challenging to go back and alter the
block’s contents. This is because every block contains its
hash, along with the hash of the previous block. Hash codes
are created mathematically, such that digital information is
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converted into a string of numbers and letters. Modifying
the information in any way results in a change for the hash
code. Therefore, for changing a single block, an adversary
must change every single block after it on the blockchain.
This would lead to serious computation power as it
involves recalculating all the hashes. Therefore, adding a
block to the blockchain makes it extremely difficult to edit
and almost impossible to delete. For addressing the issue of
trust, there are tests known as consensus models, which are
performed by blockchain networks for computers that want
to join and add blocks to the chain. Consensus models
require users to prove themselves before engaging in a
blockchain network. Bitcoin employs a proof of work
system which encourages computers proving that they have
done work. This is usually achieved by solving a complex
computational math problem. A computer solving one of
these problems becomes eligible for adding a block to the
blockchain. Blockchain technology finds its applications in
banking sectors, cryptocurrencies, healthcare, smart con-
tracts, supply chain uses, etc. [68, 69]. Typical advantages
of blockchain technology include improved accuracy, cost
reduction, and transparency. Blockchain is hard to tamper
with, and the transactions are secure, private, and efficient.

2.2.2 Merkle root

A hash tree, or the Merkle tree, is responsible for efficiently
and securely encoding the blockchain data. It leads to quick
verification of blockchain data. This is because large
amounts of data can be moved quickly from one computer
node to another on the peer-to-peer blockchain network.
Every transaction that takes place on the blockchain network
has a hash associated with it. However, these hashes are not
stored in sequential order on the block. They are preferably
stored in the form of a tree-like structure. Each hash is linked
to its parent in the tree-like structure, which makes it iden-
tical to a parent-child tree-like relation. A particular block
may store numerous transactions, and all these transaction
hashes in the block are also hashed. The result of all these
hashes is a Merkle root. A Merkle root may be defined as the
resulting hash of all the hashes of all the transactions. These
transactions are part of a block in a blockchain network, and
the Merkle tree is a sophisticated approach to verify the data.
The single root hash at the top of the Merkle tree is connected
to two hashes at level one. Each of these hashes at level one is
further connected to two more hashes at level three, and a
chain builds on. The structure formed relies on the number of
transaction hashes. Lowest Level nodes are hashed first, such
that all four hashes are included in the hash of nodes. The
hash of these nodes is linked at level one. After that, hashing
continues at level one such that hashes keep on reaching
higher levels, until the top root hash, which is the Merkle
root. Because of the tree-like linkage of hashes that began at
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Table 1 Summary of the Related Works

Authors and
year

Research and methodology

Advantages

Disadvantages

Barrera et al.
(2018) [29]

Network security policy architecture for IoT

Halepoto et al.
(2018) [30]

Atlam et al.
(2018) [31]

Mishra et al.
(2018) [33]

Le et al. (2019)
[34]

Pal et al. (2019)
[35]

Retransmission policies for efficient communication
(IoT)

eXtensible access control markup language for
access control policies
Study on IoT congestion control policies

Policy-based identification technique

A policy-based access control mechanism

Nobakht et al.
(2019) [36]

Policy framework IoT-NetSec for network security

Al-Shaboti et al.
(2019) [37]

Automatic device selection and access policy
generation

Ding et al. Attribute-based access control scheme
(2019) [38]

Lim et al. Federated reinforcement learning for training control
(2020) [39] policies

Chen et al. Incentive aware prevention system for fake news
(2020) [40]

Al Ridhavi Blockchain-based solution for decentralized service

et al. (2020)
[41]

Khalid et al.
(2020) [42]

Tseng et al.
(2020) [43]

composition for complex multimedia service
delivery to cloud subscribers

Blockchain-based authentication system

An extensive survey on blockchain-based databases

Pavithran et al.  Blockchain framework for the IoT environment

(2020) [44]

Miloslavskaya
and Tolstoy
(2020) [45]

Proposed IoTBlockSIEM

Effective, scalable, does
not require vendor
cooperation

Increased throughput

Efficient, compatible,
flexible

Extensive survey
Accuracy up to 91

Protecting valuable
resources from
unauthorized access

the fine-grained traffic
monitoring framework

Identifying
suitable devices

Can resist multiple
attacks

Faster learning speed

Scalability

No intermediary service
required for
authentication

Evaluation depicts
efficiency

The proposed solution
for the database to
satisfy models

Device to device
architecture performs
better

The system performs
security information
and event
management

Device connectivity, identification, WAN
connectivity issues

Limited destination IP address, only
supports static [P NAT, scalability issues

Verbose control access schema
No policy framework discussed

The proposed technique may not handle a
large volume of data

The very narrow scope of research

Confined to network security, prototype
implementation has been evaluated using
only three network service attacks

Genetic algorithms may not guarantee an
optimal solution
Slow transaction processing

Requires significant computing power and
memory, and high bandwidth
connections

Does not discuss privacy

High computation cost

High energy consumption

Very narrow scope of research

Architecture fails to provide confidentiality

The narrow scope of research only focuses
on Incident Management

the lowest level, the Merkle root at the top contains all the
information about every transaction hash in the block. The
single-point hash value is primarily useful for validating that
block as it speeds up the verification process. Because this
single hash value incorporates information about the entire
tree, there is a need only to verify the transaction hash and its
sibling-node. Once these are confirmed, it is possible to
proceed upward to reach the top. The Merkle tree and Merkle
root mechanism can reduce the levels of hashing to be per-
formed since they promote faster verification and transac-
tions. Figure 1 depicts the branching in a Merkle tree.

2.2.3 Smart contract

Smart contracts are a form of agreement between two parties.
It exists in the form of computer code and runs on the
blockchain. They are immune to modifications and are stored
on a public database. The idea behind the functioning of
Smart contracts is that they are automatically executed as
soon as the conditions related to the agreement are met. This
eradicates the need for a third party. Because of blockchain
technology, smart contracts can be decentralized so that they
are fair and trustless. Blockchain is a shared database that is
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Fig. 1 Merkle Tree
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run by many computers. These computers belong to different
people; therefore, neither a single person nor a single com-
pany can control the blockchain. Consequently, it is nearly
impossible to hack it. To hack a blockchain or a smart con-
tract, the adversary must hack or gain control over more than
half of the nodes. This makes it safe for smart contracts to
operate since no one can change it. Smart Contracts are also
capable of removing administrative overhead and are among
the most attractive features associated with blockchain
technology. Smart Contracts and Blockchain technology go
hand in hand because blockchain can act as a database and
confirm the transactions that took place, and smart contracts
can execute predetermined conditions. Smart contracts act
like computers running on simple if-then rules or conditional
programming. Figure 2 depicts the basic working of a Smart
Contract.

2.3 Internet of Things (loT) policies

The future of IoT depends on digital policies. The different
kinds of devices added to the IoT network may be in
consumer products like wearables, smart TVs, smart light
bulbs, etc. They can also be industrial or commercial
devices like electric meters, manufacturing equipment,
logistics systems, etc. Since everything will be connected,
it is necessary to build the IoT on a foundation of strong
digital policies. Consumer products may deal with Secu-
rity, Software Updates, Feature Override, User Controls,
Support Considerations, and Device Malfunctions. Simi-
larly, Digital Policies Considerations for Industrial/Com-
mercial Devices may be in the form of Uptime Rates,
Maintenance, Scheduling Data Regulations and Restric-
tions, and Tamper-Proofing. To ensure that all these
aspects are taken into account, it is necessary to treat IoT
devices as digital properties by developing comprehensive
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IoT policies and ensuring that all IoT devices adhere to the
IoT policies. A digital policy program simply adds another
layer. If there are no digital policies, an organization is at
higher risk. Figure 3 is an overall depiction of the same.

3 Proposed methodology

The proposed system architecture is classified into three
layers: (1) IoT nodes, (2) Blockchain network 3) Appli-
cation layer (Fig. 4)

IoT nodes Sensor nodes in the IoT network are the intel-
ligent systems that are used to process and gather sensor
information, and exchange data between the neighboring
nodes or servers on the network. The controller’s selection is
an essential part of any IoT ecosystem node because of its
data processing and data connectivity. A limited number of
processors support Linux operating systems (LOS), and
raspberry pi is one of these processors. Raspberry pi [47] is a
low cost, credit card-sized computer that runs LOS and
provides many GPIO pins that allow us to interact with the
electronics interfacing and Internet of Things (IoT). Table 2
represents the raspberry pi models’ technical specifications.
Blockchain Network (especially Ethereum (explained in
next part)) provides two different ways to connect with the
decentralized application, and IoT devices are:

Geth Install Ethereum platform in every node and then
mined to each other for developing blockchain network.

web3 This library helps to set up bridging between the
devices and the blockchain network.

Installing the geth and step up Ethereum in every node
and mine it with each other is quite complicated. However,
web3 is much simpler than geth. It only needs to install the
web3 library in the IoT nodes. The web3 library requires
operating systems such as windows, mac, or Linux for the
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installation. Raspberry pi supports LOS that helps to install
the web3 library and is also suitable for the proposed
approach. DHT11 sensor is a low-cost temperature and
humidity sensor integrated with the IoT node to commu-
nicate data between the blockchain networks. This sensor is
fused with the dedicated negative temperature coefficient
to measure temperature and send the temperature and

humidity values to the raspberry pi via serial communica-
tion. A reliable temperature coefficient implies that the
amount of resistance decreases with the increase in the
value. The measuring ranges for temperature and humidity
are 0 °C to 50 °C and 20% to 90%.

Blockchain network Usually, IoT devices are connected
through the central server, especially in cloud architectures.
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Fig. 4 Architecture of the proposed system

Table 2 Raspberry Pi technical

specification S.no. Raspberry Pi model Releasing year ARM core and inbuilt RAM
1. Raspberry Pi 4 2019 64 Bit; 2, 4 or 8 GB
2 Raspberry Pi 3A+ 2019 64 Bit; 512 MB
3 Raspberry Pi 3B+ 2018 64 Bit; 1 GB
4 Raspberry Pi Zero 2017 512 MB
5 Raspberry Pi 2 Model B 2016 32 Bit; 1 GB
6 Raspberry Pi 1 Model A+ 2014 32 Bit; 512 MB
7 Raspberry Pi 1 Model B+ 2014 32 Bit; 512 MB

Cloud server helps to process, send, and receive data via [oT
devices, although cloud servers are vulnerable to numerous
security attacks. Every portion of the IoT cloud architecture
acts as a single point of failure [46]. To overcome these
issues, Blockchain technology is one of the solutions for the
ToT network. Blockchain technology is also beneficial since
it leads to (1) reduction in cost due to non-interference of the
third party, (2) single-point failure due to the decentralized
ledger, (3) higher resistance to security attacks, (4) increased
trust in IoT networks due to Cryptographic protocol. As of
now, Blockchain technology has two major platforms, i.e.,
Bitcoin [48] and Ethereum [49]. In Bitcoin, there is limited
efficiency due to cryptocurrencies. Still, Ethereum overcame
the cryptocurrency limits and extended blockchain tech-
nology usage to real-world applications using smart con-
tracts. In our proposed work, the Ethereum platform is
deployed. Smart contracts work as a gateway between the
blockchain network and IoT devices. Three different con-
tracts, such as registered devices, data access, and checking
the application vulnerability, are deployed in the blockchain
network. Further explanations are discussed in later sections.

Application end layer A Decentralized application or
Dapp or application layer is a service that allows
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straightforward interaction between the end-users and
providers (e.g., peer to peer interaction between the owner
and buyers) [50]. Dapps provide the interface for the end-
user through the usage of JavaScript API. This API is used
to create a pipeline between the blockchain network and
web application. Dapp browsers can inject the Ethereum
web3 API into JavaScript enabled web applications that
help generate connectivity or work as a gateway between
the Dapp application and blockchain network. Table 3
represents the list of Dapp browsers with platforms.

Cross-site scripting (XSS) allows hackers to inject
malicious code into the web application for the motive of
stealing user applications (especially login details). This is
the most common web attack. Some of the application
frameworks already provide some solutions, such as sani-
tization. Sanitization is the inspection of the untrusted
value and converted into a particular value that can be
safely inserted into the Document object model. In most
cases, sanitization does not modify the value. Our proposed
work also created a smart contract to avoid or block this
attack and provide a secure IoT solution for the end-user.

In this section, we present the different policies for the
IoT system, which are as follows:
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Table 3 List of dapp browsers

Dapp Browser Platform Supported

Mist Windows, Mac, and Linux

Parity Windows, Mac, and Linux

MetaMask Browser supported: Window, Linux and Mac
Toshi iOS and Android

Cipher iOS and Android

Trust Browser iOS and Android

3.1 Hardware and device security policy

In the proposed study, Merkle trees are considered for the
device registration. The main advantage of the merkle tree’s
is to register the device without revealing its private param-
eters such as metadata (M), public key (Pp) or private key
(P,). Metadata contains device information such as device
name, manufacturer, MAC address. In [51], researchers have
generated ethereum wallet or elliptic curve key pairs at the
initial step and considered Ganache to establish dummy
public blockchain network that follows in the proposed study.
Ganache provides ten ethereum accounts with 100 ether in
each account for testing and development of the network.
Metamask used an ethereum wallet. To create the metadata
hash, three parameters are provided to the network: (1)
Device Name, (2) Manufacturer name, (3) MAC address.
H(D,) and H(M,)are the Device name and Manufacturer
name, and H (MAC ;) is the MAC address of the [oT device
and is presented in the form of hash values. Hash values of
H(D,) and H(M, ) are combined to form a combined hash
H(D,) + M,), and the Hash of the H(MAC,4;) remain the
same. Merkle tree usually mines even number of transaction
but in our case there are odd number of transaction. Ethereum
uses modified merkle patricia tries for transaction mine so it
duplicated H (MAC,4,) to complete the even transactions. The
final stage also called Merkle root, combines the value of every
hash value in the system. Hash value of the system or Merkle
root is HH(D,) + HM,) + H (MAC,4,)) (Fig. 5). After
completing the Merkle root, firmware hash is generated, and

Fig. 5 Merkle root for device registration

devices are successfully registered in the blockchain network.
Based on P;, and P, key pair, M; hash and firmware(firm) hash,
a unique device ID(D;y) is allotted to the IoT device. This Dy
will not match with another IoT device. Elliptic Curve Digital
Signature Algorithm (ECDSA) used to generate the P, and P,
key pair through the Elliptic curve cryptography (ECC). The
generated key pair helps to authenticate and validate the
message. The following steps are discussed about IoT policy
for registered device are showed in Algorithm 1:

Algorithm 1: IoT Policy for the Hardware

Result: Device Registration Status
Parameters: D;q, firm Hash, M AC 44, ;
while begin do

Verification step by step;

if DP.,, and ABI == Fualse then

‘ Error;
else
if P, and P, == Fualse then
‘ Error;
else
Device Allow to Verify the
parameters;
if MAC,4q == True then
‘ Error;
else
Move to another parameter;
if firm Hash == True then
‘ Error;
else
Move to another parameter;
if D;q == True then
‘ Error;
else
‘ Drag§
end
end
end
end
end
end

The IoT policies for the device registration are discussed
below:

Step 1 In the initial step, Deployed contract address
DP,,, and ABI are being verified. If these parameters are
not matched, the system will not allow or refuse the IoT
device to enter the network.

Step 2 P, and P, key are required to verify that it was
generated or not. Suppose the key pair is not generated.
The smart contract will emit an error.

Step 3 Every 10T device MAC,4, is different. If there is a
matching at the time of device registration, the smart
contract will emit an error. .

Step 4 After the successful completion of the Merkle
root, firm hash is generated and should always be different.
If there is possible matching due to some system fault,
smart contract will emit an error.
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Step 5 The last step is to verify the D;; with existing
D;;s’s. If there are some chances of matching, the smart
contract emits the error.

3.2 Access and authentication policy

For data access and device authentication, IoT devices
should be connected to the same blockchain network and
verify initial parameters such as DP.,,, ABI, and P, key.
This verification is required in the IoT device authentication
and UI (User Interface authentication). The message is
hashed via SHA-2 algorithm and generates a digital signa-
ture through ECDSA algorithm with P,. The message is
encrypted with a digital signature and D;, in the last stage. At
the receiver end, the elliptic curve (EC) helps recover the Py,
and matched D;; to allow the IoT device’s data access.
Algorithm 2 shows the complete process of access and
authentication of the IoT devices in the blockchain network.

Algorithm 2: Access and Authenticate Policy

Result: Data Authentication or Not
Parameters: D;q, Py, P, , DP,,,, ABI ;
while begin do
Data Access Authentication for IoT Device;
if DP,,, and ABI == Fualse then

‘ Error;
else

Device Allow to Verify the parameters;
if P,== Fulse then
‘ Error;
else
Move to another parameter;
if D;q == False then
‘ Error;
else
Move to another parameter;
check Front end application;
if DP.,,, ABI, P, == Fulse
then
‘ Error;
else
Ackyes == True;
Data Granted to access;

end
end

end

end

Policy Change or Policy Updation;

if DP,,,, ABI, P, == Fualse then
‘ Error;

else
‘ Policies allow to change;

end

end

The IoT policy for access and authentication are dis-
cussed below:

Step 1 The initial step for allowing access to data in the
blockchain network is to check the DP,,,, ABI, P,. If these
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parameters are correct, blockchain allows verifying other
parameters. Otherwise, the connection will be refused.

Step 2 Pj, will match for one more time after the initial
process is completed. If Key is not matched, then it denies
the connection.

Step 3 The Smart contract checks D;,. If it is registered in
the system, the network allows access; otherwise, it refuses.

Step 4 If there is successful acknowledgment from the
blockchain network with “yes,” it means devices and Front
end application can access IoT data.

Step 5 To change or update the IoT policy, DP,,,, ABI,
Py, Dj; should be matched to the existing contract.

3.3 Application security policy

Front end applications are highly vulnerable that allow
hackers to add some malicious code to steal user information.
In the proposed work, we have deployed a smart contract to
check or monitor any vulnerability in the front end applica-
tion. Some applications already provide security layers such
as angular-CLI. The proposed policy gives an extra layer of
security to develop a more secure system. Algorithm 3 rep-
resents the security policies for the front end layer. Steps of
the deployed security deployed approach as follows:

Algorithm 3: Policy for Application Security

Result: Prevent to Inject any malicious code
and by-pass security
Parameters: D;q, Py, P. , DP,,,, ABI ;
while begin do
Verification step by step;
if DP.,, and ABI == False then
‘ Error;
else
UI Allow to Verify the parameters;
Checking the conditions for XSS via
sanitizing;
if Bindcgss == False then
‘ Vulnerability Error;
else
Move to another parameter;
if Url’s EXE.,q. == Fualse then
‘ Vulnerability Error;
else
Move to another parameter;
if Int.s, == False then
‘ Vulnerability Error;

else
‘ Authenticate;
end
end
end
end

end

The security policy for the front end layer are discussed
below:
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Fig. 6 Workflow of the proposed work

Step 1 In the Front end application, the first thing needed
to verify the DP.,,, ABIL If it is matched, Ul(user
interface) allows validating other parameters; else, an
error is generated.

Step 2 Contract is checking the conditions for XSS
(Cross-site scripting) via sanitizing.

Step 3 Contracts check the CSS (Cascading Style Sheets)
property binding to the front end application, then
moving to another step; otherwise, the vulnerability error
is generated.

Step 4Check URLs added to the code are executed as
code; otherwise, raise a vulnerability error.

Step 5 Check content security policy is integrated into
the front end application; otherwise, raise the vulnera-
bility error.

Figure 6 represents the workflow of IoT policies. It
represents the fusion of the hardware policy, data access
policies, and application security policy.

The proposed workflow of the system is categorized into
four blocks and three layers. The block section consists of
IoT devices, smart contracts, blockchain, and front end
applications. The layers consist of registry policy, access
policy, and front end application policy. Ul sends a request
to the blockchain network with DP,,,, ABI, and P, key. If

these parameters match, UI can access the blockchain
network to register the IoT device. IoT devices send
request DP,,,, ABI to enter into the blockchain network
and start matching its parameters(D;;, firm Hash,
MAC44,Pp and P, key pair) for the unique D;y. In the data
access and authentication policy, IoT devices send the
request to a smart contract, which includes DP,,,, ABI, D,
and P, key. If the conditions are true, a blockchain network
will allow the data access; otherwise, it will refuse the
connection. The last layer is the front end application
policy, one of the most critical layers in any application
because front end applications are always highly vulnera-
ble and mostly attached by hackers. The front end appli-
cation sends a request to the smart contract about DP,,,,
ABI, and P, key. Smart contracts allow the request if the
parameters are matched. Smart contracts also send an
acknowledgment (Ack) to the front end application. Smart
contracts will check parameters of the front end application
parameters such as URL’s binding, content security policy.
If these parameters match, smart contracts will allow the
front end application to access the blockchain network and
generate errors with the tag “High Vulnerability: Con-
nection not Safe.”
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4 Results and discussion

The following subsections incorporate the results and
evaluation methodologies for the proposed work.

4.1 Evaluation testbed

Four end nodes, such as three raspberry pi nodes and one
computer node, are used to evaluate the proposed
approach. The computer node worked as an RPC server
and raspberry pi nodes as a client node. Moreover, three
different kinds of raspberry pi are used, such as raspberry
pi zero, raspberry pi model 3B, and raspberry pi model
3B+. Table 4 represents the internal configuration of the
raspberry pi models.

Smart contracts are the way to deploy our proposed
approach in the blockchain network, and ethereum is
considered a blockchain platform. Solidity [52] is a high-
level language that successfully codes the smart contract
into the blockchain network. Angular-CLI employed an
interaction bridge between the end nodes and smart con-
tracts. Moreover, Ganache is also a part of the proposed
work that provides blockchain development tools for test-
ing and development purposes. The proposed approach
using the Ganache is similar to the public blockchain net-
work. Different kinds of IoT policies are deployed in our
proposed policy framework, such as device registration
policy, access and authentication of data policy, and
application layer policy. The proposed system experimen-
tation is performed as follow:

1. To evaluate the metadata of the registered device.
To evaluate the power consumption of the IoT device
at the time of initial request generating.

3. To evaluate the bandwidth consumption during the
uploading and downloading of IoT data.

4. To calculate the latency and throughput of the
blockchain network.

5. To evaluate the front end vulnerability and generate an
alert at the time of vulnerability detected.

Table 4 Internal configuration of different raspberry pi models

4.1.1 Evaluation of registered device

Metadata of IoT devices are used to evaluate the registered
IoT device on the blockchain network. Metadata consists of
the device name, mac address, and manufacturer name.
Public or Private keys are generated at the time of regis-
tering devices to encrypt and decrypt IoT device requests
and messages. However, networks directly reject the
device if the P, does not match. In the proposed system,
Merkle tree is employed to register the IoT device without
revealing its metadata information. The main components
of the Merkle tree are calculateMerkleroot(), vali-
dateMerkleroot(), fetchinglatestblock(), and hashPair().
Figure 8 represents the Merkle tree for the IoT devices.
Merkle root is the combination of hashes of all block
transactions in the blockchain network.
7075152d03a5c¢d92104887b476862778ec0c87be5c2fal

c0a90f87c49fadbeff is a Merkle root that consist of another
hashes (Fig. 7 Also, MerkleTree generates proof as well as
verifies the proof. Figure 8 shows the testing and verifying
Merkle leaves for the IoT network.

Smart contracts consist of the events used to create a
device via metadata hash and device id. Moreover, it can
also update the device property. Figure 9 shows the final
JSON file after the registration of the IoT device on the
blockchain network. Some components are included in the
JSON file, such as an identifier, metadata hash, metadata,
address, Py, P,, curve, and device id. Identifier and address
are the account address of the IoT device on the ethereum
network. Metadata Hash is a Merkle root created from the
metadata, and metadata consists of information of device
name, device manufacturer name, and mac address of the
device. Public and Private keys are the key generated at the
time of nodes registered in the ethereum. If any of the
information(except the device name and manufacturer
name) is similar to the old registered device, a new id will
not be allocated. It only allots if all the above information
is unique.

4.1.2 Access and authentication

To evaluate the IoT network’s access and authentication,
the first step required is to assess the cyber-attacks and

Models RAM Booting time class 10 SD card Raspberian Buster (s) Core (bit) Clock frequency (GHz)
Raspberry Pi Zero 512 MB 50-80 32 1.0
Raspberry Pi Model 3B 1 GB 40-50 64 1.2
Raspberry Pi Model 3B+ 1 GB 30-40 64 1.4
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security requirements. Identification, single authentication
or mutual authentication and spoof of attack, Sybil attack,
and denial of service attacks are the security requirement
and cyber-attacks. Authentication and mutual authentica-
tion [52, 52-54] play a significant role in the system
security requirement. Smart contracts evaluate the device’s
pre-existence in the authentication system through meta-
data, address, and private key. If there is no pre-existence
and device registered to the blockchain network, it will
allow the system’s IoT device transaction. For the mutual
authentication system, every node or device participating
in the blockchain network should have an authentication
pass that elaborates trust between each node. However,
fake authentication is quite tricky because the authentica-
tion pass is based on the private key, and every device or
node has its private key. Moreover, these private keys are
unique for every device or node. A spoofing attack is a
situation when a computer application or hacker success-
fully identifies device information to gain unauthorized
benefits. Hackers in the spoofing attacks need some infor-
mation such as device id, metadata, and private key.
However, hackers can get the device id and metadata from
any source, but a private key is impossible to extract. Same
in the case of the Sybil attack, hackers generate fake
information in the system. The registered device will have
a unique ID and P,. The chances to replicate a P, are less
than equal to zero because it is constructed from the P, key.
DDoS attacks hacked connected devices such as web
cameras, routers, access points, and autonomous systems
due to the connectivity’s centralization. Blockchain tech-
nology provides peer to peer connectivity without includ-
ing any third party, i.e., cloud computing. All transactions
ensured through the blockchain technology are in the form
of cryptographic hashes that provide proof of work (PoW).

4.2 Evaluation

The primary focus of this study is to register an IoT device
and provide a secure mechanism for transmitting the data
between the blockchain networks. Throughput and latency
are the two main parameters that help to evaluate the
blockchain network. Transaction throughput is defined as
the rate of the valid transactions committed by the block-
chain network. The rate of a transaction is referred to as
transaction per second(TPS) (see in Eq. 1)

L 7075152d03a5¢d9210488Tb476862778ecc8 ToeSc2falc0a90f8Tc49fadbef £
eballfeel4eled5cd8714£22180£25ad8365p53£9779£79dcda3d7e93963£94a
t: ca978112calbbdcafac231b39a23dcdda786eff8147cde7209807785afeed8bb

3e23e8160039594a33894£6564e1b1348bbd7a0088d42c4ach73eeaed59c009d
2e7d2c03a9507ae265ec5b5356885a53393a2029d241394997265ala25aefce
L 2e7d2c03a9507ae265ecf5h5356885253393a2029d241394997265a1a25aefc6

Fig. 7 MerkleTree for the IoT device

AP version 13
j# sha256 with keccak leaves
ok 1 should be equal
[# check keccak duplicate leaves
ok 2 should be equal
j# xx--cy--xx - csha256c
ok 3 should be equal
[# sha256 with sort pairs option
ok 4 should be equal
[# keccak with sort leaves and sort pairs option
ok 5 should be equal
[# keccak with sort option
ok 6 should be equal

check duplicate sha256
-k 7 should be equal
j# sha256 with hash leaves option
ok 8 should be equal
[# sha256 with hash leaves option and duplicate odd option
ok 9 should be equal
j# crypto-js - sha256 with keccak leaves
-k 10 should be equal

keccak leaves and duplicate odd option

¥ cryp - SHA256 with SHA256 leaves and duplicate odd option
.k 12 should be equal

- SHA256 with SHA3 leaves

"address":
"publicKey

Fig. 9 JSON file after registering the IoT device

Valid_T) ti
Throughput — alid_Transaction (1)
s

Latency in the blockchain network term is the time
between the first confirmed transaction and the registering
transaction in the blockchain network. In every transaction,
latency is the difference between the transaction comple-
tion time (v2) and transaction deployed time (v1) (see in
Eq. 2)

Latency = v2 — vl (2)

The scalability of the blockchain network is directly
dependent on the throughput and latency. Any kind of
change in the parameters such as network size or hardware
configuration will impact them through the blockchain
network’s latency. In the proposed work, we have con-
nected three raspberry nodes clients such as raspberry pi
model 3B, raspberry pi model 3B+, and raspberry pi zero
and one laptop as a blockchain network RPC (Remote
Procedure Call) server [55]. In [42, 56], the authors pro-
posed an access and authentication system that runs on the
QT Framework and tested every node including the
ganache server node. Still, in our proposed work, one
computer works as a RPC server, and other clients are
connected through the Web3 library. Table 5 represents the
system configuration comparison of proposed systems with
other related systems.
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Table 5 Comparison of proposed systems configuration with other systems

Systems Main node

Connected nodes

Pathway

Proposed work ASUS Laptop
Dell Vostro Laptop

HP Laptop

Lightweight authentication system [42]
Bubble of Trust [56]

3 Raspberry Pi of different models
Raspberry Pi and HP ProBook
Raspberry Pi and HP Laptop

WEB3.JS RPC Server
QT Framework C++
QT Framework C++

Average Latency

800

D
=3
<

Seconds

FY
(=3
o

200 1

4000 6000 8000 10000

No of Transactions

2000

Seconds

Throughput Transaction

1000

800

600

400

200

4000 6000 8000 10000

No of Transactions

2000

Fig. 10 Calculated throughput and latency of the proposed blockchain network system

Ganache has been used as a main node in our system to
mine the transaction received from the client nodes. The
client nodes are independent from the geth synchronization
and only need enough computation power to process send
and receive access requests. Till now, proposed solutions
results [55, 56] regarding the access and authentication
system were limited to time consumption and CPU usage.
We have calculated the throughput and latency of the IoT-
Blockchain network and performed five experiments to
calculate the network’s throughput and latency. The num-
ber of the transactions per second and network latency is
calculated at 500, 1000, 2000, 5000, and 10,000.
Throughput transactions of the IoT data on the blockchain
network at 500, 1000, 2000, 5000 and 10,000 transactions
are 1.92, 2.24, 3.04, 5.07 and 8.77 respectively (Fig. 10).
The network’s latency at 500, 1000, 2000, 5000 and 10,000
transactions are 4.54, 3.90, 4.08, 7.25, and 10.582,
respectively (Fig. 10). Figure 11 represents the confirma-
tion of blocks mined with time at the IoT-Blockchain
network.
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4.2.1 Energy efficiency of loT devices

Power consumption, aka energy efficiency of the raspberry
pi (IoT device), is considered at the time of initial request
generated from the IoT node. The proposed system [42, 56]
devices consumes more power as compared to our pro-
posed method. In [56], source code and smart contracts are
available on the GitHub repository, but wasn’t [42] avail-
able. So we designed a smart contract according to their
proposed algorithms and tested on our proposed setup. In
addition, their smart contracts are valid to send the string
message but our proposed study include the real-time
sensor DHT11. We modified their smart contract to send
the sensor data. Table 6 shows a comparison of the pro-
posed systems’ power consumption with other systems
[42, 56].To measure the power consumption of IoT device,
we used external power meter. The calculation of the
power consumption for IoT device is the difference
between the power consumed by the device in data trans-
mitted state and power consumed by the device in the ideal
state. As per Fig. 12, the raspberry pi 3B+ IoT node
consumed less power than other nodes (raspberry pi 3B and
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Fig. 11 Successful mined of

blocks with timestamp BEOCK

1389

BLOCK
1388

BLOCK
1387

BLOCK
1386

BLOCK
1385

BLOCK
1384

BLOCK
1383

MINED ON
2020-07-10

MINED ON
2020-07-10

MINED ON
2020-07-10

MINED ON
2020-07-10

MINED ON
2020-07-10

MINED ON
2020-07-10

MINED ON
2020-07-10

13:

13:

13:

135

13:

13:

13:

57

57:

57:

57:

57:

57:

57:

138

33

25

20

15

10

05

GAS USED
27936

GAS USED
27936

GAS USED
27936

GAS USED
27936

GAS USED
27936

GAS USED
27936

GAS USED
27936

Table 6 Comparison of power consumption of IoT device in proposed system with other systems

Systems Nodes Power consumption
Proposed system Raspberry Pi as IoT nodes Raspberry Pi 3B + (Primary node): 22.54 mW Raspberry Pi 3B (secondary node):
and Laptop as RPC 30 mW Raspberry Pi Zero (tertiary node): 45.54 mW
Lightweight Laptop and Raspberry Pi as  Raspberry Pi as IoT node: 56.24 mW
authentication system IoT nodes
[42]
Bubble of trust [56] Laptop and Raspberry Pi as  Raspberry Pi as IoT node: 65.54 mW
10T nodes
45
40
35
30
25 Lightweight Authentication _
20
15
10
: ]

Proposed System

B Primary Node(mW)  m Secondary Node(mW) Tertiary Node(mW)

A Power consumption of proposed system IoT nodes

Proposed Solution

o

10 20 30 40 50 60 70

b Comparison of IoT node power consumption with the existing solutions

Fig. 12 Comparison of power consumption: a proposed system IoT nodes and b with existing solutions

raspberry pi zero). Our proposed IoT devices’ power con-
sumption consumes less power or more energy efficiency

than the existing solution.

4.2.2 Bandwidth consumption

We evaluate and measure the proposed system’s bandwidth
usage via upload and download data to and from the
blockchain server. We considered four different file sizes,
such as 200 kb, 600 kb, 1000 kb, and 2000 kb, with an
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Table 7 Comparison of bandwidth consumption

Data size Transactions Proposed system (bandwidth Lightweight authentication system Bubble of trust (bandwidth
(kb) consumption) (kb/s) (bandwidth consumption) (kb/s) consumption) (kb/s)
200 40 Upload: 0.021 Download: 0.025  Upload: 0.033 Download: 0.038 Upload: 0.034 Download: 0.041
600 40 Upload: 0.022 Download: 0.029  Upload: 0.036 Download: 0.042 Upload: 0.040 Download: 0.043
1000 40 Upload: 0.025 Download: 0.034  Upload: 0.041 Download: 0.069 Upload: 0.051 Download: 0.078
2000 40 Upload: 0.029 Download: 0.072  Upload: 0.052 Download: 0.097 Upload: 0.058 Download: 0.126

0.07 0.14

0.06 0.12

0.05 0.1

0.04 0.08

0.03 0.06

0.02 0.04

TR T

; -
8000kb 24000kb 40000kb 80000kb 8000kb 24000kb 40000kb 80000kb

M Proposed System (Bandwidth consumption) kb/sec
m Light Weight Authentication system (Bandwidth consumption) kb/sec

Bubble of Trust (Bandwidth consumption) kb/sec

a Bandwidth consumption at the time of data upload

M Proposed System (Bandwidth consumption) kb/sec
W Light Weight Authentication system (Bandwidth consumption) kb/sec

Bubble of Trust (Bandwidth consumption) kb/sec

b Bandwidth consumption at the time of data download

Fig. 13 Comparison of bandwidth consumption with existing solutions: a data upload b data download

@ »ERROR Error: unsafe value used in a resource URL context (see http://g.co/ng/security#xss)

at eesanitizeResourceUrl (core.js:7525)

at elementPropertyInternal (core.js:12594)

at Module.eeproperty (core.js:21207)

at AppComponent Template (app.component.html:9)
at executeTemplate (core.js:12098)

at refreshView (core.js:11945)

at refreshComponent (core. js:13410)

at refreshChildComponents (core.js:11666)

at refreshView (core.js:11997)

at renderComponentOrTemplate (core.js:12071)

Fig. 14 Alert generated at the time of front end policy violated

average of 40 transactions and a comparison with the
existing works.

The bandwidth capacity is measured through the
speedtest- cli [63], and packet size measure through the
iPerf [64]. As per Table 7, the upload data consumes less
bandwidth as compared to the download data. The pro-
posed system consumes less bandwidth (80 Mb i.e. 2000
data size x 40 transactions) is 0.029 kb/s and 0.072 kb/s at
the time of upload and download bandwidth consumption
respectively as compared to other systems lightweight
authentication (upload: 0.052 kb/s and download:
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0.097 kb/s) and bubble of trust (upload: 0.058 kb/s and
download: 0.126 kb/s) (see in Fig. 13).

Figure 14 represents that the front end application pol-
icy is violated due to unsafe URL context, and error is
generated at the Google Chrome browser console.

4.3 Comparative analysis of the study

Table 8 presents the comparative analysis of our proposed
work with works done in the past.
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Table 8 Comparative analysis of the existing research works

Author and Year Research Methodology/parameters Results
work
Dorri et al., 2019 Security Lightweight and scalable blockchain (LSB) LSB decreases packet overhead, increases scalability
[57] and
privacy in
IoT
Shabandri and Security Distributed Ledgers with IOTA and The Scalability, fault tolerance, and quantum resistance
Maheshwari, and Tangle
2019 [58] Privacy in
IoT
Watanabe and Security in  Chip level blockchain security solution Scalable, protected data transaction

Fan, 2019 [59] IoT

Spacechain shows better scalability and better network
throughput

Increased throughput and better overhead

BlockloTIntelligence. shows better accuracy and latency

The proposed approach shows satisfactory performance in
terms of latency and throughput, shows better performance

networks
Du et al., 2020 Security in Three-dimensional blockchain architecture
[60] IoT (Spacechain)
Yazdinejad Security in  Software-defined networking controller
et al., 2020 IoT architecture
[61] networks
Singh et al., Effective Blockchain-enabled Intelligent IoT
2020 [62] big data Architecture with Artificial Intelligence
analysis (BlocklIoTIntelligence)
Our proposed IoT security Smart contract based policies
work and
privacy

with respect to bandwidth and power consumption

5 Conclusion

As we know, technology these days is significantly domi-
nated by IoT networks and devices. Owing to the security
and policy issues in the IoT network environment, we
suggested digital policies using Smart Contracts. Three
different policies, i.e., Hardware and Device Security
Policies, Access and Authentication policies, and Appli-
cation security for the IoT network, have been proposed to
increase 10T security. The overall architecture of the pro-
posed system and the corresponding algorithms responsible
for the working of smart contract-based policies are dis-
cussed in detail. Latency, Throughput, Bandwidth Con-
sumption, and Energy efficiency have been taken into
account for evaluating the system. Our results also show
the comparison of devices power usage, which is satis-
factory for the proposed approach. An alert system at the
time of front end policy violation has also been appended
to the designed system. Since security issues in IoT are
many, we would like to develop some other digital policies
related to cloud and device management in the future.
Device management poses severe threats due to various
issues associated with altering the device’s function, con-
trolling the device, and gathering data from the device.
Specific policies targeting mobile systems and embedded
devices may also be designed in the future. As the attack

surface grows for [oT devices, it may also be interesting to
tackle the security and privacy issues specific to industries
like healthcare, finance, government, etc. Another inter-
esting concept that might be worth exploring in the future
could involve taking security and privacy to the next level
involving accountability, transparency, and trustworthi-
ness. Likewise, IoT platforms may be embedded with
Blockchain technology and Artificial Intelligence tech-
niques to build trust in IoT and Al-based platforms.
Investigating the performance of different machine learn-
ing algorithms in such environments would be beneficial in
building trustworthy systems. While we discussed IoT
based policies in this study, security policies are yet to be
explored. Due to the diversity in tools and methodologies
involved in security operations, policies may be specific
across devices and environments. Therefore, it might be
interesting to study the relationship between IoT policies
and security policies in the future.
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