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Abstract The advancement of Internet of Things (IoT) tech-
nology has made medical equipment smaller and smarter,
while computing environment has shifted from server-
client wire/wireless communication networks toward diverse
portable laptops, smartphones, tablet PCs, and PDAs. The
communication between smaller IoT devices has added to
the accuracy and convenience of distance healthcare ser-
vices. However, security issues in communication sessions
resulting from the leakage of personal medical information,
infringements of privacy and improper management of med-
ical information are looming large. Since personal medical
information is transmitted between wire/wireless devices,
the threats to secure distance medical service could be detri-
mental to further advancement of IoT in healthcare. Hence,
this paper proposed a method of addressing the vulnerabil-
ities to a range of attacks in the communication between
medical devices. The proposed IoT-based communication
protocol used random numbers and session keys to transmit
hashed and encrypted data, and underwent a formal verifica-
tion, where the transmitted data remained intact against data
extraction and other attacks.
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1 Introduction

Conventional server-client wire network computing environ-
ment has increasingly been replaced by a wide range of
portable small devices such as laptops, smartphones, tablet
PCs and PDAs. Yet, the very diversity and portability as
well as the ease-of-use of such devices have increased the
risk of information being extracted, copied and leaked. In
comparison to wire communication, wireless communica-
tion is vulnerable to data wiretapping, forgery and alteration,
which justifies the need to take some countermeasures to
prevent data from any leakage [1,2]. Internet of Things (IoT)
devices are mostly portable and small, which adds to the
hardware constraints on security measures [3,4]. Therefore,
relatively complex software-based encryption systems take
up much CPU and memory space, imposing additional bur-
dens on devices. Due to the constraints inherent in most of [oT
devices, they have to adopt simple security modules or less
sophisticated security systems [5,6]. However, expanding
IoT technology and its growing user bases require secu-
rity systems safe against attacks, e.g. hacking, on security
loopholes. In healthcare, IoT technology has made sim-
ple medical services available anytime anywhere for the
benefit of patients whose conditions need be continuously
monitored or those in remote regions where doctors are
less accessible [7-9]. Unfortunately, however, the wireless
sessions in the communication between IoT devices are vul-
nerable to attacks from intruders, who might tamper with
patients’ information, causing serious challenges against
personal healthcare information and medical consultation.
The present paper proposed a security protocol to address
the security vulnerabilities in medical IoT communication.
The proposed software-based communication protocol used
inter-device cross-authentication and encryption to deter
diverse attacks, and was verified with Casper/FDR [10,11]
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widely used for the formal verification of processes. Taken
together, the proposed protocol proved itself to ensure the
security and safety of wireless communication between med-
ical devices.

This paper covers the following chapters. Section 2
describes relevant research on IoT healthcare service and
CASPER/FDR(Compile for the Analysis of Security Proto-
cols/Failure Divergence Refinements). Section 3 proposes a
medical IoT authentication protocol, which is in turn tested
with Casper/FDR verification tool. Section 4 discusses the
safety of the verified proposed protocol. Finally, Sect. 5
presents the conclusion.

2 Literature review
2.1 IoT healthcare

IoT technology for healthcare service has been widely
explored as an alternative to enable patients having dif-
ficulties in activities of daily living to see doctors from
home or work, or in transit. A broad range of sensors and
terminals are used to screen and measure patients’ health
conditions before sending their health records to healthcare
centers or medical equipment systems. Subsequently, the
health records are analyzed by doctors and/or other med-
ical staff to provide feedback for patients. In the process,
patients engage in the distance consultation with doctors
via wire/wireless communication involving biometrics and
video consultation. The accessibility of service based on
the analysis of the patterns manifest in collected patients’
information will significantly contribute to the healthcare
sector in the foreseeable future. Thus, the security of rele-
vant systems should be verified, in that patients’ personal
medical information is crucial for their life and privacy [12-
16].

2.2 Requirements for secure IoT communication in
healthcare

Secure IoT communication in healthcare requires the fol-
lowing, which are comparable to wireless communication
security [12,13,15].

(1) New ownership privacy Once the ownership of a tag
is transferred to a new owner, only the new owner can
identify the tag and access the information in the tag.
The old owner cannot access the tag the moment the tag
ownership is transferred.

(2) Old ownership privacy Once the ownership of a tag is
transferred to a new owner, the new owner cannot trace
the old owner’s history of tag use.
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(3) Restoration of authority In such a case as the exchange of
tagged products, the current owner needs to temporarily
transfer the ownership to the old owner so that the latter
can access the information in the tag.

(4) Safety against denial-of-service attacks The public key
authentication of a tag sends diverse requests to the
authentication protocol on the server, using up the mem-
ory space and system resources, which slows down or
halts the service. Prior to accessing the server, the tag
should always support the resources for the authentica-
tion protocol, while the server should allot its resources
after checking if the tag has been authenticated.

(5) Safety against replay attacks It is necessary to deter
intruders from eavesdropping on the messages exchanged
between readers and tags and from deceiving the readers
or tags using the eavesdropped messages.

(6) Safety against man-in-the-middle attacks It is necessary
to deter intruders from using fake messages or altered
messages between tags and readers to do what they want.

(7) Secrecy The secrecy of data exchanged between commu-
nication devices in wireless IoT communication should
be maintained even on unauthenticated devices.

(8) Anonymity and privacy Any failure to meet the anonymity
in IoT communication will lead to the risk of infringe-
ments of privacy. In case intruders extract personal
health information, serious issues may arise including
the leakage of medical information.

2.3 CASPER/FDR

CASPER/FDR is a compiler developed to represent the
sequence protocol in communication sequential process
(CSP). Casper is a highly complicated specification method
to the protocol designers, who are not adept at the formal
design of CSP-based specification of the process, which is
prone to errors and mistakes in design and analysis. Cssper
is a program developed to facilitate the design of the trans-
mission in security protocols and to simplify the complicated
specification.

As for the method of specification, #Actual variables,
#Intruder Information, #System, #Processes, #Free variables,
#Protocol description and #Specification are specified so
that the program will convert them into a CSP document.
#Free variables is a function that defines the variables and
function types used for running the protocol. #Processes indi-
cates the protocol parameters and defines a certain image
of the function. #Protocol description defines the order of
messages in the protocol. The method of marking is compa-
rable to the stepwise marking of the protocol. #Specification
specifies the requirements of the protocol, where the lines
starting with Agreement are the specification of authenti-
cation, which means A has been exactly authenticated to
B and both agents have agreed on the data values, na and
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nb. #Specification defines the variable types to be used
on the actual system in a similar manner to that used to
define the free variables. Then, three agents and three nonces
are basically specified per system, with the agents’ public
keys and private keys being defined under the Functions.
Upon the completion of specification, the CSP document
converted by Casper is verified with the FDR program in
terms of whether it meets the security and authentication
attributes. Here, FDR checks the safety verification, dead-
lock verification and livelock verification, and displays any

likely attack scenarios in case any security vulnerabilities
are detected, making it easy to analyze and rectify the loop-
holes.

Table 1 Symbols and definition

Symbols Definition
Reader_BOB Reader_Agent
Tag_ALICE Tag_Agent
DBS Database Server
Hx) Hash Function
sek_a, sek_b SessionKey
nxl, nk2 Nonce

3 Proposed safe protocol for IoT healthcare

The proposed protocol is designed for wireless communi-
cation to exchange the information in the communication
sessions between implantable medical devices among other
IoT equipment and other tagged devices using the commu-
nication method of readers. Given the inter-device wireless
communication session is exposed to various threats against
security, the present paper proposed a protocol intended
to provide a safe communication environment against any
intruder’s hacking. Nonce, session keys and hash function
were used to design the proposed security protocol.

Table 1 shows the symbols and their meanings used in the
proposed security protocol for communication between IoT
medical devices.

3.1 Casper specification

Figure 1 partially shows the Casper specification code for
the proposed protocol for the verification of the wireless
communication between implantable medical devices. #Free
variables defines the integral variables and function types.
InverseKeys = (nk2, nk2), (sek_a, sek_a), (sek_b, sek_b),
(nx1, nxl1), (Tag_ALICE, Tag ALICE), (Reader_BOB,

Fig. 1 Casper specification in

#Free variables
the protocol

DBS : Database Server
nx1,nk2 : Nonce

H() : HashFunction

sek a, sek b : SessionKey

(Reader BOB,Reader BOB)

#Processes

#Protocol description

#Actual variables

NX1,NK2 : Nonce

Tag ALICE , Reader Reader BOB : Agent

InverseKeys = (nk2, nk2),(sek_a,sek a),(sek b,sek b),(nx1, nx1),(Tag ALICE,Tag ALICE),

INITIATOR(Tag_ALICE, Reader BOB, DBS, nx1, sek_a)
RESPONDER(Reader BOB, DBS, nk2, sek_b)
SERVER(DBS, Tag_ALICE, Reader BOB, sek a, sek b)

0. ->Reader BOB: Tag ALICE
1. Tag_ ALICE -> Reader_ BOB : H( nx1){ nx1} {sek_a}%encl,H(Reader BOB)
2. Reader BOB -> SBS : {enc1%/{ nx1}{sek a},H(Reader BOB),sek bk} {sek b}H( nxl)
3. SBS -> Reader BOB : {Tag_ALICE, nx1,{
nk2} {sek a}%enc2} {sek b} ,H(SBS,Tag ALICE)(+)H(Reader BOB)
4. Reader BOB -> Tag ALICE : enc2%{nk2} {sek a},h( nx1){ nx1} {nk2}
5. Tag_ALICE -> Reader BOB : H(Tag_ALICE),{ nx1} {sek a}%enc3

TAG_ALICE, READER_BOB, Mallory : Agent
DBS : DATABASE SERVER

SEK A,SEK B : SessionKey
InverseKeys = ( NX1, NX1),(NK2,NK2),(M,M),(SEK_A,SEK_A),(SEK_B ,SEK B),
(TAG_ALICE,TAG_ALICE),(READER_BOB,READER_BOB),(Mallory,Mallory)
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Reader_BOB) means each agent and function return their
inverse keys. #Protocol description defines the sequential
order of computation transmitted in the protocol. The inte-
gers 0, 1 and 2 indicate the steps of the messages transmitted.

3.2 Operation

The proposed protocol for implantable devices operates in
the following order and manner.

© (Step D : Tag_Tag_ALICE — Reader_BOB)

Tag_ALICE receives a Query from Reader_BOB, gen-
erates { nx1}{sek_a}%encl from a hash operation with a
Nonce x, and concatenates it with the hashed value. Then,
Tag_ALICE saves the value in the variable %enc, per-
forms a hash operation for Reader_BOB, and concatenates
each value. Tag_ALICE transmits the computed H(nx1){
nx1}{sek_a}%encl,H(Reader_BOB)to Reader_BOB. Here,
the generated value is the only value computed with the hash
operation that cannot be generated by another Tag_ALICE.
All the data transmitted is not encrypted but mixed to pre-
vent the attribute of each data transmitted from being used for
attacks. The hashed value is computed as follows: i, (nx1) =

nk2 )
hint << 3 x -al) mod p) . The hash data value in the hash
i=0

operation involves hashing the fixed-length data.
For the initial vector hash function, an integer 2w
applied to @ = (ao,...,ar) yields hg(nxl)so"8

nk2

(ao > ajq1x; mod 22“’> —+ 2%, which is in turn applied
i=0

to the string, or the transmitted data value to get A, (nx1) =

nk2
Rint (( > X
i=0

random and A;,,is chosen randomly from a universal family
mapping integer domain [p] — [m].

© (Step @ : Reader_BOB — DBS)

Together with the value of H(nx1){nx1}{sek_a}%encl,H
(Reader_BOB) received from Tag_ALICE, Reader_BOB
uses his(Reader BOB’s) own {nxl}{sek_a} ,H(Reader
_BOB),sek_b.k}{sek_b}H(nx1) value to get the following.
{enc1%{nx1}{sek_a} ,H(Reader_BOB),sek_b,nk2}{sek_b}
H(nx1) uses H(nx1){ nx1}{sek_a}%encl,H(Reader_BOB)
data from Tag_ALICE for operation and concatenation.
Then, Reader_BOB checks the received data and saves it in
the variable enc1%. Once {encl%{nx1}{sek_a},H(Reader
_BOB),sek_b,nk2}{sek_b}H(nx1)datato be normally trans-
mitted is generated, Reader_BOB transmits it to DBS.

© (Step @ : DBS — Reader_BOB)

The Database Server(DBS) checks the value of {encl1%
{nx1}{sek_a},H(Reader_BOB),sek_b,nk2}{sek_b}H(nx1)
received from Reader_BOB, completes its own authenti-
cation for the cross-authentication, and checks the value
of Tag_ ALICE with reference to the value transmitted by

- a' ) mod p), where a € [p] is uniformly
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Reader_BOB. Then, the server generates the session keys
(sek_a and sek_b), and performs the hash operation on it
self(DBS), Tag_ALICE and Reader_BOB. Finally, the server
performs the exclusive OR operation to compute the value of
{Tag_ALICE, nxl,{nk2}{sek_a}%enc2}{sek_b} ,H(DBS,
Tag_ALICE)(+)H(Reader_BOB), and transmits it to Reader
_BOB.

© (Step @ : Reader_BOB — Tag_ALICE)

Reader_BOB checks the value of {Tag_ALICE, nxl,
{nk2}{sek_a}%enc2}{sek_b},H(SBS,Tag_ ALICE)(+)H
(Reader_BOB) received from the Database Server (DBS),
and performs his(Reader_BOB’s) authentication for the
cross-authentication. Then, Reader_BOB checks its value of
enc2% saved, performs an operation to generate enc2% { nk2 }
{sek_a},{nx1}{nk2}, computes the hashed value of &, (nx1)

nk2 .
= h,-n,<< > xi ~a’) mod p) and { nx1}{nk2}, and con-
i=0

catenates each data to generate the value of enc2% {nk2}{sek
_a},h(nx1){nx1}{nk2}. Finally, Reader_BOB transmits the
generated value of enc2%{nk2}{sek_a},h(nx1){nx1}{nk2}
to Tag_ALICE.

© (Step ® : Tag_ALICE —Reader_BOB)

Lastly, Tag_ALICE receives from Reader_BOB the value

nk2 .
of enc2%{nk2}{sek_a},h,(nx1) = hj,; (( > xi -a’) mod
i=0

p>{nx1}{nk2}, and compares it with the value she(Tag

_ALICE) has. Upon confirming the two values, Tag_ ALICE
performs an operation to get h,(Tag_ALICE) = hjy

nk2 .
(( dxi - a’) mod p),{nxl}{sek_a}%enc3, and trans-
i=0

mits it to Reader_BOB, completing her(Tag_ALICE’s)
authentication session. Reader_ BOB transmits the value of

ha(Tag_ALICE) = h,»m(( e X .ai) mod p>,{nx1}

{sek_a}%enc3 received from Tag_ALICE to DBS. Then,
DBS retrieves the value of Tag_ALICE saved earlier and
performs its(DBS’s) authentication. Once the hash code and
Tag_ALICE code are confirmed with a normal authentica-
tion, the process continues.

4 Test results

The proposed protocol for medical information transmission
and communication was verified in terms of safety, livelock
and deadlock with the CASPER/FDR model verification pro-
gram.

In Fig. 2, the CASPER program successfully converts the
proposed protocol into the source codes for verification and
loads the protocol to verify its security with the FDR pro-
gram. ? on the left side indicates the verification has not been
proceeded with.
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Fig. 2 Proposed protocol ready for verification

In Fig. 3, the designed source file is loaded and run, upon
the completion of basic grammar and process checks. The

1)

Fig. 3 Verified medical IoT protocol

Figure 3 shows 4 facets of the verification, which are dis-

cussed below.

+/ SECRET_M::SECRET_SPEC [T= SECRET_M::SYSTEM_S
The security and performance of the proposed protocol for IoT medical communication

were verified. The tick marks before the messages show the protocol proves itself to be
safe against various attacks and secure enough not to be exposed to intruders. Also, the
security of session keys and inter-agent communication against various attacks was
verified. Thus, the proposed protocol proved itself to be safe as shown in the Figure.

2)

+" SECRET_M:SEQ_SECRET_SPEC [T= SECRET_M:SYSTEM_S_SEQ
This verifies whether the proposed IoT protocol seamlessly works in a stepwise manner. As

shown in the Figure, the proposed protocol proves itself to be safe in each step against a

range of errors, attacks and exposures.

" AUTH1_M:Authenticate RESPONDERTOINITIATORAgreement_k [T= AUTH1_M::SYSTEM_1
3, 4) +" AUTH2_M::Authenticate RESPONDERToINITIATORAgreement_x [T= AUTH2_M::SYSTEM_2

3) and 4) verify whether the Responder and Initiator can perform the cross-authentication
without encountering any security challenges via k. The agents perform the safe authentication

with each other in the proposed protocol.

process and security of the proposed IoT protocol was veri-
fied with the program. As shown in the Figure, all attributes
passed the verification. The verification program displays X
if it detects any security vulnerability, runs Debug to iden-
tify the issue, and rectifies the identified loophole prior to
resuming the verification.

5 Conclusion

Medical equipment has substantially developed with the
advancement of IoT technology. IoT medical devices pro-
cess personal health information and get involved in wireless
communication with one another, where protecting personal
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medical information and privacy is an overarching point
because any manipulation or leakage of patients’ sensitive
medical information could result in very serious issues on
the system.

As a means of addressing the security challenges for
privacy protection in IoT, security protocols used for safe
communication sessions have been widely explored. The
present paper proposes a protocol design based on hash
function, nonce and session keys to ensure safe IoT com-
munication between medical devices. The proposed IoT
protocol proved itself to be safe in all aspects, which was
verified with the formal verification tool, FDR program, and
safely ended without falling into memory errors and infi-
nite loops. The proposed protocol should be noted on two
grounds. First, it is possible to address the vulnerabilities
of IoT protocols, which benefits the safety and efficiency
of communication in comparison to complicated operations.
Second, the formal verification tool reduces mistakes and
errors in designing the security protocol and ensures effective
verification. Future research will include different functions
and operations for the safe and efficient authentication of the
sensors used in military, finance and luxury items.
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