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Abstract. An overview of recent publications on the use of mathematical methods and models for

the analysis of the Internet of Things is given. It is shown that IoT modeling uses such sections of

mathematics as game theory, probability theory, theory of random processes, Boolean and matrix

algebra, graph theory, number theory, complex variable theory, measure theory, optimization

theory, simulation modeling, cluster analysis, and numerical and mathematical analysis.
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Recently, the term “Internet of Things (IoT)” has been widely used not only by information technology

professionals but also in everyday life.

The term IoT was first coined by British researcher and entrepreneur Kevin Ashton. In the late 1990s, Ashton

studied radio frequency identification (RFID). This technology implies small sensors attached to objects that contain

important information and allow you to read it remotely using the Internet. Ashton coined the term to illustrate the RFID

capabilities used in enterprise supply systems. One of the tasks was to count the goods and track their movement without

human intervention. Today, the term IoT is most commonly used to describe scenarios in which Internet connections and

computing power extend to many objects, devices, and sensors.

Today, the term IoT refers to a network consisting of interconnected physical objects or devices that have built-in

sensors. It is also associated with software that allows transferring and exchanging data between the physical world and

computer systems, using standard communication protocols. In addition to sensors, the network may have actuators built

into physical objects and interconnected through wired and wireless networks. These interconnected objects have the

ability to read and activate, program and identify, as well as prevent human participation using smart interfaces.

It is impossible to analyze the features of modeling and implementation of IoT technologies, as well as the main

technical characteristics of the devices they use without the use of mathematical methods and programming models.

The scientific achievements of domestic and foreign scientists, theorists and practitioners, who study IoT, use

a certain mathematical apparatus. Only in the last decade have scientists begun to actively analyze the work of the IoT

and apply a wide range of mathematical methods and models. The systematization of the specified methods and models

for the analysis of the mathematical apparatus used to model work of IoT technologies is worth the attention.

The physical security system for the region infrastructure, based on the functioning of IoT technologies, is

considered in [1]. There the set-theoretical model of functions, components and failures of the investigated system is

used, and hierarchical structure of failures of the basic structural elements of physical security system is projected.

Diagram IDEF0 (function modeling methodology and graphical notation) is designed to formalize and describe business

processes and shows a scenario of accidental or intentional power outage in the lighting and video surveillance

subsystems. In this work, models and methods of risk analysis of physical security systems are developed.
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The authors of [2] argue that when ensuring the innovative development of machine-building enterprises in the

Industry 4.0 framework, it is necessary to use mathematical models that will correspond to the technologies of machine

vision, robotic technology, automated and smart production, and control systems within cyber-physical systems at

enterprises. According to the authors of [2], such cyber-physical systems should be connected to the outer world through

sensors and actuators that allow receiving data streams from the physical world, installing and continuously updating the

virtual twin of the physical world and providing interaction in reality according to instructions from the virtual world.

The presented classes of mathematical models for cyber-physical systems are proposed to be used in accordance with

innovations in machine-building enterprises. This will automate manual labor, update already used innovative

technologies, and integrate them in a single information space.

The main problem encountered when developing applications for the Internet of Things is the optimal use of

energy resources, in particular the shelf life of IoT batteries. The method proposed by scientists from Greece [3] was used

to analyze the characteristics of the parameters that affect energy consumption and to verify the energy consumption of

IoT devices. Special requirements are placed on the system energy efficiency (for example, the service life of the

construction management system). This approach allows you to detail the formal idea of how the system behave and its

subsequent verification, which provides feedback for improvement before deployment or direct production.

Narrowband Internet of Things (NB-IoT) is a promising low-power network (LPWN) technology standardized by

3rd Generation Partnership Project (3GPP) “Release-13” as part of the upcoming fifth generation (5G) wireless system.

The main goal of NB-IoT development was to enhance radio coverage by repeating the signal over an additional period.

The paper [4] provides a brief overview of NB-IoT technology, including deployment options, physical channels and

signals, uplink resource grid structure, and resource unit configuration. In this paper, a system model for the NB-IoT

uplink based on the 3GPP Release-13 specification is developed. The effectiveness of the proposed NDMRS auxiliary

channel evaluators in comparison with others was also investigated using extensive computer modeling at the channel

level.

The feasibility of using an IoT-based management platform to provide real-time feedback data was investigated in [5].

The authors suggest this will increase the efficiency of spectrum use and energy consumption by creating a broadcasting

network with adaptive radiated power. This paper presents a network architecture that includes an IoT feedback loop. This

network is designed and optimized to ensure minimum electricity consumption and efficient infrastructure. In addition, a new

indicator of its efficiency has been proposed to assess the improvement in spectrum use.

In the age of technology, when you need a connection between computers, the Internet of Things and various

IoT-based applications, they are more efficient than a wireless touch network. According to the authors of [6], the rapid

development of technology in general and IoT in particular requires the efficient use of energy and communications.

Interaction between different devices at different levels requires grouping and using a cluster approach. The authors

presented the pragmatic IoT architecture and proposed two clustering algorithms: based on heuristic and graphical

approaches that allow bottom-up and top-down clustering depending on the need for IoT. The algorithms are evaluated

using a number of standard parameters and compared with existing algorithms, and the multilevel IoT structure provides

a hierarchical structure for efficient connection.

A thorough analysis of the traffic of “smart” devices used in the development of smart systems was conducted

in [7], which revealed significant differences in the main characteristics of traffic of similar devices from different

manufacturers. This paper notes the lack of generally accepted standards for building smart networks and in some modes

of their operation shows the impossibility of predicting traffic jumps, which significantly complicates the modeling of

smart systems. The authors pointed to the need for in-depth analysis of the data, which will give a fuller picture of how

these devices operate and the feasibility of building a simulation model of the IoT device network with further

complication and increase in the number of nodes.

Modern approaches to the creation of a single information space of industrial complexes to determine the

methodology that will more fully consider the information and communication links of modeling systems are given

in [8]. Based on the SADT methodology (Structured Analysis and Design Techniques), an information IDEF0 model of

smart enterprise development has been developed, which, according to the authors, will provide a complete picture of the

relevant processes. Note that the above approach considers the logical relationship between the works, rather than their

sequence in time.
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A group of researchers in [9], after analyzing the use of IoT, pointed to significant problems associated with

confidentiality. This, according to the authors, leads to a loss of control over the collection and transmission of data.

Confidentiality is a key requirement in any IoT ecosystem, and its violation inhibits the widespread use of the Internet of

Things. First, the authors assess the issue of confidentiality in IoT systems and express concern about the limited

resources, in particular personal data, which are directly transmitted from sensors to the outer world. Second, they

describe the proposed IoT solutions, which cover various problematic aspects of confidentiality, such as identification,

tracking, monitoring and profiling. The authors consider mechanisms and architectures for IoT data protection in case of

device mobility, as well as for platform and application layer infrastructure [9].

Researchers from Greece [10] reviewed the available network communication technologies for IoT, paying

attention to encapsulation and routing protocols. The paper also investigates the relationship between IoT network

protocols and its new applications. A thorough taxonomy of protocols based on network layers is proposed, while

network protocols are suitable and operate for addressing.

A study of software for the development of a smart health care system based on IoT was conducted in [11]. Based

on various technological standards and communication protocols, the requirements for the IoT system are analyzed,

which is the basis for the development of appropriate platforms. The proposed model consists of three levels, and each

performs a specialized task. The authors are confident in the effectiveness of smart health services, especially in

underdeveloped countries and rural areas.

The architecture, which is the basis for the development of light microservices based on socially connected web objects

for the implementation of SIoT (Social Internet of Things) services, was studied in [12]. The proposed paper analyses the

model of social relations, which allows for effective identification of web objects and eases provision of services. The model

of semantic ontology is developed for realization of compatible social interaction between heterogeneous objects.

In 2016, the European Parliament adopted the General Data Protection Regulation (GDPR), which directly

concerns the IoT in terms of security and confidentiality of user data. The study [13] analyzes IoT processing of personal

information and investigates the direct impact of GDPR on IoT. Given the GDPR, the economic impact of the IoT

industry on the value of firms is analyzed using the Gordon–Loeb model. It is also investigated which industries are

vulnerable to these legislative changes.

A new stand-alone security structure, represented by an effective network traffic filtering system for virtualized

and multitasking NB-IoT networks with 5G support, is described in [14]. This paper argues that the proposed security

structure and filtering system can significantly mitigate attacks by dynamically collapsing and loading thousands of

filtering rules into a Firewall that has the appropriate number of NB-IoT devices.

Modern security problems in the IoT network and their classification are considered in [15]. It addresses in more

detail the issues of privacy, light cryptographic structures, secure routing and forwarding, reliability and stability of

management, denial of service, and detection of insider attacks. According to the authors, confidentiality is crucial in IoT

because the characteristics of such a network are significantly different from a typical Internet. In this paper, it is

proposed to use such visualization technology as Software Defined Networking (SDN). The use of SDN involves

centralization of network monitoring, which in turn will ensure the coordinated provision of services.

The study [16] considers the following evaluation models for probabilistic-time characteristics of information

interoperability in the Internet of Things: simulation model of information interoperability in the Internet of Things based

on a multi-agent approach; access models in “fog computing” with the permitted collisions of data sources in the

temporal domain, which implement polling, interruption, multiple access modes, respectively. The proposed models can

be used at the initial stages of IoT design.

With the availability of the Internet through probing and automation, network interactions are becoming more

critical and secure and require improved security tools to design and test system components, platforms, and services.

Many chaotic, heterogeneous data passes through such networks. The study [17] argues that the theory of categories

(the field of abstract mathematics) provides a conceptual basis for information modeling of IoT.

When developing wireless sensors and environments for many application areas (e.g., environmental, medical,

“smart” interconnected vehicles and trucks, and “smart” buildings), the requirements for the transmission of many

different scales of heterogeneous data are considered, for which it is necessary to build effective strategies for

mathematical modeling of the measured data. The study [18] considers these topical problems and describes a number of

design methodologies, which are used for known functions in autonomous IoT (smart mining industry, smart reliable

sounding, closed (network) control, and energy efficiency).

623



624

TABLE 1

Source

Number

Mathematical

Apparatus
The Purpose of Modeling (Main Task) Prospects for Further Research

1 2 3 4

[1]

Boolean algebra,

matrix algebra,

expert evaluation,

probability theory

Develop structural and functional decomposition

of the physical security system, find applied

solutions for the implementation of structural

functions of subsystems in the physical

security system; analyse a set-theoretic model

of components, environment and physical

security system

Given that the model describes a static situation,

it is proposed to consider the attack to study

the dynamic model

[3]

Probability theory,

graph theory

Create a model of energy consumption

in IoT systems and devices that are their

components to improve energy efficiency

(the model is illustrated by the example

of a building management system)

Remote control in the building and its impact

on total energy consumption

[4]

Number theory,

complex variable theory,

probability theory and

mathematical statistics,

matrix algebra

Build NDMRS-enabled channel evaluation

algorithms and test their efficiency in terms of

bit-rate error associated with signal–noise ratio

Analysis of carrier frequency offset and receiver

diversity to improve the performance of NB-IoT

systems

[5]

Measure theory,

optimization theory

Develop a model of energy consumption

of a broadcast network (to take into account

the energy consumption of a radio station, four

main components of energy consumption are

considered: optical receiver, modulator, high

power amplifier, and cooling)

Emulation of a dynamic broadcast network with

an IoT feedback loop with a real scenario

[6]

Graph theory,

set theory,

cluster analysis

Build two clustering algorithms based on the

heuristic method and graph theory (proposed

clustering approaches are evaluated on the IoT

platform using standard parameters and

compared with different approaches)

Extension of the proposed algorithm to the IoT

cloud; increasing the number of model

parameters and determining the characteristics

of heuristic or graph edges for clustering,

depending on the application

[7]

Simulation modeling,

probability theory

Build a plausible simulation model for

predicting traffic spikes

In-depth analysis of the data obtained to build

a simulation model of a network of IoT devices

with further complications and increasing the

number of nodes

[12] Graph theory

To evaluate the performance of the semantic

model of ontology developed by operating

services

Overcoming monolithic approaches, microservices

that can independently create new service

functions

[14] Optimization theory

Minimize the negative consequences of

cyberattacks

Overcoming extremely undesirable

self-organizational opportunities in the network

to provide virtualized, multilateral IoT

5G-based traffic

[16]

Probability theory,

mathematical statistics,

theory of random

processes, simulation

modeling, numerical

analysis

Evaluate the temporal characteristics of

information interoperability in the IoT network.

Find the dependence of time characteristics

on the parameters of the IoT network

Calculation of expressions, algorithms, and

models required at the early stages of designing

the Internet of Things

[18]

Theory of random

processes,

optimization theory

Develop a design methodology used for

functions in autonomous IoT

Creating an energy-efficient, reliable,

and integrated IoT system



According to the authors of [19], there are two main problems associated with scaling and a high level of detail

when modeling the Internet of Things. Technical solutions to avoid these problems are in conflict. This paper presents

an overview of existing modeling methods and, on the basis of the analysis, proposes the use of adaptive, agent, parallel,

and distributed modeling in combination with multilevel and hybrid approaches. IoT modeling allows evaluating

strategies for deployment of smart services in different domains of simulated areas.

IoT devices are limited in resources and cannot use traditional key distribution schemes. As a result, there is

a growing interest in the local generation of secret random keys using the common randomness of the communication

channel. The study [20] presents the SKYGlow secret key generation scheme that is focused on IoT platforms with

limited resources and tested on IEEE 802.15.4 devices.

Numerous methods of IoT data analysis are considered in [21] to solve practical problems and tasks. It is proposed

to take into account three facts when applying analytical algorithms to smart data. First, various applications in IoT and

smart cities have their own features, such as the number of devices and the types of data they generate. Second, the data

obtained will have specific features that should be taken into account. Third, the taxonomy of algorithms is another

important aspect in applying analysis to smart data. Analytical data make it easy to select the appropriate algorithm to

solve a particular problem.

Thorough analysis of massive analytical data on their heterogeneous, non-linear, high-dimensional, distributed,

and parallel processing was performed in [22]. Here are systematic guidelines for developing efficient algorithms for Big

Data analysis in IoT. Algorithms are grouped into four classes: various data processing; non-linear data processing;

multidimensional data processing; distributed and parallel data processing.

The paper [23] presents a broad overview of operations research methods for IoT analysis. The paper analyses 144

publications and systematizes the methods and approaches used in IoT modeling.

Note that [2, 8–11, 13, 15, 17, 19] mostly announce the use of mathematical methods but give no specific

mathematical formulas and calculations.

Table 1 contains systematized information on mathematical theories, methods, and models used in the works

considered, namely, the purpose and main tasks set by the authors of these works, and the prospects for further research.

The term IoT and the English adjective “smart” have been often used in the Ukrainian language recently. The

number of devices that capture relevant information has increased many times, and the amount of data generated by smart

devices has increased by an order of magnitude. It is clear that the use of mathematical methods and models is necessary

for the analysis, efficient operation, and forecasting of the complex Internet of Things system. It requires a sufficient

level of theoretical knowledge in certain disciplines of the mathematical cycle. The article presents an overview of recent

publications on the use of mathematical methods and models for IoT analysis. It is shown that IoT modeling uses such

sections of mathematics as game theory, probability theory, theory of random processes, Boolean and matrix algebra,

graph theory, number theory, complex variable theory, measure theory, optimization theory, simulation modeling, cluster

analysis, numerical analysis, and mathematical analysis. This work will be useful for scientists, practitioners interested in

IoT, and for teachers of higher education institutions, who train IT specialists.
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Table 1 continued

1 2 3 4

[21]

Probability theory,

graph theory,

optimization theory

Develop a message modification algorithm

for reliable storage of information

Establishment of cryptographically secure

connections between IoT devices, which requires

prior consensus with the secret encryption key

[22]

Mathematical analysis,

optimization theory

Build algorithms for Big Data analytics

Development of practical and efficient algorithms

for specific applicable IoT programs, to ensure

a reasonable allocation of resources, automatic

network operation, and smart service delivery

[23]

Game theory,

graph theory

Analyze mathematical methods and models

of IoT

Finding a balance between the problems of

technical and non-technical research
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