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ABSTRACT. Concerns with improper collection and
usage of personal information by businesses or
governments have been seen as critical to the success of
the emerging electronic commerce. In this regard,
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computer professionals have the oversight responsibility
for information privacy because they have the most
extensive knowledge of their organization’s systems and
programs, as well as an intimate understanding of the
data. Thus, the competence of these professionals in
ensuring sound practice of information privacy is of
great importance to both researchers and practitioners.
This research addresses the question of whether male
computer professionals differ from their female coun-
terparts in their self-regulatory efficacy to protect
personal information privacy. A total of 103 male and 65
female subjects surveyed in Taiwan responded to a 10-
item questionnaire that includes three measures: protection
(protecting privacy information), non-distribution (not
distributing privacy information to others), and non-
acquisition (not acquiring privacy information). The
findings show (1) significant gender differences exist in
the subjects’ overall self-regulatory efficacy for infor-
mation privacy, and, in particular, (2) that female sub-
jects in this study exhibited a higher level of self-
regulatory efficacy than males for the protection and
non-acquisition of personal privacy information. The
identification of the factorial structure of the self-regu-
latory efficacy concerning information privacy may
contribute to future research directed to examining the
links between privacy efficacy and psychological vari-
ables, such as ethical attitude, ethical intention, and self-
esteem. Studies can also be extended to investigate how
different cultural practices of morality and computer use
in men and women may shape the different develop-
ment patterns of privacy self-efficacy. Understanding the
different cultural practices may then shed light on the
social sources of privacy competence and the appropriate
remedies that can be provided to improve the situation.

KEY WORDS: gender, information privacy, self-regu-
latory efticacy
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Introduction

In tandem with the dramatic increase in digital data,
privacy concerns related to the disclosure of personal
information have emerged globally (Mason, 1986;
Smith, 1994). Privacy issues are further exacerbated
now that the World Wide Web makes it easy, con-
venient, inexpensive, and profitable for data to be
automatically collected. These concerns have been
seen as threats to electronic commerce and the
emerging digital economy. Several surveys of elec-
tronic commerce have found that many online con-
sumers decline to provide information requested by
the web site or provide false information when that
site does not post clear privacy policies concerning
why and how personal information is collected and
used (Georgia Tech Research Corporation, 1997;
Privacy and American Business, 1997).

To computer professionals, privacy issues are
especially significant because these professionals
develop systems that collect, store, analyze, and dis-
tribute online consumers’ data. The relationship be-
tween computer professionals and personal privacy is
similar to most other professional relationships in
terms of knowledge and reliance. Lay people trust
their interests to experts. People approach a physician
for help because the physician has knowledge that
they do not have. This is the main reason why a
profession such as medicine needs an ethical code of
conduct. Similarly, computer professionals possess
expertise that others do not and, through their work,
they develop an intimate understanding of what is to
be done with the data and have the most extensive
knowledge of their organization’s practices con-
cerning information privacy (Oz, 1992). Yet, com-
puter  professionals possible
perpetrators of information privacy invasion and
unauthentic accessibility (Harrington, 1995). As a
result, their obligations to the clients’ information
privacy resemble those of other professionals, and
how they may exercise sound practices of informa-
tion privacy in their work becomes a fundamental
issue in ethical research concerning information use.

themselves  are

Gender differences in ethical situations

In computer-related behaviors, a number of pre-
vious studies have shown that gender differences

do indeed exist. Many past studies have shown
that women act differently from men in ethical
situations (Beltramini et al., 1984; Chonko and
Hunt, 1985; Ferrell and Skinner, 1988; Jones
and Gautschi, 1988; Kidwell et al., 1987; Reiss and
Mitra, 1998; Ruegger and King, 1992; Whipple
and Swords, 1992). For example, Dawson (1997)
asked 209 sales professionals to respond to 20
ethical scenarios, half of which were ‘‘relational”
and half “nonrelational.” The findings concluded
that there were significant ethical differences
between gender in situations that involve relational
issues, but not in nonrelational situations. More
recently, Radtke (2000) asked 51 practicing
accountants from public accounting and private
industry to evaluate 16 ethically sensitive situations.
Significant gender differences related to ethics were
found for five of the situations. Related to misuse
of computers, many studies have found that fe-
males in general act differently from males in
resolving problems concerning computer/Internet
usage (Adam, 2000; Bissett and Shipton, 1999;
Escribano et al., 1999). For instance, Kerie and
Cronan (1998) explored moral decision-making in
relation to a set of computer ethics cases and in-
ferred that men and women were distinctly dif-
ferent in their assessments of unethical behaviors.
Loch and Conger (1996) also found that individual
differences such as gender, age, and education may
affect people’s ethical conduct. In addition, Kha-
zanchi (1995) found that women outperformed
men in identifying unethical actions. Mason and
Mudrack (1996) explored the gender differences in
computer ethics from the gender socialization
theory and concluded that women appeared more
ethical than men (Mason and Mudrack, 1996, p.
599).

Finally, several studies have consistently shown
that the interests of males in privacy-related issues
differ from those of females. For example, Sheehan
(1999) conducted a survey involving online infor-
mation gathering and privacy and showed that
women generally appeared to be more concerned
than men about the effect of that practice on their
personal privacy. Westin (1997) also pointed out that
more women than men were ‘“‘very concerned”
about threats to privacy today and felt that new laws
were needed for confidentiality and control of
specific types of information, such as medical
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records, insurance information, and financial data, in
order to protect privacy.

Research purpose

In sum, computer professionals in the information
age have encountered situations that are doubtful,
equivocal, and commonly laden with value con-
flict. Many opportunities and temptations exist for
the invasion of information privacy. Some past
research has shown that men and women differ in
their technical computer competence, while other
studies have suggested that men and women also
differ in their ethical judgment concerning issues
such as privacy. Note that in the computer related
professions, the lack of representation of women
has been of concern to many policy makers. An
early study by Truman and Baroudi (1994) has
shown that discriminatory practices exist in the
computer-related occupations. More recently,
Panteli et al. (1999a, 1999b, 2001) have also
shown that the IT industry is not gender-neutral,
and that it in fact fails to adequately promote or
retain its female workforce. Similarly, Robertson
et al. (2001) discovered indirect, deep-rooted dis-
crimination to be the major reason for the segre-
gation and declination of the female workforce in
the field of computing in Europe during the
1990s.

‘What may this lack of female representation mean
to the ethical climate of the entire computer occu-
pation, considering that computer professionals now
hold key positions in taking care of privacy data?
This research sets out to answer this question by
investigating  gender computer
professionals’ self-regulatory efficacy concerning
information privacy practices. Note that for the
study of gender ethics, Adam et al. (2004) have
cautioned against the “‘essentialist approach” which
assumes the existence of fixed, or even biological,
male and female characteristics that determine the
behavioral differences in gender. We concur and
choose to rely on the theory of self-efticacy, which
emphasizes the triadic, reciprocal influences of per-
sonal, behavioral, and environmental factors in the

differences in

development of one’s competence in dealing with
ethical dilemmas (Bandura, 1991a). In this theoret-
ical formulation, privacy self-efficacy can be

considered as a variable that reflects cultural influ-
ences on personal self-regulatory beliefs rather than a
fixed characteristic of gender. In the next section, we
review the theoretical basis that we adopt for our
study. Specifically, to probe the concept of self-
regulatory efficacy, our investigation relies on
Bandura’s work in the theory of social cognition and
self-efficacy (Bandura, 1986). This section is
followed by a presentation of the dimensions of self-
regulatory efficacy concerning information privacy
as well as our research hypotheses. We conclude the
paper with a discussion of the implications of this
study and future research issues.

Self-regulation and information privacy

To study ethical decision-making pertaining to
information privacy, the researcher must examine
how people self-regulate themselves in stressful
moral dilemmas, in which one’s gain is often an-
other’s loss. The resolution of such dilemmas is not
simply the choice of one outcome over the other,
but may instead involve a spiral of events in which
one must exercise self-control until some satisfactory
resolution can be found. These control beliefs for
ethical behaviors are therefore related to both
objective reality and subjective mental strength. This
distinguishes ethical decisions from others in that the
control belief can be determined based mainly on a
person’s assessment of the objective reality. For
example, one may believe that he or she is in full
control when working in a business that has estab-
lished well-defined ethical policies and procedures
guarding information privacy, but at a loss when
working in another organization that emphasizes
efficiency and profit over professional ethics
(Boatright, 1992; Headden, 1996; Resnik et al.,
2000). In the latter case, the control beliefs for
ethical actions fluctuate based on the relation
between one’s specific behavior-execution capacity
and the condition of the objective reality in which
that behavior takes places.

An important line of research in the domain of
morality that can shed some light on this matter is
Social Cognitive Theory (SCT), which adopts an
interactionist perspective to moral phenomena.
Within this theoretical paradigm, personal factors in
the form of moral thought and affective self-reactions,
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moral conduct, and environmental factors all operate
as interacting determinants that influence each other
bidirectionally (Bandura, 1991a). Bandura (1991a)
posits that transgressive conduct is regulated by two
major sources — social sanctions and internalized
self-sanctions. Both control mechanisms operate
anticipatorily. In control arising from social sanctions,
people refrain from transgressing because they
anticipate that such conduct will bring them social
censure and other adverse consequences. In self-
reactive control, they behave prosocially because it
produces self-satisfaction and self-respect. In refraining
from transgressing, people’s conduct will give rise to
their self-reproof.

The self-regulatory system

According to Bandura (1991b), the self-regulatory
system provides the basis for purposeful action. Self-
regulation is a process that is both reflective and
proactive. It is regulated by both reflection and
forethought: through reflecting on their past expe-
riences, people develop their behavioral efficacy, and
through the exercise of forethought, people moti-
vate themselves and act in an anticipatory proactive
way. Based on the concept of self-regulation, ethical
action is not just a thing to do at a specific time and
place but involves a process to constantly deal with
emerging, unforeseen issues. Several ethical chal-
lenges may exist throughout this process.

First, people who conduct business as usual may
not be aware that there exist discrepancies between
their actions and ethical criteria. This happens
because people may lack the self-regulation capacity
to assess if their behaviors deviate from their
espoused theories. For example, Stone (1975) and
Smith (1994) studied how organizations responded
to the regulations and ethical concerns that pertained
to the information they handled. They found that
one’s actual practice was significantly different from
that intended by the “spirit of the law.” To some
degree, these studies show the gap between ethical
cognition and everyday action: knowing is one
thing, doing is another. Such gaps reflect inadequate
self-regulation capacity.

Second, people who encounter the dilemma may
not have the conviction to make the right choices in
unfavorable environmental conditions at decision

time. In such situations, people become docile,
despite possessing the right knowledge, when they
see themselves as self-defeatists and attribute their
inability to others. This may happen due to a low
level of self-regulatory efficacy that, according to
Bandura (1997), affects people’s action strategies. A
common example of a violation of information
privacy is a business that uses personal data for profit,
even though such use is outside the scope of the
original purpose of collecting the data. For instance,
an insurance company may collect and store patients’
medical records for billing purposes, but later sell the
data to pharmaceutical companies to market their
drugs. A computer professional working for this
company who becomes aware of this transaction is
placed in a dilemma. Shall the professional comply
with such usage, confront the top management
about the transaction, or blow the whistle to outside
authorities? If the professional complies, who bears
the responsibility if, at a later time, the transaction is
found to cause harm to certain customers? Accord-
ing to efficacy theory (Bandura, 1997), those whose
sense of self-efficacy is high see challenges as
opportunities to improve themselves, and therefore
may decide to confront the management. Yet, those
who are low in self-efficacy may give in to the
management quickly.

Finally, even if people make the right choice and
act to resolve such ethical conflicts, their effort may
not be sustained because they do not possess the
necessary capability or have adequate resources to
actualize these decisions. This is by far the most
challenging part of ethical acts: to execute the
chosen course of actions in a difficult, unfavorable
environment. Even though the individual has some
influence over actions to achieve a certain desired
outcome, many other factors governing his or her
actions are beyond the individual’s control. More
important, the actual outcome may differ substan-
tially from the desired outcome. The individual may
therefore be required to take subsequent actions to
make up for the unintended mistakes. The situation
is further complicated when there are multiple sets of
ethical standards that may conflict with one another.
Consider the previous insurance company example,
if the employee blows the whistle and the company
suffers a loss in reputation, may that employee be
held accountable for not being loyal (and therefore
be considered unethical)? The dilemma becomes
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even more challenging when the company is in a
difficult financial situation, and compliance with the
practice can result in great payoff for the entire
company. Shall the individual resist the temptation
to obey the professional ethic codes? In these cases,
doing the right thing is not a simple matter of
knowing but a function of an individual’s self-reg-
ulation capacity.

Self-efficacy theory

Self-efficacy — the belief that one has the capability
to execute a particular action — is a major determi-
nant of people’s choices of activities, how much
effort they will expend, and how long they will
sustain the effort in dealing with stressful situations
(Bandura, 1977). Social Cognitive Theory asserts
that moral conduct is motivated and regulated
mainly by the ongoing exercise of self-regulatory
efficacy. Effective self-regulation of conduct requires
not only obvious self-regulatory skills but also a
strong belief in one’s own capabilities to achieve
personal control. Therefore, people’s beliefs in their
efficacy to exercise control over their own motiva-
tions, thought patterns, and actions play important
roles in the exercise of human agency (Bandura,
1986). The stronger the perceived self-regulatory
efficacy, the more perseverant people are in their
self-controlling efforts and the greater is their success
in resisting social pressures to behave in ways that
violate their standards. A low sense of self-regulatory
efficacy heightens vulnerability to social pressures for
transgressive conduct (Bandura, 1991a, p. 69).

This research relies on Bandura’s (1977) self-
efficacy theory to address the question of whether
male and female computer professionals differ in the
self-efficacy required to protect personal information
privacy. The robustness of self-efficacy has been
established through many applications and replica-
tions across a broad range of behavioral domains,
including information systems (Bandura, 1997;
Compeau and Higgins, 1995; Latham and Frayne,
1989; Marakas et al.,, 1998). In computer-related
studies, several researchers have focused their atten-
tion on how computer self-efficacy expectations
may impact decisions concerning technology
acceptance and usage (Compeau and Higgins, 1995;
Gist and Mitchell, 1992; Hill et al.,, 1987). Henry

and Stone (1999) presented that the measures of
computer self-efficacy, personal outcome expec-
tancy, and work-related outcome expectancy display
meaningful differences as a group by gender, edu-
cational level, experience in using the computer
systems, and system use.

Gender differences in self-efficacy

Particularly relevant to our current endeavor are
many studies that examine gender differences in self-
efficacy. For example, perceived self-efficacy has
been reported to mediate gender differences in
performances in a variety of domains (Bandura,
1997) such as mathematics and computers. As
Bandura (1997) has pointed out, these differences
could be attributed to differences in the cultural
practices of each gender; that is, boys are encouraged
to pursue mathematics because there is a cultural
expectation of “boys should know mathematics’ but
not because boys are more biologically fit than girls
to study mathematics. Likewise, in many cultures the
pursuit of career success is considered a necessary
virtue for men but not for women, and, accordingly,
breaking the rules to get what one wants may often
be encouraged for the male but deemed inappro-
priate for the female. Throughout the world,
women are in general requested to achieve higher
moral standards than men in privacy-related prac-
tices (Turkle, 1988). In Taiwan, as it is in both Japan
and China, women are expected to be tender and
caring, and men, in contrast, are expected to pursue
professional achievement. These different cultural
practices may result in differences in self-regulatory
efficacy between genders and, therefore, in the
capacity of people to confront the ethical dilemmas
that are frequently encountered in privacy-related
practices.

Dimensions of self-regulatory efficacy concerning
information privacy

Several studies have attempted to identify the pri-
mary dimensions of employee’s concerns about
organizational information privacy practices (Smith
et al., 1996; Wang et al., 1998) and consumer’s
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attitudes toward privacy (Culnan, 1993; George,
1996). Many other studies have investigated the
effectiveness of businesses’ self-regulation policies
and procedures (Culnan, 2000; Henderson and
Snyder, 1999; Milberg et al.,, 1995) as well as
methods for formulating privacy interface systems —
the user interfaces to information protection mech-
anisms — for making it easy to create, inspect,
modify, and monitor privacy policies (Lau et al.,
1999). On the whole, most aforementioned research
focuses on the issues related to organizational prac-
tice, consumers’ perceptions of these practices, and
societal responses. What is missing is the investiga-
tion concerning individuals’ cognitive and affective
capacity in sanctioning their conducts from invading
others’ information privacy. For this purpose, Kuo
and Hsu (2001) have proposed that the employment
of self-regulatory efficacy can be effective. Their
study developed and tested a construct of self-reg-
ulatory efficacy concerning software piracy. This
construct referred to people’s perceived conviction
in sanctioning their conducts from illegally copying
copyrighted software. The present endeavor seeks to
extend this application into the development of a
measure of self-regulatory efficacy concerning
information privacy.

According to Bandura (1997), self-efficacy can
vary across activities and situational circumstances.
Thus, there is no all-purpose measure of perceived
self-efficacy scales. Rather, a scale must be tailored to
a particular domain of functioning. Research
evidence has also shown that the predictive capa-
bility of the self-efficacy estimate is strongest and
most accurate when determined by specific domain-
linked measures rather than with general measures
(Bandura, 1989). Furthermore, perceived efficacy
should be measured against levels of task demands
that represent gradations of challenges or impedi-
ments to successful performance. The issue is not
whether one can perform the activities occasionally
but whether one has the efticacy to succeed in doing
them regularly in the face of different types of
dissuading conditions. As such, in defining self-
efficacy, it is also important to consider the relevant
dimensions of self-efficacy judgments. Also critical is
the fact that people are asked to judge the level of
their capabilities as of now, and therefore items are
phrased in terms of ““can do” rather than “will do.”
Can is a judgment of capability; will is a statement of

intention. Perceived self-efficacy is a major deter-
minant of intention.

Following the recommendation of Bandura
(1997), efficacy items must be targeted to those
factors over which people can exercise some control
and that are related to the attainment of personal
goals in the selected domain of functioning. Thus, in
developing a self-regulatory efficacy instrument
concerning information privacy, the initial step is to
define the context from which item expressions can
be written. Furthermore, one’s level of self~regula-
tory efficacy must reveal how he or she can meet the
different gradations of challenge. Accordingly, the
proposed measurement must incorporate elements of
task difficulty that capture differences in self-regu-
latory efficacy magnitude.

We therefore begin by consulting three works
that reveal the dimensionality of information
privacy. First, in the Privacy Protection Study
Commission (PPSC, 1977), information privacy is-
sues are classified into three categories: acquire, use,
and transfer. Second, the study by Smith et al.
(1996) shows that the central aspects of individuals’
concerns about organizational information privacy
practices are collection of personal information,
internal unauthorized secondary use of personal
information, external unauthorized secondary use of
personal information, error in personal information,
and improper access to personal information. Finally,
Wang et al. (1998) have made a taxonomy for
information privacy concerns: improper acquisition
(improper access, improper collection, improper
monitoring); improper use
improper transfer); privacy invasion (unwanted
solicitation); and improper storage.

To summarize the previous classifications in
information privacy, privacy invasion behavior can
be conceptually divided into three dimensions:
protection, non-distribution, and non-acquisition.
Protection refers to whether an individual can take
the necessary courses of action for guarding acci-
dental disclosures of information in a public envi-
ronment. This dimension includes improper use
(PPSC, 1977; Smith et al., 1996), improper moni-
toring (Wang et al., 1998), privacy invasion (Wang
et al.,, 1998), and improper storage (Wang et al.,
1998). Non-distribution refers to whether a person
can exert his or her control not to distribute

(improper analysis,

the privacy information of others, which includes
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TABLE 1

Dimensions of information privacy self-regulatory efficacy

Source Dimension (challenge level)

Protection Non-distribution Non-acquisition

Privacy Protection Study Improper use
Commission (1977)
Smith et al. (1996)

Improper transfer Improper acquisition

Improper use Internal/external unauthorized Improper collection

secondary use

Wang et al. (1998)
invasion Improper storage

Improper monitoring Privacy Improper transfer

Improper access Improper
collection Improper analysis

Protection: One’s perception of efficacy in protecting others’ privacy information.

Non-distribution: One’s perception of efficacy in sanctioning against distributing the privacy information of others.
Non-acquisition: One’s perception of efficacy in sanctioning against acquiring the privacy information from others.

improper transfer (PPSC, 1977; Wang et al., 1998),
and internal/external unauthorized secondary use
(Smith et al., 1996). Non-acquisition refers to whe-
ther a person has the self-confidence to refuse to
acquire and use privacy information before he or
she obtains the necessary authorization or permis-
sion to do so. This dimension includes improper
collection (Smith et al., 1996; Wang et al., 1998),
improper acquisition (PPSC, 1977), improper access
(Wang et al., 1998), and improper analysis (Wang
et al.,, 1998). Table I presents a brief summary of
these three dimensions.

Research hypotheses

In virtually all societies of our world, difterent groups
of people are assigned difterent roles and given dif-
ferent expectations based on the characteristics of
their traits and/or the tasks they perform. Conse-
quently, each group would form its own subculture
that may differ substantially from others. In fact,
Bandura (1997) himself has posited that efficacy
beliefs are derived mainly from direct experience,
vicarious observation, and verbal persuasion. As a
result, different groups’ particular cultural practices
concerning morality should also result in differences
in perceived self-efficacy of moral self-regulation.
Indeed, in moral conducts involving computer uses,
the phenomena of cultural differences have been
reported. A survey by Kerie and Cronan (1998), for
example, showed that gender differences exist be-
tween men and women in their assessment of which

behaviors were ethical and which were not. In the
five scenarios of making unauthorized copies of
programs, Kerie and Cronan found that men were
less likely than women to consider piracy as unethi-
cal. Moreover, men’s judgments were most often
influenced by their personal values and one envi-
ronmental cue — whether the action was legal.
Conversely, women were found to be more con-
servative in their judgments and they considered
more environmental cues than men.

Note that the ability to observe environmental
cues in one’s decision is an important factor in
forming efficacy beliefs, which, according to SCT
(Bandura 1986, 1997), are strongly influenced by
vicarious observation and verbal persuasion. In this
theory, people learn by observing the performance
of referent peers and by evaluating the feedback they
receive for their actions. This learning may, in turn,
lead to the strengthening or weakening of self-reg-
ulatory efficacy. In the case of ethical practices, by
being able to eftectively incorporate these environ-
mental factors, women can make better ethical
judgments than men. Similarly, Gattiker and Kelly
(1999) turther demonstrated that men and women
indeed differ in their judgments of consequences
pertaining to the moral domain. Using a vignette
involving the use of computer technology to access
and distribute a banned game containing unethical
materials, these authors discovered that women were
more careful about how their actions might affect
others. Therefore, we hypothesize first that, in the
area of information privacy, women have a higher
level of self-regulatory efficacy than men:
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Hypotheses 1: Females will demonstrate a higher
level of self-regulatory efticacy concerning infor-
mation privacy than males.

In addition, Gattiker and Kelly (1999) con-
cluded that, in general, women’s use of IS fol-
lowed prevailing societal norms and cultures more
than that of men. Thus, we hypothesize that
women’s levels of self-regulatory efficacy in all
three dimensions would be higher than those of
men. The following three hypotheses are therefore
proposed.

Hypotheses 2: Females will demonstrate higher
self-regulatory efficacy in their protection of infor-
rmation privacy than males.

Hypotheses 3. Females will demonstrate higher
self-regulatory efficacy in their non-distribution
of information privacy than males.

Hypotheses 4: Females will demonstrate higher
selt-regulatory efticacy in their non-acquisition
of information privacy than males.

The measurement

The dimensions of information privacy self-regula-
tory efficacy, shown in Table I, becomes the basis of
an iterative process to generate a sample of items
from which the content validity can be assessed.
During this process, scale items can be trimmed and
refined; and dimensions may be added, deleted, or
modified as the understanding of the construct im-
proves. In our study, several means were used to
accomplish this goal: literature reviews, focus
groups, expert judges, and pilot testing with relevant
samples (Smith et al., 1996). After several rounds of
domain development and refinement, an initial set of
13 instruments was developed by a group of three
experts (see Table II).

Each expert agreed that this set of items captured
relevant underlying dimensions for measuring peo-
ple’s perceived efficacy in protecting information
privacy. To consolidate redundancies, a pilot test
was administered to 141 students and an exploratory
factor analysis was conducted. The result showed

three principal factors: Protection, non-distribution, and
non-acquisition (see Table III). This confirmed the
previous information privacy.
Furthermore, among the 13 items, the item 4 (P4) in
the Protection dimension, was eliminated due to its
high correlation (>0.90) with the item 3 (P3); the
item 1 (P1) was eliminated for ineligible loading; and
the item 1 (D7) in the Non-distribution dimension
was eliminated to increase the construct reliability.
Note that no two items have a correlation greater
than 0.90. The revised scale consisted of 10 items,
reflecting the interrelated self-efficacy dimensions,
which are measured by multiple

classification in

themselves
indicators.

Note that an effective instrument for measuring
self-regulatory efficacy must different
levels of challenges for each dimension. In our
proposed construct, this is accomplished by dif-
ferentiating the level of gradations for the specific

include

target behavior. The efficacy scale is unipolar,
ranging from O to a maximum strength of 10 or
100. The Privacy Self-Regulatory Efficacy scale in
this study consists of 10 intervals ranging from 0
(“Cannot do”) to complete assurance 100 (“Can
certainly do”). Such scales can reveal both mag-
nitude (can or cannot do an activity of a certain
difficulty) and strength (level of conviction in
doing that activity). Scores for the three efficacy
subscales were obtained by summing items on
each subscale.

Results
Subjects

A total of 180 surveys were sent to the IS managers
or senior computer professionals in 30 companies in
Taiwan. Each IS manager or senior computer
professionals was asked to distribute six surveys to
individuals who agreed to participate voluntarily in
the study. Participants were told that their responses
would be kept confidential and that only summary
information would be presented. A total of 175
surveys were returned. The exclusion of incomplete
questionnaires resulted in a total of 168 usable
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TABLE 11

Initial instruments for information privacy self-regulatory efticacy

Items

Instrument

Protection

P1*  If you happen to find your colleagues viewing some information concerning the privacy of customers, how

confident are you to try to dissuade them from viewing it?

P2 If you happen to find your colleagues copying some information concerning the privacy of customers, how

confident are you to try to dissuade them from copying it?
P3  If you happen to find that some customers? privacy information is revealed on the network, how confident are

you to protect this information immediately?

P4*  If you happen to find that your colleagues are revealing some customers? privacy information on the network,

how confident are you to try to dissuade them from revealing it?

Non-distribution

D1* If your colleagues ask you to share some customers? privacy information that you own, how confident are you

to refuse to share the information with them?

D2 If your colleagues badly need some customers? privacy information that you own, how confident are you to

refuse to share the information with them?

D3 If your colleagues want to purchase some customers? privacy information that you own, how confident are you

to refuse to grant the request?
Non-acquisition

Al If you have the opportunity to analyze the privacy information concerning your customers beyond the original

purpose, how confident are you not to take advantage of this situation?

A2 If you are approached by the collaborator who has a need to analyze privacy information concerning your

customers beyond the original purpose, how confident are you not to take advantage of this situation?
A3 If, without others knowing, you are able to keep some information concerning the privacy of your

customers, how confident are you not to take advantage of this situation?

A4 If, without others knowing, you are able to gather some information concerning the privacy of customers

who belong to other companies, how confident are you not to gather this information?

A5  If you have the means to access the privacy information concerning your customers beyond the delegated
situation, how confident are you not to take advantage of this situation?
A6 If, without others knowing, you are able to access some information concerning the privacy of the customers

via the Internet, how confident are you not to take advantage of this situation?

*P1 was eliminated due to the ineligible loading. P4 was eliminated due to high correlation (>0.90) with P3. D1 was

eliminated to increase the construct reliability of “non-distribution.” The revised self-regulatory efticacy scales consisted

of 10 items.

responses (a net response rate of 93%). Among the
respondents, 103 were males and 65 were females.
Respondents had an average work experience of
12 years, and their average age was 35 years.

Table IV summarizes the demographic charac-
teristics of the respondents. A recent survey on
human resources in Taiwan indicated that in the past
3 years, about 43% of technology professionals are
female (http://www.dgbas.gov.tw/census~n/four/
yt3a.htm). Since 39% of the subjects in this study are
female, we consider the results of this study to have
adequate generalizability.

Reliability and validity assessment

Table V shows the descriptive statistics and reliabil-
ities among the research variables. The reliability of
each multiple-item measure is estimated using
composite reliability, a commonly used measure of
internal consistency. The results show that the value
was 0.896 for the protection factor, 0.836 for the non-
distribution factor, and 0.941 for the non-acquisition
factor. All variables in the present research are
greater than 0.7, indicating that the measures are
reliable (Tull and Hawkins, 1993).
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TABLE III

Factor structure matrix

TABLE IV
Sample demographics

Component
Non-acquisition ~ Non-distribution ~ Protection
Al 0.637 0.169 0.254
A2 0.690 0.144 0.012
A3 0.634 0.236 0.278
A4 0.640 0.375 0.250
A5 0.546 0.173 0.123
A6 0.560 0.228 0.307
P2 0.392 0.539 0.260
P3 0.273 0.935 0.215
D2 0.138 0.178 0.972
D3 0.235 0.172 0.480

Factor Analysis by LISREL.
Rotation Method: Varimax-R otated.

In validation of the variables, convergent validity
and discriminant validity were assessed. Table V
shows that all factor loadings are greater than 0.5 and
all are statistically significant at p < 0.01. This im-
plies that the measures satisfy convergent validity. In
addition, convergent validity can be assessed in terms
of the degree to which the subscales are correlated
(Barki and Harwick, 1994). The matrix in Table VI
provides strong evidence of convergent validity with
regard to the efficacy subscales (protection, non-
distribution, and non-acquisition efficacy). The

Demographic variable Sample composition

Age Mean = 35; Range: 29-48
Gender 61% Male 39% Female
Years of work Mean = 12; Range:5-22
experience

Major 46% Programmer

24% System analyst
20% Database administrator
10% System maintainer

correlation between all the dimensions is signifi-
cantly different at p < 0.01.

Discriminant validity can be observed through
comparison of the average variance extracted for
construct pairs to the squared correlation between
pairs. Table VI shows that the average variance
extracted for all constructs is well above the correla-
tion among constructs, indicating that the measure has
high discriminant validity (Fornell and Larcker, 1981).
Therefore, we conclude that the measures satisfy
construct validity. Furthermore, Figure 1 shows that
the measurement of Information Privacy Self-Regu-
latory Efficacy is an aggregate of three dimensions:
protect access to customers’ privacy information
(standardized coefticient = 0.87, p < 0.01); (2) not
distribute the privacy information to any third party or

TABLE V

Descriptive statistics and reliability for the study variables

Construct Item Mean Standard deviation Standardized factor loading Composite reliability*
Protection P2 1.51 2.01 0.80 0.896
P3 1.89 2.05 0.83
Non-distribution D2 3.94 2.58 0.80 0.836
D3 3.39 2.71 0.66
Non-acquisition Al 2.57 2.01 0.68 0.941
A2 2.45 2.27 0.61
A3 2.28 2.14 0.72
A4 1.80 1.85 0.80
A5 2.87 2.84 0.58
A6 1.74 2.19 0.69

*Composite reliability = (S_Li)*/((_Li)*> + 3 Var(Ei)).
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TABLE VI

Discriminant validity for the study variables

Construct Protection Non-distribution Non-acquisition
Protection 0.809

Non-distribution 0.391 0.725

Non-acquisition 0.607 0.507 0.733

1. All correlations are significant at the 0.01 level (2-tailed).

2. Diagonal elements represent the Average Variance Extracted (AVE), and off-diagonal elements represent the corre-

lations among constructs. For discriminant validity, diagonal elements should be larger than off-diagonal elements.
3. Average Variance Extracted = (ZLi)Z/ ((Z:Li)2 + >~ Var(Ei))Average Variance Extracted recommended value (Fornell

and Larcker, 1981): >0.50.

for one’s personal use (standardized coefti-
cient = 0.71, p < 0.01); and (3) not acquire privacy
information for undisclosed purposes (standardized
coefficient = 0.87, p < 0.01). The resulting measure
therefore is a 10-item instrument that can be opera-
tionalized as a second-order factor model, in which a
latent factor (i.e., information privacy self-regulatory
efficacy) governs the correlations among protection,

non-distribution, and non-acquisition.

0.87

0.71

Privacy Efficacy

0.87

Standardized RMR = 0.0497
Root Mean Square Residual (RMR) = 0.272
Goodness of Fit Index (GFI) = 0.918

Adjusted Goodness of Fit Index (AGFI) = 0.860

Normed Fit Index (NFI) = 0.912

Chi-Square = 74.17, df = 32, p-value = 0.00003, RMSEA = 0.089

Protection

Non-Distribution

Non-Acquisition

Hypotheses testing

Mean scores are determined for male and female
respondents along the three dimensions and over all
of the measures. A one-way ANOVA method is
employed to test the hypotheses by determining
whether real differences exist between these means.
These results are reported in Table VII. Due to
the unequal sizes of the two gender groups, it is

P2 [« 0.36

P3 <« 0.31

D2 <— 0.36

D3 <+ 0.56

0.68 A1 <«— 0.53

A2 & 0.62

A3 [« 048

. Ad <+ 0.36
0.69\

A5 I.7 0.66

A6 <+ 0.52

Figure 1. Second-order model of self-regulatory efficacy concerning information privacy.
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TABLE VII
Hypotheses test

Construct Male ean score Female mean score F-value Sig. Hypotheses
support
SE_ALL 2.40 3.17 10.18 0.002" Yes
Protection 1.31 2.32 12.66 0.000™ Yes
Non-distribution 3.99 4.32 0.87 0.353 No
Non-acquisition 1.91 2.88 14.81 0.000™" Yes

Statically significant parameters: **p < 0.05.

necessary to test the homogeneity of variance to
determine if the unequal size poses a problem to the
ANOVA test. The results of testing the homoge-
neity of variance show that there is no significant
difference between the two gender groups at the
0.01 level.

As shown in Table VII, female subjects exhibit a
higher score than male subjects in the overall
self-regulatory efficacy concerning
privacy. Female subjects also perform better than
males in two out of three dimensions of information
privacy — protection and non-acquisition, but no sig-
nificant difference can be found between males and
females in the wnon-distribution dimension. This
implies that female subjects in this study possess a
higher level of self-regulatory efficacy concerning
the protection and non-acquisition of personal pri-
vacy information. Thus, the ANOVA results support
the first hypo-thesis (F = 10.18, p < 0.05), the
second hypothesis (F = 12.66, p < 0.05), and the
fourth hypothesis (F = 14.81, p < 0.05), but not
the third hypothesis.

information

Discussions and conclusions

In this study, an instrument of self-regulatory effi-
cacy concerning information privacy has been
developed based on the self-regulatory efticacy
theory. The result is a 10-item instrument with three
subscales (protection, non-distribution, and non-acquisi-
tion) tapping into dimensions of individuals’ self-
regulatory efficacy concerning personal information
privacy. The development of such multidimensional
conceptualizations can capture the multiple aspects
of the measure that may be subsumed within a

general (single-scale) measure. It also provides
insight into the nature of interrelationships among
self-regulatory efticacy dimensions.

This development is important because little
attention has been paid to instrumentation issues in
information ethics research (Smith et al., 1996).
Now, through examining the factorial structure of
the individuals’ self-regulatory efficacy concerning
information privacy,
studies to carefully examine the links of its subscales
to such variables as ethical attitude, ethical intention,
self~esteem, and self-sanction, which are considered
important in one’s ethical decisions related to
information privacy. Studies can also be extended to
investigate how different cultural practices of
morality and computer use in men and women may
shape the different development patterns of privacy
self-efficacy. As Adam et al. (2004) have suggested,
researchers need to treat gender as a cultural variable
rather than some fixed, unchangeable characteristic.
Understanding the different cultural practices may
then shed light on the social sources of privacy
competence and the appropriate remedies that can
be provided to improve the situation.

This study shows that the female computer pro-
fessionals in this study demonstrated a higher level of
self-regulatory efficacy in the domains of “‘protec-

researchers can undertake

tion" and “‘non-acquisition". Note that according to
domain of

the efficacy theory, the specific
efficacy may vary due to demographic or situational
differences. Therefore, a different result is possible for
other studies that sample different subject
populations. Critical to the current endeavor is the
result of our study, conducted in Taiwan, that female
computer higher

level than their male counterparts of the overall

professionals demonstrate a
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self-regulatory efficacy concerning privacy, which
appears to be consistent with the results of several
prior studies in the Western context that show fe-
males tend to act more ethically than males in dealing
with ethical challenges in general (Beltramini et al.,
1984; Chonko and Hunt, 1985; Ferrell and Skinner,
1988; Jones and Gautschi, 1988; Kidwell et al., 1987;
Reiss and Mitra, 1998; Ruegger and King, 1992;
Whipple and Swords, 1992) and in the protection of
privacy in particular (Sheehan, 1999; Westin, 1997).

Considering that there exists a significant gap in
the cultural practices of morality and computer use
in men and women, the self-efficacy beliefs
concerning self-regulation of information privacy
should also vary between men and women. The
differential cultural ethical conceptions therefore
facilitate the female to display a relatively more
rigorous self-regulatory capacity than the male in
privacy-related practices. Understanding this female
strength in self-regulatory capacity concerning
privacy is important in dealing with the growing
number of privacy-related dilemmas that confront
computer professionals today.

The computer-related workplace, which accord-
ing to Turkle (1988), has been socially constructed as
a  male-dominant culture, often emphasizes
technology over people. It tends to praise masculine
properties such as  achievement,
accomplishment, and assertiveness over feminine
attributes  such as affiliation, person-orientation,
empathy, and collective actions. Yet, in the tech-
nology-based society in which people are virtually
interconnected in one way or another, the feminine
properties have become increasingly more important
to ensure fairness and justice to all people. Thus, in
the immediate future, a rise in the presence of the
female computer-related workforce could be bene-
ficial to confront the ever-increasing ethical prob-
lems in workplaces in which the application of IT
has increased dramatically in the last two decades.
Although increasing the numbers of females in the
IT workforce is not the answer to all ethical prob-
lems related to IT application, such an increase
would certainly improve the many careless practices
that may harm privacy. Furthermore, placing people
with the properties of person-orientation and

eminence,

collective actions (deemed feminine properties) in
key managerial positions may exert a great impact.
For example, this person should be the leading

member of the committee that formulates privacy
policies and periodically reviews employees’ ethical
practices. Also, ethical codes reflecting masculine
and feminine differences in privacy practices should
be established to guide IT professionals in self-reg-
ulating their conduct.

In addition, self-efficacy safeguarding privacy
should not be treated as an invariant trait of the
female but rather a competence that can be
developed through the social learning process. In
line with the contention of Bandura (1997),
experiences gained through cultural practices are
important sources of self-efficacy; and the orien-
tation toward ‘“‘collective social group responsibil-
ity” should be attributed to differences in the
cultural practices of each gender. As cultural
practices are altered, men may develop similar
orientations. Thus, in the long run, education that
fosters person-orientation, empathy, and collective
actions can be provided to people to ensure the
development of a high level of privacy self-
efficacy. Such gender-sensitive ethical education
can also be integrated into IS curricula so students
will possess the self-regulatory capacity needed to
secure our technological society. These various
means may then serve to safeguard the social fabric
that is essential to ensure the satisfaction of people
as IT progresses.

Limitations

According to the Social Cognitive Theory, self-
efficacy is highly dependent on the domain of
functioning and the situational differences. As a
result, replicating this survey at a later date or in
different cultures may vyield different results.
Furthermore, the findings of this study should not be
generalized to the entire population of computer
professionals around the world without significant
additional testing of the cultures of different popu-
lations. Future works can be conducted to examine
how situational differences may impact the level of
privacy self-efficacy and how the impact may differ
in different cultures. Finally, due to the sensitive
nature of the issue of privacy, subjects may not have
answered the survey in complete honesty. In situa-
tions as such, subjects may answer the survey in a
manner that heightens social approval instead of
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reflecting one’s true feelings (Crowne and Marlowe,
1960; Paulhus, 1991). Future studies should there-
fore take this social desirability tendency into
consideration so as to reduce possible bias.
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