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Abstract

Information technology and data science have enabled firms to practice price discrimina-
tion on an unprecedented scale, arousing privacy concerns among their customers. When
consumers know a firm is practicing price discrimination, they may take costly measures
to conceal their identities so as to avoid being targeted. Governments, in turn, may require
firms to disclose their price discrimination practices in order to protect consumers’ interests.
In this paper, we consider a pricing game in which two competitive, vertically differentiated
firms may implement price discrimination using information purchased from a third-party
data supplier. We determine (1) the firms’ optimal pricing strategies when consumers can
(or cannot) safeguard their personal information by paying a “privacy cost”; (2) the data
supplier’s optimal sales strategy and the value of the data; and (3) the effects of the cost
of consumer privacy and of the disclosure of price discrimination practices on firms and
consumers. We find that for the data supplier, the optimal sales strategy is always to sell
exclusively to one firm, regardless of whether consumers are aware that the firm practices
“personalized pricing”. The question of which firm the data broker should sell to depends on
what we term the “quality-adjusted cost”—the ratio between the additional cost of the high-
quality product and the magnitude of the quality difference. If this ratio is smaller than 1/2,
the data broker will sell to the high-quality firm; if greater, to the low-quality firm. Second, by
comparing two scenarios involving the disclosure or non-disclosure of price discrimination,
we find, somewhat counter-intuitively, that mandatory transparency increases industry prof-
its and decreases consumer surplus when only the high-quality firm has access to consumer
data. When only the low-quality firm has such access, transparency lowers industry profits
once the quality-adjusted cost exceeds a certain threshold. When the quality-adjusted cost is
in the intermediate range, mandatory transparency decreases social welfare. This means that
the disclosure of price discrimination practices may have unfavorable consequences from a
social planning standpoint. Thus, the new insights our findings offer into competitive per-
sonalized pricing in vertically differentiated markets will be useful not only to managers in
the industry but also to regulators.
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1 Introduction

The explosion of information technology and data science has enabled firms to collect data
about consumers in novel ways. Various data-gathering tools, such as cookies, web beacons,
and loyalty cards, make it much easier for retailers or data collectors to track consumers
on the Internet and implement targeted pricing and marketing. Amazon, the giant retail
platform, uses cookies to track consumers’ purchasing history and applies algorithms so as
to recommend products that may interest individual consumers. Orbitz Worldwide, a travel
agency, used consumers’ login information to practice price discrimination, recommending
more expensive hotels to Mac users than to PC users. In the online market, some retailers even
use consumers’ personal data to price- discriminate (Jing 2017; Esteves et al. 2017; Choe
et al. 2018; Li et al. 2020a). As these examples show, information technology has greatly
enhanced the profiling and targeting ability of enterprises.

The wide use of personal data has spawned a data brokering industry. Some firms are either
limited by their ability to collect and analyze data or do not find it cost-efficient to collect
information on their own. Instead, these firms may purchase information from third-party
data brokers (often known as data suppliers, DS), such as Oracle, Experian and Teradata. The
customers of a DS may be competitors. For example, in the online market for athletic shoes,
many brands (Nike, Adidas, PUMA, etc.) compete for limited market share. These firms
can all benefit from a deeper understanding of consumer preferences. The DS can choose to
sell consumer information exclusively to a single firm or to offer it to competing firms, but
there is a tradeoff. The DS can charge a higher price for information that it provides on an
exclusive basis to one firm, but it may achieve higher overall profits by selling the data at a
lower price to several competing firms. From the standpoint of the purchasers, on the other
hand, exclusive access to consumer data is conducive to higher profits, while sharing it with
competitors tends to intensify competition and lower profits.

At the same time, the widespread use of personal information arouses serious concerns
among consumers about their privacy. After their data is collected, consumers may face
aggressively targeted advertisements and personalized pricing. Consumers resent this because
they may be charged a higher price than their anonymous peer buyers (Choe et al. 2018).
Therefore, consumers may take costly measures to protect their privacy. They can remove
cookies from their browser or use anonymous payment systems to avoid being tracked
(Acquisti and Varian 2005). Some third-party platforms provide consumers with privacy
protection services for consumers willing to pay a fee. For instance, Reputation.com charges
individuals $9.95 per month to delete personal data from data markets (Valletti and Wu 2019).

Price discrimination based on consumers’ personal data has drawn the attention of legisla-
tive authorities (Goldfarb et al. 2011). Consumer advocates call for regulations that require
companies to clearly inform consumers of their personalized pricing policies. With this infor-
mation, consumers could decide whether to protect their information and whether to buy from
these companies. To this end, a bill called E-STOP, the Ensuring Shoppers Transparency in
Online Pricing Act, was proposed in the U.S. Congress in 2012. It would have required online
merchants to disclose whether they collect consumer information and practice price discrim-
ination. Policymakers also have concerns about the lack of transparency of companies that
buy and sell consumer data largely without consumer awareness. The lack of transparency
led to the adoption of the Fair Credit Reporting Act (“FCRA”), a statute the Commission
of United States has enforced since its enactment in 1970. In Europe, Directive 2002/58/EC
of the European Parliament and of the Council, also known as ePrivacy Directive (ePD), is
an EU directive on data protection and privacy in the digital age. It presents a continuation
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of earlier efforts, most directly the Data Protection Directive. The effect of transparency
requirements on firms, consumers and social welfare in vertically differentiated markets has
thus far attracted little research attention, although there is considerable interest in the matter.

This study explores the effects of consumers’ privacy concerns and of mandated trans-
parency in vertically differentiated markets. We consider two competitive firms, such as
PUMA and Adidas, that separately market products which are innately differentiated in
quality. Each firm decides whether to adopt price discrimination and whether to buy con-
sumer information from a third-party data supplier. The data supplier decides which firm(s)
it will sell to. We ask the following questions: (a) How does a firm with a high- or low-
quality product price its goods when it has purchased consumer information? (b) What is the
equilibrium of the two firms’ strategies in the competitive context? (c) What is the optimal
information-selling strategy for the data supplier? (d) How does consumers’ privacy protec-
tion behavior affect the data supplier’s strategy? (e) How does transparency in personalized
pricing affect firms, consumers and social welfare?

In order to answer these questions, we consider a model in which two asymmetric firms
whose products differ in quality compete in markets through price discrimination. The firms
have to decide whether or not to buy consumer information from a monopoly data supplier.
Consumers can take costly actions to conceal and protect their personal information. We
focus primarily on the strategic decisions of the data supplier and the firms.

The main contributions of this paper are as follows.

First, we show that the data supplier’s optimal sales strategy is to sell exclusively to one
of the firms, regardless of whether the price discrimination policy is transparent and whether
consumers choose to conceal their identities from information collectors. This conclusion is
consistent with findings in the literature on symmetric competing firms.

Second, we highlight the role of the quality-adjusted cost—that is, the ratio between
the cost difference and the quality difference—in determining the equilibrium outcome. In
particular, when the firms do not disclose price discrimination and the quality-adjusted cost
difference is smaller than 1/2, the optimal strategy for the data supplier is to sell information
exclusively to the high-quality firm. When the quality-adjusted cost ratio is larger than 1/2,
the data supplier sells information exclusively to the low-quality firm.

Third, we show that the privacy cost—the cost consumers must pay if they wish to hide
their identities—has a strong impact on the profits of the firms, on consumer surplus, and on
the value of consumer information. When the information is available exclusively to one of
the firms and the privacy cost is not too high, the profits of the firm that has the information
increase with the privacy cost. On the other hand, the consumer surplus decreases as the
privacy cost grows. It is intuitive that the information price charged by the DS increases with
the privacy cost. As this cost rises, fewer consumers are willing to pay for privacy and firms
can achieve higher profits, so consumer data increases in value.

Fourth, we examine the effect of requiring transparency in personalized pricing. Counter-
intuitively, we find that transparency is always detrimental to consumer surplus, while in most
cases it is beneficial to the firms. When only the high-quality firm has consumer information,
transparency in personalized pricing improves the total profit of the two firms at the expense
of consumer surplus. When the quality-adjusted cost is in the middle range, transparency
always diminishes social welfare. Therefore, from the standpoint of a social planner, requiring
transparency in personalized pricing is not beneficial to consumers and should be regarded
with circumspection.

The reminder of this paper is organized as follows. Section 2 summarizes relevant studies
in the literature. Section 3 presents the model settings. Section 4 examines the case in which
consumers are not informed about personalized pricing discrimination and do not pay for
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privacy. Section 5 considers the opposite case, in which consumers have an endogenous
privacy choice and firms are required to disclose price discrimination. Section 6 compares
the two cases (with and without transparency) and Sect. 7 presents concluding remarks. All
proofs are provided in the “Appendix”.

2 Literature review

This paper relates to two broad streams in the literature.

The first is the literature on behavior-based price discrimination. In a seminal work, Villas-
Boas (1999) uses a Hotelling model to evaluate the effects of firms’ ability to identify repeat
customers on competition. Firms are able to recognize returning customers’ preferences and
attract some of the competitor’s repeat customers by changing prices for overlapping gener-
ations of consumers. Villas-Boas finds that firms always set lower prices for new customers
because their repeat customers have already shown a preference for their products. Research
on behavior-based pricing has being extended to various settings. Villas-Boas (2004) finds it
may be disadvantageous for a monopoly to implement behavior-based pricing (BBP). Pazgal
and Soberman (2008) study the firms’ endogenous choices on whether to engage in BBP.
They find that the equilibrium profit when both firms engage in BBP is always lower than
when neither firm uses it. Esteves (2010) studies the effects of myopic consumers on the
firms’ BBP decisions. Shin and Sudhir (2010) investigate a firm’s use of a behavior-based
price discrimination strategy in relation to two important customer features: the heterogeneity
of consumer value and consumer preference change. A comprehensive survey of the literature
on BBP is provided in Fudenberg and Villas-Boas (2006) and Esteves (2009).

Recent BBP research has explored more complex applications. Li and Jain (2016) study the
effects of consumers’ fairness concerns on BBP. They show that firms can obtain higher total
discounted profits from engaging in BBP than from forgoing consumer recognition. Colombo
(2016) investigates behavior-based price discrimination when firms do not have complete
purchase information about consumers. Esteves (2014) studies behavior-based price dis-
crimination (BBPD) when firms implement a retention strategy to discourage customers from
switching their allegiance. Esteves and Reggiani (2014) analyze the effect of demand elas-
ticity on profit, consumer surplus and social welfare when firms implement behavior-based
price discrimination. Rhee and Thomadsen (2017) consider BBP in a vertically differenti-
ated setting. They find that both high- and low-quality firms may offer discounts to repeat
customers. Esteves and Cerqueira (2017) study behavior-based advertising in a horizontally
differentiated market and show how consumer awareness affects industry profits and con-
sumer welfare. De Nijs (2017) uses a two-period model to study the effects of rival firms’
information-sharing behavior on their behavior-based pricing strategies. Choe, King and Mat-
sushima (2018) consider a two-period model of dynamic completion between two firms. They
examine the effects of personalized pricing on the firms’ profits and prices in two periods.
Studying BBP in a channel setting, Li (2018) investigates how the adoption of BBP affects
the profits of channel members and social welfare. Amaldoss and He (2019) investigate the
practice of BBP in a horizontally differentiated market where consumers have diverse tastes
and limited consideration sets. They find that consumer valuation will affect the difference
between the prices that old and new customers are charged under BBP. In contrast to these
studies of BBP, we do not assume that there are two periods and that firms acquire consumer
preference information from the first period. Instead, we study personalized pricing based on
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consumer preferences in a single period when firms can purchase the necessary preference
information or analytics from a data supplier.

Another stream of literature is related to the implications of privacy. Privacy is an important
topic in economics for a long time. Posoner (1981) believes that hiding consumer identities
reduces economic efficiency. Acquisti, Taylor and Wagman (2016) provide a comprehensive
literature review on the economic value of privacy. Given the rise of big data and new market-
ing technology practice, privacy has greatly influenced pricing, product design, advertising,
and government regulation. Our work is particularly related to research into the relationship
between consumer privacy and pricing. Taylor (2004) studies how the ability of firms to col-
lect and sell consumer information, as well as the right of consumers to anonymity, impact
market competition. Acquisti and Varian (2005) examine the circumstances under which it
is profitable for firms to implement BBP when consumers can take measures to protect their
privacy. They find that it is feasible but never optimal for firms to distinguish between high-
and low-value consumers through price discrimination. Hann et al. (2008) study the effects of
consumers’ information-concealing behavior on market outcomes. They discover that con-
cealment by high-benefit consumers leads to a reduction in the seller’s market share, while
concealment by low-benefit consumers may increase a seller’s market share. Conitzer, Taylor
and Wagman (2012) consider a model with a monopolist firm and heterogeneous customers
who can conceal their identity for free or by paying a cost. They show that an increase in
the cost of concealment may benefit consumers but does not always do so. When the privacy
cost is high enough, the effect may be reversed. Tucker (2014) empirically demonstrates
that consumers’ perception of control over their privacy increases their acceptance of per-
sonalized advertising. Casadesus-Masanell and Hervas-Drane (2015) study a duopoly model
in which consumers can endogenously choose how much information is disclosed to firms.
Firms benefit from this arrangement in two ways: through consumer buying behavior and by
selling the information at a profit. Shy and Stenbacka (2016) examine how different degrees
of privacy protection affect industry outcomes when there are switching costs. They find that
weak privacy protection is more beneficial for firms than strong protection or no protection.

Our work is also related to firms’ consumer profiling and information decisions concerning
asymmetric information selling, acquisition (Li et al. 2020b; Li et al. 2020c) and utilization.
Koh et al. (2017) examine the effect of a voluntary profiling policy on the seller’s profits, on
consumer surplus and on social welfare. Consumers are heterogeneous and their sensitivity
to privacy varies. The authors show that neither consumer surplus nor social welfare is
necessarily larger when consumers choose voluntary profiling instead of no profiling. Choi,
Jeon and Kim (2019) consider a model of privacy with information externalities. In this model,
data collection requires consumers’ consent. They find that, even in the market equilibrium,
the collection of personal information exceeds the social optimum. Valletti and Wu (2019)
consider the effects of price discrimination with consumer data profiling. Firms can invest in
increasing the precision of consumer profiling, and consumers can protect their privacy by
paying a cost. They find that socially optimal privacy policies exist when data protection is
very easy or very costly. Li et al. (2020d) examine the effect of the transparency of firms’ BBP
practices on firms and consumers. They find that BBP transparency increases a monopolist’s
profit but decreases consumer surplus and social welfare. Finally, the study most closely
related to our own is by Montes et al. (2019), who study the effects of price discrimination
through a duopoly Hotelling model in which consumers can make endogenous choices on
privacy protection. Two symmetric firms can purchase consumer information from a data
supplier and base their pricing on it. Our study differs from the above literature in that
we extend the model to a vertically differentiated market and introduce the quality-adjust
cost to explain the final equilibrium results. In reality, it is not easy to find two identical
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competitors, and there are usually significant quality differences among companies in the
market. Therefore, competition between two quality-differentiated firms is more common in
practice, and needs further research. Our paper also considers the policy transparency issue
and therefore provides meaningful suggestions for the government.

3 Model settings

Our model includes three classes of agents: consumers, two competing firms selling goods
of different quality, and a data supplier (DS) that can collect information about consumers’
preferences. We begin by describing the two competing firms. They market substitutable
products differentiated by quality. H denotes the high- quality firm and L the low-quality
firm. We use gy, g1 to denote the product quality of the two firms and define the quality
difference A, A = gy — q. > 0. We assume that each firm has different marginal costs,
with ¢, < ¢y . Without loss of generality, we assume that H’s marginal cost is equal to ¢ and
L’s is normalized to zero. Thus, c represents the cost difference between the products of the
two firms. To make sure the products are profitable, we assume that 0 < ¢ < A. The upper
bound is the cost level at which the additional utility that quality-sensitive consumers obtain
by buying high-quality product is equal to the additional cost. Without loss of generality, we
denote i = %, € [0, 1], which can be interpreted as the quality-adjusted cost.

The market contains a variety of consumers, each of whom purchases one unit of product.
Consumer i’s utility function from buying one unit of product j is represented as U(6;) =
V+6;iqj—pj,wherej € {H, L}. p; is the price that consumer i pays for productj. §; represents
consumer i’s quality preference, and without loss of generality we assume that & ~ U[O0, 1].
V is a constant utility that every consumer receives from purchasing the product. Following
Rhee and Thomadsen (2017), we assume that V is sufficiently large that each consumer will
choose one of the products.

Suppose there are two market segments, the “old market” and the “new market”. The
difference between the two markets depends on whether consumer preference information is
available. In the “new market”, firms only know the aggregate distribution of the market and
have no way to obtain information about individual consumers. Therefore, firms can only
set a basic, undifferentiated price for all consumers. In the “old market”, a firm can acquire
preference information about consumers and offer tailored prices based on each consumer’s
taste for quality 6. We can describe the “new market” as anonymous and the “old market”
as personalized. The distinction is easy to understand in the context of online retailing.
Consumers in the “new” segment are recent entrants to the market, so firms have little or
no information about their preferences and behavior. On the other hand, consumers in the
“old” segment have a record of activity on the Internet: searching, buying products, writing
reviews, and so on. Such data enables retailers to analyze the individual preferences of each
“old” consumer. Our model assumes that both the new and the old markets are uniformly
distributed over the unit interval.

The widescale use of consumer information may arouse privacy concerns among con-
sumers. In order to protect their personal information, consumers in the old market may
choose to conceal their identities (thereby preventing firms from implementing personalized
pricing) by paying a privacy cost co. The privacy cost is related to the degree of hardship
that consumers face in concealing their identities—for example, the need to delete tracking
cookies that various websites place on the consumer’s computer. Some people go so far as
to create new accounts to avoid being identified as “old” customers. The more informative
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the consumer’s personal data, the higher the privacy cost. Some consumers are so concerned
about privacy that they are even willing to pay a monetary cost to protect their data. For
example, Reputation.com charges individuals $9.95 per month to remove personal data from
online markets. GDPR (General Data Protection Regulation) enforces service providers to
erase any personal data if a consumer request. For instance, Acxiom, allow consumers to opt
out of the use of their personal information in the database. Consumers may need to submit
request form and communicate with many data brokers to remove their personal information.
These efforts can also be regarded as privacy protection cost.

When the privacy cost is too large, no consumer will pay it. In order to consider more
interesting cases, we set 0 < ¢p < %, a parameter that is easily derived in the following
discussion. When the consumer i pays the privacy cost c¢g and purchases product j, his utility
is V+0;q; — pj — co. Hereafter, cq is a constant cost independent of the type of consumer.

The third class of agent is the monopoly data supplier, who collects consumer preference
information and sells it on to other firms. Without loss of generality, we assume that the firm
can perfectly ascertain a consumer’s personal tastes 6 with the help of the data.

The sequence of the game is as follows. First, the data supplier posts the data price K.
Second, both firm s decide whether or not to buy the data. In the third stage, consumers in the
“old market” decide whether or not to pay the privacy cost cg. Next, firms make their price
decisions to compete for customers. They first simultaneously determine the basic prices
PH, PL, then offer the tailored prices. Finally, each consumer makes a purchase decision.

4 Equilibrium results without transparency of price discrimination

First we discuss the benchmark case in which firms do not implement a policy of transparency
and consumers are unaware of the price discrimination strategy of the firms, meaning that
consumers don’t pay for privacy. This case is equivalent to the one in which the privacy cost
co 1s extremely large. We use the subgame Nash equilibrium as the solution concept.

4.1 The subgames

Before deriving the equilibrium of the firms’ information strategy, we first deal with the sub-
games under different data strategies. In stage 2, both firms make their information decisions.
The strategy setis S; = {B(buy), N(not buy)}, j € {H, L}. Thus, there are four combinations
of strategies, i.e., (N, N), (B, N), (N, B) and (B, B).

4.1.1 Neither firm has information: (N, N)

We first study the case in which neither firm has consumer preference information. In this
case, the firms only need to set their basic prices, which are the same for both market segments
(i.e., old and new customers).

Now we consider consumers’ purchase decisions. Buying from H leads to the utility level

whereas buying from L leads to

V+0q, — pr. (2)

@ Springer



432 Annals of Operations Research (2023) 329:425-469

Here, py and pp are the prices that the two firms charge for their products. In both the
anonymous market and the personalized market, there are two consumer indifference points
Oy and 6. The market shares for H are [0, 6] and [0, 6 ] while the market shares for L are
[6n, 1] and [0, 1]. Then we have

PH — PL
On(pa. pL) =00(pu. pL) = — . 3
Next we consider the firms’ pricing decisions. Firm H’s profit is
TH = /(PH —0)df + /(PH —o)df “
and firm L’s profit is
On 6o
m = [ pras+ [ puas )
0 0
We can easily prove that both 7y and 7, are concave functions. By the first order condi-
tions, we derive the optimal prices py 2(‘+A) and p; = “SA . The two firms’ equilibrium
profits are my = M and m; = 2(‘; AA) , respectively. The total consumer surplus is

_ 2 —2qyu+11g;—10c¢
CS_2V0+9(qH_qL) + 3 .

4.1.2 Both firms have information: (B, B)

When both firms choose to buy consumer preference information, firm H and firm L will
compete for every customer in the personalized market. We use py (6) and pr (9) to denote
the tailored prices set by the two firms. Following Choudhary (2005) and Tayler (2014), the
tailored prices in the old market are given by

pL®) =c—0A,
pr(6) = 6A.
In the anonymous market, the indifference point between the two firms is given by
On(pH, PL) = P Pr
A
Similarly, in the personalized market,

0) — %
00(pu(®), pr(oy = LA PO _ £ ©)

>

The profits of the two firms are given by

H = /(PH —c)do + /(pH(Q) —c)do. N

Ty = / Ld9+/pL(0)d9. ®)
0

We can easily prove that both 7y and 7y, are concave functions.
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Proposition 1 Assume that both firms purchase the information and that consumers do
not pay for privacy. Then the basic prices are py = w and p; = <A, while
the tailored prices are pr(0) = ¢ — 0A andpg(®) = OA. The profits are 1y =

3

2 2 2 2 .
% and mwp = %. And the total consumer surplus is CS =
I —qu+10g+5¢
Vo 9gH—qL) + 9 :

Proposition 1 gives the equilibrium pricing strategy when both firms choose to buy infor-
mation. We find that the possession of consumer information does not influence the firms’
basic price. The only change in profits occurs in the personalized market. A comparison with
the no-information case yields the following results.

Corollary 1 There exist two thresholds | and [u.

(1) When € [0, /:L),]TgB > ngN and NEB < niVN;

(2) When u € |:M, ,&),ngB < rrgN and JTLBB < nI{VN;
(3) When u € (i, 1], nf,B < NZN and nLBB > y'riVN.

Corollary 1 suggests that the profits are not always lower when both firms have bought
consumer information than when they have no information. A traditional perspective would
suggest that the possession of information by both sides engenders fierce competition and
therefore reduce profits. As Corollary 1 shows, when . is in the middle range, profits in the
BB case are indeed less than in the no-information case. However, when the quality-adjusted
cost u is low enough, firm H’s profits rise when both firms possess consumer information.
Conversely, when  is high enough, firm L’s profits rise. This is explained by the fact that
when p is low, firm L’s price adjustment range is narrow, so firm H can occupy a greater
share of the personalized market; but when p is large enough, firm L gains a competitive
advantage and reaps higher profits in the personalized market. Increased profits compensate
for the losses caused by the fierce competition between the two firms.

4.1.3 Only firm H has information: (B, N)

Here we focus on the case in which only firm H chooses to purchase the consumer preference
information. In this case, firm H sets a basic price in the anonymous market and a tailored
price in the personalized market, while firm L offers the same basic price in all market
segments.

The utility function of purchasing from H or L is the same as in the no-information case.
In the anonymous market, the indifference point between the two firms is given by
PH — PL
—Q

In the personalized market, firm H offers a tailored price pg (0) which leaves consumers
indifferent as to which firm’s product they should purchase. Firm H’s tailored price is given
by

On(pH, PL) =

pu®) = pL+0A. C))

We denote the last consumer purchasing from firm H as 6y, which is reached when py
(0) = c. Then we have 6 (p) = £,
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Next we consider firms’ profit maximization decisions. Firm H’s profits are given by

1 1
T = /(pH —c)do + / (pH(0) — c)dd (10)
O max{¢;,0}
while firm L’s profits are
O max{¢;,0}
T = /pLd0+ / prdo. (11)
0 0

There are two possible cases. In the first case, Firm L sets its basic price p; low enough
to satisfy 61 (pr) > 0. In this way, firm L maintains its market share in the old market. When
01(pr) < 0, firm L chooses to abandon the personalized market. This means that firm L can
decide whether or not to keep a share of the personalized market. It can set a lower price to
stay in this market or set a higher price to focus on the anonymous market.

Proposition 2 Assume that only firm H buys the information and that consumers do not pay
for privacy. There exists a threshold 11 < % for .

(1) When u € [0, u1), the equilibrium basic prices are

2(c+ A) c+A
= ———and

PH = PL = .

n
3 3
The profits of the two firms are given respectively by

2c? —20cA +23A2 (c+ A)?
TH = and mp, = ————.
18A 9A
Total consumer surplus is
2 —8qu +26q1, — 16
CS=2Vy+—— s ey
18(gr — q1) 18
(2) When u € [y, 1], the equilibrium basic prices are
S5c +4A d 3c+ A
= ant = ,
PH 7 PL 7
The two firms’ profits are given respectively by
12(c —2A)? 2(3¢c + A)?
g =———"—andn, = ————,
49A 49A
Total consumer surplus is
4c? —6qu +55q1, — 50
CS=2Vp+ oy AHTIGL 7 O
49(qn —qr) 49

Proposition 2 gives the equilibrium pricing strategy when only firm H chooses to buy
consumer information. We find that there are two equilibrium outcomes, depending on the
value of the quality-adjusted cost .. When | is not too large, the equilibrium strategy is
reached when the firm L does not operate in the personalized market. The equilibrium prices
exactly equal those in the no-information case. When p is high enough, firm L maintains a
share in the personalized market in equilibrium. Firm L sets a lower basic price, while firm H
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charges more than in the no-information case. The respective changes in profits are intuitive.
Firm H’s equilibrium profit is greater than in the NN case, while firm L’s profit decreases for
all possible values of |L. The possession of consumers’ personal data endows firm H with the
ability to extract more consumer surplus and to gain a competitive advantage over firm L. As
a result, firm L loses much of its share in personalized market.

4.1.4 Only firm L has information: (N, B)

Now we consider the case in which only firm L chooses to purchase the consumer preference
information. In this case, firm L sets a basic price in the anonymous market and a tailored
price in the personalized market, while firm H offers the same basic price in all market
segments.

The utility function of purchasing from H or L is the same as in the no-information case.
And the consumer’s indifference point between H and L in the anonymous market is still
given by
PH — PL

On(pH, PL) = A

In the personalized market, firm L offers a tailored price py (6) that just undercuts firm
H. Then, firm H’s tailored price is given by

pL®) = pn —0Aq. (12)

Similarly, we denote L’s last consumer as 6, which can be derived through py () = 0.
Then we have 6>(py) = 2.
Next, we consider the firms’ basic price decisions. Firm H’s profits are

1

1
Ty = /(PH —c)do + / (pu —c)do (13)

On min{6,1}

while firm L’s profits are

On min{6,,1}
T = / pLd9 + / pL(Q)dQ. (14)
0 0

Here too there are two possible cases. When firm H’s price is high enough that 6, > 1, H
may choose to focus on the anonymous market and abandon the personalized market. When
p isnottoo large, such that 6, < 1, firm H can still occupy some personalized market share.
Obviously, firm H’s different choices have different market outcomes. The firms maximize
their profits as expressed in Egs. (13) and (14), and we have the next proposition.

Proposition 3 Assume that only firm L buys the information and that consumers do not pay
for privacy. There exists a threshold iy > % for .

(1) When u € [0, w), the equilibrium basic prices are

4(c+ A) 2(c+ A)
= — and pp = —

The two firms’ profits are given respectively by

PH

)
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2(3c — 4M)? 12(c + A)?
Ty = ———andny = ————.
49A 49A
The total consumer surplus is
202 —5qu +54qL — 52
CS =2Vy+ < T L ey
49(gu —qL) 49
(2) When u € [ua, 1], the equilibrium basic prices are

2(c+ A) c+A

PH = fandpL = 3

The two firms’ profits are given respectively by

(c —2A)? 4c? +20cA +TA?
Ty = ———andn, = ———,
9A 18A
Total consumer surplus is
2
—5qg +23q; — 22
CS=2Vo+—0" 4 2AH T L T 2
18(q — qL) 18

Proposition 3 gives the equilibrium pricing strategy when only firm L chooses to buy
consumer information. There still exist two equilibrium outcomes, depending on the value of
the quality-adjusted cost . When  is large enough, firm H finds it advantageous to give up
its share in the personalized market and set a correspondingly high basic price to guarantee
its profits. In this case, the equilibrium prices are exactly the same as in the no-information
case. When p is not too high, firm H finds it more profitable to remain in the personalized
market. It is correspondingly required to reduce its profit margin in exchange for a share in the
“old market”. Thus, firm H sets a lower price than in the first case. Furthermore, comparing
the firms’ profits in the NN and NB cases, we find that the equilibrium profit for firm H is
lower and for firm L is higher than in the no-information case. The use of consumer data
enables firm L to extract more consumer surplus and increase its profits. Correspondingly,
firm H loses part of its market share in the personalized market under the pressure of firm
L’s competition.

4.2 Data supplier’s sales strategy

Now we can study the data supplier’s information sales strategy. The data supplier (DS) can
use various information technologies to collect old consumers’ personal information and sell
it to retailers who can take full advantage of it. The DS may post a price K to maximize
its profits. As a monopoly agent here, we suppose that this DS has the exclusive power to
bargain for the entire transaction surplus.

We define the strategy set M = {H, L, HL} and the corresponding price K,,,m € M.
This means that the DS chooses one of three sales strategies: to sell exclusively to firm H,
exclusively to firm L or to both firms.

When the DS sells information exclusively to firm H or firm L, the price is given by the
difference between the firm’s profit when it has exclusive possession of consumer information
and its profit when its competitor has this advantage. Hence, when the DS sells exclusively
to firm H, the data price is given by

_ _BN NB
Ky=mng" —my”,
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and when it sells exclusively to firm L, the data price is given by

K;=m 2’ B_ g LB N
If the DS chooses to sell information to both firms, the price is given by the sum of the
two firms’ profit differentials when they both acquire the information and each firms’ profit
when its competitor acquires the information exclusively. Thus, the data price is

BB NB BB BN
KHL:<71H — Ty )+(71'L -y )

By comparing these prices, we derive the DS’s optimal information selling strategy. The
optimal selling price is given by

wps = max{Ky, K, KnL}.
Proposition 4 The optimal information-selling strategies for DS are as follows:

(1) Whenpu < %, the optimal strategy is to sell exclusively to firm H. The information prices
in this case are

226c2+116cA—551A2
K T wa . 0=u<m
H= ,
16A2—6¢2 1
A0A < m1 = =< 3

(2) When pu > % the optimal strategy is to sell exclusively to firm L. The information prices
in this case are

—6c2+12¢A+10A2 1

49A 17 <M< 2
K; = , , .
—128¢“+764c A+307A
—ee e S s p sl

Proposition 4 gives the optimal sales strategy for the DS. It is always optimal to sell
exclusively to a single firm. When  is relatively small, it is advantageous for the DS to sell
exclusively to firm H. When p is high enough, the DS should choose to offer information
services only to firm L. This can be explained by the fact that the provision of information to
both firms would intensify competition in the personalized market. To compete for customers,
each firm would set a correspondingly low price, minimizing the surplus that the DS scould
potentially extract. To maximize the value of the information it offers for sale, the DS must
identify the firm that can extract more profit from consumers. For this purpose, it might
conduct an auction in which firms bid for an exclusive supply of consumer information.

5 Equilibrium results with transparency of price discrimination

Now we consider the case in which consumers are aware of the firms’ personalized pricing
behavior because the firms apply a policy of transparency and inform consumers of their
price discrimination. This may give consumers an incentive to pay a monetary cost to conceal
their identity. With the information offered by data suppliers, firms can acquire information
about consumer preferences and implement personalized pricing in the old market. However,
consumers who know about this information strategy can decide whether or not to frustrate
it by paying to hide their identities. To understand this case, we analyze the Subgame Nash
Equilibrium in the following sections.
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5.1 Subgames

The strategy sets for the two firms are the same as Sect. 4. In game stage 2, both firms decide
whether or not buy consumer data from the DS. However, in stage 3, consumers can decide
whether or not to make efforts to avoid firm’s price discrimination in the personalized market.
So one of the four subgames, the case in which neither firm has information, yields the same
results as in Sect. 4.1.1. Here we ignore the NN case here and focus on the other three cases.

5.1.1 Both firms have information: (B, B)

In this section, we consider a scenario in which both firms choose to buy consumer preference
information and compete in the two market segments. We find that there is no equilibrium
when consumers choose to pay a concealing cost cp > 0. In other words, no one would

pay the concealing cost knowing that both firms purchase information. We first denote that
e

o = 2.
Lemma 1 When both firms have bought the information and set a tailored price for customers,
no one will choose to pay for privacy.

Note that, in the personalized market, the competition between two vertically differentiated
firms intensifies when both firms possess the consumer data because the data enables them
to compete for every single customer. As a result, the tailored price set for old consumers is
relatively low. It follows that consumers seeking to maximize their utility have no incentive
to conceal their identity but in fact have an incentive to reveal it in order to benefit from the
low price. Lemma 1 shows that the competitive advantages of the two companies offset each
other when both firms possess the valuable consumer data. Proposition 1 still holds in this
scenario, as no consumers pay for privacy.

5.1.2 Only firm H has information: (B, N)

Here, as in Sect. 4.1.3, we consider the case in which the DS sells information exclusively to
firm H. Some repeat consumers may want to pay a privacy cost in order to avoid being tracked
and charged a personalized price. Since only firm H has consumer preference information, if
consumers choose to buy firm H’s product, they need to decide whether to accept a tailored
price or to pay the basic price and an additional privacy cost. If consumers choose to buy
firm L’s product, they simply pay the basic price.

Following Sect. 4.1.3, in the anonymous market, the consumer indifference point between
the two firms is given by
PH — PL
—Q

In the personalized market, firm H’s tailored price is py (0) = pr + 6 A. We denote the
last consumer purchasing from H as 61, which is reached when pg (6) = c¢. Then we obtain

01(pr) = = _A”L. (15)

However, the utility of a consumer who receives the tailored price is V+6qy — py (6) and
the utility for one who chooses to conceal is V +6qg + py — co. The consumer indifference
point between concealing and revealing is given by

On(pH, PL) =

V+0gy +puy —co=V+0qy — pu(9),
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which can be derived as

PH — pL *+¢Co

A (16)

05 (pH, pL) =

Consumers who have 6 > QCH choose to pay for privacy. When 8 < QCH , consumers may
choose to reveal their identity.

Next, we consider the firms’ profit maximization decisions. Firm H’s profits are given by

1 min{e;‘,,l} 1
TH = /(PH —0)df + / [pu(0) — c]do + / (pu —o)ydo (A7)
On max{¢y,0} min{es,,1}
and firm L’s profits are
on max{o;,0}
Ty :/pLd9 + / pLdQ. (18)
0 0

Both firms maximize the profits expressed in Egs. (17) and (18), and we obtain the equi-
librium results in the following proposition.

Proposition 5 Assume that only firm H buys the information and that consumers can pay for
privacy. The equilibriums are as follows:

(1) WhenO < pu < % and 0 < g < 1_ }T,u, the equilibrium basic prices are
c+2A c+2A
PH = and p; = YR

The firms’ profits are

3¢ = 36cA +44A% +16¢3 (c+2A)?
TH = andm; = ———.
32A 16A

Total consumer surplus is
¢ +8c2 +4co(c —2qm +2q1)
16(gn —q1)

1
CS = +Z(_3C_3qH +7qr) +2V)p.

(2) When % <u<land0 < pug < % — %M; the equilibrium basic prices are

3c+4A 2c+ A
PH = 5 and pp = 5

The firms’ profits are
12(c — 2A)% +25¢2 2Q2¢ + A)?
= and mj, = ————.

50A 25A

TH

Total consumer surplus is
G 2¢2 +25¢3 + 10co(c — 2qu +2q1)
B 50(gn —qL)

If wo is larger than the upper bound, the equilibrium is as shown in Proposition 2.
Proposition 5 shows the result of the tradeoff by firms when only firm H has consumers’
personal information and consumers can pay for privacy. Figure 1 shows the regions in which

1
— 5(24c+6q11 —31q1) +2V.
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Fig. 1 The regions with and without transparency in the BN case

consumers will or will not pay for privacy in the BN case. In regionl, consumers may choose
to pay for privacy, while in regionll, no one will pay for it. There are two equilibriums in the
BN case. When p is not too large, it is better for firm L to abandon the old market and post a
relatively high basic price. Firm H then holds the entire personalized market. When . is large
enough—for example, when p > %—in equilibrium firm L still retains a share of the old
market. As for the impact of consumer privacy, there are upper bounds to the equilibriums.
When ¢ exceeds a certain range, the equilibrium is the same as in Proposition 2 because no

consumers will pay the privacy cost.

5.1.3 Only firm L has information: (N, B)

Next we consider the case in which the DS sells information exclusively to firm L. Following
Sect. 4.1.4, we use the same denotation. In the anonymous market, the consumer indifference
point is given by

PH — PL

On(pH, PL) = A

And in the personalized market, firm L’s tailored price is pr(0) = py — 6 Ag. The last
consumer choosing to buy product from firm L is given by the equation py (6) = 0, which
is such that

PH

02(pH) = N

However, consumers have to decide whether to pay for privacy. The indifference point
between concealing and revealing is given by

V+0q, —pL—co=V+0qL— pL®),
which can be derived as

H — PL — €0

05 (pH. pL) = P A (19)
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Next, we consider firms’ profit maximization decisions. The profits of the two companies
are

1 1
T = /(pH —c)do + / (pg — c)do. (20)
On min{6;,1}
On min{6,,1} max{6;,0}
T = /pLdG + f pL(6)do + / pLdo. (21)
0 max{es .0} 0

Then both firms maximize the profits expressed in Egs. (20) and (21), and we obtain the
equilibrium results in the following proposition.

Proposition 6 Assume that only firm L buys the information and consumers can pay for
privacy. The equilibriums are as follows:

(1) When0 < pu < % and 0 < pp < % + %u, the equilibrium basic prices are

3(c+A) 2(c+ A)
pH=——F—and pp = ————.
5 5
The two firms’ profits are
2(2¢ —3A)? 12(c + A)* +25¢2
g =—————andn, = ———.
25A 50A

Total consumer surplus is

G 2¢% +25¢ — 10co(c + qu — q1)

1
— —(28c+4gy — 29 +2Vy.
50Gn —a0) 25( c+4qn qL) 0

(2) When % <pu<land 0 < pug < % + %,u, the equilibrium basic prices are

oy = 3(c+A) and py, = c+A.
4 2
The two firms’ profits are
_ (c—3A)? 3c2+30cA + 11A? + 16¢}

and w; =
16A 32A

Total consumer surplus is

TH

c+ 80(2) —4co(c+qu —qL)
16(grn —q1)

If wo is larger than the upper bound, then the equilibrium is as shown in Proposition 3.

Proposition 6 shows the result of the tradeoff by firms when only firm H has consumers’
personal information and consumers can pay for privacy. Figure 2 shows the regions in which
consumers will or will not pay for privacy in the NB case. In regionl, consumers may choose
to pay for privacy while in regionll, no one will pay for it. As in Proposition 5, there are two
equilibriums. When p is not large—for example, u < %—ﬁrm H still competes for market
share in the personalized market. As i becomes larger, it is more beneficial for firm H to
focus on the anonymous market in equilibrium. Consumer privacy costs also play an import
role in these equilibriums, which have upper bounds. When cp exceeds the upper bound,
results are as described in Proposition 3.

CS=

1
— E(ch +7qy — 23q1) +2Vp.
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Fig. 2 The regions with and without transparency in the NB case

Our analysis of the cases in which the DS implements an exclusive sales strategy demon-
strates that in these cases, the consumer privacy cost influences the profits of the firm that
purchases the consumer data, while it makes no difference to the profits of the other firm.
This can be explained by the fact that when a firm has exclusive access to consumer data, it
sets a tailored price based on its competitor’s basic price and on the preferences of individual
consumers. Thus, each consumer in the old market will be offered a personalized price at
which he or she is indifferent as to whether to purchase H’s product or L’s product. No matter
which product such consumers choose, they will obtain the same utility. On the other hand,
a consumer who chooses to pay for privacy and buys from a certain firm should obtain a
greater utility than if they bought from the firm’s competitor. Hence the magnitude of the
privacy cost affects only the firm that has exclusive access to consumer information.

5.2 Data supplier’s sales and pricing strategy

Now we examine the data supplier’s sales strategy when consumers can pay for privacy. As
in Sect. 4.2, the DS has three different strategies to choose from, so the strategy set M =
{H, L, HL}. The DS will compare the profits it can obtain using one of the three and decide
which is optimal. Summarizing the discussion in Sect. 5.1, we divide the pricing regions into
four, as shown in Fig. 3.

Inregionl, the privacy cost ¢y is low enough that both the BN and the NB cases are -optimal
when consumers can pay for privacy. In regionll, the BN case is still optimal, while the NB
case becomes equivalent to the case in which no consumers pay for privacy. In region III,
the NB case is optimal when consumers may pay for privacy while the BN case becomes
equivalent to that in which no consumers pay for privacy. In region IV, the privacy cost is
large enough that no consumers would pay for privacy in any case. We can derive different
information prices for the different regions. The pricing decisions are given by the next
proposition.

Proposition 7 The optimal sales strategies for the DS are as follows.

(1) When(0 < u < %, the optimal strategy is to sell consumer data exclusively to firm H.
The optimal prices are the following:
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(2) When % < @ < 1, the optimal strategy is to sell exclusively to firm L. The information
prices are

(i) when § < < 2,

71c2492c A—4 A% +200c3 0 1_ 1
K— K — 004 g SHoO<=3 Tk
L —420c2+1086cA+4TSAMT4E 1 1 1]
15634 2 T Ak =M= gt gl
(i) when 3 < < 1,
—181c?+494¢ A+211A%+400c3 0 2 1
K=K = S00A » U< Mo <35 — 354
—429c+1086cA+4T5A+T84cs 2 1 _ o 11
15684 P 5T SH=HRo= gt gH

When 1o exceeds the upper bound, the result is shown in Proposition 3.
Proposition 6 shows that when consumers can pay for privacy, the DS’s optimal strategy
is still to sell exclusively to one firm, whether firm H or firm L. When the quality-adjusted

cost is not high—i.e., when u < %—it is always better for the DS to offer consumer data

exclusively to firm H. When u exceeds % selling to firm L is always preferable. Remarkably,
the DS’s optimal selling price is always positively related to the consumer privacy cost cg.
Intuitively, when the ability to conceal their identity is available to consumers, only those
who have a greater preference for quality will choose concealment. As the cost ¢y becomes
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larger, fewer consumers are willing to pay for privacy. Thus, the firm with access to consumer
data can extract more consumer surplus, and the price of the data offered by the DS will be
correspondingly higher. When ¢y exceeds the upper bounds of the constraints, the results
will be the same as in Proposition 3.

5.3 Sensitivity analysis and managerial discussion

In this section, we investigate the effects of the privacy cost ¢y on data pricing decisions in
equilibrium, as well as on the firms’ profits and on consumer surplus.

5.3.1 Firms' Profit

First, we examine the effects of cg on the firms’ equilibrium profits for different cases in which
consumers can pay for privacy. In the second stage of the game, two vertically differentiated
firms decide whether to purchase information form the DS. We extend the investigation into
four different cases: NN, BN, NB and BB. When no firm has consumer information (the NN
case), it is obvious that profits are not related to cg. As for the BB case, we have proved in
Sect. 5.5.1 that no one will pay for privacy when both firms have information. Therefore, in
this section, we focus on the profit implications of the BN and NB cases, in which a single
firm has purchased exclusive access to consumer data.

Corollary 2 Assuming that only firm H/L has the data and that consumers can pay to protect
their privacy, the profit of firm H/L increases with c.

As this corollary indicates, if only one firm has purchased consumer preference informa-
tion and consumers can pay for privacy, the firm’s profits always increase with the privacy
cost, no matter whether the products of the firm are high-quality or low-quality. This is
attributable to the act that when access to consumer information is exclusive—for example,
when only firm H has such data—repeat customers who choose to buy from firm H have to
decide whether to pay the privacy cost. Only those who can increase their utility by paying
this cost will do so. As the privacy cost grows larger, fewer consumers will pay it. The firm
with access to data—and only that firm—will be able to extract the largest possible surplus
from each consumer based on its knowledge of their behavior. The firm’s profits will increase
correspondingly. To illustrate our results in Corollary 2, we assume thatc = 0.4, A = 1, and
plot Figs. 4 and 5 to show the effects of the privacy cost on the profits of the two firms.

The implications drawn from Figs. 4 and 5 are consistent with the results in Corollary
2. When consumers can pay for privacy and the cost of doing so is not too large, the firm
with access to consumer information will achieve higher profits as the privacy cost increases,
while its competitor’s profits are always linear. Moreover, when the privacy cost ¢g is too
large, the result is similar to the BN case in Sect. 4.1.3: no consumers choose to pay for
privacy.

5.3.2 Consumer surplus

Next, we investigate how the privacy cost ¢g influences the consumer surplus in four equi-
librium cases.

Corollary 3 If only firm H/L has consumer data and consumers have the option of paying a
privacy cost, the consumer surplus always declines as cy increases.
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Fig. 5 The effects of ¢y on firms’ profits in NB case

A higher privacy cost means that it is harder for consumers to protect their personal infor-
mation and conceal their identities. The firm with exclusive data access sets a personalized
price for each customer that exactly matches the customer’s preference. In this way, the firm
is able to extract more consumer surplus than it would if it set a uniform basic price. As
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Fig. 6 The impact of ¢y on Consumer Surplus

the privacy cost increases, fewer consumers find it profitable to conceal their identities. The
firm with exclusive data access will then be able to set more personalized prices and extract
more consumer surplus so as to increase its profits. Thus, the consumer surplus decreases. To
illustrate the analytic result in Corollary 3, we perform a numerical analysis with the settings
c=04,A=1,9qy = 15,9 = 0.5and V = 2. The results, which are consistent with
Corollary 3, are presented in Fig. 6.

Figure 6 illustrates the impact of the privacy cost cg on consumer surplus in four different
cases. In the NN and BB cases, the consumer surplus is linear because no consumers pay
the privacy cost. In the cases where one firm has exclusive data access, BN and NB, we can
readily determine that the consumer surplus decreases as cy rises, so long as cp does not
exceed a certain threshold. Beyond this threshold, the result is the same as for the case in
which no consumers pay for privacy: consumer surplus is linear.

5.3.3 Social welfare

We next investigate the effects of the privacy cost cg on a utilitarian social welfare function.
We weight the firms’ profits and the consumer surplus equally to evaluate the total social
welfare. From the previous discussion, we know that the profits and the consumer surplus
are unaffected by the privacy cost in the NN and BB cases because in these cases no one is
willing to pay for privacy. Thus, the social welfare (SW) here is also linear with respect to
co- As in the BN and NB cases, when the privacy cost is not too large, the profits of the firm
with exclusive access to consumer data increase with cp, while the consumer surplus (CS)
declines as co grows. So the SW here will vary in a different way with respect to co.

Figure 7 gives us a general understanding of the effect of the privacy cost on social welfare.
We plot a graph using the parameter values in 5.3.2 and perform a numerical analysis.
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Fig. 7 The impact of co on Social Welfare

For the cases in which only one firm has consumer data, the SW is a fixed value if the
privacy cost cg exceeds a certain threshold, as no consumers will pay to conceal their identity.
However, when the privacy cost is not too large, the welfare is U-shaped with respect to co.
There are significant managerial implications here. From the perspective of a policymaker
seeking to promote total social welfare, it is always preferable to make privacy protection
very cheap or very costly. The reason is not difficult to understand. When the privacy cost is
low enough, consumers can protect themselves easily and retain a higher consumer surplus,
which raises social welfare by compensating for the firm’s reduced profit. When the privacy
cost is high enough, consumers will seldom choose to conceal their identities, and firms will
achieve higher profits, which also raises total social welfare.

5.3.4 Information prices

In Sect. 5.2, we determined the information prices with the privacy cost constraint in different
regions. The data supplier may choose to sell information to either the high-quality or the
low-quality firm. In this section, we examine how the privacy cost influences the information
prices offered by the DS.

Corollary 4 When consumers can pay a cost to protect their privacy, the information price
offered by the DS increases with cy.

This result is easily understood. From the discussion in Sect. 5.3.1, we know that the
profits of the firm that has exclusive access to consumer data increase with the privacy cost.
Fewer consumers will choose to pay for privacy as the privacy cost increases, which means
that the firm with exclusive data access will acquire higher profits by charging tailored prices.
Similarly, the difference in this firm’s profits between the BN and NB cases also increases,
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Fig. 8 The impact of ¢ on information prices

which means that the DS can set a higher information price. To illustrate our analytic result
in Corollary 4, we plot Fig. 8, showing the effect of the privacy cost on information prices.
We use the parameter values in 5.3.2 and perform the numerical analysis for two different
cases:c =0.4andc =0.7.

Figure 4 gives the information price change for the two cases. Following Proposition 7,
when ¢ = 0.4, u = 0.4 and the DS sells information exclusively to firm H; when ¢ = 0.7,
© = 0.7 and the DS sells the information exclusively to firm L. As shown in Fig. 4, when ¢g
is not too large, the information prices always rise as the privacy cost cq increases. When cq
is large enough, Proposition 4 applies and the prices are linear.

6 Effects of transparency in price discrimination

In this section, we compare two cases, with and without mandatory transparency of person-
alized pricing, to explore how consumers’ awareness of firms’ price discrimination behavior
affects industry profits, consumer surplus and social welfare. Following Sects. 4 and 5, we
focus on the cases in which ¢ is not very large, because two cases will give the same result
when ¢ exceeds the upper bound of the privacy cost. Since transparency makes no difference
to the NN and BB cases, we focus solely on the cases in which one firm has exclusive access
to information.

6.1 Only firm H has information

First we study the case in which only firm H has access to information.
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Proposition 8 The effects of the transparency of personalized pricing on the BN case are as
follows:

(1) Transparency improves industry profits;
(2) Transparency decreases the consumer surplus;
3) When 0 < p < 12" the transparency of personalized pricing decreases the social

132
welfare.

Proposition 9 shows that, in the BN case, the transparency of personalized pricing improves
the total profits of this industry because it alleviates price competition among companies.
Requiring firms to disclose their personalized pricing behavior means that the firm which
purchases consumer data cannot fully realize the commercial value of the information by
implementing personalized pricing, since consumers will act to protect their privacy. In this
way, the industry benefits from data transparency and achieves a better overall outcome.
As for consumers, the transparency of firms’ pricing behavior results, counterintuitively, in
a decreased consumer surplus. On the one hand, it gives some consumers an incentive to
pay to protect their privacy. On the other hand, the weakened market competition makes the
firms more likely to set higher prices for their products. Similarly, although requiring the
disclosure of personalized pricing benefits the overall outcome for the industry, it tends to
reduce social welfare, especially when p is not very large. Although requiring transparency
for personalized pricing behavior meets the desire of some consumers to protect their privacy,
it also eases competition among companies, so consumers may pay a higher price.

6.2 Only firm L has information

Next we consider the case in which only firm L has access to consumer data.

Proposition 9 Effects of the transparency of personalized pricing on the NB case:

(1) When 0 < u < 2, transparency of personalized pricing improves industry profits;
when 1y < u < 1, transparency of personalized pricing decreases industry profits;

(2) Transparency of personalized pricing decreases consumer surplus;

(3) When % < w < 1, transparency of personalized pricing decreases the social welfare.

These results are similar to those obtained in the NB case. However, unlike Propositions
8, 9 indicates that the transparency of personalized pricing does not always improve total
industry profits. There exists a threshold u,. When i < 7, transparency increases industry
profits, while total profits are lower when . > wo. This can readily be explained. From
the discussion in Sect. 4.1.4, we know that when © < p7, firm H keeps competing for
“old” consumers while focusing on the new market. Requiring transparency enlarges the
anonymous market while diminishing the personalized market. Both firm H and firm L
will set correspondingly higher basic prices. Thus, firm L, which has purchased consumer
information, will record lower profits, while firm H can realize relatively large profits. The
increase in the profits of firm H is greater than the loss of profits experienced by firm L, so
overall industry profits will rise. However, when & > w7, firm H competing with firm L in
the personalized market. At the same time, the transparency requirement causes firm L to
lose a large portion of the personalized market. Although both firms set higher basic prices,
the decline in firm L’s profits exceeds the growth of firm H’s. Meanwhile, the relaxation of
competition in the industry makes the two companies more likely to set higher prices so as
to achieve higher profits. As a result, consumers face both privacy costs and higher product
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prices. Interestingly, we find that unless u is very small, transparency in personalized pricing
also reduces social welfare. In sum, when firms are required to disclose their personalized
pricing practices, industry achieves higher profits, while consumers face losses.

From the above discussion, it is clear that, in both the BN and NB cases, a requirement
for transparency in personalized pricing affects industry profits, consumer surplus and social
welfare. Transparency always increases industry profits when firm H has consumer informa-
tion. However, in the NB case (firm L has consumer information), there exists a threshold
2. When p is large enough, transparency decreases industry profits. Furthermore, trans-
parency regulation diminishes consumer surplus in both the BN and NB cases. And when p
is not too large or small—the most common situation in real life—a transparency requirement
always leads to lower social welfare. Therefore, from the standpoint of a social planner, man-
dating transparency in personalized pricing may not be efficient and should be considered
circumspectly.

7 Conclusions

The digital revolution has created excellent opportunities for firms to gain a profound under-
standing of consumer preferences. Technology enables them to collect consumer information
and practice price discrimination (or “personalized pricing”) on individual consumers. But
the excessive use of information sparks privacy concerns among consumers. Consumers may
choose effective ways to protect their personal information, but this comes at a cost. Shoppers
in online markets face a trade-off between privacy and the benefits of competitive markets
with consumers’ preference information. In this paper, we attempt to understand this trade-off
by examining the competition between two vertically differentiated firms and the value for
them of having access to consumer information. We also compare the market equilibriums in
the cases where both firms have access to consumer data or one firm has exclusive access in
order to determine the data supplier’s optimal sales strategy. Finally, we investigate the effect
of requiring firms to disclose their personalized pricing on firms’ profits, on consumer surplus
and on social welfare. Our results provide new insights into competitive price discrimination
between asymmetric retailers and may assist social planners in formulating policies regarding
price discrimination, transparency and the protection of consumer privacy.

Three findings are particularly interesting. The first of these concerns the data supplier’s
sales strategy. Our analysis shows that, no matter whether consumers can pay for privacy
or not, it is always optimal for the DS to sell its consumer information exclusively to one
firm. The reason is that when both firms have access to consumer data, they both practice
price discrimination, which intensifies competition between them and drives their prices
down to each firm’s marginal cost. When the firms’ profits decline, the price of information
decreases accordingly, to the detriment of the DS. Of equal importance to data suppliers is
our finding that the magnitude of the quality-adjusted cost is the key factor in determining
which firm the DS should sell information to. In particular, when the firms do not disclose
price discrimination and the quality-adjusted cost difference is smaller than 1/2, the optimal
strategy for the data supplier is to sell information exclusively to the high-quality firm. When
the quality-adjusted cost ratio is larger than 1/2, the data supplier sells information exclusively
to the low-quality firm.

Our second salient finding concerns the effect of privacy costs. We find that, when con-
sumers pay a privacy cost which is not too large, the profits of the firms that have exclusive
access to consumer information increase with the privacy cost. At the same time, the con-
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sumer surplus decreases as the privacy cost grows. This is because the firm with exclusive
access will make full use of the data on consumer preferences to practice price discrimination
and extract more consumer surplus. As the privacy cost grows, fewer consumers will pay
for privacy and the firm with data access can achieve a higher profit in a larger personalized
market segment. Correspondingly, as more consumers do not protect their privacy and firms
are able to extract more consumer surplus and the total consumer surplus ultimately declines.
In addition, the information price set by the DS increases with the privacy cost. As fewer
consumers are willing a high privacy cost, more and better consumer data is collected by
the DS for the profitable use of the firm that buys it. Therefore the data grows in value and
commands a high price.

Finally, we answer the question of how a requirement for the disclosure of firms’ personal-
ized pricing behavior affects the total industry profit, consumer surplus and social welfare. By
comparing the cases in which consumers are or are not aware of the companies’ information
collection and price discrimination, we find that transparency improves the total profit of the
firms at the cost of consumer surplus when only the high-quality product firm H has access
to consumer data. This is because personalized pricing actually intensifies price competition
between companies, while requiring transparency alleviates it. As a result, firms that do not
purchase consumer information do not need to distort prices downward to maintain their
market share. When the low-quality firm L has exclusive data access, transparency does not
always increase the total industry profit. There exists a threshold for the quality-adjusted
cost. When the cost is large enough, total industry profits will be lower. The reason is that the
low-quality firm loses a greater share of the personalized market with the implementation of
transparency. We also find that a transparency requirement reduces social welfare when the
gap between two vertically differentiated firms is not too large or too small. In other words,
our results suggest that mandatory transparency in personalized pricing, a measure intended
to protect consumer privacy and enhance social welfare, may not be efficient in most common
situations.

This paper has several limitations, and future research may extend it in several ways. First,
we assume that firms can implement price discrimination perfectly with the help of third-party
information, but in fact, limited information cannot give a comprehensive understanding.
Therefore it is worthwhile to study the impact of the accuracy of consumer data on firms’
price discrimination decisions. Second, we only consider the case in which firms acquire
information from third party data suppliers. Further research could examine the case in which
when firms can collect information for themselves and how the operating costs involved may
affect the decisions of the firms.
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Appendix
Proof of Proposition T When both firms choose to buy information, the tailored price is similar

to that found in previous studies (Choudary 2005; Tayler 2014): pr () = ¢ — 6 A and py
(6) = 6 A. The equilibrium price is given by the following two functions:

@ Springer



452 Annals of Operations Research (2023) 329:425-469

argmax | [(1 —On)(pH —c) + / (pH(0) — c)dd

PH
r ©
argmax 9NpL+/pL(9)d9
pPL
L 0
It is easily proved that both wy and 7y are concave functions. By the first-order
s at] dmy  _ c=2pHtprtc _ omp  _ pH—2pL  _ :
derivatives, we have =4 = —HEHL—= — (, K =L = HL=PL = (). Solving the
PH A PL A
two equations, we py = M and p; = % The firms’ equilibrium profits are

2 2 2 . .
TH = %ancﬁu = %, respectively. Finally, the total consumer

surplus is given by

CS:/(V+0qL—pL)d9+/(V+9qH—pH)d9
0 ON
1

m
+/(V+9qL—pL(G))d9+/(V+96IH—PH(G))dG

i
oy 4c? —qu +10gL — 5C.
Ngu — qr) 9

Proof of Corollary 1 Compare the profits between the NN case and the BB case in equilibrium.
For firm H, we have

sg oy 112 —26cA+17A%  2(c —2Aq)?
Ty — 7w = -

18A 9A
_7¢* —10cA + A?
B 18A
T —10p + 1
18( ue = 10u+ 1)

We solve the inequality 74> — 10 + 1 > 0 which is due to ,u € [0, 1]. There exists a
threshold W= %(5 —3\/5) ~ 0.11. When u < W, ng - nH > 0 and when p > W,
BB 7.[NN <0.

TH H
For firm L,
ss oy 11 +4cA+2A%  2(c+A)?
=gt = -
18A 9A
T2 —4cA —2A?
B 18A

A
= 18(7/1, —4u — 2)

We also solve the inequality Tu? — 4 — 2 > 0. There exists a threshold i = %

(2+3ﬁ) 0.89. When u > [, rrBB > nl{VN and when u < [, BB < ﬂI{VN.We
now obtain the announced result.
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Proof of Proposition 2 When only firm H has information, firm H has the exclusive power to
price-discriminate and set a tailored price py(0) = pr + 6 A. Correspondingly, firm L has
to decide whether to set a new price so as to retain its market share.

Case 1. 01(pr) > 0. Firm L sets a relatively low price in order to defend its market share.
To maximize the two firms’ profits, we have the following functions:

argmax[(1 — Oy)(py — ) + f (pr () — ©)da].
PH

01
argmax[6y pr, +/pLd9].
rL
0

We can easily prove that both wg and 77, are concave functions. By the first-order deriva-

tives, we have a;: = % =0, L= W%” = 0. Solving the two equations
simultaneously, we obtain py = 5”4A and p; = ”A . To ensure the necessary condition

61(pr) = =L > 0, we have ¢ — M > 0 and n=<= 4. The firms’ profits are,

—2A)2 L
respectively, g = % and mp Q(ZC;' AA) And the total consumer surplus is given

by

CS—/(V+9(]L—pL)d9+/(V+9qH—pH)d9

N
0, 1
/(V+9qL — pr)do +/(V+9qH — py (0))do
01
4¢? - -
v c N 6gn +55q1, 500.
49(gn —qL) 49

Case 2. 01(pr) < 0. Firm L chooses not to defend its market share. To maximize the two
firms’ profits, we have the following functions:

argmax | (1 —On)(py — ) + / (pu(9) — c)do
PH

argmax Oy pr.
PL

We can easily prove that both 7z and 77, are concave functions. By the first-order deriva-

: ony __ Cc—2pH+pL+c __ ony, _ pH—2pL __ . .
tives, we have T: = —HEPLT = 0, TLL = HAZEPL — 0. Solving the two equations
simultaneously, we have py 2(C+A) and p; = CEA . To ensure the necessary condition 6]
(pr) = £ < 0, we have ¢ — L <Oand u = £ < 1. The firms’ profits are expressed
. . 2

by rg = % and mp = (“(;2) , respectively And the total consumer surplus is
given by

Oy 1 1

cs= [ 0aL = pudo+ [ (Vaoan - purdo+ [ (V+oan — pu@)ce
0 On 0
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c? —8qm +26q1, — 16¢

+ +
18(gr —q1) 18

From the discussion above, it follows that when u < %, only case 2 is available, and when

n > %, only case 1 is available. When % <u< %, firm L may choose between the two

cases. Let us compare them to decide which is preferable. We have
2Bc+ AP (c+A)?

=2V

casel __ ncaseZ —

L 494 9A
1132+ 10cA — 31A2
B 441A
A 2
= g7 (11367 + 10 = 31).

We solve the inequality 11342 + 10 — 31 > 0 which is due to p € [0, 1]. There exists
a threshold u; = %(—5 +42\/§) ~ 0.48. When u© > ui, nz‘”“ > nz‘”"z and when

W<y, wphte I < nz‘”ez. Ultimately, the preceding conditions can be expressed as follows:

when 0 < u < 1, the equilibrium operates as case 2; when p; < u < 1, the equilibrium
operates as case 1. Thus we obtain the announced result.

Proof of Proposition 3 When only firm L has information, firm L have the exclusive power to
price-discriminate and set a tailored price pz(0) = py — 6 A. Correspondingly, firm H has
to decide whether to set a new price so as to retain its market share.

Case 1. 6,(pr) < 1. Firm H sets a relatively low price to defend its market share. In order
to maximize the two firms’ profits, we have the following functions:

argmax[(1 — On)(pg —c¢)+ (1 — 62)(py — o)1

PH
)
argmax[GNpL+/pL(6’)d9].
L
0

We can easily prove that both 7z and 77, are concave functions. By the first-order deriva-
tives, we have ";—: = w =0, ap% = % = 0. Solving the two equations

simultaneously, we have py = Mand pL = M. To ensure the necessary condition

6r(pg) = pf” < 1, we have @ — A < 0andthen u = i < %. The firms’ profits
AA)2 LAY )
are expressed by my = %andm‘ = 125“; AA) , respectively. And the total consumer

surplus is given by

On 1
CS = /(V+0qL — pr)do +/(V+0qH — pr)do
0 On
6 1
+/(V+9qL - DL (9))d9+/(V+9qH — pu)do
0 02
2¢2 —5qy +54qL — 52¢
49(qn —qL) 49 '

=2V +
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Case 2. 6>(py) > 1. Firm H chooses not to defend its market share. In order to maximize
the two firms’ profits, we have the following functions:

argmax(l — Oy)(pu — ©).
PH

1

argmax[6y pr, +pr(0)d9].
PL
0

We can easily prove that both 7z and 7, are concave functions. By the first-order deriva-
tives, we have B}f—: = 6_2"”% =0, 3}% = % = 0. Solving the two equations
simultaneously, we have pg = wand pL = ”JSA . To ensure the necessary condition 6,
2(c+A)

3

— A > Oandthen p = £ > % The firms profits are

2 2 .
and m;, = %‘ And the total consumer surplus is

(pr) = 22 > 1, we have

— (=240
expressed by my = -
given by

On 1 1
CS = /(V +0qL — pr)do +/(V+0qH — pn)dé +/(V+0¢]L — pr(6))do
0 0

Y

c? —5qu +23q1 — 22c¢

+
18(qn —qr) 18

=2V

From the discussion above, we know that when y < %, only case 1 is available and when

"> %, only case 2 is available. When % <u< %, firm H has a choice. Let us compare the

two cases to decide which is preferable. We calculate

casel case2 2(3c - 4A)2 (c— ZA)Z
7TH — T[H = —
49A 9A
113¢2 — 236¢A +92A2
441A

= %(um2 —236p +92).

We solve the inequality 1132 — 236 +92 > 0 which is due to x € [0, 1]. There exists
a threshold u» = %(59 — 21&) ~ 0.52. When ju > 13, w541 < ¢45¢2 and when 1

<u2, nia“‘31>nza‘vez. In summary, the preceding conditions can be expressed as follows: when

n € [0, uy), the equilibrium operates as case 1; when u € [, 1], the equilibrium operates
as case 2.

Proof of Proposition 4 In the preceding discussion, we determined the profits of firm H and
firm L in the different cases, as shown in the following chart.
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1z O0<u<mpm M1 S @< p2 M2 <p =<1
BN 2c2-20cA+23A2 12(c—2A)2
H - 18A T 49A
”fN (c+A)? 2(3c+A)?
T9A TA9A
NB 2(3c—4A)2 (c—2A)2
H T 9N 9A
oNB 12(c+A)? 4c2+20cA+7A2
L —A9A 8A
BB 11c2—26cA+17A2
H ISA
BB 11c2+4cA+2A%
L I8A

Now we consider the price of consumer information
For0 < p < i,

Ko _ BN _wp _ 20— 20cA+23A%  2(3c—4A)? | 2267 + 116cA — 55142
H=7%yg —7g = = .

18A 49A 882A
Ky = n VB — BN = 12(c + A)? B (c+A)? _ 59(c + A)?
49A 9A 441A
Knp = (nff —mf®) + (2f® - = V)
_ 11e? —26cA + 17A? 2(Bc— 4A)? .\ 11c? +4cA +2A2 (e A)?
18A 49A 18A 9A
656¢2 — 410c A +257A?
- 882A
We can easily prove that Ky > Kpy > Ky when 0 < p < p1. So the information price
hereis K = Kz = _226c2+1éggﬁ—55m{

For u) < p < pa,

12(c —2A)2  2(Bc —4A)?  16A% — 6¢2
KH:nSN—ngB: (¢ )—(C ): C.

49A 49A 49A
K, = VB _ gBN _ 12(c + A)? _ 2Q@c+ A)? _ —6¢% + 12¢A + 10A?
L L 49A 49A 49A :

Kyp = (ﬂgB —JTII_IVB) + (nfB —JTEN>

11c2 — 26cA +17A%  2(3c — 4A)? .\ 11c2 +4cA +2A2  2Bc+ A)?
18A 49A 18A 49A

_ 430c? —430cA +319A?

N 882A

We can easily prove that Ky > Kpgyr and K;, > Ky when u1 < p < wus. Then we
have

16A% — 6¢  2(=3c? +6cA +5A%) 6

Ky —K; = - =——Q2c—-A).
o R 49A 49A 25" )
Thus we have Ky > K; when u; < pu < %and K2H j Ky when% < U < M.
e respective information prices are K = Ky = 2572 when u; < u < 5 an
The respective information pri K=K 16475 wh, ! and
) 2
K:KL:%when%<u<uz.

Forus, <p <1,
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Ko — BN ve _ 12(c—2A)7  (c—2A)*  59(c —2A)
H _jTH - —

49A 9A  441A
vB  _pn A2 +20cA+TA% 2(3c+A)P —128¢% +T64cA +307A%
Kp=mn;7 —n;" = - = .
18A 49A 882A
Ky = (nSB ngB) + (nLBB an>
112 —26cA+17A%  (c —2A)? .\ 11?2 +4cA +2A%  2(3c+ A)?
B 18A 9A 18A 49N
_656c2 —902cA +503A2
B 882A
We can easily prove that Ky < K7 and Kg; < Kz when up < p < 1. Thus the infor-
mation price hereisK = K = W. Summarizing the preceding discussion,

we obtain the announced result.

Proofof Lemma 1 Suppose that a strictly positive mass of old consumers pay for privacy. We
assume that consumers 6 € [0, 6y ] pay for privacy and purchase from firm L while consumers
0 € [6n, 1] pay for privacy and purchase from firm H,0 < 6, < pand p < 6y < 1. The
functions for the maximization of the two firms’ profits are

argmax | (1 —On)(pug —c) + /(pH(Q) —0)dd + (1 = 0p)(pn —©)

PH
0L I
argmax[@NpL+/pLd9+/pL(6)d9].
PL
0 6

We can easily prove that both 7z and 71, are concave functions. By the first-order deriva-
tives, we have 3p: = w =0, aan = m = 0. Solving the two
equations simultaneously, we have PH wand pL = %

Consumers choose to pay for privacy only when they receive a higher utlhty, which means
V+0qu — pu —co >V +0qn — pu(9)
and
V+0qrL — pL—co >V +0qL — pL(®).

Then we have w +cog < OA and w +co < c—6A. The
result can be expressed as M o <0 <p-— w — o. Comparing the
lower and upper bounds of €, we find that for any c¢o > 0, there does not exist any 0y and
01,0 <60r < pand u <60y <1, to make the inequity available. So when both firms have

information and the privacy cost ¢y > 0, no consumer will pay for privacy.
Proof of Proposition 5 When only firm H has consumer data, it alone has the power to

price—discriminate, while consumers can pay for privacy and firm L must decide whether to
set a price to retain its share of the old market.

@ Springer



458 Annals of Operations Research (2023) 329:425-469

Case 1.01(pr) = 0.1In this case, firm L sets a relatively low price to keep its previous market
share. The function for the maximization of the two firms’ profits is

5
argmax | (1 —6y)(py — ) + /(PH(G) —¢)db + (1 —65)(pr —©)
PH o
0y
argmax[6y pr +/pL(9)d9].
pL
0

We can easily prove that both wy and r;, are concave functions. By the first-order deriva-

tives, we have 278 — SH24=3pu+2pL _ o 0mL _ cpu—dpL _ Solving the two equations
PH A PL A

simultaneously, we have py = 3”54A and p; = ZC;A. To ensure the necessary condition
61(pr) = £ > 0, we have ¢ — ZCT*'A > 0 and then p = £ > % Another constraint
65, = p”_£L+C0 = C+35AA+500 < 1 and then we have o = @ < % — %//,. The firms’ prof-
. 12(c—2A)%+25¢2 +A)2 .
its are expressed l?y TH = % and my = 2(22°S+AA) , respectively, and the total
consumer surplus is given by

On 1 0
CS = /(V+9qL — pr)do +/(V+9q1-1 - pH)d9+/(V+9qL — pr)do

0 On 0

05, 1
+/(V+9QH — PH (9))d9+/(V+961H — pu)do
01 05,

_2¢? +25¢§ +10co (¢ — 2qn +2q1)
- 50(qn —qL)

1
~ 75 (24c+6gy —31qr) +2V.

Case 2. 01(pr) < 0. In this case, firm L chooses to relinquish its share of the old market.
The profit maximization functions are

5
argmax | (1 —6y)(py — ) + f(pH(G) —¢)db + (1 —65)(pr —©)
PH 0
argmax Oy pr.
PL

It is obvious that both 7y and 7r;, are concave functions. By the first-order derivatives,

we have a”—: = % =0, BPLLL = % = 0. Solving the two equations
simultaneously, we have py = C+22A and p; = ”ZA. To ensure the necessary condition
01(pL) = £ < 0, we have ¢ — # < Oandthen p = £ < % Another constraint

05, = p”‘g”” = C+24AA+4‘U < 1 and then we have g =

CKO < % — %,u. The firms’ profits
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. 3¢ —36cA+44A%+16c3 2
are expressed respectively by 7y = % and wp = (Cﬁﬁ) , and the total

consumer surplus is given by

On 1
CS—/(V+9qL—pL)d0+/(V+9qH—pH)d0
On
0[,
/(V+9qH—pH(9))d9+/(V+9qH—pH)d9

9(‘

2 2
+8c; +4 —2qp +2 1
_ B rdolem2ant2qn) L L 5 a0 42y,
16(qu —qL) 4

From the preceding discussion, we know that when u > % only case 1 is available and

when < %, only case 2 is available. When % <u< %, firm L can choose between the two
cases. Comparing them, we calculate

peasel _caser _ 22+ AP (c+28)°  103¢? +28cA — 68A°
L L 25A 16A 400A

430 (1032 + 28y — 68).

We solve the inequality 103> + 28M 68 > O which is due to 12 € [4, 3). We find that
712‘”81 < nz‘”d is always true when 1 31 < 5. At the same time, the upper bound of
o also satlsﬁes 5 = fp« >z %u. Ultimately, the preceding conditions can be expressed
as follows: when 0<u< 3, the equilibrium operates as case 2; when % < u <1, the

equilibrium operates as case 1. Thus we obtain the announced result.

Proof of Proposition 6 When only firm L has information, this firm have the exclusive power
to price- discriminate, while consumers can pay for privacy and firm H must decide whether
to set a price to retain a share of the old market.

Case 1. 0,(pr) < 1. In this case, firm H sets a relatively low price to hold on to its market
share. The profit maximization functions are

argmax[(1 — On)(py —¢) + (1 — ) (pu — ©)].
PH

67 )
argmax[QNpL+prd9+/pL(G)dQ].
b 0 o

It can readily be proved that both wx and mr;, are concave functions. By the first-order

derivatives, we have ‘Z’—: = % 0, d;LL = M = 0. Solving the two
equations simultaneously, we have py = %(CM) and p; = %(C;A). To ensure the necessary

condition 6, (py) = pf” < 1, we have 3(C+A) — A < 0and then u = 3 < 2 . Another

constraint ff = PA=LPL=20 — C+A5A5‘° >0 and then we have po = ¢ < + 5“ The firms
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12(c+A)2+25¢% .
profits are expressed by gy = Mundyn = %, respectively, and the total
consumer surplus is given by
GL

CS—/(V+0qL—pL)d9+/(V+0qH—pH)d9+/(V+9qL—pL)dO

+f(V+9qL — pL () de +/(V+9qH — pn)do
05 62
_ 2¢?+25¢ — 10co (¢ + g — q1)
N 50(gn —q1)

Case 2. 6o(pg) > 1. In this case, firm H chooses to relinquish its previous share of the
old market. The profit maximization functions are

1
~ 55 (28c+4qy —2991) +2V.

argmax(l — 0y)(pg — ©).

PH
o7 1
argmax[fy pr. + [ pLdo + / pL(©6)do].

P 0 07
We can easily prove that both 7z and 71, are concave functions. By the first-order deriva-
tives, we have a;r: = C+A_2++” =, %}LLL = % = 0. Solving the two equations
simultaneously, we have py = 3(‘JrA)and pL = "+2A. To ensure the necessary condition
6r(py) = pTH > 1, we have %(TAA) 1 > 0andthen u = ¢ 1 . Another constraint
] = PARL—0 — C+ﬁ A4C° > 0 and then we have 1o = ¢ < + 4pc The firms’ profits are
expressed by g = G I SAA)Z andmy, %, and the total consumer surplus is

given by

CS—/(V+9(]L—pL)d9+/(V+9qH—pH)d9

On
0 1
+/(V+9qL — pL)do +/<V+9qL L (0))de
0 6

2 2
c”+8cj—4co(c+qu —qL) 1
0
= — — (22c+7qy —23qL)+2V.
16 (gn —qL) 16( crian 2

From the preceding discussion, we know that when pu < %, only case 1 is available; and
when > %, only case 2 is available. When % < u =< %, firm H can choose between the
two cases. Comparing them, we calculate

casel ﬂzasd _ 2(2c - 3A)2 _ (c— 3A)2 . 103¢% — 234cA + 63 A2

T =
25A 16A 400A
We solve the inequality 11342 + 2344 + 63 > 0 which is due to . € [%, %] The result
shows that ncmgl 71;{”62 < 0 1is always true for % <p < % At the same time, the upper

bound of p¢ also satisfies % + % w > % + % . Ultimately, the preceding conditions can be
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expressed as follows: when 0 < p < 1, the equilibrium operates as case 1; when % <u<l,

the equilibrium operates as case 2. Thus we obtain the announced result.

Proof of Proposition 7 Through the preceding analysis, we have determined the profits of firm
H and firm L profits for the different cases in which consumers can pay for privacy. These
are shown in the following charts.

(1) Inregion 1, the customers of both firms can pay for privacy, and we have

Iz 0§M<_% %§M<% %SMSI
a BN 3c2—36cA+44A2+16c] 12(c—2A)%+25¢%
— 3»A 304
nBN (c+20)? 22c+A)
L T6A 25A
oNB 2(2c—3A)2 (c=3A)2
H 254 64
alNB 12(c+A)?425¢3 3¢2+30c A+11A%+16¢]
17— - 38
BB 11c2—26cA+17A2
H 18A
BB 112 +4cA+2A2
L 18A

Now we consider the price of consumer information.

F0r05p,<%
KH:T[gN

Kur

We can easily prove that Ky > Ky and Ky > Ky, forany ¢cop > O when 0 < pn < 3.

. . . . —181c2—132c A+524A%+400c3
So the information price hereis K = Ky = - : 0,

1
FOT§SM<§

KL

_7TH

NB __

3¢? —36cA +44A% +16¢]  2(2c —3A)?

32A
—181c? — 132¢A + 524 A% + 400c3

NB
Ty

BB
(f

800A

25A

¢? +22cA +3A% +16¢3

sy 12(c+A)? +25¢] B (c+2A)?
BN =

50A

NB BB
Ty >+<7TL —

BN
)

16A

32A

11¢? —26¢A +17A2  2(2c —3A)? . 112 +4cA +2A%2 (¢ +2A)?

18A

_3023c? — 1844cA +308A?

Kn

K

2

BN

g

¢? = 24cA +26A% +16¢}

3600A

25A

18A

800A

vp _ 37 —36cA +44A% +16¢; (¢ —3A)

_JTH

NB
T —

32A

¢? +22cA +3A% +16¢3

32A

32A 16A
BN _ 3¢ +30cA + 1A% +16¢5  (c+2A)°
L 32A 16A

16A

1
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Kyr = (nf}B — ngB> + (TL’EB —JTEN)
11¢2 —26¢A +17A% (¢ — 3A)? . 112 +4cA +2A% (¢ +2A)?
18A 16A 18A 16A

1 158¢2
— | —158¢c + +35A ).
144 A

We can easily prove that Ky > Kpp and K;, > Kpgp for any ¢o > 0 when % <u<
And we have

W

23 23A
Ky — K= 35 (=2c+ 8) = = (=2 + ).

Thus we have Ky > Kj, when% < u < %andKH < K. When% < u < %
2 2 2
The information prices here are K = Ky = % when % < u =< % and
2 _AA2 2
K= K; = Tlc +920f()()1A +200cy when % << 1.
For% <u<l
Kby — 28N _ VB _ 12(c =24)* +25¢5 (¢ —3A)
" H 50A 16A
_ 71e? — 234c A + 159A% +200c)
N 400A '
Ky o NB _ BN _ 3¢ +30cA + 1A% +16¢5  2(2c+A)>
L= L= 32A 25A
_ —181c% +494cA + 211A? + 400c]
N 800A '

BB NB BB BN
KHL:<71H — Ty )+(nL -y )

11?2 —26cA +17A2  2Q2c + A)? . 11?2 +4cA +2A% (¢ — 3A)?

18A 25A 18A 16A
3023c2 — 4202c A + 1487 A7
B 3600A

We can easily prove that Ky < Ky and Kp; < K, for any ¢p > Owhen% <u<=<l.

—181c?+494c A+211A2+400c]

Thus the information price here is K = K = S00A

(2) Inregions 2 and 3, only exclusive firm’s consumers may purchase product and pay for
privacy, then we have

|

u 0§u<% 3 <u=l
BN 3c2—36cA+44A%+16¢2 12(c—2A)2
" — 3 A
e LBN (c+2A)? 2(c+A)?
164 T 49A
,,gB 2(3c—4A)? (c=3A)2
~ oA T6A
ZNB 12(c+A)? 3¢24+30cA+11A%+16¢3
L 49A 32A
BB 11c2—26cA+17A2
H 18A
BB 11c2+4cA+2A2
L 18A

@ Springer



Annals of Operations Research (2023) 329:425-469 463

Now we consider the price of consumer information.
1
For0 < pu < 5,

B _ 3¢2 —36cA +44A7 +16¢;  2(3c —4A)?

Ky = BN __
M T 32A 49A
_ —429¢% — 228cA + 1132A% + 784
B 1568A '
Ko _ VBN _ 12+ A)? (c+28)7 1437 + 188cA — 447
L — nL - 7TL —_— — =
49A 16A 784A
Kur = (7153 - JTZB) + (nfB - an)

11¢2 = 26¢A +17A%  2(3¢c — 4A)? . 11c2 +4cA +2A% (¢ +2A)?
18A 49A 18A 16A

5591c? — 3476cA + 1076 A?

B 7056 A ’

We can easily prove that Ky > K; and Ky > Kpgy forany ¢g > O when 0 < u <

. . . . —429¢% —228c A+1132A2+784¢}
Thus the information price here is K = Ky = 1563 A g,

l—

For%<u§1,

Ky — nBN _ NB _ 12(c —2A)* (¢ =3A)% 1432 — 474cA +327A°
H=Tg Ty = =

49A 16A 784A
Ko — VB sy 32 +30cA+11A% +16¢]  2(3c + A)?
L=mn, " —np" = —
32A 49A
_ —429¢% +1086¢A +475A% + 784c]
B 1568A '

Ky = (nf}B — ngB) + <7rfB — an>
11 =26cA+17A* (¢ — 3A)? .\ 1c? +4cA +2A%  2(3c+ A)?
18A 16A 18A 49A
5591¢2 — 7706cA +3191A2
7056 A
We can easily prove that Ky < Ky and K;, > Kpgp for any ¢y > 0 when % < u =<1
Thus the information price here is K = K = _42962+108?;§8+§75A2+784C(2’ . Summarizing the

discussion above, we obtain the announced Proposition 7.

Proof of Corollary 2 1n the BN case, only firm H has the information and consumers pay for
privacy. We know firm H’s profits

3¢2—36c A+44A%+16¢3
= %505M<%and0<uog%_£u
TH = — 22 2 E )
12(c—2A)*+25¢ 2 < < land© R
T 50Aa s<u=<land0<py<%s—sp

While firm L’s profits are not affected by the value of ¢o. For any ¢g > 0, we can easily
determine that rr}, (co) > 0 which is due to 0 < p < 1. That means my always increases
with c¢g. When ¢ exceeds the upper bound, the profits are the same as in the no-privacy case
(i.e., they are linear).

In the NB case, only firm L has the information and consumers can pay for privacy. We
know firm L’s profits
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12(c+A)2+25¢%
R 0su<tando<po<i+ln
TH = 3c2+30cA+11A2+16c(2) 1 <1land0 <11 ’
— a3 <k=land0<po=g+gu

while firm H’s profits are not related to cg. For any ¢g > 0, we can easily determine that
rr/L (co) > O which is due to 0 < u < 1. That means my also increases with cg. As 1o
exceeds the upper bound, the profits are the same as in the no-privacy case. Thus we obtain
the announced Corollary 2.

Proofof Corollary3 In the BN case, when 0 < u < 32, we have CS'(co) =

16co+4(c—2qp+2q1)
16(gH—qL) )
decreases as ¢ rises. When % <u=<1,CS (cp) =

= uo + %M — % < 0 for any g € (0, % - iu), which means that CS

SOco+106—204200) _ |, , 1, _ 2
SOr—qn)  — Mo+ sh—5 <0

for any po € (O, % — %u), which means that here too CS decreases as c¢q increases.

1 ! _ 50co—10(c+gr—qL) __ 1 1
In the NB case, when 0 < < 5, wehave CS (cp) = T 0n—q = Mo~ sh—35 <

0 for any pg € (0, % + %M) which means that CS decreases with rising cg. Likewise, when

1 ! _ 16co—4(c+qn—qL) _ 1 1 1.1
3 <K= L, CS (co) = W =Ho—gh—g < 0 for any po € (0, 7 + z1),
which means that once again CS falls as ¢ rises.

Proof of Corollary 4 From the discussion in Proposition 7,we have the information prices in
different regions, as summarized in Tables 1 and 2.

K'(co) > 0 is always available for any ¢y > 0 in whichever region. At the same time,
the information prices in region II and III are always larger than the corresponding prices in
region I. So we can say that the information prices offered by the DS always increase with
co, and we arrive at the announced results.

Table 1 The information price in Region p 1
different regions
0<u< % —181c2—132cA+524A2+400c3
800A
% <u< % 2 —24cA+26A2+16¢3
2A
% <u< % 71¢?492c A—4A%+200c2
; 408
2<pus<1 —181c2+494c A+211A2+400c]
: 800A

Table 2 The information price in different regions

Region p II 11T
O<u<1 —429c2—228c A+1132A%+784c2
15682
f<u=<1 —429¢2+1086c A+475A2+784c]

1568A
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Proof of Proposition8 (1) when 0 < u < 1,0 < g < % - }Pu, the difference in industry
profits with and without transparency is given by

JTD — n,with _ 7_[without
3c? —36cA +44A% + 16¢2 20?1 2¢2 A)?
T €, 287 L et 2 oga) - EFAS
32A 16A 18 A 9A
_ —19¢% +4cA +68A% + 144c]
- 288A -

The consumer surplus difference is
CSD — CSwilh _ CSwithout
72¢5 +36¢o(c — 2A) + (c +22A)(c — 2A)
144A

A
m[mg + (360 + 1 +22) (1 —2)] < 0.

The social welfare difference is

SWP =zl +csP
—17¢% +44cA — 20A% + T2cco — 144 Aco +288¢]
288A

A 1 1
—(=17u% +44p -2 Alpd—(=-- .
288( Tu” +44p O) + |:M0 <2 4M>Moi|

We can easily find that —17u” + 44;0 — 20 < 0 and 2 — (3 — 2u)o < 0 for any

0<,u§u1,0<,uo<%—%/L,sowehaveSWD<O.

(2) When u; < u < %, 0 < uo < % - %u, the difference in industry profits with and
without transparency is given by

7TD — ﬂwith _ n.withoul
3¢2 —36cA +44A% +16c3  (c+2A)%  12(c —2A)*  2(3c+ A)?
- 2A 16A 49A  49A
_ 715¢2 —220cA + 948A% + T84y
1568A

The consumer surplus difference is

CSD — CSu}ilh _ Cswith(mt

392¢f +196c0(c — 2A) + (17¢ +246A) (c — 2A)
a 784 A

[39243 + (196110 + 1711 +246) (1 — 2)] < 0.

A
T 784
The social welfare difference is
SWP = 7P 4+ 5P
—681c% +204cA — 36A% +392cco — 784 Acy + 1568¢]
- 1568A
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1 1
—— (68147 +2O4;L—36)+A|:M0 <§_Z“>“°}'

(% — %pv)pvo < 0 for any

~ 1568

681;42 +204) — 36 < 0 and ud —

We can easily find that
4#«, so we have SWP < 0.

M1 < p = 3,0<M0<§
3) When 2 5<u=L0<p< %— % 1, the difference in industry profits with and without

transparency is given by

JTD _ nwith _ ﬂwithout
_12(c —2A)* +25¢3 .\ 2Qc+ A2 12(c —2A)%  2Bc+ A)?
50A 25A 49A 49A
8(—16¢? +29cA +6A?) + 1225¢§
= >

B 2450A
The consumer surplus difference is
CSD — CSwith _ CSwithuut
B 1225c(2) +490co(c —2A) —2(c —2A)(c — 72A)
2450A
1225#0 +[490uo — 21 + 144A](0 — 2)] < 0.

2450 2450l
The social welfare difference is
SWP =nP+cCsP
_ —13¢2 +38cA — 24A% +49cco — 98Aco +245¢]
a 245A

A 2 1
13u2 +38u — 24) + A - .
=55 1*+ 38— 24) + [Mo <5 5#)#0}

We can easily determine that 2 — (3 — J1)10 < 0 for any o< p<3,0<pg<
T —tu. Whenp < 2, —1342 +38u 24 < 0;and when 1 > 1%, —13u2 +38 — 24 > 0.

So we have SWP < 0 when =< ﬁ. Thus we obtain the announced Proposition 8.

Proof of Proposition 9 (1) when 0 < 1 < 1,0 < po < £ + Lp, the difference in industry
profits with and without transparency is given by

JTD — J_[with o nwithout
_ 2(2c —3A)? . 12(c + A)* +25¢3  2(3c —4A)?  12(c + A)?
25A 50A 49A 49A
_ —8(16c — 19A)(c + A) +1225¢] o
2450A

The consumer surplus difference is

_ Swith _ Swithaut

_ —2¢* — 144cA — 142A% — 490ccy — 490Aco + 12253
B 2450A

csP
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A(2 144 142)+A]2 .
~ 24500 M a 2o\ 7 sy

We can easily determine that 2;t — 144y — 142 < 0 and tpu2 — (% + %M)MO <

0 when 0 <p <3,0<pp< + 5“’ Hence we have CSP < 0.
The social welfare difference i 1s

SWP =70+ 5P
—13¢? — 12¢A + A% — 49cc — 49 Acy + 245¢}
245A

A( Bu” —12u+1)+A 1+l
25 " Iz 1 — el U

It is easily to verifythatpLO (3 +ipu)puo < Oforany0 < p < 3,0 < g < L+ 4p.
Whenll—3 <u= —,—13;1, — 12+ 1 < 0; and when u < m,—l3u —R2u+1 >O So
we have SWP <0whenﬁ§;¢§

(2) When % < U =< w20 < ug < % + % 1, the difference in industry profits with and
without transparency is expressed by

7TD — n,with _ n,witlmut
(c—3A)% 3c?+30cA+11A%+16¢F  2(3c —4A)>  12(c+A)?
16A 32A 49A 49A
_ —715¢% +1650cA + 13A% + 784c] .
1568A

The consumer surplus difference is
CSD — Swith _ Swithout

392¢f — 196¢o(c + A) + (¢ + A)(17¢ — 263A)
n 784 A

A(17 246 263)+A1 L
T 7ga P i SLal I Ve Ll &

We can easily determine that 17u2 — 246p — 263 < 0 and 3ud — (5 + fu)uo <
Owhen 1 < 11 < 12,0 < po < 5 + ;1. So we have CSP < 0.
The social welfare difference is

SWP =nP+ 5P
—681c? + 1158cA — 513A% —392(c + A)cg + 1568¢3
1568A

A 11
68112 + 1158 — 513) + A S - .
Togg (68147 + 1158, )+ [“0 (4 +4“>“°]

We can easily determine that —681u2 + 1158 — 513 < 0 and M(z) - (% + %[,L)/,L() <
Owhen% <mu<u,0<puy< %+%u. So we have SWP < 0.

(3) When up < u < 1,0 < pp < % + j—hu, the difference in industry profits with and
without transparency is given by
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ﬂD _ n.wirh _ 7_[without
—3A)2  3¢2+30cA + 11A2 +16¢2 —2A)% 1 4c?
:(c ) + ‘ ‘ % _ y_ 1 200+ < +7A
16A 32A 9A 18
—17¢2 — 10cA +7A? +48¢3
= <
96A

The consumer surplus difference is
SD — Swith _ Swithout
¢ —22¢A —23A% — 36ccy — 36Aco + 725
144A

A(2 22 —23)+ A L (]
144 H Mo\ g Tt )roy

It is easily determined that u? =224 —23 <0and %,u% - (% + %M)/LO < Owhen up <
nw=<10<pug< %+£,u.SowehaveCSD < 0.

The social welfare difference is

SWP =nP + 5P
—719¢? +746c A — 299A% — 294(c + A)co + 1764¢3
1176A

1 1
(—7l9pL2 + 74610 — 299) + A[u% — (Z + ZM),U,({|.

1176

Itis easily detemined that —7 192+74614—299 < Oand M(z) — (% + %M)MO < Owhen p, <

nw=<1,0<puy < %+£ w.Sowehave SWP < 0. Thus we arrive at the announced Proposition
9.
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