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Abstract

Networks on Chip (NoCs) are a crucial component in modern System on Chips (SoCs), which provide the communication
infrastructure for various processing elements such as CPUs, GPUs, DSPs, and other IPs. As a result, security is a critical
aspect of NoCs, and it is essential to protect them from various security threats such as information leakage, denial of ser-
vice attacks, and unauthorized access. The communication over NoCs carries sensitive and confidential information, which
needs to be protected from unauthorized access, interception, or tampering. A Hybrid Secure technique is proposed in this
research paper to protect the data during NoC transmission. The Noekeon and RSA algorithms are combined to create the
hybrid secure algorithm for NoC architecture. The Noekeon algorithm provides a high level of security, efficiency, flexibility,
and resistance to side-channel attacks, making it an ideal choice for securing communication in NoC and other applications.
The RSA encryption algorithm is modified to minimize the number of calculations. The proposed hybrid secure algorithm
is tested on 4 X4 2D mesh NoC architecture. The average throughput of the proposed algorithm is increased to 64% and 51%
latency is reduced when compared to existing research work.
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1 Introduction

A Network on Chip (NoC) is a communication architecture
that provides a scalable and efficient way of interconnecting
the various components of a system-on-chip (SoC) [1]. It
is a packet-switched, many-to-many communication infra-
structure that uses network protocols to move data between
different processing elements and memory blocks within the
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chip. NoCs are used in complex SoCs, such as those found
in high-performance computing, embedded systems, and
multimedia applications, to improve system performance,
reduce power consumption, and simplify chip design [2].
NoC technology is used in a wide range of applications
that require high-performance and scalable communica-
tion between various components within an SoC [3]. Some
common applications of NoCs include; High-performance
computing (HPC). NoCs are used in HPC systems to connect
multiple processing elements and memory blocks, such as
CPUs, GPUs, and FPGAs, to improve system performance
and reduce latency [4]. Embedded systems; NoCs are used in
embedded systems to interconnect various functional blocks,
such as processors, memories, and peripherals, to reduce
power consumption and improve performance. Multimedia
applications; NoCs are used in multimedia applications,
such as video decoding and image processing, to connect
different processing elements, such as DSPs, to improve
system performance and reduce power consumption [5].
Automotive systems; NoCs are used in automotive sys-
tems, such as advanced driver assistance systems (ADAS)
and autonomous vehicles, to connect various sensors and
processing elements to enable real-time processing and
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decision-making. Internet of Things (IoT); NoCs are used
in IoT devices to interconnect various sensors, processors,
and wireless communication modules, to enable real-time
data processing and decision-making.

Security is critically important in NoC design because
NoCs are used in a wide range of applications where sen-
sitive information is being processed and transmitted [6].
NoCs connect multiple processing elements and memory
blocks within an SoC, making them vulnerable to various
security threats, such as unauthorized access, data intercep-
tion, data tampering, and Denial of Service (DoS) attacks
[7]. A security breach in a NoC can lead to a variety of
consequences, depending on the application. In some cases,
it can lead to the theft of sensitive data, such as personal
information, financial data, or confidential business informa-
tion. In other cases, it can lead to the disruption or failure of
critical systems, such as medical devices, aerospace systems,
or industrial control systems.

Therefore, designing secure NoCs is essential to protect
against these security threats and ensure the reliability and
safety of the systems in which they are deployed [8]. This
includes implementing security measures, such as access
control, encryption, traffic monitoring, secure booting, and
secure communication protocols, as well as testing and veri-
fying the security of the NoC design to ensure that it meets
the required security standards [9].

Encryption is an important security measure for Network
on Chip (NoC) designs [10]. It can protect the confidential-
ity and integrity of the data being transmitted over the NoC,
making it more difficult for attackers to intercept or tamper
with the data. Traditional security methods, such as firewalls
and intrusion detection systems, are designed to protect
against external attacks on a network. However, these meth-
ods may not be effective in securing NoC designs because
NoCs are typically deployed within a single chip or SoC, and
the security threats may come from within the chip or SoC.
Conventional encryption methods may not be suitable for
NoC designs because NoCs typically involve communication
between multiple cores [11] or processing elements, and tra-
ditional encryption schemes may introduce significant over-
head in terms of latency, area, and power consumption [12].
This is because encrypting and decrypting large amounts of
data requires significant computational resources and can
result in significant delays, especially in high-performance
NoC designs. As a result, alternative encryption approaches,
such as lightweight encryption schemes or hardware-based
security solutions, may be more suitable for NoC designs.

In addressing the critical security needs of NoC architec-
tures, this study emphasizes the implementation of advanced
encryption methods to safeguard sensitive data. A hybrid
security algorithm that integrates the robustness of the
Noekeon and RSA algorithms is employed to optimize for
minimal computational overhead while improving security
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against unauthorized access and data breaches. Noekeon
provides rapid encryption with high resistance to common
cryptographic attacks, making it suitable for real-time appli-
cations, while the modified RSA algorithm employed in this
approach reduces the computational complexity traditionally
associated with such strong encryption methods. This stra-
tegic combination of encryption technologies underpins the
focus of our research, leading seamlessly into the detailed
investigation and verification of these techniques within an
FPGA-based 4 x4 2D mesh NoC architecture. Thus, this
research work focuses on FPGA-based implementation and
verification of a hybrid security algorithm for NoC archi-
tecture to provide real-time data security in the network in a
real-time environment.

2 Related studies

A tier-based, reconfigurable security architecture that is
capable of adapting to a variety of use-case situations is
proposed by Charles and Mishra [13]. The authors investi-
gated how to design an effective reconfigurable architecture
that is capable of supporting three common NoC security
mechanisms (encryption, authentication, and denial-of-
service attack detection and localization), and the authors
implemented suitable techniques for dynamic architecture
reconfiguration. The authors assessed the proposed frame-
work by running common benchmarks that enabled varying
tiers of security. They also provided a complete study of
how different degrees of security might affect application
performance as well as energy efficiency and area overhead.

Harttung et al. [14] proposed three innovative and light-
weight techniques to protect communication in NoCs.
Encryption, authentication, and network coding are the
three components that are included in the provided solu-
tions to assure resilience, secrecy, and integrity. As a result
of the importance placed on performance in NoC settings,
the proposed solutions place a special emphasis on having
short latencies and a small chip area. The effectiveness of the
proposed methods was assessed using exhaustive software
simulations.

A data encryption framework for NoC was presented by
Ayachi et al. [15] and was based on an algorithm for a light
encryption device (LED). The primary benefits offered by
the proposed algorithm are a reduction in the implementa-
tion area as well as an increase in speed alongside a reduc-
tion in the amount of power that is used. The proposed
encryption system was tested using Verilog/VHDL simu-
lations run on the Xilinx ISE, and it was tested in Xilinx
Virtex 5 XC5VFX200T device. The findings that were gath-
ered demonstrated that the proposed structure has a smaller
area and a greater speed in comparison to the works that are
already in place. The new technique has improved network
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performance in terms of both speed and security, while
simultaneously decreasing the amount of NI implementa-
tion space required.

Singh et al. [16] proposed a Proffering Secure Energy-
Aware Network-on-Chip (NoC) employing Incremental
Cryptogine for secure data transmission and power and
space reduction to improve performance. Incremental Cryp-
togine uses network interface NoC features for lightweight
encryption and safe data transmission. Aberrant Conges-
tion Pattern Detection detects unexpected data transmission
traffic. Spiking neural networks classify traffic and decode
encrypted data into the original packet at the destination
node for safe data transport. Cognizest Bipartite Buffer
creates a unified buffer with input ports on NoC and saves
under-utilized buffer capacity by prioritizing switch travers-
als to provide competent performance for power and space
savings. Hence, utilizing an incremental cryptogine to pro-
tect data in Network-on-chip (NoC) reduces power and space
while improving attack detection.

Charles and Mishra [17] offered a simple encryption
method that may be carried out on the network interface.
By using incremental cryptography, which makes use of the
particular qualities that NoC traffic has, the proposed method
can boost the efficiency of encryption without lowering its
level of protection. The results of experiments show that our
suggested method may save the time required for encryption
by up to 57%, or by 30% on average, compared to more con-
ventional methods, all while having a small influence (less
than 2%) on the amount of area overhead.

Haase et al. [18] provided a communication protocol that
establishes secure end-to-end communication between the
NoC nodes. The protocol is based on authenticated encryp-
tion and includes recovery methods. In addition to this, the
chosen key agreement strategy that is necessary for secure
communication has been put into action. Each processor ele-
ment has a network adapter, which houses the functionality
necessary for maintaining security. Recovery procedures
guarantee that faulty data is retransmitted by the network
adapter without the need for intervention from the process-
ing element if data is altered or erased while being trans-
mitted. This occurs if the data is corrupted. The authors
simulated the whole system using SystemC TLM and imple-
mented it on the NoC simulation platform PANACA.

Kumar et al. [19] reported on the proposed work, which
is meant to be used in the process of developing an NoC
architecture via the incorporation of an enhanced TACIT
security algorithm in Virtex-5 FPGA. The authors of this
work made use of a hash function that is classified as a
4-H scheme hash function. The main advantage of this key
generation scheme is it is applicable for block size and key
size up to "n °* bit. Thus, this TACIT security technique
allows “n” bit by using the software VHDL programming
language in Xilinx ISE 14.2 and Modelsim 10.1 b. These

two are appropriate for 1024-bit and "N " bits of block size
on Virtex-5 FPGA devices. This design system requires
improvement in areas such the timing parameters, sup-
porting memory, higher frequencies, and used summaries.

Harttung et al. [14] described three unique lightweight
ways for securing communication in NoCs. Encryption,
authentication, and network coding are the three compo-
nents that are integrated into the proposed solutions to
assure resilience, secrecy, and integrity. As a result of the
importance placed on performance in NoC settings, the
suggested solutions place a special emphasis on having
short latencies and a small chip area. The effectiveness
of the suggested methods was assessed using exhaus-
tive software simulations. The findings have shown that
the aforementioned advantages exceed the performance
decrease that is caused by protective measures. In addition,
the space increase necessitated by the new components is
not a very significant one.

3 Proposed method

This section describes the proposed NoC system architec-
ture with an encryption algorithm. Taking into account the
specifications of the system, a 4 x4 mesh topology will be
constructed. The following is a description of the architec-
ture: it would be composed of three primary parts, such as
links, network interface modules, and routers. The links will
function as the physical connecting medium that sets up the
efficient communication system between all of the process-
ing parts and the routers. This will be accomplished by con-
necting the links to each other.

The Network interface module is the second most impor-
tant component in the design of the architecture for the NoC.
This module will consist of all of the processing elements in
which all of the logical operations will be designed and car-
ried out with IP cores, which is where the network protocols
will be called and used. The encryption operation will be
performed by each network interface, and their respective
network protocols will be created to route data quickly and
effectively to the intended target port without causing any
blocking difficulties on the network.

In terms of the design of the NoC architecture, the routers
will serve as the last building piece. The data will be directed
by these routers from the source to the destination that you
choose. The processing components will be used to build the
control logic for the routers, and the data will be routed by
that logic. The source port address and the destination port
address are sent to these routers through shared networks.
The routers then forward data packets with the port address
that is specified. The Network on chip architecture with the
proposed Hybrid Security algorithm is shown in Fig. 1.
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(a) 4x4 2D Mesh NoC architecture
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(b) Proposed Hybrid Secure Algorithm

Fig. 1 Proposed NoC Hybrid Secure Architecture a 4x4 2D Mesh
NoC architecture, b Proposed Hybrid Secure Algorithm

The interior perspective of each processing element is
shown in Fig. 1b., which may be seen here. It is made up
of three main sections, which are as follows:

e Block of encryption using the NOEKEON algorithm
e The block for the routing algorithm
e Block decryption for the NOEKEON algorithm

Plain text will be encrypted using the NOEKEON algo-
rithm in the encryption block, and then it will be sent to
the route analyzer block. This encrypted data will be suc-
cessfully sent to the target port with no loss of data pack-
ets occurring at any point in the process. In the end, this
will be handed over to the NOEKEON decryption block,
which is where the encrypted content will be decoded and
turned back into plain text.

@ Springer

3.1 Noekeon

Noekeon has a block size of 128 bits and supports key sizes
of 128, 192, and 256 bits. It is based on the AES struc-
ture, but with a different round function that is designed to
be more resistant to certain types of cryptanalytic attacks.
The Noekeon round function consists of several operations,
including a key addition step, a substitution step using an
S-box, a linear diffusion step, and a permutation step. The
algorithm uses a Feistel network structure with four rounds
for the 128-bit key size, six rounds for the 192-bit key size,
and eight rounds for the 256-bit key size. Noekeon has been
extensively analyzed by the cryptographic community and is
secure against various types of attacks, including differential
and linear cryptanalysis.

Encrypting the data sent over a network using the
Noekeon algorithm does to make the transmission of net-
work data more secure. The proposed Noekeon algorithm is
made up of a total of sixteen SP nets. Each cycle incorpo-
rates 32 concurrent 4-bit-4-bit S-boxes, in addition to linear
transformation and byte rotation. Since each fundamen-
tal component is paired with its counterpart, the system's
encryptor and decryptor are quite comparable to one another.
Data on a network may be encrypted by each basic module
if it uses the Noekeon algorithm. The Gamma module of the
Noekeon algorithm is the first component of the method to
be put into action when the encryption is carried out.

The value of the Boolean function f(x,y) is set to be
equal to zero and one, the verification of the Boolean func-
tion is carried out, and the probability of 0.7 or 0.2 is lin-
early infinitely approximated to f(x,y). This allows for the
Gamma module of the Noekeon algorithm to produce a lin-
ear approximation result with a higher probability. Based
on this, the assumption is made in the diffusion layer of
the Noekeon algorithm that an input does not need to con-
sider the sub-key. The following is a representation of the
operational connection that exists between the input and the
output in the form of a matrix:

Y, Xy
Y, |=MQ®| X, ()
Y, X,

In the formula, YO, Y1, and Y2 represent the output
results of the Noekeon algorithm's diffusion layer; X0, X1,
and X2 represent the input values of the Noekeon algorithm's
diffusion layer; and M represents the linear approximation
coefficient. The data on the network is encrypted using the
matrix that was built. The Noekeon algorithm needs to be
combined with the RSA mode for this process to work.
Additionally, the Noekeon algorithm needs to be encrypted
and decrypted twice before it can be used. This effectively
resolves the security issues that were caused by the ease of
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use of the Noekeon algorithm in the arrangement. Accord-
ing to what was said before, the round constants are chosen
in the following order: from left to right for the Noekeon
algorithm, and from right to left for the Noekeon algorithm.
There is also a nonlinear function known as "Gamma," a key
function known as "Theta," and mobile operation modules
known as "Pil" and "Pi2," all of which employ this structure
to finish encrypting network data.

3.2 Improved RSA algorithm

The RSA technique is mostly used for the subsequent encryption
of the Noekeon key, and the decomposition level of the integer
component is the primary determinant in determining the extent
of its security. The RSA algorithm primarily consists of three
links when it comes to the structure of its design and its execu-
tion, and those connections are key generation, information
encryption, and information decryption. The RSA algorithm
needs a significant number of prime numbers, each of which
must be 2048 bits long. As a result, to encrypt information using
the RSA method, it is necessary to carry out a significant num-
ber of complicated and extensive arithmetic operations. In this
manner, while the RSA method may successfully increase the
security of network data, the efficiency with which it operates
is unavoidably on a lower level in comparison to that of other
encryption algorithms. As a result, the data encryption trans-
mission method needs to continue to be based on the Noekeon
algorithm, and the RSA technique should be the sole one used
for the encryption of the Noekeon key.
The RSA algorithm works as follows:

The security of the RSA algorithm is based on the dif-
ficulty of factoring large numbers. The security of the algo-
rithm relies on the fact that it is computationally infeasible
to find the prime factors of n. If an attacker can factor n,
then they can easily calculate the private key and decrypt
messages. To enhance the security of the RSA algorithm,
a larger key size is used. The larger the key size, the more
difficult it is to factor the product n. A typical key size used
today is 2048 bits, which provides a high level of security
against attacks. The security of the RSA algorithm relies on
the difficulty of factoring large composite numbers into their
prime factors. However, with the advent of powerful com-
puting resources, the original RSA algorithm has become
vulnerable to attacks. The formation and evaluation of large
prime numbers as well as the computation of modular power
are the procedures that take the most time during the oper-
ating process of the RSA algorithm. In the improved RSA
algorithm, the fast calculation of the modular power is dis-
cussed below:

The RSA algorithm makes use of the sliding window
approach, which was chosen because it allows for quick
computation of ¢*d(modn). The modularization of the index
e in ¢? is the fundamental idea behind the sliding window

approach.
F or in s tamnec e,
e = (154548551155),, = (001110011001001011100101111111001011), indi-

cates that the preceding binary integers are grouped from
the left and that the length of the grouping is 3 bits. This
is the case if the length of the setting window is three. The
concept of grouping is to make sure that the first bit of
each group is a 1, so that a portion of the 0 in the center
may be passed over. In the very end, when the length is
less than three digits, the numbers that are still present
come together to create a group apart from 0 and 1. After
the grouping step, the various methods of grouping that
may be used to enhance the effectiveness of the modular

decrypted message is m.

1. Key generation: Choose two large prime numbers p and q. Calculate
their product n = p * q . Choose a positive integer e that is relatively
primeto (p — 1)(g — 1), and calculated such thatd * e = 1 (mod(p —
1)(q — 1)). The public key is (n, e) and the private key is (n, d).

2. Encryption: To encrypt a message m, convert it to an integer value.
Calculate ¢ = m”"e (mod n). The encrypted message is c.

3. Decryption: To decrypt the message c, calculate m = ¢d (mod n).

@ Springer
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Fig.2 The RTL schematic of NoC router

encription

clk

data_valid
data_word _in[31:0]
encryption

key length[1:0]
key_valid

key word_in[31:0]

reset_n

data_ready
data_word_out[31:0]

noekeon_top

Fig.3 RTL schematic of Noekeon encryption algorithm

exponentiation process are explored. The sliding window
method's primary mode of operation, as determined by the
calculations and analysis above, is to pre-process the index
to minimise the number of calculations.

4 Results and discussions

The proposed Noekeon encryption method for NoC is cre-
ated using Xilinx Vivado 2019.2. To test the functionality
and performance of the proposed design in terms of space
and power, it is built on the Zed board. The proposed NoC
architecture works for 16 and 32-bit flit and tested for depth
buffer considered is 4. The 4 X4 mesh topology is considered
for the realization of the proposed encryption algorithm. The
routing algorithm is responsible for determining the path
a packet should follow from the source to the destination.
The routing algorithm can be deterministic or adaptive, and
it should ensure efficient packet delivery, low latency, and
high throughput. In this NoC architecture, a deterministic
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shortest-path routing algorithm is used. Flow control is a
mechanism to manage the packet flow in the network and
prevent congestion or deadlock. Flow control can be imple-
mented using credit-based schemes, buffer-based schemes,
or hybrid schemes. In this work a credit-based scheme is
incorporated. The Register Transfer Level (RTL) schematic
of NoC architecture is depicted in Fig. 2.

In Fig. 2, the RTL schematic of NoC router consists seven
I/0O pins. The clock_rx and clock_tx signals are used for the
purpose of reception and transmission of data packets. The
data_in and data_out signals are a packed array consists of
32-bit width and 5 depths. These five data signals are used
for North, West, South, East and local ports respectively.
Credi_i and credit_o are the flow control signals. Based on
this NoC configuration, the Noekeon encryption algorithm is
added to the router module. The RTL schematic of Noekeon
encryption block is shown in Fig. 3.

From Fig. 3, clk and reset_n are the input signals to the
Noekeon block. The data_valid represents flag to enable the
data input and data_word_in signal is used to send 32-bit
word at a time. The encryption signal is acting as a switch
that enable encryption or decryption. If encryption signal
asserted with 1, the encryption will be performed. Similarly,
if encryption signal is asserted with O, the decryption will
be performed. The key_valid represents flag to enable key
input having 2-bit word length configured by key_length sig-
nal. The key_word_in signal used as key input having 32-bit
word at a time. The data_ready signal is an output signal
which acting as flag to indicate the beginning of ciphertext
output. The data_word_out signal also an output signal is
used for the ciphertext output has 32-bit word length at a
time. The packet transmission packet format is defined in
a constant parameter. The packet transmission structure is
described below:

Start Size src  tgt Encryption

SN\

((0, 2+FB, 0, 8, 1),

0, FB, 2, 6 '1)

tpacket = (20, 4+FB, 0, 7, 1),
(12, 5FB, 8, 0, 1),
(400, 20 +FB, 2, 3, '1));

In the transmission packet, Start is the expected time to
inject the packet, size is a multiple of FB (Flits per Block).
The src and tgt are the source and target of the flit travels.
The encryption defines the encryption or decryption process.
Based on this configuration, the proposed NoC architecture
with Noekeon algorithm is simulated in Xilinx Vivado tool.
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i 16501
l |

Packet transmission from RO to R8

v % Cypher8
> W data_word_in[31:0] | 00140014
6 EA S1
e O_EA
l data_ready
8 go
© buff_populated
# encryption
> B data_word_out[31:0]] 00000000 Wﬁnﬁ*l
> B OUT_data_in[31:0] | e3cdbcsi  Zavgeais
M OUT_x
sl IN_credit_o
# OUT_credit_o

Fig.5 The cyphertext and encryption results of the proposed model

» % Decrypt
> W data_word_in[31:0]
e EA
4 O_EA )
> % cypher_Buff[0:3)[31:0f 00090009,00020003,004°
> W out_bufi[31:0] 000c000c

o IN_rx

i data_ready
% cont[2:0]

> B OUT_data_in[31:0] | 000c000c
o IN_credit_o 0

Fig.6 The Decryption simulation results

The packet transmission from Router-0 to Router-8 is shown
simulation waveform which is depicted in Fig. 4.

From Fig. 4, the data_out signal of t Router-0 is eject-
ing the packet (0004004) to the destination Router-8. The

data_in signal of Router-8 is receiving the packet which is
transmitted from Router-0. This is the initial transmission
from Router-0 to Router-8 and the size of this transmission
is 2 % FB which means two flits per block. In between the
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Fig.7 ILA simulation results of proposed NoC architecture in Zyng-SoC

transmission of the cypher text conversion, Encryption and
Decryption is performed. The cypher text conversion is done
by using Noekeon algorithm. The Encryption is performed
by using improved RSA algorithm. The corresponding
cyphertext conversion and encryption simulated results are
shown in Fig. 5.

From Fig. 5, the cypher block consists data_word_in sig-
nal which converts the actual data into to cyphertext. The
converted cyphertext is further encrypted in the encryp-
tion block and which is denoted by OUT_data_in signal.
After performing the encryption, the decryption operation
is performed. The simulation waveform of the decryption is
shown in Fig. 6.

From Fig. 6, the Decrypt block receives the encrypted
data which can be represented by using data_word_in signal.
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The encryption and decryption are performed by using an
improved RSA algorithm. After a successful decryption
operation, the original data is obtained from OUT_data_in
signal. The proposed NoC architecture is ported on Zyng-
7000 all programmable SoC devices. The results of SoC
implementation is observed in Integrated Logic Analyzer
(ILA) core and shown in Fig. 7. The Fig. 7 represents the
results which obtained from SoC device which are previ-
ously tested in the simulation environment. The correspond-
ing simulation results are explained with by using Figs. 4,
5 and 6. The same simulations are tested in ILA core and
verified the results.

Along with this secure NoC, the latency is also esti-
mated. While performing the simulations, the latency and
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Table 1 Comparison of

Packet transaction
Latency of the Proposed NoC

Latency (ns) without encryp-

Latency (ns) with encryp-  Latency (ns) with

. . . tionproposed model tionproposed model encryptionmodel
architecture without and with [20]
Encryption and Conventional
method R2-R6 62 271 316

RO-R8 63 342 360
R8-RO 72 576 620
RO-R7 84 492 509
R2-R3 183 1740 5244
6000 1
5000 0.9
-~ 0.8
2 4000 =
g £ 07
g 3000 E_ 0.6
= 2000 205
2
1000 g 04
R o i . - 03
R2-R6 RO-R8 R8-RO RO-R7 R2-R3 0.2
Packet Transaction 0.1
® Proposed model (without Encryption) Proposed model (with Encryption) 0 . . . . .
0.0102 0.0104 0.0106 0.0108 0.011

Exisitng model [21] (with Encryption)

Fig.8 Graphical Representation of Latency of proposed method
without, with congestion and Conventional method

Table 2 Comparison of Throughput of the proposed NoC architecture
with Conventional method

packet injection ~ Throughput (Flits) of the Throughput (Flits)

rate proposed model of the model [21]
0.0102 0.083 0.083

0.0104 0.085 0.084

0.0106 0.086 0.085

0.0108 0.092 0.089

0.011 0.1 0.9

throughput of the proposed secure NoC architecture are cap-
tured in a text file for each transmission of the packet.

The performance of the NoC can be evaluated in terms
of latency and throughput. Generally, NoCs are designed to
have low latency and high throughput to meet the perfor-
mance requirements of modern SoCs. The exact values of
latency and throughput will depend on the specific design
of the NoC and the applications it is intended to support.
Latency refers to the time delay between the initiation of a
communication and the time at which it is completed. In the
case of the NoC, latency is the time it takes for a packet of

Packet Injection rate

= Proposed model Existing model [22]

Fig.9 Graphical Representation of Throughput of the proposed with
Conventional method

data to travel from its source to its destination. The latency
of the NoC is affected by various factors such as the distance
between the source and destination, the number of nodes that
the packet must traverse, and the routing algorithm used. The
latency of the proposed NoC architecture is compared with
state of art work [20] and the comparison results are reported
in Table 1 and graphically presented in Fig. 8.

Throughput refers to the amount of data that can be
transmitted over the network in a given period of time.
In the case of the NoC, throughput is the amount of data
that can be transmitted per unit time. The throughput of
the NoC is affected by various factors such as the network
topology, the bandwidth of the channels, and the rout-
ing algorithm used. The throughput of the proposed NoC
architecture is compared with state of art work [21] and
the comparison throughput results are reported in Table 2
and graphically presented in Fig. 9.

From Table 1 and 2, the proposed NoC architecture
exhibits better results in terms of latency and through-
put. The worst-case latency for a package is 140 cycles
per block of 128 flits. The Noekeon with improved RSA
algorithm takes 70 cycles to encrypt/decrypt (68 rounds).
The latency has been decreased by 49% when compared to
the Congestion aware router for Network-on-Chip [20] and
50% of throughput is increased when compared to the new

@ Springer
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adaptive selection strategy for reducing latency in Network-
on-Chip [21].

5 Conclusion

Security in Network on Chip (NoC) is crucial to ensure that
the communication between processing elements such as
CPUs, GPUs, and DSPs is secure and protected from vari-
ous security threats. This paper aims to provide low latency
based secure algorithm for NoC architectures. A Hybrid
secure algorithm is implemented and incorporated into the
2D mesh network. The proposed algorithm is tested with
different router transactions with different packet injection
rate. The worst-case latency of the proposed algorithm is
140 cycles per block of 128 flits. The proposed method will
require 70 cycles to encrypt and decrypt the data. As com-
pared to state-of-the-artwork, throughput has grown by 50%,
while latency has decreased by 49%.
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