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Abstract
Big Data (i.e., social big data, vehicular big data, healthcare big data etc) points to massive 
and complex data, that require special technologies and approaches for storage, processing, 
and analysis. Similarly, big data applications are software and systems utilizing large and 
complex datasets to extract insights, support decision-making, and address diverse busi-
ness and societal challenges. Recently, the significance of big data applications has grown 
immensely for organizations across diverse sectors as they increasingly rely on insights 
derived from data. The increasing reliance on data insights has rendered traditional tech-
nologies and platforms inefficient due to scalability limitations and performance issues. 
This study contributes by identifying key domains impacted by big data, examining its 
effect on decision-making, addressing inherent complexities and opportunities, exploring 
core technologies, and offering solutions for potential concerns. Additionally, it conducts 
a comparative analysis to demonstrate the superiority of this research. These contributions 
provide valuable insights into the evolving landscape shaped by big data applications.

Keywords  Big data · Big data applications · Data analytics

1  Introduction

In the present digital era, big data has emerged as a transformative force, transforming how 
organizations collect, store, and analyze extensive datasets. The significant increase in data 
produced from various origins such as social media, autonomous vehicles, and sensors has 
made Big Data Analytics (BDA) essential for businesses and industries globally. Big data, 
as defined by the 3 Vs, encompasses large volumes of diverse and rapidly arriving data 
with potential uncertainties about its quality and availability (Laney 2001). The three Vs 
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comprise volume (referring to large datasets), variety (involving diverse data formats), and 
velocity (indicating the rapid generation of data) (Badshah et al. 2024).

The Big Data Ecosystem comprises six key tools essential for efficient large-scale data 
management (shown in Fig. 1). Data Technologies, including Apache Hadoop and Apache 
Spark, analyze and process Big Data beyond traditional capabilities. Analytics and Visuali-
zation tools, such as Tableau and SAS, uncover patterns, while Business Intelligence tools 
like Cognos transform raw data for business analysis. Cloud Service Providers, like AWS 
and GCP, offer fundamental infrastructure. NoSQL Databases, including MongoDB and 
Cassandra, handle Big Data processing, and Programming Tools like R and Python per-
form analytical tasks and operationalize Big Data, completing this vital ecosystem (Cour-
sera 2023).

The applications of big data are diverse and far-reaching, spanning healthcare, sup-
ply chain and logistics, marketing and advertising, smart cities, media and entertainment, 
cybersecurity, climate & earth science, industry, and education. The primary objective of 
big data lies in its analysis for diverse purposes. Harnessing the capabilities of BDA ena-
bles organizations to discover important insights, recognize patterns, and make informed, 
data-driven decisions. These decisions, in turn, enhance operational efficiency, drive inno-
vation, and improve customer experiences. From personalized healthcare treatments to pre-
dictive maintenance in manufacturing, big data is transforming industries and shaping the 
future of how we live and work (Himeur et al. 2023; Talaoui et al. 2023).

In the current technological research landscape, big data plays a pivotal role, focusing 
on the analysis, processing, and extraction of valuable information from extensive and 
intricate datasets. The foundation of BDA is intricately linked with advanced technologies, 
specifically Artificial Intelligence (AI), Machine Learning (ML), Deep Learning (DL), and 
the Internet of Things (IoT). Figure 2 illustrates the processing stages of big data. For a bet-
ter understanding of this article, Table 1 outlines the terminologies used in the study.

The big data market is expected to have remarkable growth globally, with revenue pro-
jections ranging to USD 473.6 Billion by 2030, reflecting a growth rate of 12.7% from 
2022 to 2030 (Research and Consulting 2023). This substantial growth underscores the 
increasing recognition of big data’s critical role across industries and sectors. Simulta-
neously, current estimates indicate a massive increase in data generation, with the world 
expected to produce 175 zettabytes of data by 2025 (Statista 2023), as shown in Fig. 3. 
This exponential increase highlights the expanding scope and importance of big data as a 
critical tool for managing, analyzing, and deriving insights from this colossal volume of 
information.

Fig. 1   Big data ecosystem
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Fig. 2   Structure of the big data cycle

Fig. 3   Devices, data and revenue forecast from 2017 to 2025

Table 1   Terminologies employed in the study

Terminology Definition Terminology Definition

SBD Social big data VBD Vehicular big data
EBD Earth big data EdBD Educational big data
HBD Healthcare big data IBD Industrial big data
UBD Urban big data BDA Big data analytics
AI Artificial intelligence ML Machine learning
DL Deep learning IoT Internet of things
IoE Internet of everything ICT Information and communication 

technologies
GIS Geographic information system ITS Intelligent transportation system
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The massive utilization of big data is propelled by the exponential surge in data 
volume, the extensive utilization of cloud computing, global digital transformation, 
increasing internet and smartphone usage, and accelerated adoption due to the impact 
of the COVID-19 pandemic. Leading companies, such as Google, Amazon, and other 
tech giants play a crucial role in the big data ecosystem, significantly contributing to the 
development and advancement of big data technologies, influencing trends, and shaping 
the future trajectory of this dynamic field.

Numerous comprehensive literature survey papers have extensively explored big 
data applications. Focusing on healthcare, (Hong et al. 2018; Abouelmehdi et al. 2018; 
Rajabion et  al.  2019; Galetsi et  al.  2019) conducted a thorough review of big data’s 
impact in the healthcare sector, often termed Healthcare Big Data (HBD) (HBD). 
Vehicular Big Data (VBD), referring to big data in vehicles, has received significant 
attention with comprehensive reviews by researchers in Nguyen et  al. (2018), Torre-
Bastida et al. (2018), Ghofrani et al. (2018), Mishra et al. (2018). Concurrently, Urban 
Big Data (UBD), associated with smart cities, has been deeply explored by authors in 
Allam and Dhunny (2019), Karimi et  al. (2021), Mohammadi and Al (2018), Huang 
et  al. (2021). Exploring the intersection of big data and cybersecurity, Alani (2021), 
Ullah and Babar (2019), Srivastava and Jaiswal (2019) provide a comprehensive review. 
The industrial sector, often referred to as Industrial Big Data (IBD), underwent scru-
tiny in Qi (2020), Misra et al. (2020), Mosavi et al. (2018), while the education sector, 
explored under the umbrella of big data, is thoroughly reviewed in Luan et al. (2020), 
Baig et al. (2020), Li and Jiang (2021). Notably, authors in Akter and Wamba (2019), 
Amani et al. (2020), Huang et al. (2018), and Akter and Wamba (2019) have extensively 
explored the utilization of big data in earth sciences and disaster management, usually 
referred to as Earth Big Data (EBD). This collective exploration paints a comprehensive 
picture of the diverse applications and impacts of big data across various domains.

After an in-depth analysis of the available literature, it becomes apparent that indi-
vidual literature reviews have been conducted across various domains, such as big 
data in healthcare, vehicles, finance, agriculture, education, etc. However, a wide gap 
exists in the collective analysis of big data applications. In bridging this gap, it is cru-
cial to undertake a comprehensive assessment of how big data substantially contrib-
utes to diverse fields, discern the challenges it presents, delve into ethical concerns, and 
illuminate emerging applications. Therefore, this article aims to make the following 
contributions:

•	 This research systematically identifies and analyzes key domains profoundly influenced 
by big data applications, providing a comprehensive understanding through the explo-
ration of prominent use cases.

•	 The study examines the transformation of decision-making processes in these domains 
due to big data, emphasizing how data-driven insights contribute to informed decision-
making and enrich the existing knowledge on the subject.

•	 This research addresses limitations and potentials in diverse fields’ big data applica-
tions, emphasizing inherent complexities and opportunities.

•	 This research delves into the core technologies employed for storing, processing, and 
analyzing large datasets, elucidating their significance in big data applications.

•	 This research systematically identifies and addresses potential concerns within big data, 
offering viable solutions and mitigation strategies.

•	 The study conducts a comparative analysis of this research survey with related surveys 
to demonstrate the unique contributions and superiority of this study.
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The subsequent sections encompass the following: In Sect.  2, the research methodology 
employed for conducting this study is explained, covering details on the research string, 
as well as the inclusion and exclusion criteria. Section 3 undertakes the classification of 
literature concerning big data applications and conducts a thorough analysis of this body 
of work. Section 10 explored the technologies used to process and store big data. Explor-
ing concerns associated with the utilization of big data in various domains, Sect. 5 delves 
into potential concerns with big data and introduces potential solutions that can be applied 
to address the aforementioned issues discussed earlier. Section  6 carried out a detailed 
comparison of this study with the related literature to show the uniqueness of this paper. 
Finally, section 7 concludes the study.

2 � Research methodology

For the big data applications, we exclusively considered articles published from 2018 to 
2023. Our search encompassed Google Scholar, Scopus, IEEE Xplore, and Science Direct 
to identify pertinent papers. Google Scholar offers access to papers published in any jour-
nal, whereas research libraries provide access to a more limited but high-quality selection 
of papers published in affiliated journals and by specific publishers.

In exploring the electronic world, a pivotal element is the search string, defining the 
search’s quality. The search string incorporates keywords that encapsulate the popula-
tion, methodology, and outcomes. The methodology of this research paper is organized 
into three stages: (i) the Planning phase, (ii) the Conducting phase, and (iii) the Reporting 
phase. The following section of this part examines these phases.

2.1 � Planning the review

In the initial stage, we precisely designed the review’s framework, which encompassed the 
formulation of the study protocol, identification of relevant journals and research papers, 
the establishment of including and excluding criteria, and defining our reporting strategy. 
The planning phase serves two fundamental purposes: (i) emphasizing the significance and 
necessity of this study, setting it apart from similar research endeavours; and (ii) formu-
lating a robust protocol for conducting a comprehensive search of relevant studies while 
establishing clear criteria for their inclusion and exclusion.

Creating a well-defined review protocol is of utmost importance. A suitable protocol 
guides us towards a comprehensive review, while an invalid one may divert authors from 
the main focus. Therefore, this stage encompasses the examination and determination of 
developing research queries, exploration approaches, and criteria for selection.

2.2 � Conducting the review

During this stage, the research is executed following the protocol delineated in Phase 1. 
The primary emphasis lies in identifying pertinent research studies, and subjecting them to 
scrutiny based on three pivotal criteria.
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2.2.1 � Population

To start, we define the population of the study. For instance, this research encompasses 
various domains impacted by big data applications, so the population of this review 
includes diverse fields where big data plays a significant role. The primary keyword is 
’Big Data’. This overarching term encompasses various facets, including ’Earth Big Data 
(EBD)’, ’Vehicular Big Data (VBD)’, ’Healthcare Big Data (HBD)’, ’Urban Big Data 
(UBD)’, ’Industrial Big Data (IBD)’, and ’Education Big Data (EdBD)’. The inclusion of 
these synonyms ensures a comprehensive exploration of diverse fields impacted by big 
data applications.

2.2.2 � Methodology or technique

The second criterion involves the methodology or technique employed to achieve the 
intended outcomes. In this context, big data applications serve as the fundamental tech-
nique for obtaining desired results across different domains. The methodology or technique 
employed in the research is centred around the domain of Data Processing Techniques. The 
keywords utilized for this area include ’Data Analytics’, ’Machine Learning’, and ’Artifi-
cial Intelligence’. These keywords are chosen to encapsulate the fundamental techniques 
employed to achieve intended outcomes across different domains.

2.2.3 � Outcome

The third and final check revolves around the outcomes achieved in each research study. 
In the case of this review, the outcomes pertain to the applications and impacts of big data 
within the specified domains. The keywords employed in this context encompass ’Health-
care’, ’Supply-chain’, ’Logistics’, ’Marketing’, ’Advertisement’, ’Smart Cities’, ’Media’, 
’Cybersecurity’, ’Climate’, ’Industry’, and ’Education’. These keywords are strategically 
chosen to align with specific domains, ensuring a focused investigation into the applica-
tions and impacts of big data within each specified area.

Therefore, the following research statement is used to search the paper on different plat-
forms. Table 2 shows the details of the research string.

(Big Data) AND (Data Analytics OR Machine Learning OR Artificial Intelligence) 
AND (Healthcare OR Supply Chain OR Transport OR Marketing OR Advertisement OR 
Smart Cities OR Social Media OR Climate OR Earth Science OR Industry)

Table 2   The search string employed to explore the relevant literature

Area Keywords Synonyms in literature

Population Big data Big Data OR Earth Big Data OR Vehicular Big Data OR 
Healthcare Big Data OR Urban Big Data OR Industrial Big 
Data OR Education Big Data

Methodology Data processing techniques Data Analytic OR Machine Learning OR Artificial Intel-
ligence

Outcomes Big data applications Healthcare OR Supply-chain OR Logistics OR Marketing OR 
Advertisement OR Smart Cities OR Media OR Cybersecu-
rity OR Climate OR Industry OR Education
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Pursuing these criteria, the subsequent critical step involves formulating research ques-
tions. In the context of this review, the investigation questions are as follows: 

(1)	 Which key domains are profoundly influenced by big data applications, and what are 
the prominent use cases within these domains?

(2)	 How has big data transformed decision-making processes in these key domains, and 
how do data-driven insights contribute to informed decision-making?

(3)	 What are the limitations and potentials associated with big data applications in diverse 
fields, and what inherent complexities and opportunities do they present?

(4)	 What core technologies are employed for storing, processing, and analyzing large 
datasets in big data applications, and what is their significance?

(5)	 What potential concerns exist within big data applications, and what viable solutions 
and mitigation strategies can address these concerns?

These research questions guide the review process, providing a structured framework 
for analyzing the selected research studies and synthesizing their findings. The questions 
address various aspects of big data applications, from their impact on different domains to 
the challenges, ethical considerations, and emerging trends associated with their use.

2.3 � Quality assessment

The evaluation of this study’s quality depends on various essential parameters. To ensure 
the robustness and relevance of the papers included in this review, the following param-
eters have been established.

Inclusion criteria:

(1)	 Relevant to big data applications: Selected papers must address topics related to big 
data applications, ensuring the content aligns with the central theme of this review.

(2)	 methodology and results presentation: Included research articles should present their 
methodology and results in a clear and organized manner, enhancing the comprehen-
sibility of their findings.

(3)	 citation threshold: Research articles under consideration must have a minimum of 
10 citations, reflecting their impact and recognition within the academic community. 
However, to include the recent articles, this count is reduced to 5 for 2023 publications.

(4)	 Publication year: Selected research articles should have been published since 2018 to 
ensure the incorporation of recent developments in the field.

Exclusion criteria:

(1)	 Irrelevance to big data role: Research papers that do not discuss the position of big 
data in any domain will be excluded from the review, as they fall outside the scope of 
this study.

(2)	 Inadequate presentation of results and methodology: Papers that do not adequately 
present the results and methodology used to achieve desired outcomes will be excluded 
to maintain the quality and rigour of the review.

(3)	 Insufficient citations: Research papers that have failed to garner at least 10 citations 
may be excluded to ensure the inclusion of well-recognized and influential works.
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(4)	 Publication year: Research articles not published between 2018 and 2023 will be 
excluded to focus on more recent and relevant literature.

2.4 � Reporting the review

In the final stage, this study extracts and presents papers that are relevant to the keywords 
and research questions. The impact of the review depends on how the final assessment is 
presented in the paper.

We conducted a Google search that yielded a total of 22,080 results across various cat-
egories, including; Conferences (17,582), Journals (3485), Books (443), Magazines (328), 
Early Access Articles (228), Standards (12) and Courses (2).

We used the above-mentioned inclusion and exclusion criteria to filter the content. After 
careful consideration, we selected only 125 papers which were fulfilling the inclusion 
criteria.

Table  3 shows the number of publications yearwise and categorywise from 2018 to 
2023, while Table 13 displays the category-wise publications since 2018.

3 � Big data application classification

Big data applications have become ubiquitous, establishing as a fundamental technology 
with a pervasive role across various fields, just like to computers. This section systemati-
cally categorizes these applications, delving into their impact, challenges, and prospects. 
The primary domains of big data applications include Healthcare, Supply Chain and Trans-
port, Market and Transport, Smart Cities, Media, Cyber Security, Earth Science, Industry, 
Education, and others. Figure 4 visually presents the classification of these diverse big data 
applications.

3.1 � Big data in healthcare

Big data plays a central role in Health 4.0, reshaping healthcare through data-driven 
research. Analyzing biomedical omics and clinical data offers both challenges and oppor-
tunities for healthcare improvement (Ahmed et al. 2023). The healthcare industry gener-
ates vast data, including hospital records, medical exams, and research, necessitating 
proper management for meaningful insights (Philip et  al. 2022). Healthcare’s BDA can 
enable personalized medicine, clinical risk management, and forecasting, alongside stand-
ardizing medical terminology and patient registration (Tohka and Van Gils 2021; Masood 
et  al. 2018b). Table  4 summarizes the big data applications and Fig.  5 shows the HBD 
categorization.

Integrating biomedical and healthcare data empowers modern organizations to revolu-
tionize medical therapies and personalize treatment (Mehta and Pandit 2018). Big data and 
e-business complement modern hospital management, transforming fragmented systems 
into comprehensive, omnidirectional healthcare management (Dash et  al. 2019). Health 
analytics using big data aids in developing effective medical policies, improving health-
care services, and enhancing disease prediction, drug recommendations, and treatment out-
comes (Zhang et al. 2023).

A robust BDA platform at Xiangya Hospital’s Gastroenterology Department, China, 
facilitates comprehensive digestive medicine analysis. The platform combines electronic 
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medical records and colonoscopy data, offering insights for optimal colorectal cancer 
screening ages and improving healthcare management (Yan et al. 2019). Leveraging pre-
scription big data can enhance dosage prediction in pediatric medication. Traditional clini-
cal decision support systems often lack accurate pediatric data. In Wu et  al. (2019), the 
authors propose a data-driven approach for precise pediatric medication dosage predic-
tions. Authors in Zhou et al. (2021) introduce a track-able patient health data search system 
for smart city hospital management, ensuring data privacy and efficient analysis. In Makkie 
et al. (2018), authors discuss challenges in analyzing MRI big data and introduce a distrib-
uted computing platform using Hadoop and Spark for fMRI data processing.

In telemedicine, an innovative big-data visualization methodology is proposed (Gal-
letta et al. 2018). This graphical tool allows remote monitoring of patient health using col-
oured circles to represent various health data, adhering to the geoJSON standard for data 
classification. Additionally, authors in Hong et al. (2019) suggest a medical-history-based 
algorithm for predicting potential diseases accurately. This algorithm utilizes HBD and DL 
technology, providing references for targeted medical examinations and reducing delays in 
treatment due to unclear symptoms or limited professional knowledge. Similarly, authors in 
Yadav and Jadhav (2019) employ medical big data in disease recognition.

While health big data is vital for disease detection, migrating to the cloud faces chal-
lenges like data standards and sensitivity. Authors endorse a cloud-native healthcare data 

Health Care
Hospitals, Telehealth, Pharmaceutical

Research

Supply Chain and Transport Transportation Management, Electric
Vehicles, Autonomous Drones

Marketing and Advertisement Digital Marketing, Customer Analytics,
Ad Personalization

Smart Cities Urban Planning, IoT Infrastructure,
Sustainable Technologies

Big Data Applications Media & Entertainment Streaming Services, Content
Recommendation, User Engagement

Cyber Security Network Security, Threat Detection,
Encryption Technologies

Climate & Earth Science Climate Modeling, Environmental
Monitoring, Geospatial Analysis

Industry Manufacturing Processes, Automation,
Quality Control

Education
E-Learning Platforms, Learning
Analytics, Student Performance

Tracking

Fig. 4   Big data applications classification
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ingestion service in Wu et al. (2019) to address these challenges and establish best prac-
tices. Similarly, authors in Zhou et al. (2020) present a scalable system that securely stores 
and analyzes healthcare data from IoT devices using big data systems and blockchain 
architecture.

In the future, healthcare organizations will increasingly embrace big data for success. 
The use of HBD will enhance marketing strategies, especially with the growing popularity 
of wearable technology and the IoT. The integration of constant patient monitoring data 
from these sources will provide valuable insights, enabling healthcare marketers to identify 
and engage patients more effectively.

However, several concerns are associated with the utilization of HBD. One of the pri-
mary challenges involves network congestion and delays. The massive data generation, 
particularly during peak hours, congests the network. Real-time healthcare applications 
running during these times are significantly affected (Adeghe et al. 2024). This is the main 
reason why healthcare real-time applications do not trust the network. Furthermore, HBD 
is directly linked to lives. Therefore, it will take time and maturity to build trust in this 
technology. The health care data is also used for several tasks, such as research and treat-
ment, however, no consent is taken in this regard (Al Teneiji et al. 2024).

3.2 � Big data in logistics and transport

The integration of big data in logistics and transport has gained significant attention (Yadav 
and Jadhav 2019). Researchers have delved into BDA within SCM, identifying its potential 
to rectify deficiencies, enhance efficiency, and reduce costs (Lwin et al. 2019; Jahani et al. 
2023). Particularly, in the context of the COVID-19 pandemic, logistics firms harnessed 
big data and supply chain integration (SCI) to optimize supply chain performance (Ved 
and B 2019; Fosso Wamba et al. 2018). Table 5 summarizes the big data applications and 
Fig. 6 shows the logistic and transport big data categorization.

Moreover, the synergy between big data analytics technology capability (BDATC) and 
SCI has been observed to bolster supply chain performance by fostering proactive and 
reactive capabilities, as well as resource reconfiguration (Leng et  al. 2020). Blockchain 
technology has also made inroads in logistics and supply chain systems, lending technical 
support and mitigating risks (Chen et al. 2022b). In tandem, AI and big data analysis are 
utilized to scrutinize logistics service supply chain models, augmenting customer satisfac-
tion and optimizing logistics operations (Farchi et al. 2023).

Fig. 5   Big data in healthcare
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Significantly, the assessment of service capability in maritime logistics enterprises 
relies heavily on the extensive big data resources derived from the IoT supply chain 
system. This evaluation is crucial due to the numerous factors influencing maritime 
logistics, including overseas transportation routes. In Zhu and Du (2022), the authors 
suggest an approach for evaluating the service capabilities of maritime logistics enter-
prises by leveraging big data from the IoT supply chain system.

Moreover, an advanced cloud blockchain and Internet of Everything (IoE) enabled 
quality control platform seeks to improve quality management and bolster consumer 
confidence in perishable supply chain logistics, as discussed in Yang et al. (2022). This 
platform enables swift sensor data acquisition, ensuring authentication and transpar-
ency within cold supply chain logistics. In Jiang (2019), the authors endorse an intel-
ligent supply chain model based on the IoT and big data. The objective of this model 
is to enhance information collaboration efficiency while mitigating the risks of supply 
chain disruption.

In the context of internet supply chain finance, compressed sensing proves to be a 
valuable method for conducting risk assessments within big data. Authors in Lyu and 
Zhao (2019) investigated the development of a risk assessment system for Internet sup-
ply chain finance, harnessing the power of compressed sensing and big data analysis. 
Furthermore, blockchain technology emerges as a robust solution to address security 
challenges in ITS and big data integration (Zhili et  al. 2021). By using blockchain, 
data trustworthiness, transparency, and integrity are assured, surpassing the security 
standards of centralized databases.

The future holds significant promise for integrating big data in logistics and trans-
portation. As highlighted by a research study (Insider 2023), last-mile delivery, a sub-
stantial portion of total shipping expenses, faces challenges such as carrier collabora-
tion, manual processes, driver retention, fuel costs, WISMO ("Where is my order?") 
calls, and return costs. These challenges provide opportunities for optimization through 
the effective application of big data solutions.

While the integration of big data in logistics and transport is essential, there are 
associated concerns that need consideration. The primary concern is the privacy of 
drivers’ locations, which may be misused. Similarly, the utilization of big data in 
logistics may also jeopardize customer privacy. Therefore, it is necessary to address 
all these concerns when planning the future of big data in logistics and transport 
(Albqowr et al. 2024).

Fig. 6   Big data in supply chain 
and logistics

Big Data in
Supply Chain &

Logistic

Vehicles

Logistic &
Inventory

Customers &
Vendors

Wharehouse &
Demands

Research &
Education

Risk  &
Sustainability



Big data applications: overview, challenges and future﻿	 Page 15 of 49    290 

3.3 � Big data in marketing and advertising

Big Data has a substantial influence on marketing and advertising, enabling organizations 
to collect and scrutinize vast data reservoirs for informed decision-making (Craig and 
Ludloff 2011). It empowers precise targeting and customization of advertising messages, 
guided by consumer behaviours and preferences (Chen 2022; Cockcroft and Russell 2018). 
Real behaviours data marketing entails the collection of internet-driven behavioural data 
for in-depth analysis of advertising content, timing, and format. This, in turn, fosters more 
effective customer relationship management and enhances customer retention (Del Vec-
chio et al. 2022; Beauvisage et al. 2023). Table 6 summarizes the big data applications and 
Fig. 7 shows the marketing and advertising big data categorization.

In the financial sector, Big Data has ascended to prominence, with companies leverag-
ing its capabilities for market analysis, customer insights, and informed decision-making. 
Authors in Hassani et al. (2018) explore into the pertinence of Big Data approaches in the 
financial realm, particularly within corporate banking, highlighting opportunities for tech-
nological advancements.

Furthermore, in the context of telecom big data, authors in Jia et al. (2019) propose a 
meticulous user classification scheme based on decision trees, aimed at amplifying mar-
keting efficiency and effectiveness. The advent of Big Data technology has ushered in a 
paradigm shift in online advertising delivery, seamlessly integrating data, users, platforms, 
and businesses. Authors in Jieyu (2020) investigated the development of a precise online 
delivery system hinged on Big Data technology.

Cloud computing and Big Data technology have found extensive applications in the 
world of e-commerce advertising promotion, elevating the core competitiveness of enter-
prises within this industry. The authors in Zhang (2022) investigate the utilization of Big 
Data and cloud computing technology to enhance e-commerce advertising. They propose 
a distributed system built on Hadoop for this purpose. Similarly, authors in Ducange et al. 
(2018) furnish an in-depth analysis of SBD and its application in shaping marketing strate-
gies, encompassing a comprehensive methodology and classification of contemporary use 
cases.

E-commerce and advertising cannot survive without big data. Nowadays, the action 
plans of e-commerce and advertising agencies rely heavily on big data analysis. This tech-
nology enhances targeted advertising, enabling businesses to reach potential customers 
more effectively. Therefore, it can be stated that the e-commerce and advertising domains 
represent significant applications of big data.

However, the deployment of Big Data in marketing and advertising gives rise to sub-
stantial concerns regarding privacy and the potential for government surveillance, as dis-
cussed in Tang et al. (2022). Despite its advantages, Big Data in marketing and advertising 
presents challenges such as the crucial need for consent and the complexities surrounding 
transparency, identity, power dynamics, and inclusivity (Yin et al. 2021). Therefore, it is 
necessary to prioritize customer data privacy when planning the integration of big data in 
commerce and advertising.

3.4 � Big data in smart cities

The combination of the IoT and BDA technologies holds the potential to be a game-changer 
in the construction of smart cities (Bibri 2019). These technologies provide opportunities 
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for efficient disaster management activities, analysis, and the acquisition of valuable infor-
mation for decision-making (Shah et al. 2019; Ding et al. 2023). Table 7 summarizes the 
big data applications and Fig. 8 shows the UBD categorization.

A plethora of devices connected to the internet in smart cities continuously generates 
vast amounts of data. Addressing this data deluge, researchers in Wang et al. (2018) pro-
pose enhanced multi-order distributed algorithms to efficiently process this big data in the 
realm of smart city services. Similarly, authors in Alahakoon et  al. (2020) advocate for 
a comprehensive framework designed to handle the substantial data inflow from sources 
such as sensors, IoT devices, and social networks within smart cities. This framework 
encompasses data processing workflows, ML algorithms, and statistical techniques aimed 
at extracting meaningful insights from the data.

The evaluation of smart cities has resulted in the generation of massive quantities of 
data. Unfortunately, a significant portion of this data often goes to waste due to the absence 
of established mechanisms and standards for extracting valuable information. Authors in 
Chang (2021) discuss the issues and approaches linked with leveraging big data and ML to 
enable cognitive smart cities, thereby enhancing the utilization of this data.

In alignment with this, authors in Wu et al. (2018) present a framework designed to effi-
ciently process the large amounts of data generated by sensors in smart cities. This archi-
tectural model comprises various layers and components for data processing and analysis. 
ML techniques are integral to this framework, ensuring the acquisition of accurate data and 
the delivery of precise information to end-users, ultimately resulting in an elevated Quality 
of Experience (QoE) performance.

In anticipation of the growing prevalence of cameras in smart cities, video surveillance 
is becoming a key component of data collection. This evolution necessitates the devel-
opment of efficient techniques for processing substantial volumes of video data. Several 
papers in the field look into this topic. Tian et al. (2018) propose a block-level background 
modelling (BBM) algorithm for efficient video coding, complemented by a rate-distortion 
optimization algorithm designed to enhance compression performance.

The part of big data in the implementation of smart cities is crucial, as it enables the 
analysis of extensive data volumes to extract valuable insights. In He et  al. (2018), the 
authors utilize special technologies for municipal governance and planning in smart cities. 
Similarly, in Kandt and Batty (2021), authors delve into the value of big data in shaping 
long-term urban planning. They emphasize how urban analytics can inform these long-
term urban policies within smart cities.

The perspective of big data in smart cities promises transformative advancements. 
The integration of big data and the IoT is set to revolutionize urban living. Expect more 

Fig. 7   Big data in marketing and 
advertising
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sophisticated data analytics, real-time insights for resource management, improved infra-
structure planning, and AI-driven solutions to address urban challenges. This evolution 
aims to create proactive, sustainable, and resilient smart cities.

However, the widespread use of big data in smart cities brings critical concerns. Secu-
rity and privacy issues surrounding the vast data generated by IoT devices and sensors need 
careful attention. Protecting data from unauthorized access and ensuring citizen privacy 
requires robust security measures and regulatory frameworks. Ethical considerations in 
data collection, storage, and usage demand scrutiny to prevent misuse. Striking a modera-
tion between reaping the benefits of big data in urban development and safeguarding indi-
vidual privacy is crucial for fostering trust and ensuring sustainable and inclusive smart 
city growth (Thilagavathi et al. 2019; Elhoseny et al. 2018).

3.5 � Big data in media

The intersection of big data and entertainment is a dynamic field with vast potential for 
insights, innovation, and, at the same time, several challenges to navigate Abbasi et  al. 
(2018); Daud et al. (2013). Table 8 summarizes the SBD applications and Fig. 9 shows the 
media big data categorization.

Social media platforms are prolific producers of what’s referred to as SBD (Badshah 
et al. 2022b). This treasure trove of data is a window into user behaviour, trends, and inter-
actions, offering valuable insights (Esfahani et al. 2019). Companies recognize the power 
of this data and utilize it to personalize marketing strategies, pinpoint specific demograph-
ics, and boost sales (Ghani et al. 2019; Rahman and Reza 2022). Social media also serves 
as a powerful platform for businesses to engage with their customer base, foster loyalty, 
and even function as online retail spaces (Liu et al. 2021; Hayat et al. 2019).

However, the employing of SBD raises significant concerns related to privacy and the 
potential misuse of personal information, as highlighted in Bansal et al. (2018). Thus, the 
combination of big data and social media presents a dual landscape, offering opportunities 
for innovation, effective marketing, and improved decision-making. However, it is laden 
with challenges and ethical considerations. Similarly, authors in Mani and Chouk (2022) 
and Vargo et al. (2018) discussed privacy and security issues in media big data.

To investigate the role of social media big data, the authors in Jimenez-Marquez et al. 
(2019) propose a comprehensive two-stage framework tailored for the big data era. The 
first stage emphasizes data preparation and the selection of a ML model, while the second 
stage utilizes established layers of big data architectures to extract insights from the data. 

Fig. 8   Big data in smart cities
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This versatile framework accommodates both large and small datasets and is illustrated 
through a case study focused on analyzing reviews of hotel-related businesses. Similarly, 
in the study (Zhang et al. 2022), the authors introduce the Big Data-assisted Social Media 
Analytics for Business (BD-SMAB) model to enhance decision-making in marketing strat-
egies and competitive analysis.

Social media is a focal point for marketing, especially for business-to-business (B2B) 
organizations aiming to sustain and expand through strategic operations and marketing 
activities, as explained by authors in Sivarajah et al. (2020).

The potential of SBD is also recognized in the realm of urban sustainability research 
and practice. Its unique advantages, including vast scale and near-real-time observation, 
offer insights into human behaviour within urban environments. Authors in Ilieva and 
McPhearson (2018) delve into the potential and issues associated with harnessing social 
media data for urban sustainability research and practice, shedding light on a promising 
avenue for urban development.

The integration of big data in entertainment and social media is currently revolutioniz-
ing user experiences, content creation, and industry dynamics. With ongoing technological 
advancements, big data is driving personalized content recommendations, offering predic-
tive insights, enhancing user engagement, enabling targeted advertising, optimizing con-
tent distribution, and facilitating real-time trend analysis (Hariri et  al. 2019). Emphasiz-
ing data security and privacy measures, these developments are transforming the industry, 
providing tailored and immersive experiences, improving content relevance, and ensuring 
efficiency in advertising and content distribution. To remain competitive in these evolving 
sectors, a seamless integration of BDA is essential to meet the dynamic expectations of 
users in today’s rapidly advancing technological landscape (Amalina et al. 2019).

Despite its benefits, social media big data faces challenges such as misinformation and 
limited data, making it difficult to distinguish the truth. Current solutions struggle with 
scalability in large-scale events (Zhang et al. 2018). Furthermore, this big data is wrongly 
used by companies, as they share it with commercial entities. These companies enforce 
their narratives through advertising. Therefore, it is necessary to address these concerns 
while working on SBD, especially in entertainment, particularly on social media.

3.6 � Big data in cyber security

Playing a crucial role in cybersecurity, big data is especially significant in domains such as 
intrusion detection, anomaly detection, spamming and spoofing detection, malware and 

Fig. 9   Big data in media
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ransomware detection, code security, and cloud security (Walters and Novak 2021). The 
integration of BDA with ML can effectively address unknown risks and insider threats, pro-
viding advanced threat analytics (Saravanan and Prakash 2021). It enables the discovery of 
irregularities and suspicious activities, leading to the deployment of effective intrusion detec-
tion systems (França et al. 2021). Additionally, BDA can enhance data security and privacy, 
mitigating cybersecurity breaches and supporting secure information sharing (Rassam et al. 
2017). The application of BDA in cybersecurity is an emerging trend, presenting potential 
future directions for research and development (Wang and Jones 2021). Table 9 summarizes 
the applications and Fig. 10 shows the cybersecurity big data categorization.

By leveraging big data and advanced analytics techniques, organizations can improve their 
operational intelligence and security capabilities, staying ahead of evolving cyber threats. 
Authors in Kantarcioglu and Xi (2016) discussed security issues faced in the big data environ-
ment, particularly in the context of cloud computing.

Surveilling the security of the IoT through multidimensional streaming big data encounters 
various challenges, including substantial data volumes, redundancy, and scalability issues. To 
tackle these obstacles, the authors in Ullah et al. (2022) present an algorithm called ODIS. 
This algorithm extracts vital information from data across distributed sensor nodes, consider-
ing the spatial and temporal dependence structure of the data. ODIS establishes a precise data 
structure model to understand IoT system behaviours and employs testing methods to quantify 
the uncertainty linked with monitoring tasks. Adversarial data mining is an emerging field that 
combines BDA with cybersecurity. Authors in Li et al. (2019) used adversarial data mining 
techniques to handle malicious adversaries in cyber security applications.

In Tao et al. (2019), the authors introduced a parameter-wise adaptation that autonomously 
initiates the tuning process. This system adjusts the configuration parameters of the framework 
for various security datasets and subsequently executes the BDCA system with the adapted 
configuration. Similarly, Rawat et al. (2019) explores the economic aspects of safeguarding 
big data security and privacy, encompassing investment decisions and cyber insurance.

To tackle the challenges posed by cyber threats in the cloud, the authors in Subroto and 
Apriyana (2019) have devised a cloud computing-based system for cybersecurity manage-
ment. This system aims to streamline the analysis process of extensive network data. The 
constructed system is built on the MapReduce framework and encompasses end-user devices, 
cloud infrastructure, and a monitoring center.

Big data is advancing cybersecurity, making it more intelligent for the future. This 
increased intelligence will enable systems to promptly counter cyber attacks. Consequently, 
cybersecurity experts are acquiring additional skills in both big data and cybersecurity, driven 
by the recognition of the crucial role played by these combined capabilities (Zhang and Ghor-
bani 2021).

Big data in cybersecurity offers potent advantages but introduces challenges, including 
privacy concerns, security issues, data accuracy, scalability, and cost management. Success-
fully navigating these hurdles requires a comprehensive strategy addressing legal compliance, 
robust security measures, data quality assurance, and cost-effective implementation (Rao and 
Lakshmanan 2024).

3.7 � Big data in earth science

An extensive array of data about our planet, which is usually also referred to as Earth Big 
Data (EBD) is generated from Earth observation systems on diverse platforms, such as 
satellites, aeroplanes, and ground-based setups. This includes geoscience, statistical, and 
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social data (Yang et al. 2019). Integrating Earth observation data with other forms within 
a geographic context offers the potential to model Earth systems more accurately, linking 
human activities with their impacts on Earth processes (EOS 2023). Table 10 summarizes 
the applications and Fig. 11 shows the earth’s big data categorization.

Big data applications in climate and earth studies have gained increasing importance in 
recent years. These applications involve the utilization of large volumes of data generated 
from climate and weather modelling (Huang et al. 2018). The analysis of this big climate 
data has led to advancements in understanding climate change, assessing environmental 
conditions, and predicting future climate trends. Leveraging BDA, including data mining 
techniques and the integration of heterogeneous data sources, has empowered researchers 
to study climate change in a more comprehensive and interdisciplinary manner. Open data 
resources, like Google Earth Engine, have been used to evaluate environmental conditions 
and assess vulnerability to climate change in specific regions (Amani et al. 2020). Overall, 
big data tools and techniques have provided valuable insights into climate-related issues 
and have the potential to contribute to sustainability and resilience-building efforts.

Big data on climate and earth is used for several purposes. The foremost use is the mon-
itoring. Authors in Hassani et al. (2019) designed BDA to enhance seasonal change moni-
toring and understanding of climate change. The second big use of big data is to predict the 
climate and conditions. Authors in Knüsel et al. (2019) used Big data techniques in rainfall 
prediction, helping farmers make wise decisions on crop yield and studying the timing of 
floods or droughts. Similar concepts are discussed and proposed by authors in Sebestyén 
et al. (2021) and use the big data collected by different sensors for climate monitoring and 
prediction. Authors in Silva et al. (2018) discussed in detail the studies, which investigated 
big data climate monitoring and prediction.

Along with climate monitoring and prediction, big data is used for Sustainable Urban 
Planning and Infrastructure. Authors in Leung et al. (2019); Ameer and Shah (2018) used 
big data and its analytics tools in urban planning and smart city decision management. 
Similarly, authors in Sarker et al. (2020) used BDA for smart cities’ air pollution predic-
tion. They introduced a spark-based architecture for smart urban planning that utilizes 
BDA to classify air quality. This architecture is implemented on a dataset of vehicle pollu-
tion in Aarhus City, Denmark.

Disaster management has become a significant concern, and Big Data is being utilized 
for natural disaster management. Authors in Yu et al. (2018), utilized big data for disaster 
management derived from remote sensing imagery, social media data, crowdsourced data, 
GIS, and mobile metadata. Similarly, in Sarker et al. (2020b), the authors investigated sev-
eral studies exploring the use of big data in disaster management.

Fig. 10   Big data in cyber 
security
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The main challenge associated with the Earth’s big data is its continuous growth. Every 
country deploys satellites, balloons, aeroplanes, and other tools that consistently gather 
data. However, reaping benefits from this data is contingent upon having appropriate tools. 
Regarding the sheer volume of Earth’s big data, our current tools are not advanced enough 
to thoroughly analyze it Sudmanns et al. (2019).

The foremost concern regarding Earth Big Data is individual privacy. This data is con-
stantly generated without regard for the privacy of specific locations, making it accessible 
to anyone for various purposes. The data finds application in numerous fields, including 
science, weather prediction, and defence. The issue of precisely identifying the responsi-
ble party or owner of this data remains unresolved (Farley et al. 2018). Therefore, there 
is a need to explore whether it is feasible to collect this data with individual consent and 
whether regulations can be established to govern this vast dataset.

3.8 � Big data in industry

Big data is being applied in various industries, including construction, sports, tourism, and 
the legal field. In the construction industry, big data is utilized to enhance construction effi-
ciency, reduce material waste and expenses, improve planning and decision-making pro-
cesses, and enhance construction site safety (Nguyen et al. 2020). In the sports industry, 
big data analysis and AI are used to analyze player performance, broadcast events, and 
improve sports marketing strategies (Patel et al. 2020). In tourism, big data is used for rev-
enue management, marketing strategies, customer experience, and market research, aiding 
in the development and recovery of the industry (Li et al. 2022). In the legal industry, BDA 
tools are used for tasks such as billing, marketing, and identifying trends in cases (Bhure 
and Desai 2023). Table 11 summarizes the applications and Fig. 12 shows the industry big 
data categorization.

Authors in Lies (2019) covered big data’s transformative role in automotive market-
ing, emphasizing precision marketing and data-driven consumer insights. A similar theme 
is explored in Liu and You (2021), where big data correlates with a 2.895% increase in 
new energy vehicle technology innovation, advocating its integration with the industry for 
national benefits.

Classification benefits from big data too, as seen in Li et  al. (2019), where cellular 
company customer records are categorized to enhance marketing efficiency. In Chen et al. 
(2022a), big data analysis is used to create tailored data packages. The chemical indus-
try harnesses big data for intelligent manufacturing, evaluating strengths, weaknesses, and 

Fig. 11   Big data in earth science
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future trends (Jiyang et al. 2020). Similarly, Huabei Oilfield adopts big data with a "seven-
step method" system and a data mining for oil production engineering, enhancing data-
driven processes (Mohammadpoor and Torabi 2020).

Big data is reshaping industries, particularly production, in alignment with market anal-
ysis. The expanding realm of big data is certain to amplify its influence on the industry. 
Utilizing big data analysis will enhance customer-centric production strategies, ultimately 
leading to improved revenue outcomes (Vassakis et al. 2018).

Big data utilized for market analysis is collected from various sources, raising signifi-
cant concerns about the privacy and security of this data. Therefore, it is imperative to 
ensure that the data collection and analysis do not compromise someone’s privacy and 
security (Del Vecchio et al. 2018).

3.9 � Big data in education

Big data has the potential to enhance teaching and learning, improve educational research, 
and advance education governance (Fischer et  al. 2020). Although the utilization of big 
data in education is not a new concept, recent technological advancements have spurred 
increased research in this area (Ray and Saeed 2018; Amjad et al. 2018). There is an inter-
est in leveraging big data to analyze student behavior and performance, enhance the edu-
cational system, and integrate big data into the curriculum (Baig et al. 2020). Popular tools 
and techniques for working with big data in the education industry include educational data 
mining and learning analytics (Qian et  al. 2022). The convergence of the ability to col-
lect, store, manage, and process data, along with data from online educational platforms, 
presents unprecedented opportunities for educational institutions, learners, educators, and 
researchers. Table 12 provides a summary of the applications, and Fig. 13 illustrates the 
categorization of big data in education.

In educational technology, the most investigated these days is personalized learning. 
With the help of personalized learning, the personalized content or subjects are recom-
mended to the learners and they can learn in their own space (Munshi and Alhindi 2021). 
Authors in Yuwen et al. (2018) carried out some experiences to appropriately suggest the 
courses to the learners using BDA. Their results show that their accuracy for the course 
recommendation is much better than the already working algorithms. Similarly, authors 
in Kanth et  al. (2018) highlighted the challenges of identifying student misconceptions, 
predicting dropouts, and improving educational quality, with a focus on leveraging data 

Fig. 12   Big data in industry
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and advanced technologies. The authors aim to enhance personalized learning and propose 
various supervised learning methods as solutions.

Student management and discipline represent significant challenges in educational 
institutions. The authors in Zhang et  al. (2021) addressed this issue by leveraging big 
data. Through the analysis of students’ daily routines, learning styles, and behavior, they 
obtained insights to aid in student management. In Liang (2020), the authors present an 
education management model utilizing big data, demonstrating improved information lev-
els and a broader application of big data in educational management. Similarly, authors in 
Badshah (2023a, 2023b) utilize similar concepts for student management and enhancing 
their productive engagement.

The big data is also changing the way of teaching. Flipped classrooms (Hao 2021) and 
homeschooling (Inayatulloh et al. 2022) are the leading examples. Authors in Hu et al. (2022) 
explored the same by proposing the hybrid teaching method. Their investigation shows that 
students were more actively engaged in the learning concerning the normal classes.

Education is intricately linked with big data as both a producer and consumer. Millions 
of individuals, whether learners, teachers, or administrators, are actively engaged in this 
dynamic field. The demand for virtual classes has surged during the COVID-19 pandemic, 
further emphasizing the role of big data in meeting these evolving educational needs. Con-
cepts like personalized learning and home-based schooling are gaining prominence, relying 
entirely on the insights and capabilities provided by big data. In this interconnected land-
scape, the symbiotic relationship between education and big data continues to shape the 
future of learning.

While there is a considerable list of advantages, the use of big data in education also 
raises several concerns. Foremost among them is the risk of misuse, as the data of thou-
sands of learners, including institutional geography and learner locations, may be mishan-
dled. Additionally, concerns about data bias and algorithmic bias pose potential challenges 
that need careful consideration to ensure fair and equitable outcomes (Lin et al. 2024).

4 � Key technologies

In big data, several key enabling technologies play pivotal roles in facilitating the stor-
age, processing, and analysis of extensive and intricate datasets. These technologies 
serve as the backbone for the vast potential of big data applications. Here are some of 
the key enabling technologies discussed.

Fig. 13   Big data in education
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4.1 � Hadoop

At the forefront, Hadoop stands as a distributed storage and processing framework that 
enables parallelized handling of large datasets. Its architecture allows for efficient and 
scalable data processing, making it a cornerstone in the big data ecosystem (Apache 
2023a).

4.2 � Apache spark

Complementing Hadoop, Spark emerges as an in-memory data processing engine that 
significantly enhances the speed and efficiency of BDA. It excels in iterative computa-
tions and ML algorithms, contributing to improved data processing capabilities, as dis-
cussed in Apache (2023c).

4.3 � NoSQL databases

In the era of diverse data types, NoSQL databases like MongoDB (Apache 2023d) and 
Cassandra (Cassandra 2023) play a vital role. These non-relational databases accommo-
date unstructured and varied data, providing flexibility and scalability crucial for man-
aging the complexities of modern data.

4.4 � Data warehousing

Technologies such as Amazon Redshift (Amazone 2023) and Google BigQuery (Google 
2023) exemplify the capacity to store and retrieve large volumes of structured data. 
These solutions for data warehousing enable organizations to effectively handle and 
retrieve their data for analytical purposes.

4.5 � Machine learning

The integration of ML algorithms and frameworks, including TensorFlow (Tensor 2023) 
and scikit-learn Learning (2023), empowers data scientists to derive actionable insights 
and predictions from vast datasets. ML becomes an invaluable tool in uncovering pat-
terns and trends within the data.

4.6 � Data integration tools

Apache NiFi Apache (2023b) and Talend (2023) exemplify the significance of data inte-
gration tools. These platforms facilitate the seamless integration of diverse data sources, 
ensuring a unified and coherent dataset ready for comprehensive analysis.

4.7 � Data visualization tools

Platforms like Tableau (2023) and Power BI Microsoft (2023) add a layer of accessi-
bility to big data insights. These visualization tools transform complex datasets into 
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digestible visualizations, enabling stakeholders to interpret and understand data-driven 
narratives.

4.8 � Blockchain technology

Highlighting security and transparency, blockchain technology contributes to safeguarding 
the integrity of transactions and data sharing in the realm of big data. The decentralized 
nature of blockchain enhances both trust and data immutability (Badshah 2023c).

4.9 � Edge computing

To fulfil the demand for real-time analytics, edge computing facilitates data handling near 
the data source. This minimizes latency and improves the efficiency of analytics for appli-
cations such as the IoT (Amjad et al. 2018).

4.10 � Cloud computing

Services offered by AWS, Azure, and Google provide a scalable and flexible infrastructure 
for big data storage and processing. Cloud computing has become a cornerstone, furnish-
ing organizations with the resources required to manage the continuously expanding vol-
umes of data (Badshah 2023a).

5 � Potential concerns and solutions

As we have explored the expansive landscape of employing big data across various appli-
cations, it becomes imperative to acknowledge and address potential challenges and con-
cerns associated with its widespread utilization (Ajah and Nweke 2019). These concerns, 
spanning privacy, security, biases, and misuse, highlight the need for understanding the 
implications and risks inherent in BDA (Ikegwu et al. 2024). In this section, we delve into 
these concerns, acknowledging the multifaceted nature of navigating complexities when 
harnessing vast datasets. Additionally, we present solutions to tackle these challenges, 
offering a roadmap for a more secure and responsible digital environment. This section 
provides a detailed examination of proactive measures, carefully crafted to address distinct 
aspects of concern.

5.1 � Privacy

A substantial concern associated with the utilization of big data across various applications 
is the issue of privacy. Almost every field grapples with this concern due to the underde-
veloped nature of regulations on data security and privacy. The existing rules lack maturity, 
posing a challenge in adequately protecting user data (Amaithi Rajan and V 2023; Masood 
et al. 2018a).
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To address privacy issues linked with big data, it is crucial to advocate for the develop-
ment and implementation of robust regulations governing data security and privacy. Col-
laborating with regulatory bodies and policymakers to create comprehensive and mature 
frameworks will enhance the protection of user data (Price and Cohen 2019).

5.2 � Security

The lack of data privacy raises security concerns, not just for the data itself but also for 
individual security. Organizational data exposure or the public availability of individual 
locations can lead to notable security problems. The connection between data vulnerability 
and individual security issues exacerbates the overall concern (Khan and Ahmad 2023).

Mitigating security risks involves reinforcing data privacy measures. Implementing 
encryption, access controls, and regular security audits can fortify the protection of organi-
zational and individual data. Additionally, fostering awareness about cybersecurity prac-
tices among users is essential for minimizing vulnerabilities (Ikegwu et al. 2022).

5.3 � Biases

Algorithmic bias, especially in IoT devices, is a common problem nowadays. Similarly, 
BDA may also exhibit biases in their calculations, disrupting decision-making processes 
(Rehman et al. 2022).

Addressing algorithmic biases in BDA requires continuous monitoring and evaluation 
of algorithms. Implementing diversity in datasets and adopting ethical guidelines for algo-
rithm development can help mitigate biases, ensuring fair and unbiased decision-making 
processes (Favaretto et al. 2019; Amjad et al. 2012).

5.4 � Misuse

Misuse of big data is a major concern, with companies often utilizing this data without 
considering the welfare of customers. Many individuals are unaware of how their data is 
being used for the benefit of companies. Mitigating potential misuse requires increased 
transparency and ethical considerations (Stegenga et al. 2023).

Preventing the misuse of big data involves enhancing transparency in data usage and 
fostering ethical considerations. Implementing clear data usage policies, obtaining explicit 
consent from users, and educating individuals about how their data is utilized contribute to 
responsible and ethical data practices (Bag et al. 2023).

5.5 � Different cyber laws

The internet has transformed the world into a global village, however, the issue is that 
cyber rules and regulations vary widely. Every country has different rules, leading to 
conflicts on the internet. An action may be a crime in some countries and not in oth-
ers, highlighting the need for harmonizing international cyber regulations (Rawat et al. 
2023).

When the big data concerns are collectively looked at, it is noticed that all these con-
cerns are linked with international cyber laws. Due to this gap, the digital world has these 
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issues. It is, therefore, important and need of the day to go ahead toward international cyber 
rules, which will equally work in all countries (Favaretto et al. 2019).

5.6 � Doubted accuracy

Despite its advantages, social media big data faces challenges such as misinformation and 
limited data, making it difficult to distinguish the truth. Therefore, it is not always guaran-
teed that the big data used for decision-making is correct (Badshah et al. 2022b).

Ensuring the accuracy of big data used for decision-making requires implementing rig-
orous data validation processes. Incorporating fact-checking mechanisms, promoting data 
transparency, and investing in data quality assurance measures contribute to the reliability 
of information derived from big data (Khan et al. 2016).

5.7 � Reason for network congestion

The rapid growth in data generation leads to network congestion, slowing internet speed 
and impeding real-time communication. This poses challenges, particularly in criti-
cal applications like hospitals, where trust in the network’s reliability is compromised. 
Addressing congestion is crucial for ensuring seamless real-time interactions and maintain-
ing the dependability of data-driven systems (Anitha et al. 2023).

Addressing network congestion involves optimizing data transmission protocols, invest-
ing in network infrastructure, and implementing load-balancing techniques. Prioritizing 
network reliability in critical sectors like healthcare ensures that real-time communication 
remains unaffected even during periods of high data traffic (Al-Jumaili et al. 2023).

5.8 � Special hardware and software

In big data, concerns emerge regarding the need for specialized hardware and software. 
Access and compatibility challenges risk obstructing positive outcomes. Processing vast 
data volumes demands specialized tools, resist by limitations in hardware or software and 
the complexity of multiple data formats. The substantial processing needs also contrib-
ute to higher costs, necessitating careful cost management for optimal resource utilization 
(Badshah et al. 2022a).

To overcome challenges related to specialized hardware and software, organizations 
should invest in versatile and scalable technologies. Collaborating with technology provid-
ers to develop solutions that enhance accessibility and compatibility can facilitate positive 
outcomes without compromising on processing efficiency (Selmy et al. 2023).

5.9 � Dependency on tech experts

One limitation of big data lies in its dependency on technology experts for its collection, 
filtering, and processing. This reliance poses a challenge in ensuring that the necessary 
expertise is consistently available for the effective utilization of big data resources (Bad-
shah 2023b).
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Reducing the dependency on tech experts requires investing in user-friendly interfaces 
and tools. Implementing training programs for non-experts and promoting the development 
of intuitive big data platforms can empower a wider range of professionals to harness the 
power of big data resources effectively (Selmy et al. 2023).

6 � Comparative analysis

This section compares the current literature study with related surveys. Scholars have 
extensively studied and investigated big data and its applications. However, existing 
reviews often focus on a single application of big data, failing to explore it comprehen-
sively. Big data has potential and challenges in every domain, necessitating a thorough 
investigation. Additionally, no studies have categorized big data applications or compre-
hensively discussed their future potentials and concerns.

To evaluate and compare our study with similar ones, we applied the criteria outlined in 
Table 14. The criteria included examining challenges (C1), future potentials (C2), domain 
categorization (C3), privacy concerns (C4), and specific domains such as healthcare (C5), 
supply chain and logistics (C6), marketing and advertising (C7), smart cities (C8), media 
and entertainment (C9), cybersecurity (C10), climate and earth science (C11), industry 
(C12), and education (C13). Table 15 shows the overall comparison of the related surveys 
literature.

Big data applications in healthcare have been extensively reviewed, focusing on the ben-
efits and challenges in this domain. The study in Hong et al. (2018) offers a comprehensive 
overview of big data in healthcare, addressing challenges (C1) and exploring applications 
(C5). The authors emphasize the importance of privacy (C4) and regulatory frameworks. 
Subsequently, a study (Abouelmehdi et al. 2018) investigate the transformative potential of 
big data within the healthcare domain (C2), highlighting privacy concerns (C4). This study 
provides valuable insights into disease prediction and cost reduction (C5). Furthermore, 
authors in Rajabion et al. (2019) contribute to understanding data processing mechanisms 
in healthcare (C3). Lastly, study in Galetsi et al. (2019) emphasizes the value of personal-
ized services in healthcare (C5), acknowledging privacy concerns (C4).

Big data applications within the supply chain and logistics domain have shown signifi-
cant potential for optimization and efficiency improvements. The study in Torre-Bastida 
et  al. (2018) offers a comprehensive overview of big data applications within the trans-
portation industry, addressing challenges (C1) and exploring opportunities in routing, 
planning, monitoring, and network design (C6). Building upon this, authors in Nguyen 
et  al. (2018) extend the analysis to the broader supply chain management domain (C6), 
proposing a classification framework and identifying research gaps (C2). Focusing on the 
railway sector, study (Ghofrani et  al. 2018) contributes to the understanding of big data 
applications in operations, maintenance, and safety, leveraging Mayring’s framework (C6). 
A broader perspective is offered by Mishra et  al. (2018), which provides a bibliometric 
analysis of big data in supply chain management (C6), identifying key research clusters 
and managerial insights.

The application of big data in marketing and advertising has been explored to under-
stand its impact on digital marketing strategies and customer engagement. The study by 
Miklosik and Evans (2020) delves into the application of big data and ML in the realm of 
digital marketing (C7), uncovering unexplored avenues for future research. Subsequently, 
authors in Anshari et al. (2019) explore the integration of big data into CRM, emphasizing 
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its role in personalized marketing strategies (C7). While survey papers like Kushwaha et al. 
(2021); Sestino et al. (2020), and Lee et al. (2023) offer comprehensive overviews of big 
data in marketing and advertising (C7).

Big data plays a crucial role in the development and management of smart cities, 
enhancing sustainability and livability. The study (Karimi et al. 2021) delves into the urban 
potential of AI within Smart Cities, emphasizing the integration of culture, metabolism, 
and governance for sustainability and livability (C8). It prioritizes the livability of the 
urban fabric alongside economic growth, showcasing the potential of AI and Big Data inte-
gration. In alignment with this perspective, authors in Mohammadi and Al (2018) conduct 
a comprehensive review of big data handling in smart cities, categorizing techniques and 
exploring key ideas (C3). The study introduces crucial factors such as scalability, time, 
availability, and accuracy, contributing to the understanding of big data’s role in smart 
city development (C8). Similarly, the study in Huang et al. (2021) addresses the underuti-
lized data in smart cities by proposing a three-level framework employing semi-supervised 
deep reinforcement learning to optimize control policies (C8). The interconnected studies 

Table 15   Comparative analysis of related studies

Paper C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 C11 C12 C13

Hong et al. (2018) ✓ ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Abouelmehdi et al. (2018) ✓ ✓ ✗ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Rajabion et al. (2019) ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Galetsi et al. (2019) ✓ ✓ ✗ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Nguyen et al. (2018) ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Torre-Bastida et al. (2018) ✓ ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Ghofrani et al. (2018) ✓ ✗ ✗ ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Mishra et al. (2018) ✓ ✓ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗
Karimi et al. (2021) ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗
Mohammadi and Al (2018) ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗
Huang et al. (2021) ✓ ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗
Alani (2021) ✓ ✓ ✗ ✓ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Ullah and Babar (2019) ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Srivastava and Jaiswal (2019) ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Akter and Wamba (2019) ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗
Amani et al. (2020) ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗
Huang et al. (2018) ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗
Qi (2020) ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗
Misra et al. (2020) ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗
Mosavi et al. (2018) ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗
Luan et al. (2020) ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓
Baig et al. (2020) ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓
Li and Jiang (2021) ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓
Abkenar et al. (2021) ✓ ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗
Sebei et al. (2018) ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗ ✗
Miklosik and Evans (2020) ✓ ✗ ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗
Anshari et al. (2019) ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓ ✗ ✗
Badshah et al. (2023a, 2023b, 2023c) ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
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collectively contribute to a more holistic understanding and advancement of AI and big 
data applications in the context of smart cities.

The media and entertainment industry has been significantly impacted by big data, 
especially through social media platforms. Big data is revolutionizing the media and enter-
tainment industry. A significant portion of this data is generated by social media platforms. 
The study in Abkenar et al. (2021) explores the types of SBD, laying the groundwork for 
understanding its potential applications in this domain (C9). While studies (Sebei et  al. 
2018) and Muhammad et al. (2018) contribute to the growing body of knowledge in this 
area (C9).

The application of BDA in cybersecurity is critical for enhancing security measures 
and protecting against cyber threats. The study in Alani (2021) surveys the applications of 
BDA in cybersecurity, covering areas such as intrusion detection, spamming detection, and 
cloud security (C10). It highlights the rapid increase in data generation due to the growing 
number of internet users. Building on this foundation, authors in Ullah and Babar (2019) 
and Srivastava and Jaiswal (2019) further explore the role of big data in cybersecurity, 
expanding the knowledge base in this domain (C10).

Big data has significant applications in earth sciences and disaster management, aiding 
in visualization, analysis, and prediction. The study by Akter and Wamba (2019) examines 
the application of big data in natural disaster management (C11), emphasizing visualiza-
tion, analysis, and prediction. It highlights the role of emerging technologies in enhancing 
disaster response and recovery strategies. Expanding on this, Amani et al. (2020) delves 
into the utilization of Google Earth Engine (GEE) in various domains, including land clas-
sification, hydrology, and climate analysis (C11). Shifting focus to agriculture, authors in 
Huang et al. (2018) explore the application of big data in precision agriculture, address-
ing challenges and proposing a management framework. A comprehensive overview of big 
data in disaster management is presented in Akter and Wamba (2019), providing valuable 
insights into research trends, challenges, and future directions (C11).

BDA is revolutionizing industries, offering advanced analytics, optimization, decision-
making, modelling, and predictions. BDA is revolutionizing industries, offering advanced 
analytics, optimization, decision-making, modelling, and predictions. The study in Mosavi 
et  al. (2018) explores the adoption of big data technologies in the engineering domain, 
highlighting its role in enhancing competitiveness. It reviews academic literature on big 
data applications within the engineering field (C12). Expanding the focus to industry-spe-
cific challenges, Qi (2020) delves into the mining industry, addressing hurdles in imple-
menting big data management (BDM) (C12). The study outlines data sources, challenges, 
and future prospects for the mining industry (C1, C2). Furthermore, Misra et  al. (2020) 
explores the impact of IoT, big data, and AI on agri-food systems (C12). It covers applica-
tions across the supply chain, from agriculture to food quality assessment, emphasizing 
commercialization and translational research outcomes.

The exploration of big data applications in education reveals a growing body of 
research. Authors in Luan et al. (2020) delve into challenges and trends (C1, C2), advocat-
ing for a balanced approach to technology integration (C13). A study in Baig et al. (2020) 
contributes by analyzing 40 studies, focusing on learner behaviour and performance (C13), 
while the investigation in Li and Jiang (2021) examines the impact of COVID-19 on educa-
tional big data, highlighting the role of educational psychology (C13).

In the context of these contributions and the existing literature, this study represents 
a pioneering investigation that deeply probes big data applications, categorization, chal-
lenges, and potential futures. This collective exploration paints a comprehensive picture of 
the diverse applications and impacts of big data across various domains.
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7 � Conclusion

This research explored the dynamic landscape of Big Data applications, unveiling their 
profound impact across diverse domains. The literature is meticulously categorized into 
distinct segments: healthcare, supply chain and logistics, marketing and advertising, smart 
cities, media and entertainment, cybersecurity, climate and earth science, industry, and 
education. Furthermore, it examined the transformative effects on decision-making pro-
cesses, emphasizing the role of data-driven insights in various domains. Challenges and 
issues related to Big Data are thoroughly investigated, and recommendations are presented 
to overcome these hurdles. Additionally, core technologies for storing, processing, and ana-
lyzing large datasets are explored. The study also identifies and addresses potential con-
cerns within Big Data, offering robust solutions and effective mitigation strategies.Through 
a comprehensive comparative analysis with related surveys, this research highlights its 
unique contributions and superiority. These contributions collectively bridge the exist-
ing gap in collective analysis, providing a holistic perspective on multifaceted Big Data 
applications.
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