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Abstract

The Routing Protocol for Low-Power and Lossy Networks (RPL) plays a crucial role in the
Internet of Things (IoT) and Wireless Sensor Networks. However, ensuring the RPL pro-
tocol’s security is paramount due to its susceptibility to various attacks. These attacks dis-
rupt data transmission and can substantially damage network topology by depleting critical
resources. This paper presents a comprehensive survey addressing several key components
in response to this challenge. Firstly, it categorizes potential attacks targeting the RPL pro-
tocol based on their impact on network performance and explores effective mechanisms
to secure the protocol against them. The study identifies the most destructive and prob-
lematic threats affecting RPL functionality. Furthermore, it provides valuable insights into
the security challenges of the RPL protocol and discusses their real-world implications for
deploying and maintaining IoT and sensor networks. To underscore the uniqueness of the
survey, we offer a qualitative comparison with other surveys in the same field. While this
study acknowledges certain limitations, such as intentionally focusing only on reviewing
RPL-specific attacks, it is a valuable reference for future researchers seeking to compre-
hend and mitigate attacks targeting RPL. It also suggests areas for further research in this
domain.

Keywords RPL - IoT networks - Intrusion detection system - Artificial intelligence

1 Introduction

The IoT transforms how people connect and engage with ordinary things, computer sys-
tems, and users (Makina et al. 2024). The IoT expanded the standard internet architec-
ture to include the networking and communication of different IoT devices (Wisdom
et al. 2024). To effectively manage IoT devices’ special qualities and needs, specialized
IoT architectures and routing protocols must be developed. Reliability Mayzaud et al.
(2017), low power usage, scalability, and security are key challenges these systems and
protocols must address. The distributed setup, where data processing occurs at edge
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devices or in a decentralized manner, and the centralized architecture, where all data is
sent to a central server for processing, are two commonly used IoT architectures. Fur-
thermore, various routing protocols have been developed specifically for IoT networks
(Ahmed and Ko 2016).

Among these protocols is RPL, which is intended for IoT devices that have limited
memory and processing capacity; the RPL is well-suited for IoT networks, designed spe-
cifically to optimize IPv6 over Low-Power Wireless Personal Area Networks (6LoW-
PAN). RPL is an essential protocol for Internet of Things networks because it allows
devices with low power and computing capacity to communicate effectively and relia-
bly. It is specially made to facilitate routing in situations with constraints Thungon et al.
(2024), such as sensor networks, where devices might only have a small amount of
memory, computing power, or battery life. RPL does this using a simple routing proto-
col that minimizes control overhead and adapts to the dynamic nature of these networks.

It establishes a hierarchical structure (Destination-oriented Directed Acyclic Graph,
or DODAG) that facilitates efficient data routing between devices in an IoT network
(Kamel and Elhamayed 2020). However, the resource-constrained nature of 6LoWPAN
devices-limitations in battery power, processing capacity, memory, and bandwidth-can
impact the performance and security of the RPL protocol. (Raza et al. 2013).

Another illustration is the lightweight publish/subscribe messaging protocol Message
Queuing Telemetry Transport (MQTT), perfect for IoT applications with constrained
connections and bandwidth. Moreover, other routing protocols, such as IPv6 over Low-
power Wireless Personal Area Networks (6LoWPAN) and Constrained Application Pro-
tocol (CoAP) Ferraz Junior et al. (2022), have been created to offer effective routing
and communication in IoT networks. To facilitate the implementation of a wide range of
IoT applications across industries like transportation, healthcare, agriculture, and smart
homes Kamel and Elhamayed (2020), these protocols and architectures are essential for
enabling seamless communication and data exchange between IoT devices.

Routing protocols and IoT design prioritize security, emphasizing the need for data
transfer and inter-device connectivity protection. Encryption and authentication are
essential security mechanisms to ensure data confidentiality and integrity, prevent unau-
thorized access, and preserve personal data. Specialist IoT architectures and routing
protocols must efficiently manage the unique characteristics of IoT devices. [oT, 6LoW-
PAN, WSN, and routing protocols are interconnected Raza et al. (2013), forming the
foundation for the Internet of Things. Understanding their roles is crucial for effective
IoT solutions leveraging data to transform our lives. As depicted in Table 1. Security is
paramount in IoT design and operation.

Table 1 summarizes key findings from previous studies on IoT routing protocols,
highlighting the difference between IoT, 6LoWPAN, and WSN.

These surveys often lack comprehensive taxonomies of RPL detection mechanisms,
fail to cover recent RPL-specific attack types, and lack clarity in their explanations. This
survey paper addresses specific research gaps within the domain of RPL, attacks, and
countermeasures, aiming to provide a detailed and comprehensive overview for experts
and non-experts.

The contributions of this paper are as follows:

1. A comprehensive survey of potential attacks targeting the RPL protocol and its detection

mechanisms.
2. A taxonomy of existing detection mechanisms for RPL-based attacks.
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3. A statistical analysis of RPL-based attack detection mechanisms to identify the most
efficient methods.

4. A qualitative comparison between the proposed and existing surveys in the same field
using statistical analysis and data visualization techniques to show the uniqueness of
this survey.

The remainder of the paper consists of a concise introduction to the RPL protocol, a clas-
sification system of attacks specific to the RPL protocol (Sect. 2), and a proposal of a
taxonomy for various defensive strategies against RPL attacks found in published works
(Sect. 3). It also shows the outcome and talks about how it compares to other evaluations
of RPL attack detection methods, pointing out how they are unique within the RPL proto-
col. Section 4, then discusses techniques to detect VNA against the RPL protocol Sect. 5.
The paper ends with suggestions for future research trajectory (Sect. 6) and conclusions
(Sect. 7).

2 Background

The background provides three key elements of the RPL protocol, starting with A brief
overview of the RPL protocol (Sect. 2.1), followed by the terminology used in the RPL
context (Sect. 2.2). Finally, we comprehensively review the primary security issues and
attack classifications associated with the RPL protocol in Sect. 2.3.

2.1 Overview of RPL protocol

RPL is designed for IoT networks, focusing on low-power consumption and support for
WSNs (Thubert et al. 2018). It operates proactively and constructs a DODAG topology
using control packets. This topology enables efficient communication among resource-con-
strained devices Zhou (2024)in various environments. Table 2 provides an overview of the
RPL routing protocol’s primary characteristics (Simha et al. 2020).

2.2 RPL terminology

Understanding the RPL terminology is crucial to comprehend the intricacies of RPL-based
attacks fully Agiollo et al. (2021). RPL relies on four fundamental ICMPv6 control mes-
sages. The four RPL-related ICMPv6 are as follows. as illustrated in Fig. 1.

1. DODAG Information Object (DIO) conveys information for nodes to locate an RPL
instance Arig and Oktug (2020), Arig et al. (2019) that permits nodes to select a
DODAG parent set and locate the RPL instance Fig. 1a.

2. During the upward transmission phase, nodes without children nodes send Destination
Advertisement Object (DAO) Fig. 1b. messages to the root nodes. These DAO messages
comprise the destination data’s address and contribute to constructing an ascending
route Ambarkar and Shekokar (2021). In a hierarchical network structure, the ascending
route creates a path from the leaf nodes (without children) to the root node. This route
is made through the exchange of DAO messages. However, the term “ascending route”
may not be widely used or clearly understood in this context. It could be more precise
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Table2 RPL routing protocol’s primary characteristics

Key Description

Scalability Designed to support large—scale networks with low
power and lossy links, making it suitable for various
IoT applications. Kiran et al. (2024)

Adaptive RPL adapts to the changing network environment by

Target network
Routing type
Topology

Traffic flows
Message update
Control message
Neighbor discovery
Transmission
Metrics & constraints
Modes

Taxonomy of RPL attacks

adjusting routes based on link quality and energy
Bokka and Sadasivam (2024)

LLN; IPv6/6 low PAN network

Source—routing, Distance —Vector

Mesh/hierarchical based on DAGS

MP2P,P2MP and P2P

Trickle timer

DIO,DAO, DIS Alfriehat et al. (2024)

Like IPV6ND mechanisms

Unicast and multicast

Dynamic, based on OF and Rank

Storing and non—Storing Al-Mubarak and Conejo (2023)
Resource—based, Topology—based, and Traffic—based

(a) Broadcast (b) DAO

DIO

Fig. 1 DODAG control message structure

() Reply with (f) New node has
joined the RPL
DODAG

(d) DIS message
DIO message

to describe this process as establishing a route from leaf nodes towards the root node to
avoid confusion. During the upward transmission phase, nodes without children send
DAO messages to the root nodes. These DAO messages contain the destination data’s
address and contribute to constructing a route from leaf nodes towards the root node in

the hierarchical network structure.

3. Information Solicitation for DODAG (DIS): A node broadcasts a message to join the
network, which can be exploited by malicious nodes for launching FAs Avila et al.

(2020) Fig. 1d
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4. Destination Advertisement Object Acknowledgement (DAO-ACK): A unicast message is
sent from the recipient of a DAO message Abhinaya and Sudhakar (2021), typically the
DODAG root node or parent node of the sender, back to the sender Fig. 1c. The purpose
of the DAO-ACK message is to confirm that the recipient can forward packets to the
sender and acknowledge the receipt of the DAO message. The DAO-ACK message is
sent in response to DAO messages (Al-Amiedy et al. 2022). These messages facilitate
DODAG formation and route establishment (Tasneem and Wahid 2021). When a node
first joins an RPL instance, it sends out a DIO message to its neighbours to establish
a new DODAG (Fig. 1a). DAO messages are returned by the child nodes (Fig. 1b).
The DODAG is subsequently finished by the root node sending a DAO-ACK response
(Fig. 1c). To connect to an active RPL instance, a node will send a DIS message to the
DODAG root node (Fig. 1d). The new node can then join the network by receiving a
DIS message from the nearest nodes (Fig. 1f). The network’s single root node is ensured
by this process. The network topology of an RPL network is the Internet-connected root
node with the lowest rank and the leaf nodes with the highest rank values.

2.2.1 Communication modes

RPL supports two communication modes: storing mode and non-storing mode (Zhang
et al. 2023). As shown in Table 3 In storing mode, intermediate nodes in the network
store routing information, enabling efficient path discovery and maintenance. This mode
is advantageous for networks with high traffic and frequent topology changes. However,
storing mode requires more memory and processing power, making it less suitable for
resource-constrained devices. On the other hand, the non-storing mode Rabet et al. (2024)
does not require intermediate nodes to store routing information, reducing memory and
processing requirements. This mode is advantageous for networks with limited resources
but may result in increased overhead and longer end-to-end delays (Krentz and Voigt
2024).

2.2.2 Control message

Some control messages used in RPL include DIO and DAO. DIO messages distribute
information about the network topology and the DODAG structure, allowing nodes to
join and maintain the routing structure (Mayzaud et al. 2017). DAO messages are used to
advertise and update routes to specific destinations. However, these control messages can
be vulnerable to attacks. For example, an attacker can forge DIO messages to disrupt the
network by causing nodes to join a malicious DODAG or inject false topology informa-
tion. Similarly, DAO messages can be spoofed, propagating incorrect or malicious routes

Table 3 Comparison of storing mode and non-storing mode

Aspect Storing mode Non-storing mode

Routing Stores routing information Does not store routing information
Overhead Higher control message overhead Lower control message overhead
Memory usage Requires more memory in nodes Requires less memory in nodes
Scalability Less scalable for large networks More scalable for large network

@ Springer
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throughout the network. It is essential to implement security measures, such as message
authentication (MA), to prevent these vulnerabilities and ensure the integrity and authen-
ticity of control messages.MA ensures that only authorized nodes can send control mes-
sages by validating the message’s source. Cryptography techniques can verify the authen-
ticity of the control message Oladipupo et al. (2023), preventing attackers from forging
DIO or DAO messages. Additionally, implementing encryption mechanisms can further
protect the confidentiality of the control messages, ensuring that only authorized nodes can
access and interpret the information. These security measures are crucial for maintaining a
secure and reliable routing protocol in WSN.

2.2.3 Establishment of DODAG

Describe how DODAGS are established in RPL, including the roles of root nodes and how
nodes join and leave the DODAG. Discuss potential vulnerabilities during this process.
DODAG:ES are established in RPL through DODAG formation. The root node initiates the
formation by sending DIOs to neighboring nodes. These nodes then become parents (chil-
dren) of the root node and start propagating their DIOs, forming the DODAG. Nodes join
the DODAG by selecting a parent node based on various metrics, such as link quality or
available resources (Almusaylim et al. 2020).

During the establishment of DODAGsS, potential vulnerabilities can arise. One vulner-
ability is the risk of nodes joining a malicious DODAG controlled by an attacker. This can
lead to unauthorized access and manipulation of control messages, compromising the secu-
rity and integrity of the network. To mitigate this risk, authentication mechanisms can be
implemented to ensure that only trusted nodes can join the DODAG. Another vulnerabil-
ity is the possibility of nodes selecting unreliable or compromised parent nodes Alsukayti
and Alreshoodi (2023), resulting in degraded network performance or complete network
failure. This risk can be minimized using appropriate metrics and algorithms for parent
selection, considering factors such as stability and trustworthiness. Overall, establishing
and maintaining DODAGs requires careful consideration of security measures to ensure
the robustness and efficiency of the network, (Omar et al. 2023), as shown in Fig. 2

RPL packets follow a specific format that includes various fields crucial for routing
decisions and security. One critical field is the Destination IPv6 address, which indicates
the intended recipient of the packet. Another important field is the DODAGID, which iden-
tifies the DODAG to which the packet belongs. This field helps determine the appropri-
ate path for forwarding the packet. The RPL Control field also plays a vital role in rout-
ing decisions, containing information about the packet’s rank, Objective Function (OF),

Fig.2 DODAG structure

RPL Nodes
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and routing method. Ensuring the security of these fields is essential to prevent unauthor-
ized access and potential attacks on the network. Below is an overview of the typical RPL
packet format ( Omar et al. 2023):

1. RPL Header: Type (T) (1 byte): Specifies the type of RPL packet, such as control or
data. Instance ID (IID) (1 byte): Identifies the RPL instance to which the packet belongs.
Flags (1 byte): Contains various control flags, e.g., for multicast or security settings.

2. DIO: The DIO Base variable length (VL) contains information about the DODAG,
including its rank, version, and OF. This is crucial for building and maintaining the
DODAG structure. Routing Information:

3. Destination Address VL: Specifies the destination node or prefix for which routing
information is provided.

4. Next Hop Address VL: Indicates the next hop towards the specified destination.

5. Routing Metrics (variable length): Contains routing metrics like hop count or Expected
Transmission Count (ETX).

6. Payload: Data Payload VL: This section carries the application data for data packets.
Neighbor Payload VL: Control packets may contain additional information required for
network management and control. Optional Security Header:

7. Security Parameters VL: This section contains cryptographic information like keys and
signatures if security is enabled. Trailer:

8. Checksum (CRC): A cyclic redundancy check or checksum is often included to ensure
packet integrity. Additional TLVs (Type-Length-Value):

9. Optional TLVs VL: Additional Type-Length-Value fields may be included to convey
specific information as required.

2.2.4 Routing process

The RPL routing process discovers routes through a proactive approach called DODAG
formation. During this process, nodes exchange control messages to establish the network’s
topology. Routinely updating the DODAG structure and refreshing control messages are
necessary for maintaining routes. Each node follows the DODAG structure when forward-
ing packets, selecting the next-hop neighbor based on the rank and OF. However, this rout-
ing process is susceptible to potential vulnerabilities and attack vectors. Adversaries can
launch attacks such as spoofing control messages, injecting malicious control information
Hannachi et al. (2024), or tampering with the rank calculation. These attacks can disrupt
route discovery, misdirect packets, or cause network congestion.

Additionally, attacks on the RPL may compromise the entire network, allowing adver-
saries to gain unauthorized access to sensitive information or manipulate the network
topology. Various security mechanisms can be employed to mitigate these threats, such as
authentication and encryption of control messages, secure neighbor discovery protocols,
and rank calculation algorithms that are resistant to tampering. Furthermore, continuous
monitoring and anomaly detection techniques can help identify and respond to any suspi-
cious activities in real-time, ensuring the integrity and availability of the routing process in
the network. For example, in a large-scale IoT deployment Yang et al. (2024), an attacker
may attempt to impersonate a legitimate device and inject false routing information into the
network. To prevent this, the network can employ authentication mechanisms that verify
each device’s identity before accepting control messages. Additionally, encryption can be
used to protect the confidentiality of control messages and prevent unauthorized access.

@ Springer
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These security measures help ensure that only trusted devices can participate in the routing
process and minimize the risk of tampering or unauthorized network manipulation.

2.3 RPL security issues and attacks classification

Due to the nodes’ vulnerabilities, mobility, and resource constrained, the RPL proto-
col is susceptible to various internal and external attacks. Detecting and preventing these
attacks is challenging because of node vulnerabilities, mobility, and resource constrained.
Researchers have proposed RPL-specific security measures, such as security modes and
control message encryption, to address these issues. Furthermore, RPL protocol attacks
are categorized based on the Confidentiality, Integrity, Authentication, and Availabil-
ity (CIAA) factors Mayzaud et al. (2017). These measures are effective against external
attacks but inadequate against internal (insider) attacks. Insider attackers can bypass secu-
rity measures and disrupt network functionality by manipulating RPL control messages,
interfering with routing operations, and exploiting fault tolerance mechanisms to launch
DoS attacks. Additionally, numerous RPL implementations omit these security measures
due to incomplete specifications and concerns about overhead (Abhinaya and Sudhakar
2021).

The following sections comprehensively investigate RPL-based attacks targeting the
protocol (Sharma et al. 2023). These attacks are categorized into resource-based, traffic-
based, and topology-based groups, Verma and Ranga (2020), as depicted in Fig. 3.

2.3.1 Resource-based attacks

Resource-based attacks deplete nodes’ resources by handing them meaningless tasks,
targeting their storage Sharma and Verma (2021), energy use, and computing resources.
These attacks impact the network lifetime by shortening it, and the network availability is
affected by congesting the available links Mayzaud et al. (2016b), reducing the quality of
service. Resource-based attacks can be direct, such as Hello flooding attacks (HFA) that
overload the network with traffic, or indirect, such as attacks that exploit vulnerabilities in
network protocols (Patil et al. 2022).

1. Direct attacks In direct attacks, malevolent nodes degrade the network by directly
overwhelming it with traffic, rendering nodes and links inaccessible. The HFA is an
example of a direct attack. HFA Jiang et al. (2024)is a form of attack that overloads a
network by internal or external attackers, leading to the exhaustion of network resources
in severe cases. Once a node has joined the network, it can launch this attack without
violating security protocols. For instance, the HFA involves continuous broadcasting
or unicasting of DIS solicitation messages that congest and saturate the link, leading to
the resetting of trickle timers and responses with DIO messages.

2. Indirect attacksIndirect attacks occur when a malicious node manipulates other nodes
to cause network congestion and increased Rank, DAG inconsistency, and VNAs. These
attacks can cause substantial performance disruptions and compromise the system’s
security and integrity.

(a) Version number attack (VNA): The VNA in RPL involves a malicious node

elevating the root node’s DODAG VN in DIO messages to deceive neighboring
nodes. This causes DODAG rebuilds that are not needed and can cause loops in
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Fig.3 Taxonomy of RPL attacks

(b)

the network topology Alfriehat et al. (2024). The attack breaks the network’s
functionality, uses more energy (EC), and interrupts communication(Sharma et al.
2023). Figure 4 shows VNAs. During a VNA, neighbor nodes reset their trickle
timers and continuously broadcast updated DIO messages, leading to a twofold
increase in network latency and more dropped packets. The attack exploits the
global repair mechanism, triggered when the network faces issues. It causes the
root to rebuild the DODAG by incrementing its VN. Mitigating the VNA requires
implementing mechanisms to authenticate DIO messages and verify the integrity
of VN (Verma and Ranga 2020). Detecting the attack is challenging due to the
deceptive nature of malicious DIO packets Faraj et al. (2020), making it difficult
to determine their origin. Communication between nodes is essential to tracing
the attack’s source.

A flood attack (FA): is a type of cyberattack where a target system or network is
inundated with an overwhelming volume of traffic or requests, making it inac-
cessible or unresponsive to legitimate users. Botnets, networks of compromised
computers or devices, often orchestrate these attacks by flooding the target with
many requests or data packets simultaneously (Suzuki et al. 2023). Due to the
sheer scale of the traffic involved, FA can cause significant service disruptions that
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Fig.4 Version number attack

(©)

New
version
number

are difficult to mitigate. These attacks can originate from individual compromised
devices or large botnets, and the massive influx of traffic makes them challenging
to defend against.

Rank attacks (RA): The RPL protocol is open to rank-based attacks because it
does not have a way to check the validity of control messages and routing metrics
from parent nodes (Verma and Ranga 2020). This means that subordinate nodes
accept routing information from their parent nodes without checking to see if
it is real, which means they can get malicious data. This vulnerability can lead
to suboptimal network routing and a decline in overall network efficiency. An
attacker can exploit this vulnerability by manipulating its rank value and execut-
ing an RA against a malicious node. By manipulating its rank value Sharma et al.
(2023), the attacker can deceive neighboring nodes into selecting the malicious
node as a parent, as they believe it provides the shortest path to the root node .
Figure 5 depicts a RA scenario. Any node in the network can start an RA as long
as it can manipulate the routing protocol. The node does not necessarily need to
be connected to the network initially Verma and Ranga (2020), as it can exploit
vulnerabilities in the network’s routing algorithm to gain access and control over
the network’s traffic . Therefore, any node manipulating the routing protocol can

Fig.5 Rank attack
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generate an RA, regardless of its initial connection status or security measures
(Sharma et al. 2023). Figure 5 depicts RA.

A distributed denial of service (DDoS): DDoS attack is a deliberate effort to
disrupt the normal operation of a network, system, or website by inundating
it with an overwhelming amount of traffic from multiple sources (Hasan et al.
2023).These attacks can exhaust VoIP resources and block legitimate users from
accessing services, rendering them particularly hazardous. The cybersecurity
community has taken note of these attacks Shafi et al. (2024), leading to discus-
sions about cybersecurity and the unpredictable nature of such threats.
Decentralized autonomous organization (DAO) introduction attack: The DAO, a
2016 decentralized venture capital fund on the Ethereum blockchain, was hacked
in June 2016, allowing an attacker to drain significant Ether into a “child DAO.”
This led to various hard forks in the Ethereum blockchain, splitting the blockchain
into two separate entities: Ethereum (ETH) and Ethereum Classic (ETC) (Saurabh
etal. 2024). The attack highlighted the risks of smart contract development and
decentralized governance.

DODAG inconsistency:

RPL uses data path validation to identify and correct rank-related anomalies,
such as loops, in the DODAG. It detects network inconsistencies using identifiers
within the RPL IPv6 header options of multi-hop data packets. If a data packet’s
direction flag does not precisely follow the sender/forwarder’s rank relation, the
“R” flag is set to 1 to conduct a topology repair. Any node that receives a packet
with the “R” indicator set discards it and begins a local repair. However, an adver-
sary can exploit these identifiers to execute a variety of DODAG Inconsistency
attacks Dvir et al. (2011), such as Direct and Forced BH attacks. These attacks
can disrupt the network’s routing and cause communication failures by injecting
false DIO messages into the network, leading neighboring nodes to form incorrect
routing paths.

Energy depletion attacks (EDA): An EDA aims to swiftly deplete the batteries of
battery-operated devices, including smartphones or IoT gadgets. This may shorten
the gadgets’ lifespan or cause them to become non-functional. These attacks use
weaknesses in devices to make them use more energy than they normally would
Mottola et al. (2024), usually by delivering a lot of data or requests. Implement-
ing security measures like encryption and device authentication is known as
mitigation.

Local repair attack (LRA): A node in RPL that loses the link to its preferred parent
may start the local repair procedure by modifying the DODAG ID field to DIO
or by updating its rank to infinite and disseminating the DIO to all neighbors,
thereby accelerating network convergence. However, an adversary can force a
node to perform superfluous local repairs while still connected to its parent. Any
node in the network can start this attack, also known as the LRA, and it doesn’t
require a prior connection or security breach. RPL cannot confirm the validity of
local repairs started by nearby nodes (Prathapchandran and Janani 2021). This
results in increased EC and disruption of the routing process.

Forwarding misbehavior attacks (FMA): In RPL-based IoT networks, FMA can have
severe consequences. Nodes that misbehave by dropping or incorrectly forwarding
packets can disrupt network operations, lead to data loss, and impact overall network
efficiency. Any node in the RPL network, including internal and external nodes, can
start these attacks. They can occur without the node needing to be initially connected

@ Springer



RPL-based attack detection approaches in loT networks: review... Page 13 0f 56 248

to the network or bypass security measures. To stop FMA in RPL networks, network
administrators can do things like keep an eye on and audit network traffic, set up secure
routing protocols that are only used in RPL. Gowtham et al. (2024), and use access
control to find and stop bad behavior.

G

)

Hatchetman attack (HA): A HA is a recent DoS attack where a malignant node
changes the source route header of the received packets, then generates and broad-
casts many bogus packets with an error route to normal nodes. These malicious
nodes interfere actively with the network’s routing mechanisms by injecting
fraudulent routing updates Sharma et al. (2022), deleting packets selectively,
and causing routing loops. Using a simulation, a comprehensive study by Pu and
Song (2018) reviewed and investigated Hatchetman attacks on LLN. The results
show that HAs significantly increase packet delivery latency, ERC, and through-
put while decreasing PDR significantly. For RPL networks to be safe from the bad
changes HAs can make, they need strong authentication, behavior monitoring,
and secure routing protocols. Any node in the network is capable of producing the
HA, and neither a prior connection nor a security breach are necessary. This attack
is a form of insider attack, where a compromised node intentionally disrupts the
network by selectively dropping packets or sending false information. The goal
of the HA is to degrade network performance or cause network nodes to choose
suboptimal paths Pu and Song (2018), leading to inefficiencies in routing and
potential disruptions in communication.

Copycat attacks (CA): Usually, malevolent actors outside the network either
human or automated systems-start CAs. These attackers seek to fool victims and
exploit weaknesses by pretending to be trustworthy people or actions. Phishing,
spoofing, and impersonation are just a few examples of the many shapes CAs may
take. They don’t always require the attacker to be connected to the network at
first. To execute the attack, attackers could occasionally need to get past network
security measures (Albinali and Azzedin 2024). All things considered, CAs pose
a severe risk that businesses should mitigate by implementing security measures
like network segmentation, multi-factor authentication, and user education.

2.3.2 Topology-based RPL attacks

Topology-based RPL attacks alter the network topology and can fall under sub-optimiza-
tion or isolation categories:

1.

Sub-optimization: When attackers purposely lower the network’s optimal paths, they
hurt its performance by stopping it from converging to its optimal form (i.e., optimal
paths). This leads to poor performance, lower network throughput, and higher latency
(Agiollo et al. 2021). Examples of sub-optimization attacks are as follows:

(a)

Sinkhole attack (SH): An attacker executes the SH in an RPL network by manipu-
lating rank values and advertising false information, thereby unlawfully attracting
a large volume of traffic before modifying or deleting it. Although the attacker’s
node performs inferior, the manipulated rank values deceive the neighboring
nodes into selecting the attacker as the preferable parent. Therefore, the routes

@ Springer



248 Page 14 of 56 N. Alfriehat et al.

cannot reach their optimal state Sehgal et al. (2014), the network’s topology is
altered, and its efficacy degrades. A BH attack is created if the attacker chooses
to stop all traffic.

(b) Wormhole attack (WH): A WH attack in RPL compromises network privacy and
security by allowing attackers to listen in on network traffic without detection.
This attack can compromise private information exchanged between nodes Sehgal
etal. (2014), including passwords and credentials. Protecting the integrity of the
network requires effective countermeasures to detect and prevent WH attacks in
RPL.

2. Isolation: Some topology-based attacks also isolate a node or group of nodes in the RPL
network, resulting in their inability to communicate with their parents’ nodes or the root
(Verma and Ranga 2020). Examples of isolation attacks are as follows:

(a) Blackhole attack (BH): A BH attack involves an intruder dropping all packets
intended for forwarding on purpose. This can cause significant damage, particu-
larly when joined with an SH attack Pishdar et al. (2022), resulting in a sub-
stantial quantity of traffic loss. This form of attack is a DoS attack. An attacker
strategically positioned can isolate multiple nodes (Prakash and Swaroop 2016).
Another example is the grey hole or SF attack, in which the perpetrator discards
only the traffic of a subset of the network, (Verma and Ranga 2020).

(b) Selective forwarding attack (SF): While capable of isolating a part of the network
like the BA, it has less impact since it does not eliminate all received messages.
Instead, it discards only a part of them . The magnitude of data loss caused by this
attack is proportional to the number of packets the malicious node throws away
(Deng et al. 2009).

(c) Rank inconsistency (RI): When neighbouring nodes in a network have differ-
ent ranks, it’s referred to as RI in the context of the RPL protocol used in IoT
networks. A rank measure is utilised in RPL to calculate a node’s location in the
network topology concerning the root node (Nandhini et al. 2023b). Various
factors, including node movement, malicious attacks, and changes in network
structure, might result in RI. A hostile node may modify its rank value or the
rank values of other nodes in an RI attack to interfere with network functionality
or launch further attacks (Cao et al. 2020).

(d) Replay attacks (REA): These attacks occur when an attacker records data, inter-
cepts it, and then retransmits it to trick a system into believing it to be authentic
(Lietal. 2023). This kind of attack takes advantage of holes in data transfer secu-
rity, such as insufficient authentication procedures or poor encryption (Quintero
et al. 2023). These attacks include the attacker capturing data packets, such as
encrypted or authenticated messages and replaying them later. If the destination
system lacks security measures to identify and reject replayed packets, it may
mistakenly accept the retransmitted data, opening the door to unwanted access
or other security lapses.

(e) Greyhole attacks (GH): One cyberattack that targets peer-to-peer (P2P) file-shar-
ing networks is called a “GH attack.” This attack involves a malicious node on the
network posing as the owner of an entire copy of a file and accepting download
requests from other nodes (Maheswari et al. 2022). However, the malicious node
“swallows” the file requests by sending partial or damaged data instead of the
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legitimate file. The name “GH” describes the misleading aspect of the attack, in
which a hostile node poses as a legitimate member of the network yet engages
in malevolent behaviour by omitting or presenting false information (Javed et al.
2023).

(f) Neighbour attacks (NA): A hostile node in a network tries to breach the security
or interfere with the operation of neighbouring nodes in an attempt known as an
“NA.” This attack usually happens in decentralised networks, such as (P2P) or
WSNs, where nodes communicate and coordinate by exchanging information
with other nodes (Mattern et al. 2023). A malicious node may pretend to be a
trustworthy neighbouring node, listen in on conversations between trustworthy
nodes, or alter the data shared between nodes in a neighbor attack. An attacker
can also interfere with network operations, steal private data, or start new attacks
by jeopardising the integrity of nearby nodes.

(g) DAO inconsistency: To regulate structural mechanisms, RPL employs IPv6 hop-
by-hop option variables. Down ’O’ denotes packet direction, while Rank-Error
"R’ indicates a topology rank error and Forwarding-Error "F’ indicates the node’s
incapacity to forward the packet (Al-Amiedy et al. 2023b). A DAO inconsistency
occurs when a node’s offspring can forward data based on erroneous routing infor-
mation learned from a spoofed DAO message. To regulate topological mecha-
nisms, RPL uses IPv6 hop-by-hop option variables. Down ’O’ indicates packet
direction, Rank-Error 'R’ indicates a topological rank error, and Forwarding-Error
’F’ indicates the node’s inability to forward the packet. A DAO inconsistency
occurs when a node’s offspring can forward data based on erroneous routing
information learned from a spoofed DAO message (Sharma et al. 2023). An
attacker can exploit this vulnerability by setting the “F” flag in the packets to 1
and transmitting them back to the parent, forcing the parent to ignore reliable
routes, increasing latency, achieving a poor topology, and isolating nodes (Pongle
and Chavan 2015).

(h) Advanced vampire attack (AVA): The AVA is a stealthy hazard that targets RPL-
based networks. Malicious nodes use nearby nodes’ energy resources in a planned
way in this advanced attack. Unlike traditional vampire attacks Al-Amiedy et al.
(2023a), advanced version picks high-priority targets with smart methods, which
is very dangerous for the network’s energy-efficient operation. By depleting the
energy of crucial nodes, this attack can disrupt network communication, causing
delays and possibly rendering it inoperable. To protect RPL networks from the
debilitating effects of the AVA, energy-efficient routing algorithms Juneja and
Dinkar (2023), secure network monitoring and EC strategies are vital.

Divide and conquer attack (DAC): Malevolent actors use a “DAC” attack as a deliber-
ate strategy to compromise a system’s security by breaking it down into smaller, more
prone components. With this approach, it is simpler for attackers to obtain unauthorised
access or interfere with the system’s proper functioning by concentrating their efforts
on targeting vulnerabilities in specific components (Hemalatha et al. 2024). This attack
involves the attacker identifying the target system and breaking it into smaller parts
called subsystems. They then attack every section, taking advantage of weaknesses to
seize control or interfere with the system’s operation. Once a segment or segments are
penetrated, the attacker can use these breaches to get greater access to the system and
accomplish their objectives.

(G) Tamper attack (TA): Tampering, another name for a TA, is an act in which the
attacker tries to alter hardware, software, or data to interfere with or jeopardise a
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system’s security or effectiveness (Chen et al. 2024). Several system types, such
as computers, networks, and electrical devices, are susceptible to these attacks. An
attacker may attempt to tamper with data in transit or change a system’s function-
ing to accomplish their nefarious objectives. An attacker may, for instance, alter
data to affect a process’s outcome or interfere with software to include a backdoor
(Palani and Loganathan 2024).

(k) Multiple mix attack (MMA): This attack sends internet data via many intermedi-
ary nodes, or mixes, to obfuscate its source before it reaches its intended destina-
tion. This procedure improves privacy and anonymity by making it impossible for
other parties to determine the source of the traffic (Lin et al. 2020). an additional
attack that uses several mixed nodes to target or exploit weaknesses in a system.

(1) Ballot stuffing attack (BSA): One way to conceptualise a malicious effort to cor-
rupt or disrupt the routing process inside an RPL-based network is as a BSA
based on RPL. Similar to how ballot boxes could be stuffed with fictitious votes
Agarwal et al. (2024), the phrase BSA in this context may be used metaphorically
to describe an attack in which nodes in the network are inundated with malicious
or misleading routing information. An attacker may use BS on an RPL-based
network to sway other nodes’ routing decisions by injecting bogus routing mes-
sages, forging routing data, or changing the rank values of individual nodes. If the
network is overloaded with traffic, this might result in DoS, unstable networks, or
less-than-ideal routing routes (Xiang et al. 2024).

(m) Poor mouthing attack (PMA): A PMA in the context of RPL could entail hostile
nodes disseminating inaccurate or misleading information about other network
nodes or the performance of the network as a whole. By tricking nodes into
choosing less-than-ideal routes or instilling suspicion in genuine nodes Lewis
et al. (2023), this attack can potentially interfere with the routing process. In
bad-mouthing, a malicious node might deceitfully assert its optimal path to a
destination node, causing other nodes to route their traffic via the malicious node.
Increased latency, packet loss, or network congestion might come from this.

(n) Opportunistic attack (OA): These attacks could exploit vulnerabilities or weak-
nesses in the protocol to disrupt or compromise network communication. One
possible OA in RPL could involve a malicious node exploiting insecure authen-
tication mechanisms to gain unauthorized access to the network. Once inside, the
attacker could manipulate routing information, inject false data, or disrupt the
routing process, causing network congestion or DoS (Li et al. 2024).

2.3.3 Traffic-based RPL attacks

Traffic-based attacks aim at RPL network communication and encompass eavesdropping
and impersonation attacks. Examples of traffic-based attacks are as follows:

1. Eavesdropping: The prevalence of RPL networks may facilitate the deployment of mali-
cious nodes, enabling them to engage in surveillance activities such as network traffic
interception and analysis through a sniffing attack (SA) (Wang et al. 2023). An SA
is a type of network security threat where the attacker listens to and collects packets
transmitted over a network, compromising the confidentiality of communication. This
attack is typical in wired and wireless networks, whether involving a hacked device in
wired networks or the direct capture of traffic in wireless networks. In RPL networks,
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sniffing control messages can reveal information about the network configuration, while
sniffing data packets can provide insights into packet content and the local network
topology. Detecting and preventing this attack is challenging, as it can only be mitigated
by encrypting messages when the attacker is external. However, the technical details for
encryption are not available in the specification document Verma and Ranga (2020),
RFC 6550.

2. impersonation: An impersonation attack occurs when the adversary takes on the identity
of a trusted entity in a network to mimic a legitimate device or user to gain unauthorized
access to the network or data. The impersonator can obtain control over the patient’s
wearable device and access sensitive medical information. The attacker can exploit
the device for harmful purposes, such as manipulating an insulin pump, leading to an
overdose of insulin, and potentially causing hypoglycemia or even diabetic shock in
severe cases (Maikol et al. 2021). Additionally, RPL is vulnerable to common assaults
in Wireless Sensor Networks, such as HF, SA, WA, BA, SF, Sybil, and Clone ID, sub-
stantially disrupting the network’s performance and shortening its lifetime. The attacks
are categorized based on whether insiders or outsiders carry them out, what is required
to effectuate them, and how they impact network performance (Mayzaud et al. 2017).

3. Decreased rank attack (DR): A DR attack involves malicious nodes manipulating their
rank values to deceive neighboring nodes into choosing them as parents. This attack
aims to disrupt the network’s routing process and can lead to suboptimal routing deci-
sions, increased latency, and reduced network efficiency (Nandhini et al. 2023a). In a
DR attack, a malicious node artificially reduces its rank value to appear more attractive
to neighboring nodes as a potential parent. Hence, This can cause neighboring nodes to
select the malicious node as a parent, believing it provides a shorter path to the network’s
root. By doing so, the attacker can manipulate the network topology, potentially leading
to increased EC, data loss (Sharma et al. 2023), or network congestion.

4. Clone attack (CA): a CA involves creating a duplicate copy of a legitimate RPL node
to impersonate that node and gain unauthorized access to the network. For example,
an attacker could clone the identity of a legitimate RPL node and then use the cloned
node to inject false routing information into the network. This could disrupt the routing
process Roberts and Ramasamy (2023), cause nodes to route their traffic through the
cloned node (potentially allowing the attacker to eavesdrop on or manipulate the traffic),
or even cause nodes to become isolated from the rest of the network.

5. Forgery attack (FA): To interfere with the network’s functionality, hostile nodes fake or
fabricate routing information. This is known as a forgery attack. This attack can result
in inadequate routing choices, network congestion, and possible DoS. A malicious node
may create and send bogus routing messages, such as DAO or DIO messages Islam et al.
(2020), using altered or faked data in a forgery attack. By doing this, the attacker can
affect other nodes in the network’s routing decisions, leading them to choose less-than-
ideal routes or isolate themselves from the rest of the network .

6. Sybil attack: A Sybil attack is a deceptive attack on network integrity in which a mali-
cious entity establishes multiple false identities or nodes to obtain unauthorized influ-
ence or control. This malicious strategy in RPL networks entails impersonating multiple
nodes to deceive legitimate network participants. These deceitful nodes may appear
trustworthy due to their fabricated attributes Platt and McBurney (2023), causing their
neighbors to trust them erroneously. Once an adversary has gained access to the net-
work’s trust circle, they can manipulate routing paths, inject fraudulent information, and
disrupt network operations, resulting in routing inefficiencies and wasted resources. To
keep RPL networks safe and reliable, Sybil attacks need to be found and stopped. This
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is usually done through authentication, behaviour monitoring, and trust-based routing
methods (Hassan et al. 2023). Figure 6 shows the various categories of RPL attacks and
their effects on the efficiency of a network (Ashrif et al. 2023).The information above
can be summarized in the following Table 4

In addition to the above, Table 4 provides a comprehensive overview of various
attacks and their corresponding defense mechanisms, ranging from simple to com-
plex attacks, and the measures needed to mitigate them. There are specific examples of
defense mechanisms for each attack category and a range indicating the level of defense
mechanism required.

1. High (DDoS, FA, Sybil Attack, VNA): These attacks require comprehensive defense
mechanisms due to their ability to overwhelm networks with traffic, fake identities, or
manipulate rankings.

2. Medium (Most attacks): Many attacks in this category exploit specific vulnerabilities
or involve modifying data. A combination of proactive and reactive defenses is often
needed.

3. Low (WH attack): WH attacks are less common and exploit specific protocol weak-
nesses. However, patching vulnerabilities and network monitoring are still crucial. This
classification helps prioritize defense strategies based on the severity and complexity of
the attacks, ensuring that resources are allocated effectively to mitigate potential threats.
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3 Related works

The best way to guarantee the sustainability of secure IoT systems is to defend against
malicious attacks before they occur. Therefore, detecting and preventing malicious attacks
is vital to protecting IoT systems from attacks. Attack detection is possible using a signa-
ture-based or predictive approach. However, signature-based methods have difficulty iden-
tifying routing attacks that significantly alter their behavior or attack patterns. In addition,
anomaly-based detection techniques are more accurate in detecting previously unknown
attacks than signature-based ones.

This section reviews the existing research on detecting routing attacks. These studies are
classified into two categories, as illustrated in Fig. 7: secure protocol-based and IDS-based
mechanisms. The tables in this section also compare performance parameters related to the
secure protocol-based and IDS-based mechanisms for securing the RPL protocol.

Detecting and mitigating attacks is paramount in cybersecurity. Various performance
metrics are employed to evaluate the effectiveness of detection algorithms, aiding in devel-
oping robust security solutions. These metrics help measure the success rate of attack
detection, identify false alarms and missed attacks, and assess overall system performance.
as shown in Table 5 below.

Researchers frequently use metrics in Table 5 to evaluate proposed systems, helping
measure the success rate of attack detection, identify false alarms and missed attacks, and
assess overall system performance. These metrics provide a comprehensive assessment of
a system’s ability to detect and respond to security threats, facilitating the development of
effective security solutions.

3.1 Secure protocol-based

This section provides an overview of defense strategies that use secure protocols to safe-
guard the RPL protocol from routing attacks.

3.1.1 Rule-based mechanism

There are numerous studies on rule-based routing protocol threat detection for IoT. Raza
et al. Raza et al. (2013) compared Node IDs and rankings to assign values to look for
anomalies. It raises the alarm if a malicious node is found. However, rule-based detection
is ineffective for complicated systems and undiscovered attacks since it necessitates many
rules, making rule administration challenging. Furthermore, since administrators create
regulations based on pre-determined system configurations and known attacks, they must
introduce new rules to address different attacks. Meanwhile, Almusaylim et al. (2020) cre-
ated SRPL-RP, a routing protocol with better security. Its main goal was to find and stop
VNA, RPL rank, and VNA by isolating them and adding them to a block list. The detection
process involves comparing the ranking mechanism with an alternative one. Their analysis
of the protocol’s effectiveness shows a 99.92% success rate in detecting routing attacks and
a high PDR of 98.48%.

The proposed adaptive threshold (AT) mechanism Dvir et al. (2011) functions by
discarding incoming packets that surpass a predefined threshold of 20, triggering a reset
of the trickle timer. However, a sophisticated adversary can systematically undermine
network performance by transmitting 20 malformed packets per hour. To address this
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Fig.7 Taxonomy of methods for safeguarding The RPL protocol from potential attacks

issue, the AT mechanism dynamically adjusts the threshold based on the reception rate,
reducing it when the attacker sends packets rapidly and increasing it during periods of
inactivity. Nonetheless, this approach requires calculating configuration parameters in
advance and not considering node mobility. In a previous study, Mayzaud et al. used an
entirely dynamic threshold (DT) mechanism to cut down on DODAG inconsistencies
(Mayzaud et al. 2015). Unlike the AT mechanism, which relies on pre-calculated con-
figuration parameters, DT considers the network’s dynamic characteristics to establish
a threshold for mitigating DODAG inconsistency attacks. It collects all the necessary
information directly from the network, including the convergence time of the RPL net-
work. As a result, DT effectively prevents unnecessary resets of the trickle timer, reduc-
ing the number of DIO transmissions. DT surpasses AT in packet delivery ratio (PDR),
energy efficiency, and end-to-end latency. Furthermore, the DT mechanism proves
highly effective in mitigating the forced BH problem.

To defend against many attack types, including SA, BA, SFA, and RAs, the writ-
ers Almusaylim et al. (2020) of SRPL designed it. It accomplishes this by starting
the attack, confirming it, and then updating the rank in three steps. Every node in the
network computes its rank, threshold values, and matching hashed values during the
beginning phase. Parents or other nodes confirm the hashed ranks and thresholds during
verification. Ultimately, the rank update happens when a node wants to modify its rank.
To make sure that any rank revisions are permitted, this adjustment is cross-checked
against historical data.

The authors Remya et al. (2024) of “Enhancing Security in LLNs Using a Hybrid
Trust-Based IDS for RPL” discuss the security challenges prevalent in LLNs that exten-
sively utilize the Routing Protocol for LLNs (RPL). Their system, TIDSRPL, delegates
intricate trust calculations to the root node, mitigating resource exhaustion and conserving
energy, storage, and computational capabilities. Through experimentation, TIDSRPL per-
forms better in identifying and isolating malicious nodes, diminishing the average packet
loss ratio, and enhancing energy efficiency. These outcomes contribute significantly to the
progression of security within IoT networks.
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Table 6 lists secure rule-based solutions defense solutions that secure the RPL protocol,
including the pros and cons of each proposed mechanism in providing the desired level of
security for IoT networks.

In summary, within the rule-based defense solutions for securing the RPL protocol,
only a few works Raza et al. (2013), Mayzaud et al. (2016a) have employed threshold-
based approaches. Also, the solutions suggested in these papers only work on a few types
of attacks, like DODAG inconsistency, forced BH Mayzaud et al. (2015), and DAO falsi-
fication attacks. This leaves a big hole in the research field. Also, the solutions suggested
by Kamel and Elhamayed (2020), Raza et al. (2013), and Mayzaud et al. (2015) do not
think about how nodes can move around Remya et al. (2024), which could slow down
the system (Dvir et al. 2011). Applying such solutions to address other routing attacks
is challenging, as determining the optimal thresholds or parameters while considering the
network environment poses a significant challenge in designing threshold-based solutions.
Some methods have a high rate of false detection because they only look at certain types of
attacks Mayzaud et al. (2016a) and do not consider node mobility Mayzaud et al. (2015)
or Kamel and Elhamayed (2020) Moreover, the most significant limitation of SRPL Raza
et al. (2013) lies in its computationally expensive processes, which consume significant
node resources.

3.1.2 Cryptography-based mechanism

Ambarkar and Shekokar Ambarkar and Shekokar (2021) underscored the vulnerability of
IoT devices to frequent DoS attacks due to their relatively weaker security measures. They
recommend an upgrade to the framework along with the implementation of attack preven-
tion and detection methods to mitigate such attacks. Although the authors recommend
using cryptography to protect IoT networks, they are aware of the difficulty that arises from
the limited computational power of IoT devices, which can make encryption a resource-
intensive process for each data transmission. As an alternative, they propose a hybrid solu-
tion that combines IDS with essential security software to ensure low EC by IoT devices.
The authors of the proposed solution stress how well their IDS algorithm works at quickly
finding attacks and stopping them from doing more damage to the system (Sharma et al.
2023). This mechanism involves trusted third parties and designated nodes responsible for
accessing the IEEE 802.15.4 network. However, the system’s attack susceptibility stems
from the lightweight hash generation method, which does not rely on trusted third parties.

Dvir et al. (2011) introduced a security measure known as VN and Rank Authentication
(VeRA) to counter potential attacks by adversaries during routing via RPL using encryp-
tion. RPL establishes a DAG with the root located at any gateway and updates the VN
when creating a new destination-oriented DAG version. The rank determines the route
quality to the final sink node, and an attacker can reduce the node’s rank value to eaves-
drop on the root. VeRA employs various techniques to verify the authenticity of ranks and
VNs, including the SHA hash function, HMAC MAC function, and RSA digital signa-
ture. Moreover, RPL calculates a node’s rank value based on its preferred parent’s rank,
which is then broadcast to other nodes. According to the RPL standard, a parent node must
have a lower rank than its children. Unfortunately, the research lacks an analysis of network
performance.

Landsmann et al. (2013) introduced the Trust Anchor Interconnection Loop (TRAIL)
security mechanism to counteract decreasing rank attacks. Their proposed solution
employs a chain of nested encryption to prevent attackers from altering hash chains via
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multicast, thereby safeguarding rank integrity. To improve topology authentication in
RPL, Perrey et al. (2013) improved the TRAIL system to find and stop topological prob-
lems. This method enables each node to verify its upstream routing path to the root and
identify rank forgery without relying on encryption chains. Additionally, TRAIL can
identify and eliminate unauthorized network nodes.

It’s worth noting that VeRA is also susceptible to hash chain forgery and replay
attacks Dvir et al. (2011), making it more computationally demanding for nodes with
constrained resources and more vulnerable to these types of attacks. However, VeRA
and TRAIL require maintaining the node’s state, leading to memory latency issues
for nodes with limited resources (Iuchi et al. 2015). Table7 lists cryptography-based
defense solutions that secure the RPL protocol, including the pros and cons of each pro-
posed mechanism in providing the desired level of security for IoT networks.

As shown in Table 7, attackers can exploit replay and rank forgery attacks to under-
mine certain defense strategies Ambarkar and Shekokar (2021), as demonstrated in.
However, some security measures have the drawback of significantly increasing mem-
ory and processing resource requirements, making them impractical for real-world IoT
networks, as highlighted in (Dvir 2017; Dvir et al. 2011; Perrey et al. 2013). Thus,
further research is essential to deepen our understanding of IoT constraints and develop
effective, tailored security solutions for IoT networks. Additionally, exploring light-
weight cryptography solutions, as discussed in Ambarkar and Shekokar (2021), could
provide valuable insights into enhancing IoT system security.

The RPL is crucial for efficient communication in low-power wireless network envi-
ronments. While cryptographic-based security solutions are commonly used for secure
communication, there is a need for non-cryptographic-based security solutions specifi-
cally tailored for RPL. This need arises due to several reasons:

1. Avoiding the overhead of cryptographic operations: - Cryptographic security solutions
use complicated calculations and algorithms Raeini (2024), which can make it much
harder for devices in RPL networks that do not have a lot of resources to communicate
and do computations. - The constraints on message authentication (MA) codes make
them unsuitable for RPL. MA codes generate a tag or checksum using cryptographic
techniques to confirm a message’s integrity and legitimacy. Nevertheless, MA codes
have limits in the case of RPL networks. First, the RPL network devices have constrained
memory and processing capacities. Therefore, they cannot perform cryptographic tasks
that demand high processing power, such as generating and validating MA codes.

2. Limitations of Mac-based Solutions for RPL: -Limited Protection: MACs primarily
verify data integrity, ensuring messages are untampered during transmission. They do
not provide encryption or strong replay protection. In RPL, attackers could capture and
replay valid messages Banerjee and Samantaray (2019), disrupting routing. -Resource
Consumption: MACs are less resource-intensive than cryptographic solutions but add
computational overhead. For highly constrained devices in LLNs, even this overhead
can be significant. Non-cryptographic solutions can be designed to be even lighter.
-Potential Workarounds: With sufficient resources, attackers could forge MACs if they
access the secret keying material. Non-cryptographic solutions, though not flawless, can
make such attacks more challenging or computationally expensive.

3. In Summary: Non-cryptographic security solutions are crucial for RPL due to LLNS’
resource limitations and scalability challenges. While MACs ensure some data integrity,
their lack of confidentiality, replay protection, and resource efficiency makes them less
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suitable for RPL security. Ongoing research aims to develop efficient non-cryptographic
security mechanisms for RPL Moreira and Kaddoum (2023), ensuring data integrity,
confidentiality, and availability in resource-constrained environments

3.1.3 Trust-based mechanism

Many researchers employ trust-based methods, models, and authentication schemes to
address attacks in RPL (Muzammal et al. 2022). Examples include research using Random
Forest (RF) and subjective logic to identify SH attacks and IDS to solve fabricated par-
ent-change vulnerabilities. Meanwhile, there is also work on a trust-based authentication
scheme that mitigates rank, Sybil, BH, and man-in-the-middle attacks. In other research
based on trust, a simple defense against the DIS attack was proposed Guo (2021). It also
suggested a way to balance the load to stop DIS and HF attacks Avila et al. (2020) and
improve the candidate parent nodes in RPL (Sahay et al. 2022).

Trusted Computing Architecture (TCA) Seeber et al. (2013) provides to establish trust
and secure key exchange between nodes using a trusted platform module (TPM). The
author used low-cost TPMs to add security to nodes that did not have a lot of resources.
This was done to protect against node tampering, DoS attacks, and routing attacks that try
to break integrity and availability. The TPM is essential to this design because it supplies
the keys for safe communication between authenticated nodes. However, it also acts as a
single point of failure, and if it is tampered with or breaks down, it may cause security
lapses and a decline in network performance. Unfortunately, the work lacks a detailed sim-
ulation or review to verify its performance or effectiveness. Iuchi et al. Iuchi et al. (2015)
suggested a secure parent selection strategy based on trust and threshold to defend against
rank attacks in RPL. Through this process, each node in the network chooses its desired
parent because genuine nodes are assumed to have far greater ranks than those that are not
legitimate. The nodes compute their neighbors’ maximum and average ranks and exclude
nodes with ranks below the threshold to prevent forwarding packets to illegitimate nodes.
While this method enhances parent selection security, it does have two limitations. Firstly,
it may result in suboptimal routes since legitimate nodes may not always be selected as par-
ents. Secondly, it is susceptible to Sybil and BH attacks, which undermine its effectiveness.

Mayzaud et al. Mayzaud et al. (2016a) When most nodes are near the root node and
have a higher rank, a trust-based technique was suggested for minimizing VNA by alter-
ing the VN. Sahay et al. Sahay et al. (2020a) proposed a Blockchain-based framework
to enhance the security of the RPL routing process by defending against rank and VNA.
In their research, the authors investigated RPL vulnerabilities and proposed a Blockchain-
powered attack detection module for IoT networks. The framework establishes a secure and
reliable data connection between the RPL network and an attack detection module based
on machine learning. It implements an eXtreme Gradient Boosting (XGBoost) classifier on
a private Blockchain network to detect rank and VNA attempts effectively. Table8. shows a
summary of trust-based mechanisms.

In summary, the analysis of secure protocol-based mechanisms presented in Table8
reveals several significant limitations. Firstly, some solutions suffer from a single point
of failure, while others are vulnerable to frequent attacks such as SH and BH Mayzaud
et al. (2016a) and (Tuchi et al. 2015). EC is one of the most pivotal considerations when
designing an RPL security algorithm. Unfortunately, several existing approaches necessi-
tate nodes to operate in promiscuous mode, leading to substantial energy drain Sahay et al.
(2020a), Sahay et al. (2022), and (Pishdar et al. 2022). researchers must address these
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challenges comprehensively before implementing the proposed solutions in real-world net-
works (Mayzaud et al. 2017). A robust security algorithm should address the vulnerabili-
ties, optimise energy usage, and adapt to dynamic network conditions to ensure long-term
efficacy and resilience.

3.2 IDS-based mechanism

This section covers a range of defense solutions that use IDSs to identify routing attacks
against the RPL protocol. These IDSs are distinguishable by their properties, such as being
Artificially Intelligent, Lightweight, and Distributed. The subsequent sections provide
more details about each IDS type (Garcia Ribera et al. 2022).

3.2.1 Artificial intelligence (Al)-based mechanisms

Al and IDS can work together in IoT networks to detect and stop security threats. With Al
algorithms, IDS can analyze network traffic in real-time to identify potential threats while
correctly monitoring it for any unusual activity. Moreover, Al can help to increase intru-
sion detection ACC and decrease false alerts.

3.2.2 A.Deep learning (DL)-based mechanisms

DL techniques perform superior to traditional data processing methods when dealing with
large-scale data (Anitha and Arockiam 2021). Numerous studies have proposed using DL
in various domains, including routing attack detection in IoT networks.

Yavuz et al. Yavuz et al. (2018) developed a scalable routing attack detection system
based on DL for IoT using Cooja emulation and the Contiki operating system. They created
a dataset that included three categories of RPL attacks: HF, DR, and VNA. They attained
impressive ACC rates of 94.9% for the decreased rank attack, 99.5% for the Hello deluge
attack, and 95.5% for the VNA by utilizing a deep neural network (DNN) model.

As shown in another study Diro and Chilamkurti (2018), the NSL-KDD traffic distribu-
tion dataset was used to create a distributed IoT network attack detection system based on
DL. Their model outperformed traditional ML methods such as support vector machines
(SVM), decision trees (DT), and other neural networks (NN) in terms of ACC, TPR,
false alarm rate, F1 measure, recall, and precision. The proposed DL model significantly
improved the ACC from approximately 96% to above 99%, enabling precise identification
of IoT attacks in the distributed architecture of IoT applications. These findings highlight
the efficacy of DL in detecting and mitigating IoT attacks, particularly in scenarios involv-
ing large-scale and distributed IoT networks.

Nayak et al. NAY (2021) introduced a DL-based model to detect routing attacks in
RPL networks utilized in the Industrial IoT. The proposed model exhibits remarkable
capabilities in accurately distinguishing between genuine and misleading data, detecting
attack events, and classifying the attack types into their respective categories. The authors
employed adversarial training techniques to enhance the model’s detection capabilities
against intended routing protocol attacks in RPL. They developed a GAN-C model by com-
bining GAN with SVM. This fusion of GAN and SVM displayed superior performance in
detecting planned assaults in RPL, surpassing the effectiveness of traditional methods.

Kamel SOM et al. Kamel and Elhamayed (2020) introduced a novel approach that lev-
erages CNN to predict suspicious traffic in IoT networks and detect routing attacks. The
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researchers utilized a dataset of five attack groups for training their model. The authors
employed three pre-processing methods on the dataset to enhance the model’s perfor-
mance: feature selection, Chi-squared, and weight by tree importance. These techniques
were crucial in reducing overfitting and noise in the input data, improving the model’s
overall effectiveness. Table9. provides a summary of essential parameters, benefits, and
drawbacks of DL-based techniques (Anitha and Arockiam 2021).

In summary, specific proposed models face notable limitations, including extended
training times and susceptibility to attacks targeting specific layers (Yavuz et al. 2018).
Additionally, some models have low detection rates, a problem that the integration of DL
models with higher receiver operating characteristic (ROC) scores could solve. A compel-
ling finding emerges from research showcasing the stability of the Very Narrow Al (VNA)
classification, illustrating its insensitivity to specific class distinctions, be they majority
(12 VOLUME 4, 2016) or minority (Diro and Chilamkurti 2018). However, there are still
problems with openness. Some authors do not give important information about the data-
sets and features they chose, and basic parameters like PDR, Precision-Recall Curve PRC,
and E2E latency are missing from their published results: Kamel and Elhamayed (2020),
Sahay et al. (2020b), and (Rouissat et al. 2022). Another issue is that some solutions only
work on Very Narrow Al (VNA), which makes people wonder how well they can protect
against a wide range of attacks Sahay et al. (2020b) and (Rouissat et al. 2022).

3.3 B. Machine learning (ML)-based mechanisms

This section summarizes advancements in ML-based attack detection models. It focuses on
RPL routing and attacks commonly used in IoT environments with limited resources and
LLN (Seyfollahi and Ghaffari 2021). Table 10 IDS to ML

Osman et al. Osman et al. (2021) described ML-LGBM as a way to find VNA (Vir-
tual Node Attack) in RPL-based IoTl networks. The method utilized a Gradient Boost-
ing Machine for VNA detection as its central component. In their research, the authors
completed multiple phases, including the design of the RPL network, data acquisition and
preprocessing, feature selection, and the development of the ML model. Creating a sub-
stantial dataset, extracting pertinent features, implementing an LGBM-based classification
algorithm, and optimizing model parameters were required. The evaluation results dem-
onstrated the effectiveness of the ML-LGBM model, achieving remarkable performance
metrics such as 99.6% Acc, 99% precision, 99.6% F-Score, 99.3% TNR, and a low FNR of
0.0093. We got better ACC, precision, and F-Score results than other methods. This shows
that the proposed ML-LGBM model is better for finding VNA in RPL-based IoT networks.

Sahay et al. Sahay et al. (2020b) proposed a framework for detecting VNAs in IoT
systems, which can be deployed in the cloud or at the edge of IoT-LLN networks. Regard-
less of its deployment location, the framework aims to accurately detect VNAs without
misidentification. The edge detection process is divided between cloud services and fog
computing. Different steps are needed to build the framework, such as filtering the input
features, preprocessing the features, and using machine learning classification algorithms
like DT, SVM, RBM, and LR. Various parameters, such as VNA variations and the num-
ber of VNA changes, are used to identify VNAs in the network. Once an attack is detected,
the root node is alerted to blacklist the malicious nodes involved. Simulation results dem-
onstrate the framework’s effectiveness, achieving an Acc of 98%, precision of 100%, and
specificity of 100%. The recall results show that DT, Bernoulli RBM, and LR achieved
a recall rate of 95%, while SVM achieved a recall rate of 94%. Overall, Sahay et al.’s
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framework provides a robust approach for detecting VNAs in IoT systems, offering deploy-
ment flexibility and delivering high Acc and precision in attack detection.

Rouissat et al. Rouissat et al. (2022) developed a new IDS based on ML algorithms to
detect attacks in IoT-based LLN. It consists of two phases: feature selection and classifica-
tion. In the feature selection phase, attributes are ranked based on their weighted func-
tion. In the classification phase, a fuzzy k-NN classifier efficiently detects RPL attacks. In
summary, the IDS collects data from a simulator, selects optimal features using a genetic
and recursive feature selection algorithm, and performs classification using the fuzzy k-NN
classifier implemented in Python.

Sharma et al. Sharma and Verma (2021) created a machine learning (ML) method for
finding routing attacks in RPL. They did this by simulating three types of routing attacks
(HF, DRA, and VNA) and using an artificial neural network (ANN) to find them. One part
of the proposed ANN-based IDS workflow was to set up network scenarios, watch how
networks react to attacks, collect and process data, use ANN to sort and analyze network
traffic, tune ANN'’s performance, and test the ANN using hold-out and k-fold cross-valida-
tion methods. The authors evaluated four simulation scenarios, each representing a distinct
form of attack, except the concluding scenario, which incorporated them all.

In contrast to HF attacks, where the malicious node is the one that generates the most
packets, in VNA, the attacker stimulates nearby nodes to do so. On the other hand, DRA
initiated fewer packets than the other two attacks. The authors compared the performance
of hold-out and k-fold cross-validation methods and found that the former required less
time to attain 100% Acc. Moreover, they employed ten-fold cross-validation to avoid over-
fitting issues. Eventually, the ANN model achieved an Acc of 100% after optimizing its
hyperparameters (Abhinaya and Sudhakar 2021).

Napiah et al. Napiah et al. (2018) developed a centralized IDS called CHA-IDS to
detect High HF, SH, and WH Attacks in IoT networks. CHA-IDS leverages compression
header data to identify single and multi-attacks, utilizing a best-first and greedy sequen-
tial technique for feature selection based on correlation to identify the most crucial com-
ponents. These features are evaluated using six ML algorithms: DT, LR, Multi-layer Per-
ceptron (MLP), Naive Bayes (NB), RF, and SVM to distinguish between legitimate and
malicious communications. Compared to SVELTE and the IDS proposed in [44], CHA-
IDS demonstrates superior performance. However, it has some drawbacks, such as a high
memory and energy footprint. Additionally, it is incapable of identifying the perpetrator.
CHA-IDS by Napiah et al. provides an effective centralized IDS solution for detecting spe-
cific attacks in IoT networks. It utilizes compression header data and ML algorithms for
accurate classification. It yields promising outcomes but must address resource consump-
tion and offender identification.

Kfoury et al. (2019) presented a system for detecting SH Attacks, Virtual Node Attacks,
and High HF attacks using Self-Organizing Maps (SOM) to cluster normal and attack
traffic. They made use of data from a Cooja simulator’s PCAP (packet capture) file. The
system comprises three components: an aggregator module, which collects data from the
PCAP file; a normalizer, which standardizes the aggregated data; and a trainer module,
which trains the SOM. The output is a matrix that can be visualized as a 2D image to dis-
play the clusters. Table10 summarizes studies that employed ML for ID in RPL networks.

In summary, the reviewed studies’ AC levels differ due to their varied methodologies.
While some accomplished commendable AC, they were not devoid of obstacles, such as
increased memory and energy utilization, long training time Anitha and Arockiam (2021),
Kfoury et al. (2019), Sharma and Verma (2021), Osman et al. (2021), and no mobility
considered Rouissat et al. (2022), (Napiah et al. 2018). Therefore, additional research is
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urgently needed to improve the accuracy and effectiveness of these models. Several studies
concentrated narrowly on particular attack categories and lacked transparency regarding
the availability of data sets (Sahay et al. 2020b). In addition, the reliance on sparse net-
work nodes affected the dataset’s quality, revealing potential biases. One study obtained
remarkable AC Sharma and Verma (2021) and positive results for metrics such as PRC
using the hold-out validation technique. Unfortunately, the absence of transparency regard-
ing the features acquired in these experiments poses a significant hurdle for comprehen-
sively evaluating their methodology. In the future, addressing these limitations is crucial.
To make ML-based IDSs work better in RPL networks, we need to improve model accu-
racy and efficiency, ensure they cover all kinds of attacks, and ensure everyone knows
how the datasets are being used. By concentrating on these areas and developing robust
defenses against various security threats in RPL networks, future research can uncover the
full potential of machine learning.

3.4 Lightweight-based mechanisms

Nikravan et al. Nikravan et al. (2018) introduced a signature-based technique for RPL net-
works, where distinct nodes run different algorithms, demonstrating its safety and energy
efficiency.

Aris et al. Ang and Oktug (2020) proposed two mitigation techniques with varying
resource requirements Nikravan et al. (2018) and performance. The first technique blocks
virtual node updates from leaf nodes, while the second allows a node to change its VN
only if most of its higher-ranked neighbors also claim a VN update. These techniques
reduced delay, controlled message overhead, improved data packet delivery, and increased
the delivery ratio by up to 87%, 63%, 71%, and 86%, respectively. CDRPL is a collabora-
tive and distributed security scheme that was created to make RPL more resistant to virtual
node attacks (VNA) (Mayzaud et al. 2017). It provides fast and accurate attack detection,
quick topology convergence, and effective network stability and EC. Meanwhile, Anitha
Anitha and Arockiam (2021) proposed another method to mitigate VNAs by comparing
the VN to the root node’s version and triggering a validation phase if there is a mismatch.

Belkheir et al. Belkheir et al. (2022) developed a novel, lightweight, decentralized
approach to mitigating VNAs in RPL-based IoT networks. The proposed solution modifies
a node’s fundamental DIO processing to maintain the same root VN and only takes VN
updates from the preferable parent. Simulations demonstrated that the proposed solution
provided superior performance, including energy savings of 58% and a reduction in control
overhead of 81%, depending on the perpetrator’s position within the network.

Additionally, researchers have proposed numerous collaborative and distributed security
strategies to address RPL’s security issues. You can use a mitigation technique that stops
updates or only lets changes happen with majority approval Raoof et al. (2018), compare
VNS to the root and start a validation phase if there is a mismatch (Mayzaud et al. 2017),
or set up a trust-based method that uses Contikimac Sleep Mode (CSM) (Ahmed and Ko
2016). Adjusting a node’s processing to maintain the same VN as the root and only accept-
ing updates from the selected parent Belkheir et al. (2022) is another straightforward and
decentralized method. Depending on the attacker’s position, the solution enhances perfor-
mance by conserving energy and decreasing control overhead. These techniques can aid in
preventing source-based attacks and improve the security and efficacy of RPL-based IoT
networks.
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The study Azzaoui et al. (2024) presents an RPL-based lightweight cooperative IDS for
Internet of Things networks. It attempts to solve the difficulties associated with implement-
ing IDS in IoT devices with little resources by creating a productive plan that works with
the RPL protocol. To identify malicious traffic, the IDS method uses a lightweight artificial
neural network (ANN) model-equipped parent nodes that have been chosen as distributed
agents. Working at several layers-application, presentation, network, and MAC-the tech-
nique enables packet collection and analysis in conjunction with RPL. Using the Contiki
OS and Cooja simulator, the RPL-IDS system was implemented and assessed, showcas-
ing its low weight and high detection rates with little energy use. The study also exam-
ines related research in IDS for IoT networks, classifying IDS systems according to their
deployment tactics and reviewing different methods and algorithms suggested for IoT net-
works. Overall, the paper offers a fresh take on IDS in IoT networks, combining resource
efficiency, cross-layer collaboration, and lightweight design to improve IoT system security.

3.4.1 Distributed-based mechanisms

A distributed IDS necessitates that each network node be configured with a complete IDS
implementation, allowing it to detect intrusions at any stage effectively. Several investiga-
tions have suggested the following distributed techniques:

Mayzaud et al. Mayzaud et al. (2017) proposed a way for monitoring nodes in RPL
networks to work together and share information to find VNAs (Mayzaud et al. 2016a).
However, the defense architecture only assumes one attacker and does not consider mobil-
ity. Ahmed and Ko Ahmed and Ko (2016) proposed a cooperative approach to improve
the detection of malicious nodes, but the false detection rate increases with the number of
attackers.

Table 11 summarizes lightweight and distributed IDS techniques’ essential parameters,
benefits, and drawbacks. It is crucial to note that these proposals have varying resource
requirements and performance Almusaylim et al. (2020), and their efficacy may depend
on the specific use case and network environment(Azzaoui et al. 2024). Additional inves-
tigation and experimentation may be necessary to identify the most effective solution for a
given scenario. Table 11 summarizes lightweight and distributed mechanisms.

In summary, various proposed techniques utilize distributed monitoring buildings,
where monitoring nodes share information collaboratively. However, this method often
results in a higher rate of FPR, especially when dealing with multiple wrongdoers. Hence,
there is a crucial necessity for improvements to ensure the ACC detection of multiple mali-
cious nodes. Future research endeavours should devise strategies accommodating multi-
ple adversaries and dynamic node mobility patterns. Additionally, refining the cooperative
verification methods to minimize false positives is pivotal. There is also an urgent need to
advance techniques to identify narrow Al threats within RPL networks. By overcoming
these limitations, the proposed method can transform into a robust and dependable defense
mechanism capable of countering a broader spectrum of sophisticated attacks.

4 Critical review
RPL is an IoT routing protocol designed to facilitate communication among resource-

constrained devices. However, RPL networks are vulnerable to attacks that target network
resources, topology, and traffic. These security vulnerabilities raise significant concerns for
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the overall security and operational longevity of RPL networks, as discussed in Sects. 3.
Numerous researchers have proposed defense solutions categorized as Secure Protocols or
IDS to address these concerns, as tabulated in Tables 6, 7, and 8.

It’s worth noting that most of these research studies have primarily focused on single-
attack detection and addressed only specific types of attacks, such as DODAG inconsist-
ency and FH attacks. Furthermore, a common limitation observed in many of these studies
is their inability to achieve high detection ACC, which often results in increased EC and
vulnerability to attacks like BH attacks.

Tables 9, 10, and 11 highlight that IDS solutions have been widely employed to
enhance the security and extend the lifetime of IoT networks. The existing research shown
in Tables 9 and 10 also suggests that Al techniques, especially DL models, could help
make IoT networks last longer and easily find IoT attacks. The studies have predominantly
focused on the VNA as a primary threat in RPL-based networks, as indicated in Tables7, §,
and 9.

However, these studies have identified several notable challenges in detecting attacks in
RPL networks. These challenges include long computation times and complexity, which
limit the number of attacks that can be effectively detected. Based on a comprehensive
literature analysis, it is evident that there is a critical need for a robust and efficient solution
that can extend the lifetime of RPL networks. Such a solution should incorporate additional
features that enable a single model to effectively detect multiple types of attacks.

1. Characterization of the Results: Following an extensive evaluation of 41 articles, we
have exhaustively examined the application of diverse security attacks in the context
of the IoT and compared it with the findings of existing reviews. The investigation
outcomes presented in this section of the compiled articles are methodically structured
based on the analyzed subject matter and scrutinized under three major groupings:
surveys, reviews, and taxonomy. Figure 8 shows the attack distribution in the reviewed
research. Notably, the most frequently researched attack on RPL protocol in the literature
is the VNA, as depicted in Fig. 8. Some papers supported the idea of multiple topologies,
and some discussed the issue of various attacks, as shown in Fig. 9. However, there is a
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Fig. 8 Attack distribution in the reviewed research
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need for more support for more than one topology and for discovering and solving the
problem of different attacks, which could be potential future research.

2. Techniques to Detect Attacks Against RPL protocol: Numerous essential [oT applica-
tions operate within networks that have limited resources. These applications require
lightweight, secure, scalable, and well-supported solutions to ensure user security and
privacy. As depicted in Fig. 10, researchers have proposed various approaches to detect
and mitigate attacks targeting RPL networks. Trust-based methods have gained sig-
nificant attention in addressing these challenges. Additionally, some researchers have
explored cryptography-based or rule-based solutions, although their popularity is rela-
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tively lower in resource-constrained networks. Figure 10 shows a summary of techniques
to detect attacks against the RPL protocol. Based on Figure 10, researchers have increas-
ingly turned to Al-based IDS to detect RPL protocol attacks in IoT networks. There are
several reasons for this trend. First, the RPL protocol is prevalent in IoT networks, and
traditional IDSs may struggle to detect attacks that exploit the protocol’s vulnerabilities.
On the other hand, Al-based algorithms are trainable to identify these attacks based on
patterns in network traffic. Additionally, IoT networks create a large amount of data,
which can be challenging to control with conventional IDS equipment. Nevertheless,
Al-based algorithms can rapidly analyze and interpret this data, enabling threats to be
identified and dealt with in real-time. Lastly, algorithms founded on Al can adapt and
learn from new data, which improves their ability to detect previously undetectable
attacks and enhances the overall security of IoT networks. Nonetheless, one of the
potential limitations of Al-based IDS algorithms is the elevated risk of encountering
false positives and negatives. False positives arise when the algorithm mistakenly identi-
fies an attack that did not transpire, leading to the allocation of time and resources for
investigating non-existent threats, resulting in a false alarm. Conversely, an FN arises
when the algorithm fails to recognize a genuine attack, permitting it to inflict undetected
damage on the system. These errors can be attributed to various factors, including inac-
curate training data, inadequately constructed algorithms, or changes in the network
environment that the algorithm cannot adapt to.

3. Algorithms and results: Algorithms are critical in any security solution to detect and
prevent attacks, including VNA, RA, and BH attacks. Additionally, the algorithm’s
ability to operate efficiently in resource-constrained environments while maintaining
network performance and minimizing EC makes it an essential component of any secure
RPL-based network. Overall, the algorithm’s capacity to enhance the security of the
RPL protocol and improve the reliability of IoT applications underscores its significance
in safeguarding the network against potential security breaches. This section highlights
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the algorithms referenced in the literature cited in this study, which emphasizes the
importance of Al algorithms in addressing attacks on the IoT, as shown in Figs. 11
and 12. As shown in Fig. 11, existing literature suggests SVM is the most popular ML
algorithm among researchers. Its popularity is because it is trainable on fragmented data
containing normal and abnormal network traffic to detect patterns that differentiate them.
Following the training, the algorithms can detect new instances of anomalous network
behaviour that may imply a potential intrusion attempt. Nevertheless, DL algorithms,
specifically CNNs, yielded more precise outcomes than others, as shown in Fig. 12.

Attack distribution in the reviewed research

5 Qualitative comparisons with existing reviews

We conducted a qualitative comparison to highlight the uniqueness of our work compared
to other routing protocol-based attack reviews as tabulated in Table 12. The comparison
relies on two metrics: the RPL architecture and the classification of attacks in RPL-based
IoT, based on an intensive study of existing attacks. It is essential to perform such a com-
parison to understand the critical issues related to routing protocol-based attacks in IoT
networks and identify the most active attacks on routing protocols. Additionally, this com-
parison could guide future researchers in a similar field.

Table 12 shows that the VNA and HF attacks are the most reviewed among researchers,
followed by WH, SH, and BH attacks. A few researchers also investigated DAG, DR, and
identity attacks. However, the lesser attention given to the remaining attacks suggests that
they are either straightforward to detect or pose implementation challenges within RPL
networks.
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We conducted a qualitative comparison to highlight the uniqueness of our work in
comparison to other reviews of routing protocol-based attacks. This comparison is based
on two key metrics: the RPL architecture and the classification of attacks in RPL-based
IoT. We defined these metrics ourselves after thoroughly examining the existing attacks.
Such a comparison is crucial for understanding the critical issues related to various attacks
against the RPL protocol and identifying more effective detection techniques. Additionally,
it can serve as a guideline for future researchers working in a similar field. Our review was
benchmarked with approximately 30 other articles, In our qualitative comparison analysis,
we made the following observations:

6 Future directions

This review highlights the critical need to address network attacks in IoT networks. Here
are key areas for future research to bolster RPL-based attack detection:

1. Advanced DL Techniques: Applying advanced DL methods can potentially improve the
performance of existing attack detection models.

2. Broader Attack Detection Scope: Expanding these models’ ability to identify a wider
variety of routing attacks is essential.

3. Unified Attack Detection Model: Exploring the development of a single model capable
of detecting multiple attack types through novel features holds promise.

4. Hybrid Mitigation Strategies: Analyzing the effectiveness of combining different mitiga-
tion approaches to better counterattacks is crucial.

5. Mobility Considerations: Future research should account for node mobility in IoT net-
works, as it can significantly impact attack detection mechanisms.

Focusing on these areas can significantly improve the effectiveness of RPL-based attack
detection methods. These advancements will ultimately enhance the security and reliability
of IoT networks, making them more resilient against malicious attacks.

6.1 Specific techniques for different attacks
The review also proposed specific techniques to address various attack types:

1. VNA: Anomaly detection algorithms can identify unusual behavior like inconsistent
VN transmission, helping to thwart this attack.

2. SH: Trust-based mechanisms can be employed. Nodes can maintain trust scores for
neighbors based on behavior. Suspicious activity, such as attracting excessive traffic,
can be flagged and isolated.

3. RA: Reputation systems where nodes share information to assess neighbor trustworthi-
ness can be utilized. Nodes with low reputation scores can be avoided when routing
decisions are made to mitigate this attack.

4. BA: Al techniques, particularly ML, can analyze network traffic patterns and identify
attack signatures. Real-time traffic pattern analysis by DL algorithms such as CNNs and
recurrent Neural Networks (RNNs) can improve detection even more.
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These techniques aim to strengthen the security of RPL-based IoT networks by effectively
detecting and mitigating various attacks. Additionally, future research should focus on
these directions to improve the effectiveness of RPL-based attack detection approaches in
IoT networks. By addressing these research areas, we can enhance the security and reliabil-
ity of IoT networks and better protect against malicious attacks.

7 Conclusion

This survey explores a key type of attack that captures the interest of researchers, highlight-
ing its significant and influential nature, which warrants further investigation. It presents an
exhaustive and comprehensive review of the number and types of attacks, providing insight
into researchers’ interests and the types of attacks they focus on.

Our paper offers researchers comprehensive references regarding attacks on RPL-based
IoT networks and their classifications. We did not pre-determine the types of attacks to be
considered; instead, we extracted the most significant ones from our research. Our search
process involved manually checking relevant articles to ensure a deep understanding of the
subject matter. For example, we reviewed approximately 30 articles on the RPL attacks.
Furthermore, we extensively investigated the various limitations of DL algorithms and
future directions in attack detection.

Our analysis revealed that the proposed solutions were generally effective, achieving
satisfactory performance while supporting security modes and protection techniques that
require context-specific considerations. The VNA emerged as the most devastating attack.
We also observed that many studies on detecting routing attacks on resource-constrained
devices overlooked task distribution and parallel processing during the learning phase.
Additionally, most of these studies did not address the simultaneous detection of multiple
attacks.

Therefore, it is crucial to develop algorithms. Our analysis underscores the need for
future research to focus on developing more sophisticated algorithms that can mitigate the
most severe attacks and handle the simultaneous detection of multiple attacks.

In summary, this review offers valuable resources to researchers working on PL-based
attack detection techniques in IoT networks. Our findings highlight the need for future
research to focus on developing more sophisticated algorithms that can mitigate the most
severe attacks and handle the detection of multiple attacks simultaneously. Our study is
important because it fully reviews and classifies RPL-based attack detection methods in
IoT networks.
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