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Abstract The dynamicity of distributed wireless networks caused by node mobility,
dynamic network topology, and others has been a major challenge to routing in such networks.
In the traditional routing schemes, routing decisions of a wireless node may solely depend
on a predefined set of routing policies, which may only be suitable for a certain network
circumstances. Reinforcement Learning (RL) has been shown to address this routing chal-
lenge by enabling wireless nodes to observe and gather information from their dynamic local
operating environment, learn, and make efficient routing decisions on the fly. In this article,
we focus on the application of the traditional, as well as the enhanced, RL models, to routing
in wireless networks. The routing challenges associated with different types of distributed
wireless networks, and the advantages brought about by the application of RL to routing
are identified. In general, three types of RL models have been applied to routing schemes in
order to improve network performance, namely Q-routing, multi-agent reinforcement learn-
ing, and partially observable Markov decision process. We provide an extensive review on
new features in RL-based routing, and how various routing challenges and problems have
been approached using RL. We also present a real hardware implementation of a RL-based
routing scheme. Subsequently, we present performance enhancements achieved by the RL-
based routing schemes. Finally, we discuss various open issues related to RL-based routing
schemes in distributed wireless networks, which help to explore new research directions in
this area. Discussions in this article are presented in a tutorial manner in order to establish a
foundation for further research in this field.
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1 Introduction

Compared to static wired networks, the dynamicity of various properties in distributed wire-
less networks, including mobility patterns, wireless channels and network topology, have
imposed additional challenges to achieving network performance enhancement in routing.
Traditionally, routing schemes use predefined sets of policies or rules. Hence, most of these
schemes have been designed with specific applications in mind; specifically, each node pos-
sesses predefined sets of policies suitable for a certain network condition. Since the policies
may not be optimal in other network conditions, the schemes may not achieve the optimal
results most of the time due to the unpredictable nature of distributed wireless networks.

The application of Machine Learning (ML) algorithms to solve issues associated with
the dynamicity of distributed wireless networks has gained a considerable attention (Forster
2007). ML algorithms help wireless nodes to achieve context awareness and intelligence for
network performance enhancement. Context awareness enables a wireless node to observe
its local operating environment; while intelligence enables the node to learn an optimal
policy, which may be dynamic in nature, for decision making on its operating environment
(Yau et al. 2012). In other words, context awareness and intelligence help a wireless node
to take actions based on its observed operating environment in order to achieve optimal or
near-optimal network performance.

Various ML techniques, such as Reinforcement Learning (RL) (Sutton and Barto 1998),
swarm intelligence (Kennedy and Eberhart 1995), genetic algorithms (Gen and Cheng 1999),
and neural networks (Forster 2007; Rojas 1996) have been applied to enhance network per-
formance. The choice of a ML algorithm may be based on the characteristics of a distributed
wireless network. Examples of distributed wireless networks are Wireless Sensor Networks
(WSNs) (Akyildiz et al. 2002), wireless ad hoc networks (Toh 2001), cognitive radio net-
works (Akyildiz et al. 2009), and delay tolerant networks (Burleigh et al. 2003). In relation to
the application of ML in distributed wireless networks, Forster (2007) provides a comparison
of various ML algorithms. For instance, in Forster (2007), the application of RL is found to be
more suitable for energy-constrained WSNs compared to the swarm intelligence approach.
The rationale behind this is that, swarm intelligence usually incurs higher network overheads
compared to RL, hence it may consume more energy. Meanwhile, genetic algorithm may
be more suitable for centralized wireless networks because it requires global information
(Forster 2007).

In distributed wireless networks, routing is a core component that enables a source node
to find an optimal route to its destination node. Route selection may depend on the charac-
teristics of the operating environment. Hence, the application of ML in routing schemes to
achieve context awareness and intelligence has received a considerable research attention.
For instance, in mobile networks, ML-based routing schemes are adaptive to the operating
environment because it may be impractical for network designers to establish and develop
routing policies for each movement in which the characteristics and parameters of the operat-
ing environment change with time and location (Ouzecki and Jevtic 2010; Chang et al. 2004).

This article provides an extensive survey on the application of various RL approaches to
routing in distributed wireless networks. Our contributions are as follows. Section 2 presents
an overview of RL. Section 3 presents an overview of routing in distributed wireless networks
from the perspective of RL. Section 4 presents RL models for routing. Section 5 presents new
RL features for routing. Section 6 presents an extensive survey on the application of RL to
routing. Section 7 presents an implementation of a RL-based routing scheme in wireless plat-
form. Section 8 presents performance enhancements brought about by the application of RL
in various routing schemes. Section 9 presents open issues. Finally, we provide conclusions.
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All discussions are presented in a tutorial manner in order to establish a foundation and to
spark new interests in this research field.

2 Reinforcement learning

Reinforcement Learning (RL) is a biological-based ML approach that acquires knowledge
by exploring its local operating environment without the need of external supervision (Xia et
al. 2009; Santhi et al. 2011). A learner (or agent) explores the operating environment itself,
and learns the optimal actions based on a trial-and-error concept. RL has been applied to
keep track of the relevant factors that affect decision making of agents (Sutton and Barto
1998). In distributed wireless networks, RL has been applied to model the main goal(s),
particularly network performance metric(s) such as end-to-end delay, rather than to model
all the relevant factors in the operating environment that affect the performance metric(s) of
interest. Through learning the optimal policy on the fly, the goal of the agent is to maximize
the long-term rewards in order to achieve performance enhancement (Ouzecki and Jevtic
2010).

A RL task that fulfills the Markovian (or memoryless) property is called a Markov Decision
Process (MDP) (Sutton and Barto 1998). The Markovian property implies that the action
selection of an agent at time ¢ is dependent on the state-action pairs at time ¢ — 1 only, rather
than the past history at time ¢t — 2,7 — 3, . ... In MDP, an agent is modeled as a four-tuple
consisting of {S, A, T, R}, where S is a set of states, A is a set of actions, T is a state transition
probability matrix that represents the probability of a switch from one state at time ¢ to another
state at time 7 + 1, and R is a reward function that represents a reward (or cost) r received
from the operating environment. At time #, an agent observes state s € S and chooses action
a € A based on its knowledge (or learned optimal policy). At time ¢ + 1, the agent receives
a reward r. As time goes by, the agent learns and associates each state-action pair with a
reward. In other words, the reward indicates the appropriateness of taking action a € A
in state s € S. Note that, MDP requires an agent to construct and keep track of a model
of its dynamic operating environment in order to estimate the state transition probability
matrix 7. By omitting 7', RL learns knowledge through constant interaction with operating
environment.

Q-learning is a popular RL approach, and it has been widely applied in distributed wireless
networks (Yau et al. 2012). In RL, an agent is modeled as a three-tuple consisting of {S, A, R}
as described below:

e State. An agent has a set of states S that represent the decision making factors observed
from its local operating environment. At any time instant 7, agent i observes state si € S.
The state can be internal, such as buffer occupancy rate, or external, such as a destination
node. The agent observes its state in order to learn about its operating environment. If the
state is partially observable (i.e. operating environment with noise), an agent can estimate
its state, which is commonly called the belief state, using Partially Observable Markov
Decision Process (POMDP) (Sutton and Barto 1998).

e Action. An agent has a set of available actions A. Examples of actions are data transmis-
sion and next-hop node selection. Based on the continuous observation and interaction
with the local operating environment, an agent i learns to select an action @/ € A that
maximizes its current and future rewards.

1

e Reward. Whenever an agent i carries out an action af € A, itreceives areward rf 1 (s, +1)
from the operating environment. A reward r, (s;, ;) may represent a performance
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metric, such as transmission delay, throughput, and channel congestion level. Weight
factor may be used to estimate the reward if there are two or more different types of
performance metrics. For instance, in Dong et al. (2007), r{_H (s£+]) = a)réyH_] (sti_H) +
(1 - a))rl’;’H_l(st"_i_]) where rij (s;+]) and rl’;’t+1(s;'+]) indicate rewards for different
performance metrics, respectively; and w indicates the weight factor. There are two types
of rewards, namely delayed rewards and discounted rewards (or accumulated and esti-
mated future rewards). Consider that an action is taken at time ¢, the delayed reward
represents the reward received from the operating environment at time ¢ 4 1; whereas the
discounted reward is the accumulated rewards expected to be received from the operat-
ing environment in the long run at time ¢ + 1, ¢ + 2, .... The agent aims to learn how
to maximize its total rewards comprised of delayed and discounted rewards (Sutton and
Barto 1998).

2.1 Q-learning model

Q-learning defines a Q-function Qi(s!, a!), which is also called a state-action function. The
Q-function estimates Q-values, which are the long-term rewards that an agent can expect
to receive for each possible action @/ € A taken in state si € S. An agent i maintains a
Q-table that keeps track of Q-values for each possible state-action pair, so there are |S| x |A|
entries. Subsequently, based on these Q-values, the agent derives an optimal policy 7 that
defines the best-known action a!, which has the maximum Q-value for each state s’ . For each
state-action pair (s,i, af ) at time ¢, the Q-value is updated using Q-function as follows:

Qi_H (sg,aﬁ) <~ (1 - Qi (s,’ af) + o |:r,i+1 (sf+1) + yranea/)‘( Qi (sf+1,a)] (1)

where 0 < o < 1 is learning rate, and 0 < y < 1 is discount factor. Higher learning rate o
indicates higher speed of learning, and it is normally dependent on the level of dynamicity
in the operating environment. Note that, too high a learning rate may cause fluctuations in
Q-values. If « = 1, the agent solely relies on its newly estimated Q-value rli +1(Sti o)t
y I;leali( Qﬁ(sf 41> @), and forgets its current Q-value Qi(sf, af). On the other hand, y enables

the agent to adjust its preference on the long-term future rewards. Unless y = 1 in which
both delayed and discounted rewards are given the same weight, the agent always gives more
preference to delayed rewards.

2.2 Action selection: exploitation or exploration

During action selection, there are two types of actions, namely, exploitation and exploration.
Exploitation selects the best-known action a! = argmax 4 Q! (s, a), which has the highest
Q-value, in order to improve network performance. Exploration selects a random action
al € A in order to improve knowledge, specifically, the estimation of the Q-values for
all state-action pairs. A well-balanced tradeoff between exploitation and exploration helps
to maximize accumulated rewards as time goes by. This tradeoff mainly depends on the
accuracy of the Q-value estimation, and the level of dynamicity of the operating environment
(Yau et al. 2012).

Upon convergence of Q-values, exploitation may be given higher priority because explo-
ration may not discover better actions. A popular tradeoff mechanism is the e-greedy approach
in which the agent performs exploration with a small probability ¢ (e.g. ¢ = 0.1) and exploita-
tion with probability 1 — ¢.
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The e-greedy approach may not be suitable in some scenarios because exploration selects
non-optimal actions randomly with equal probability, hence the worst action with the lowest
Q-value may be chosen (Sutton and Barto 1998). A popular softmax approach based on
the Boltzmann distribution has been applied to choose non-optimal actions for exploration,
and actions with higher Q-values are given higher priorities (Sutton and Barto 1998). For
instance, in Dowling et al. (2005), a node i chooses its next-hop neighbor node a! € A using
Boltzmann distribution with probability:

o= Qi(staf)/T

P(si,ai): —
C) T s e

(@)

where A represents a set of node i’s neighbor nodes; and T is the temperature factor that
determines the level of exploration. Higher 7" value indicates higher possibility of exploring
non-optimal routes, whereas lower T value indicates higher possibility of exploiting optimal
routes.

In Bhorkar et al. (2012), a node i chooses its routing decision af based on the historical
information as follows:

5@>:4@5+1 3)

where ¢l (s!) is a counter that represents the number of successful packet transmissions
from node i to next-hop neighbor node s/ € S’ until time ¢. Subsequently, with probability
1 — s(sf ), node i chooses its routing decision af = argmax, . A(S;)Qi(sf, a), while with
a smaller probability (s!), node i chooses its routing decision a/ € A(s!) equally with
probability e(s)/|A(s])].

In Liang et al. (2008), a node i adjusts its level of exploration according to the level of
dynamicity in the operating environment, particularly node mobility. The node computes the
exploration probability as follows:

nlft,T +n§1’T
6 = ———— “

n;

l.d’T are the number of nodes that appear and disappear within node i’s

transmission range, respectively; an is the number of node i’s neighbor nodes; and T is a
time window. Hence, higher &; indicates a highly mobile network, and so RL requires more
explorations.

T
where n{*" and n

2.3 Q-learning algorithm

Figure 1 shows the traditional Q-learning algorithm presented in Sects. 2.1 and 2.2.

3 Routing in distributed wireless networks

Routing is a key component in distributed wireless networks that enables a source node to
search and establish route(s) to the destination node through a set of intermediate nodes. The
objectives of the routing schemes are mainly dependent on the type of operating environment
and the underlying network, particularly its characteristics and requirements. This section
reviews the concepts of routing in various types of distributed wireless networks, and the
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Initialize st € S: af € A: @ = [0,1]: ¥ = [0,1]: Qi(st. af) = [Qumins Qunax]
Repeat
1. Observe the state st
2. Select an exploitation or exploration action a} € 4
a. If exploitation, choose the best-known action af = argmaxe4Qi(st, a)
b. If exploration, choose a random action a} € A
3. Perform the action a} on the operating environment
4. Observe the next state sf, ; and reward 7, ; (sk, ;) at the next time instance
t+1
5. Update Q-value Qf(sf,a}) using Equation (1) as follows:

Qirs(shiab) « (1= @)Qi(sh af) +  [riyy(sher) + v max 04 sk )]

Fig. 1 The traditional Q-learning algorithm at agent i

advantages brought about by RL to routing. With respect to routing, Sect. 3.1 reviews several
major types of distributed wireless networks, particularly network characteristics, routing
challenges, and the advantages brought about by RL to routing. Section 3.2 provides an
overview of the application of RL to routing in distributed wireless networks, and a general
formulation of the routing problem using RL.

3.1 Types of distributed wireless networks

This section presents four types of distributed wireless networks, namely wireless ad hoc
networks, wireless sensor networks, cognitive radio networks, and delay tolerant networks.
Table 1 summarizes each type of these networks.

3.1.1 Wireless ad hoc networks

A wireless ad hoc network is comprised of self-configuring static or mobile nodes. Two main
types of wireless ad hoc networks are static ad hoc networks and Mobile Ad hoc NETworks
(MANETS) (Toh 2001; Boukerche 2009).

Figure 2 shows a wireless ad hoc network scenario. Nodes within the range of each other
(e.g. A and B) may communicate directly; and out-of-range nodes (e.g. A and F) may use
a routing scheme to search for a route, comprised of intermediate nodes, from node (A) to
node (F). The routing scheme uses a cost metric to compute the best possible route, such as
the shortest route and route with the lowest end-to-end delay.

The main routing challenge in wireless ad hoc networks is the dynamic topology caused
by nodes’ mobility. For instance, in Fig. 2, source node (A) establishes a route (A-H-G-F)
to destination node (F). Suppose, node (H) moves and becomes out-of-range from node (A)
resulting in link breakage, then node (A) searches for another route to node (F). The packet
end-to-end delay and packet loss rate are dependent on the effectiveness of the routing scheme.
Furthermore, in link-state routing schemes, such as Optimized Link State Routing (OLSR)
(Clausen and Jacquet 2003), each node maintains a route to every other nodes in the network.
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Table 1 Characteristics of distributed wireless networks

Wireless ad Wireless Cognitive Delay tolerant
hoc networks sensor networks radio networks networks
Examples of Vehicular Physical Extension of High-speed
applications networks environment broadband vehicular
monitoring service to rural networks
communities
Multiplayer games  Security Emergency and Spacecraft
surveillance rescue communications
operations
Emergency and Health Emergency and
rescue applications rescue operations
operations
Main routing High mobility Limited energy Dynamicity of Lack of end-to-end
challenge(s) and processing channel routes between
capabilities availability any two nodes at

most of the times
Minimizing
interference to
licensed users

Main advantage(s)  Adaptive to Has lower Adaptive to Adaptive to
brought about dynamic computational dynamic dynamic topology
by RL topology cost channel

availability

Incurs lower
routing overhead

Legend:

. Wireless Node

Communication
Link

Fig. 2 Wireless ad hoc network scenario

In highly mobile networks, the OLSR constantly updates these routes due to link breakages,
causing high computing cost and routing overhead.

RL-based routing schemes have been shown to be highly adaptive to topology changes
(Forster 2007). For example, RL enables a node to observe its neighbor nodes’ mobility char-
acteristics, and to learn how to improve the end-to-end delay and throughput performances of
routes. Subsequently, the node selects a next-hop node that can satisfy the Quality of Service
(QoS) requirements imposed on the route.

3.1.2 Wireless sensor networks
Wireless Sensor Networks (WSNs) are comprised of sensor nodes with sensing, computing,

storing, and short-range wireless communication capabilities commonly used for monitoring
the operating environment. WSNs share similar characteristics with wireless ad hoc networks
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%// Sink Node

Communication
Link

Fig. 3 WSN scenario

in that both are multi-hop networks. An intrinsic characteristic of WSNG is that the sensor
nodes are highly energy constrained with limited processing capability (Akyildiz et al. 2002).

In WSNs, there is a special gateway called a sink node as shown in Fig. 3. The sink
node monitors a WSN by sending control messages to the sensor nodes, and gathers sensing
outcomes from them.

The main routing challenge in WSNs is the need to reduce energy consumption and
computational cost at sensor nodes in order to prolong network lifetime. For instance, routing
schemes for WSNs must avoid frequent flooding of routing information in order to reduce
energy consumption.

Since RL incurs low computational cost and routing overhead (Forster 2007), RL-based
routing is suitable for WSNs. For instance, RL enables a sensor node to observe and estimate
energy consumption of nodes along a route based on local observations, so that each node
can perform load-balancing and select routes with higher residual energy in order to prolong
network lifetime.

3.1.3 Cognitive radio networks

Cognitive Radio (CR) is the next generation wireless communication systems that address
issues associated with the efficiency of spectrum utilization (Akyildiz et al. 2009). In CR
networks, unlicensed users (or Secondary Users, SUs) exploit and use underutilized licensed
channels. A distributed CRN shares similar characteristics with wireless ad hoc networks in
that both are multi-hop networks. An intrinsic characteristic of CRNs is that the SUs must
prevent harmful interference to the licensed users (or Primary Users, PUs), who own the
channels. Since the SUs must vacate their channels whenever any PU activity appears, the
channel availability is dynamic in nature.

The main routing challenge in CRNs is that, since SUs must be adaptive to the
dynamic changes in spectrum availability, routing in CRNs must be spectrum-aware
(Al-Rawi and Yau 2012). Figure 4 shows a CRN scenario co-located with three PU Base
Stations (BSs). Suppose, SU (A) wants to establish a route to SU BS. Using a traditional
routing algorithm may provide a route with the minimum number of hops (A—-C-E-G) to
the SU BS. However, the SUs may suffer from poor network performance because the route
passes through three PU BSs and their hosts (B, D, F, H), resulting in harmful interference
to the PUs. On the other hand, CR-based spectrum-aware routing may provide a route with
higher number of hops (A—-C-I-K-L) that generates less interference to the PUs and their
hosts (B, D, J), and so it provides better end-to-end SU performance.
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Fig. 4 CRN scenario

RL has been shown to improve network performance of CRNs. For instance, based on
the local observations and received rewards, a SU node may learn the behavior and channel
utilization of PUs. Subsequently, the SU selects a route that reduces end-to-end interference
to PUs.

3.1.4 Delay tolerant networks

Delay Tolerant Networks (DTNs) interconnect highly heterogeneous nodes (Burleigh et al.
2003), and several common assumptions adopted by the traditional networks are relaxed.
Examples of the assumptions are low end-to-end delay, low error rate, and the availability of
end-to-end routes in the entire network. Nevertheless, these assumptions may not be practical
due to various challenges, such as highly mobile networks, low-quality wireless links and
small coverage, as well as low residual energy.

The aforementioned assumptions have imposed new challenges to routing. As an example,
due to the lack of end-to-end routes between any two nodes for most of the times, the reactive
and proactive routing schemes may not be applicable to DTNs (Elwhishi et al. 2010). Using
traditional Ad hoc On-Demand Distance Vector (AODV) (Perkins and Royer 1999) routing
scheme may constantly establish routes during frequent link breakages, and this increases
energy consumption and routing overhead. Hence, routing in DTNs may need to follow a
“store-and-forward” approach in which a node buffers its data packets until a link between
itself and a next-hop node becomes available (Elwhishi et al. 2010).

RL-based routing schemes have been shown to be adaptive to link changes by choosing
a next-hop node based on various local states (or conditions) that affect a link’s availability.
For instance, without using the global information, a node may observe and learn about its
local operating environment, such as link congestion level and buffer utilization level of
the next-hop node, so that it selects a route with higher link availability and lower buffer
utilization in order to increase packet delivery rate (Elwhishi et al. 2010).

3.2 RL in the context of routing in distributed wireless networks

The RL-based routing schemes have seen most of their applications in four types of distrib-
uted wireless networks (see Sect. 3.1), namely ad hoc networks, wireless sensor networks,
cognitive radio networks, and delay tolerant networks. Table 2 shows the application of RL
to routing in various distributed wireless networks.
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Routing in distributed wireless networks has been approached using RL so that each node
makes local decision, with regards to next-hop or link selection as part of a route, in order to
optimize network performance. In routing, the RL approach enables a node to:

a. estimate the dynamic link cost. This characteristic allows a node to learn about and
adapt to its dynamic local operating environment.

b. search for the best possible route using information observed from the local operating
environment only.

c. incorporate a wide range of factors that affect the routing performance.

Table 3 shows a widely used RL model for the routing schemes in distributed wireless
networks. The state represents all the possible destination nodes in the network. The action
represents all the possible next-hop neighbor nodes, which may be selected to relay data
packets to a given destination node. Each link within a route may be associated with dif-
ferent types of dynamic costs (Nurmi 2007), such as queuing delay, available bandwidth
or congestion level, packet loss rate, energy consumption level, link reliability and changes
in network topology, as a result of irregular node’s movement speed and direction. Based
on the objectives, a routing scheme computes its Q-values, which estimate the short-term
and long-term rewards (or costs) received (or incurred) in transmitting packets along a route
to a given destination node. Examples of rewards are throughput and packet delivery rate
performances; and an example of cost is end-to-end delay. To maximize (minimize) the
accumulated rewards (costs), an agent chooses an action with the maximum (minimum)
Q-value.

Figure 5 shows how a RL. model (see Table 3) can be incorporated into routing. All possible
states are S = {1, 2, 3,4, 5, 6}. All possible actions of node i = 1 are a{ e A ={2,3,4}.
Suppose, node i = lwants to establish a route to node si = 6, and the objective of the

Table 3 A widely used RL model of agent i for a routing scheme

State Sf e S={1,2,..., N — 1}, each state sti represents a destination node n. N represents
the number of nodes in the entire network

Action a; e A={l,2,...,J}, each action a; represents the selection of a next-hop neighbor
node j. J represents the number of node i’s neighbor nodes

Reward r,i (sf, af), which is dependent on the objective of the routing scheme, is a reward (or

cost) that represents a performance metric, such as queuing delay, transmission delay,
throughput, channel utilization level, and mobility factor

Next-hop ) Ty
Neighbor vo\e/" . Legend:
Q@2 2|a@3 &
c @2]9(3) R . Wireless Node
§|Q3,2)|Q@3.3) R
g Q (4, 4) LQ'O,/ Communication
@ Link
glat.2|as 3
Q(6,2)[Q(6,3) ] —> User Data
------------ > Reward

Fig. 5 RL-based routing scenario
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routing scheme is to find a route that provides the highest throughput performance. Node
i may choose to send its packets to its neighbor node a! = 2, and receives a reward
from node af = 2 that estimates throughput achieved by the route from upstream node
af = 2 to destination node sf = 6, specifically route (2-6). Subsequently, node i updates
its Q-value for state s' = 6 via action @/ = 2 using Q-function (see Eq. 1), specifically
Q; (9,’ =6, af = 2). Likewise, when node i sends its data packets to node af = 3, it
receives a reward that estimates the throughput from upstream node a/ = 3, which can
be either (3-2-6) or (3-5-6), and updates Q! (s! = 6, al = 3). Note that, whether route
(3-2-6) or (3-5-6) is chosen by upstream node af = 3 is dependent on the Q-values of
Qi=3 (5i=3 = 6,a/=> =2) and /=3 (5/=3 = 6, a!=> = 5) atnode a} = 3, and the upstream
node that provides the maximum Q-value is the exploitation action. The matrix in Fig. 5 shows
an example of routing table (or Q-table) being constantly updated at node i. Node i keeps
track of the Q-values of all possible destinations through its next-hop neighbor nodes in its
Q-table.

4 Reinforcement learning models for routing

RL models have been applied to routing schemes in various distributed wireless networks.
The RL models are: Q-routing, Multi-Agent Reinforcement Learning (MARL), and Partially
Observable Markov Decision Process (POMDP). The rest of this section discusses the RL
models.

4.1 Q-routing model

Boyan and Littman (1994) propose Q-routing, which is based on the traditional Q-learning
model (Sutton and Barto 1998). In Q-routing, a node chooses a next-hop node, which has the
minimum end-to-end delay, in order to mitigate link congestion (Ouzecki and Jevtic 2010;
Chang et al. 2004). The traditional Q-routing approach has also been adopted as a general
approach to improve network performance in Zhang and Fromherz (2006).

In Q-routing, the state s’ represents a destination node in the network. The action a!
represents the selection of a next-hop neighbor node to relay data to a destination node s; .
Each link of a route is associated with a dynamic delay cost comprised of queuing and
transmission delays. Subsequently, for each state-action pair (or destination and next-hop
neighbor node pair), a node computes its Q-value, which estimates the end-to-end delay for
transmitting packets along a route to a destmatlon node st Specifically, at tlme instant # + 1,
a particular node i updates its Q-value Q (9t, j) to a destination node st via a next-hop
neighbor node at = j. Hence, Eq. (1) is rewritten as follows:

Q§+1 (s,i, j) <~ (11— Q§ (s,i,j) + |:r;+1 (sf+l,j) + min Q, (s,, )j| )

kea!

where 0 < o < 1 is the learning rate; rt_H(sH_l, j) = qu 1t d oy t+1 represents two types
of delays, specifically d‘u ;41 18 the queuing delay at node i, and d i+ is the transmission

delay between node i and its next-hop neighbor node j; and Q, (s, , k), which is a Q-value
received from next-hop neighbor node j, is the estimated end-to-end delay along the route
from node j’s next-hop neighbor node k € a‘t’ to the destination node.
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Referring to Fig. 5, suppose node i = Iwants to establish a route to node s! = 6 using
the Q-routing model. Node i = 1 may choose its next-hop neighbor node a! = j = 2
to forward its data packets. When node i sends its data packets to node j = 2, it receives
from neighbor node j = 2 an estimate of minkea{ Q/ (s}, k) that represents the estimated

minimum end-to-end delay from node j to destination nodesf . Node i = 1 also measures

. . i . i,j
its queuing delay d i+ and transmission delay d,", , |

Jj = 2. Subsequently, using Eq. (5), node i updates its Q-value, Q;(sf =6, a; = 2) that
represents the end-to-end delay from itself to destination node s; = 6 through the chosen
next-hop neighbor node a; = 2.

between itself and neighbor node

4.2 Multi-agent reinforcement learning model

The traditional RL model, which is greedy in nature, provides local optimizations regardless
of the global performance; and so, it is not sufficient to achieve global optimizations or a
network-wide QoS provisioning. This can be explained as follows: since nodes share a com-
mon operating environment in wireless networks, a node’s neighbor nodes may take actions
that affect its own performance due to channel contention. In Multi-Agent Reinforcement
Learning (MARL), in addition to learning locally using the traditional RL model, each node
exchanges locally observed information with neighboring nodes through collaboration in
order to achieve global optimizations. This helps the nodes to consider not only their own
performance, but also others’ performance. Hence, the Multi-Agent Reinforcement Learn-
ing (MARL) model extends the traditional RL model through fostering collaboration among
neighboring nodes so that a system-wide optimization problem can be decomposed into a
set of distributed problems solved by individual nodes in a distributed manner.

Referring to Fig. 5, node i = 1 constantly exchanges knowledge (i.e. Q-values and
rewards) with neighbor nodes j = 2, 3 and 4. As an example, in Dowling et al. (2005), the
MARL-based routing scheme addresses a routing challenge in which a node i selects its
next-hop neighbor node j with the objective of increasing network throughput and packet
delivery rate in a heterogeneous mobile ad hoc network (see Sect. 3.1.1). Each node may
possess different capabilities in solving the routing problem in a heterogeneous environment.
Hence, the nodes share their knowledge (i.e. route cost) through message exchange. The
exchanged route cost is subsequently applied by a node i to update its Q-values so that an
action, which maximizes the rewards of itself and its neighboring nodes, is chosen.

4.3 Partially observable Markov decision process model

The Partial Observable Markov Decision Process (POMDP) model extends the Q-routing
and Multi-agent RL model. In POMDP-based routing model, a node is not able to clearly
observe its operating environment. Since the state is unknown, the node must estimate the
state. For instance, the state of a node may incorporate its next-hop neighbor node’s local
parameters, such as the forwarding selfishness, residual energy, and congestion level.

As an example, in Nurmi (2007), the routing scheme addresses a routing challenge in
which a node i selects its next-hop neighbor node j with the objective of minimizing energy
consumption. Node j’s forwarding decision, which is based on its local parameters (or states)
such as the forwarding selfishness, residual energy and congestion level, is unclear to node
i. Additionally, node j’s decision is stochastic in nature. Hence, node j’s information is
unknown to node i. The routing scheme is formulated as a POMDP problem in which node i

@ Springer



Application of reinforcement learning 395

estimates the probability distribution of the local parameters based on its previous estimation
and its observed historical actions H,' of node j.

5 New features

This section presents the new features that have been incorporated into the traditional RL-
based routing models in order to further enhance network performance.

5.1 Achieving balance between exploitation and exploration

Exploitation enables an agent to select the best-known action(s) in order to improve net-
work performance; while exploration enables an agent to explore the random actions in
order to improve the estimation of Q-value for each state-action pair. A well-balanced trade-
off between exploitation and exploration in routing is important to maximize accumulated
rewards as time goes by.

Hao and Wang (2006) propose a Bayesian exploration approach for exploration. The
Bayesian approach (Dearden et al. 1999) constantly updates a belief state (also called an esti-
mated state) based on the historical observations of the state in order to address the uncertainty
of MDPs (see Sect. 2). This approach estimates two values. Firstly, it estimates the expected
Q-values in the future, E [Qﬁ (sf, af )] based on a constantly updated model of transition
probabilities and reward functions. Secondly, it estimates the expected reward E[r/ (s}, a!)]
for choosing an exploration action. This approach chooses the next action with the maxi-
mum value of E [Qi(sli, af)] + E[r,i (sf , af)] in order to make a balanced tradeoff between
exploitation and exploration. This approach has been shown to provide higher accumulated
rewards compared to the traditional Q-learning approach.

In Forster and Murphy (2007), routes are assigned with exploration probabilities such that
routes with lower costs are initially assigned with higher exploration probabilities. Subse-
quently, during the learning process, the exploration probability of a route is adjusted by a
constant factor f based on the selection frequency and the received rewards. There are three
types of received rewards, namely positive, negative, and neutral rewards. The positive and
negative rewards are received whenever there are any changes to the operating environment;
and the neutral are received when learning has achieved convergence. For instance, for a route
via next-hop node j, its exploration probability is decreased by a value of f each time it is
being selected. This scheme has been shown to provide higher convergence rate compared
to the traditional uniform exploration methods.

Fu et al. (2005) adopt a genetic-based approach for exploration. In the traditional RL-
based routing scheme, data packets are routed using exploitation actions regardless of their
respective service classes. Consequently, in this scheme, exploration is adjusted using a
genetic-based approach in order to discover routes based on the QoS requirement(s) of
packets (e.g. throughput and end-to-end delay). Based on the genetic algorithm, each gene
represents a route between a source and a destination node pair. The length of a chromosomes
length changes with the dynamicity of the operating environment. The fitness of a route is
based on the delay and throughput of the route. Subsequently, routes are ranked and selected
based on their fitness.

5.2 Achieving higher convergence rate

Convergence to an optimal policy can be achieved after some learning time. Nevertheless,
the speed of convergence is unpredictable and may be dependent on the dynamic operating
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environment. Traditionally, the learning rate « is used to adjust the speed of convergence.
Higher learning rate may increase the convergence speed; however, the Q-value may fluctuate,
particularly when the dynamicity of the operating environment is high because the Q-value
is now dependent more on its recent estimates, rather than its previous experience.

Nurmi (2007) applies a stochastic learning algorithm, namely Win-or-Learn-Fast Policy
Hill Climbing (WoLF-PHC) (Bowling and Veloso 2002), to adjust the learning rate dynami-
cally based on the dynamicity of the operating environment in distributed wireless networks.
The algorithm defines Winning and Losing as receiving higher and lower rewards than its
expectations, respectively. When the algorithm is winning, the learning rate is set to a lower
value, and vice-versa. The reason is that, when a node is winning, it should be cautious in
changing its policy because more time should be given to the other nodes to adjust their own
policies in favor of this winning. On the other hand, when a node is losing, it should adapt
faster to any changes in the operating environment because its performance (or rewards) is
lower than expected.

Kumar and Miikkulainen (1997) apply a dual RL-based approach to speed up the con-
vergence rate by updating the Q-values of previous state (i.e. source node) and next state
(i.e. destination node) simultaneously although this may increase the routing overhead. The
traditional Q-routing model updates the Q-values in regards to the destination node (see
Sect. 4.1). On the other hand, dual RL-based Q-routing model updates Q-values in regards to
destination and source nodes. Since the dual RL-based approach updates Q-values of a route
in both directions, it enables nodes along a route to make decisions on next-hop selection for
both source and destination nodes while increasing the speed of convergence.

Hu and Fei (2010) use a system model to estimate the converged Q-values of all actions so
that it may not be necessary to update Q-values only after taking the corresponding actions.
This is achieved through running virtual experiment or simulation to update Q-values using a
system model. The system model is comprised of a state transition probability matrix T (see
Sect. 2), which is estimated using historical data of each link’s successful and unsuccessful
transmission rate based on the outgoing traffic of next-hop neighbor nodes.

5.3 Detecting the convergence of Q-values

When the Q-values have achieved convergence, further exploration may not change the
Q-values, and so an exploitation action should be chosen. Hence, the detection of the con-
vergence of Q-values helps to enhance network-wide performance.

Forster and Murphy (2007) propose two techniques to detect the convergence of Q-values
for each route with the objective of enhancing the learning process so that the knowledge is
sufficiently comprehensive. Specifically, the first technique ensures the convergence of each
route at the unit level, while the second technique enhances the convergence of N different
routes at the system level. The first technique assumes that the Q-value of a route has achieved
convergence when the route receives M static (or unchanged) rewards. On the other hand,
the second technique requires at least N routes have been explored, which ensures that
convergence is achieved at the system level. Combining both techniques, the convergence is
achieved when there are N routes receiving M static rewards.

5.4 Storing Q-values efficiently
When the number of states (e.g. destination nodes) increases, memory requirement to store the

Q-values for all state-action pairs may increase exponentially. Storing the Q-values efficiently
may reduce the memory requirement.
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Chetret et al. (2004) adopt an approach called Cerebellar Model Articulation Controller
(CMAC) (Albus 1975) in neural network to store the Q-values, which represent the end-to-
end delay of routes. The advantage of CMAC is that, it uses a constant memory requirement
to store the Q-values. CMAC stores smaller values with higher accuracy compared to larger
values. This can helpful for routing schemes that aim to achieve low end-to-end delay because
low values of end-to-end delay are stored (Chetret et al. 2004). CMAC computes a function
using inputs, which can be represented by multiple dimensions, to store the values. Each value
is represented by a set of points in an input space, which is a hypercube. Each of these points
represents a memory cell in which the data is stored. Hence, a value is partitioned and stored in
multiple memory cells. In order to retrieve a value, the corresponding points (or memory cells)
of a hypercube must be activated to retrieve all portions of the original value. The combined
portions are the stored Q-value. Furthermore, Least-Mean Square (LMS) algorithm (Yin and
Krishnamurthy 2005) is adopted to update the weights, which are the learning parameters, in
CMAC. The LMS is a stochastic gradient descent approach (Snyman 2005) that can minimize
errors in representing the Q-values in each dimension of the hypercube.

5.5 Application of rules

Rules can be incorporated into the traditional Q-learning approach in order to fulfill network
requirements, such as minimum end-to-end delay and number of hops to the destination
node, of a routing scheme (Yau et al. 2012). Rules can be applied to exclude actions if their
respective Q-values are higher (or lower) than a certain threshold.

Yu et al. (2008) calculate a ratio of the number of times an action a{ violates a rule to the
total number of times the action af is executed. When the ratio exceeds a certain threshold, the
action af is excluded from action selection in the future. In Liang et al. (2008), Lin and Schaar
(2011), a node reads the QoS requirements, particularly end-to-end delay, encapsulated in
the data packets. If the estimated amount of time to be incurred in the remaining route to the
destination node will not fulfill the end-to-end delay requirement, the node will not forward
the packet to a next-hop node.

Further research could be pursued to investigate the application of rules to address other
issues in routing. For instance, rules may be applied to detect the malicious nodes, which
may advertise the manipulated Q-values with a bad intention to adversely affect the routing
decisions of other nodes.

5.6 Approximation of the initial Q-values

The traditional RL approach initializes Q-values with random values, which may not rep-
resent the real estimations, and so non-optimal actions are taken during the initial stage.
Subsequently, learning takes place to update these values until the Q-values have achieved
convergence. The initial random values may reduce the convergence rate, and may cause
fluctuations in network performance, which occur especially at the beginning of the learning
process. As a consequence, it is necessary to initialize Q-values to approximate values, rather
than random values.

In Forster and Murphy (2007), Q-values are initialized based on the number of hops to
each destination sink node in WSNs (see Sect. 3.1.2). Specifically, the sink node broadcasts
request packets; and each sensor node initiates its Q-values as the sink node’s request packets
passing through it, hence each sensor node has estimation on the number of hops to the sink
node. Subsequently, learning updates values using the received rewards.
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6 Application of reinforcement learning to routing in distributed wireless networks

This section presents how various routing schemes have been approached using RL to provide
network performance enhancement. We describe the main purpose of each scheme, and its
RL model.

6.1 Q-routing model

This section discusses the routing schemes that adopt the Q-routing model (see Sect. 4.1).

6.1.1 Q-routing approach with forward and backward exploration

Dual RL-based Q-routing (Kumar and Miikkulainen 1997), which is an extension of the
traditional Q-routing model, enhances network performance and convergence speed (see
Sect. 5.2). Xia et al. (2009) also apply a Dual RL-based Q-routing approach in CRNs (see
Sect. 3.1.3), and it has been shown to reduce end-to-end delay. In CRNs, the availability
of a channel is dynamic, and it is dependent on the PU activity level. The purpose of the
routing scheme is to enable a node to select a next-hop neighbor node with higher number
of available channels. Higher number of available channels reduces channel contention, and
hence reduces the MAC layer delay.

Table 4 shows the Q-routing model for the routing scheme at node i. Note that, the state
and action representations are not shown, and they are similar to the general RL model in
Table 3. The state s represents a destination node n. The action a! represents the selection
of a next-hop neighbor node j. The reward r!(s!, al) represents the number of available
common channels between node i and node a! = j. The Q-routing model is embedded in
each SU node.

Node i’s Q-value indicates the total number of available channels at each link along a
route to destination node s/ through a next-hop neighbor node @’ = j. Node i chooses a
next-hop neighbor node af = j that has the maximqui(sf , J). Hence, Eq. (5) is rewritten
as follows:

Qi (s;, j) —~ (-0 (s,', j) + |:’tl+1 (s;_H,j) +2na)j< Qtj (stj,k>i| 6)
€a;
where k is the next-hop neighbor node of ag =j.

Traditionally, Q-routing performs forward exploration by updating the Q-value Q! (s, j)
of node i whenever a feedback, specifically max, _ j Qj (s}, k), is received from a next-hop
neighbor node j for each packet sent to destination node n through node j. Xia et al. (2009)
extend Q-routing with backward exploration (see Sect. 5.2) (Kumar and Miikkulainen 1997)
in which Q-values are updated for the previous and next states simultaneously. This means
that Q-values at node i and node j are updated for each packet sent from a source node
s € N to a destination node s/ passing through node i and node ;. Specifically, in addition
to updating the Q-value of node i whenever it receives a feedback from node j, node j

Table 4 Q-routing model for the routing scheme at node 7 (Xia et al. 2009)

Reward r,i (s,i, af ) represents the number of available common channels at node i and j
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also updates its Q-value whenever it receives forwarded packets from node i. Note that, the
packets are piggybacked with Q-values of node i into the forwarded packets to neighbor
node j. Using this approach, node i has an updated Q-value to destination node sti through
neighbor node j; and node j has an updated Q-value to source node s through neighbor node
i. Hence, nodes along a route have updated Q-values of the route in both directions. The dual
RL-based Q-routing approach has been shown to minimize end-to-end delay.

6.1.2 Q-routing approach with dynamic discount factor

The traditional RL approach has a static discount factor y, which indicates the preference
on the future long-term rewards. This enhanced Q-routing approach with dynamic discount
factor calculates the discount factor of each next-hop neighbor node, hence each of them may
have different values of discount factor. This may provide a more accurate estimation on the
Q-values of different next-hop neighbor nodes, which may have different characteristics and
capabilities.

Santhi et al. (2011) propose a Q-routing approach with dynamic discount factor to reduce
the frequency of triggering the route discovery process due to link breakage in MANETS.
The proposed routing scheme aims to establish routes with high robustness, which are less
likely to fail, and it has been shown to reduce end-to-end delay and increase packet delivery
rate. This is achieved by selecting a reliable next-hop neighbor node based on three factors,
which are considered in the estimation of discount factor y, namely link stability, bandwidth
efficiency, and node’s residual energy. Note that, the link stability is dependent on the node
mobility.

Table 5 shows the Q-routing model for the routing scheme at node i. Note that, the state
and action representations are not shown, and they are similar to the general RL model in
Table 3. The state s represents a destination node n. The action a! represents the selection
of a next-hop neighbor node j. The reward r} (ag ) indicates whether node i’s packet has
been successfully delivered to destination node n through node j. The Q-routing model is
embedded in each mobile node.

Node i’s Q-value, which indicates the possibility of a successful packet delivery to its
destination node n through a next-hop neighbor node af = j, is updated at time ¢ + 1 as
follows:

011 (s;’ j) <~ (1-o)Q; (Stl’ j) +o |:rll+1 (Szl+17 j) + Vi max 0/ (Si,»k)} (N
€a;

where k is the next-hop neighbor node of af = j. The uniqueness of this approach is that the
discount factor 0 < y; ; < 1is a variable, and so Q-values are discounted according to the
three factors affecting the discount factors. These factors are estimated and piggybacked into
Hello messages, and exchanged periodically among the neighbor nodes. Specifically, when
node i receives a Hello message from its neighbor node j, it calculates its discount factor for
node j, y; ; as follows:

Table 5 Q-routing model for the routing scheme at node i (Santhi et al. 2011)

Reward rti (af) = {0, 1}. Node i receives a reward value of 1 if the packet it forwards has reached

the destination node n through its next-hop neighbor node j; otherwise, it receives a
reward value of 0
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Vi,j =w\/MF;.BF; PF;, jelJ 8)

where o is a pre-defined constant; M F; represents the mobility factor, which indicates the
estimated link lifetime between node iand node j; B F; represents the available bandwidth at
node j; and P F; represents the residual energy of node j. The Q-routing model chooses the
next-hop neighbor node af = j with the maximum Qi (sf, j) value. Based on Eq. (7), higher
value of y; ; generates a higher value of Q-value, which makes the action af = j more likely
to be selected.

6.1.3 Q-routing approach with learning rate adjustment

Bhorkar et al. (2012) propose a Q-routing approach with learning rate adjustment to minimize
the average per-packet routing cost in wireless ad hoc networks (see Sect. 3.1.1). The learning
rate is adjusted using a counter that keeps track of a node’s observation (e.g. number of packets
received from a neighbor node) from the operating environment.

Table 6 shows the Q-routing model to select a next-hop node for node i. The state s,i
represents a set of node i’s next-hop neighbor nodes that have successfully received a packet
from node i. The action a’,, represents retransmlttmg a packet by node i, a . represents

forwarding a packet to neighbor node j € s/, and a' ., represents termlnatlng/dropplng of
packet which can be either by the packet’s destination node or an intermediate node. The
reward represents a positive value only if the packet has reached its destination node. The
Q-routing model is embedded in each mobile node.

Node i’s Q-value, which indicates the appropriateness of transmitting a packet from node
i to node af = j, is updated at timer + las follows:

Q§+l (sti’ J) <~ (1 _ac;(sf,j)) Qlt (Slg’ j) +acf (v ]) rti+1 (sti-‘rl’ )+max Qt (st ’ )

keat
©
where ci (s}, al) is a counter that keeps track of the number of times a set of nodes s/ have
received a packet from node i using action a; until time ¢; k is the next-hop neighbor node

of node j, k € A(s, ). The learning rate « ci(si, 1s adjusted based on the counter c, (Sz ,a )
and so it is dependent on the exploration of state action pairs. Hence, higher (lower) value
of o (st ) indicates a higher (lower) convergence rate at the expense of greater (lesser)

Table 6 Q-routing model for the routing scheme at node i (Bhorkar et al. 2012)

State s; cS={L2,....J}, sf represents a set of node i’s neighbor nodes that have successfully
received a packet from node i. J represents the total number of node i’s neighbor nodes

Action a; € A(sf) ={arix,ar,aq}, A (s;) represents the set of actions available to node i upon
receiving a packet from its neighbor nodes s{ C S. Specifically, u,".t  represents
retransmitting a packet; a’f represents forwarding a packet to a next-hop neighbor node
Jj € sti ;and aﬁj represents a packet arriving at destination (only if node i is the destination
node) or dropping a packet

Reward r,i (s; , af) represents a positive value for a packet arriving at the destination node s; ; areward

of 0 value is given if the packet fails to arrive at the destination node; and —cg, represents
the cost (e.g. required energy and hop count) of transmitting the packet
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fluctuations of Q-values. Further research could be pursued to investigate the optimal value
of Qeisi ) and the effects of ¢} (s;, j) on Qi (i)

6.1.4 Q-routing approach with Q-values equivalent to rewards

Baruah and Urgaonkar (2004) use rewards to reduce route cost and energy consumption in
WSNs with mobile sink nodes. A similar Q-routing approach has also been applied in Forster
and Murphy (2007), and the discussion in this section is based on Baruah and Urgaonkar
(2004). Moles, which are located within a single hop from a sink node, use RL to learn a
sink node’s movement pattern, and send their received packets to the sink node. Each mole
characterizes a sink node’s movement pattern using a goodness value, G. Specifically, the
goodness value is a probability that indicates the presence or absence of a sink node within
a mole’s one-hop vicinity. The purpose of the routing scheme is to enable a sensor node to
select a next-hop node with the higher likelihood of reaching the mole, which subsequently
sends packets to the sink node.

There are two main types of Q-routing models. Table 7 shows the Q-routing model for
the routing scheme at node i using Multiplicative Increase Multiplicative Decrease (MIMD).
Note that, the state and action representations are not shown, and they are similar to the general
RL model in Table 3. Also note that, this routing scheme applies Q' L1 (st al) = ri(si,al).
In other words, action selection is based on reward r,i (sf s a;). The state sf represents a sink
node n. The action af represents the selection of a next-hop neighbor node j. The rewards
rl(s!, al) represent the likelihood of reaching the sink node s! = n through node a! = j.
Note that, the reward is chosen based on the goodness value G, where Gr g, i and Gty 1 are
thresholds for positive and negative reinforcements, respectively. Higher goodness value G
indicates a higher probability of the presence of a sink node within a mole’s one-hop vicinity.
The Q-routing model is embedded in each sensor node. In MIMD, the reward value 7/ (s/, a!)
is doubled when Gy, < G <1, anditis halved when 0 < G < Grpy .

Table 8 shows the Q-routing model for the routing scheme at node i using Distance Biased
Multiplicative Update (DBMU). In DBMU, the reward value 7! (s, a!) is increased with a
factor /(d + 3) when Gy .y < G < 1,and it is decreased with the similar factor /(d + 3)
when 0 < G < Gry, 1, where d indicates the number of hop counts from the source sensor
node. Hence, sensor nodes further away from the source sensor node receive higher rewards;

Table 7 Q-routing model for the routing scheme at node i using MIMD (Baruah and Urgaonkar 2004)

2 5 ri (s;‘,a;‘) ifGrapy <G <1
Reward rti—o—l (sf,a;) = rti (S;l,ag) ifGru,L <G =<GrHH
r,i (S;.,a;')/Z if0<G<GrH,L

Table 8 Q-routing model for the DBMU-based routing scheme at node i (Baruah and Urgaonkar 2004)

@3 xrf (s}al) if Grum <G =1
(S}af) ifGrHL =G =<GrHH

(si.al) /V@F3 if0=G <Grus

i i) i

Reward i (s,,at) =17
i

t

r
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Table 9 Q-routing model for the routing scheme at node i (Arroyo-Valles et al. 2007)

Action af e A={1,2,...,J}, each action af represents the selection of a next-hop neighbor
node j. J represents the number of node i’s neighbor nodes

Reward rf (a;) represents the estimated number of retransmissions for each packet transmission

from node i to next-hop neighbor node j

in other words, sensor nodes nearer to the mole (or closer to the sink node) are better indicators
of the goodness value.

6.1.5 Q-routing approach with average Q-values

Arroyo-Valles et al. (2007) propose a geographic routing scheme that applies RL to increase
packet delivery rate and network lifetime in WSNs (see Sect. 3.1.2). A node chooses its
next-hop neighbor node towards a sink node by taking into account the expected number of
retransmissions throughout a route.

Table 9 shows the Q-routing model for the routing scheme at node i. There is no state
representation. The action af represents the selection of a next-hop neighbor node j, which
is physically located nearer to the sink node. The reward r; (sf, af ) represents the estimated
number of retransmissions for a single-hop transmission.

Node i’s Q-value indicates the total number of retransmissions along a route to the sink
node through a next-hop neighbor node af = j. The routing scheme of node i chooses a
next-hop neighbor node a{ = j that has the minimum Qi( Jj) value. In Arroyo-Valles et al.
(2007), Eq. (5) is rewritten as follows:

0L () < (1= @) Q) () +a[riy )+ 0] (0] (10)
where k is the next-hop neighbor of node j, and the average Q-value Q,J (k) is as follows:
. Pl o] (k)
0/ (k) = Z"K—"; (1n
ZkeK Pk

where K is a set of node j’s neighbor nodes located nearer to the sink node, and Pk] is the
probability that node j will forward the packet to node k, and it is dependent on the local
information, such as transmission and reception energies, message priority and neighbor
node’s profile (i.e. tendency to forward packets to the next-hop node).

6.1.6 Q-routing approach based on on-policy Monte Carlo

The traditional Q-routing approach updates Q-values upon receiving a reward for each action
taken, and so the Q-values may fluctuate. In the On-Policy Monte Carlo (ONMC) approach,
the Q-values are updated on an episode-by-episode basis in order to reduce fluctuation. An
episode refers to a window of timeslots in which a number of actions can be taken.

Naruephiphat and Usaha (2008) propose an energy-efficient routing scheme using ONMC-
based Q-routing in order to reduce energy consumption and to increase network lifetime in
MANETs. The routing scheme aims to achieve a balanced selection of two types of routes:
(1) routes that incur lower energy consumption; and (2) routes that are comprised of nodes
with higher residual energy.
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Table 10 ONMC-based Q-routing model for the routing scheme at node i (Naruephiphat and Usaha 2008)

State sf = {E;: e e;; ;} € S1 x S2. The substate E;t € §1 represents a quantized energy
consumption level of an entire route j € M, where M is a set of available routes. The
substate ej( ; € S represents the least quantized residual energy level of a node within

the entire route k € M

Action a; € M, each action a; represents a route from the set of available routes M
. . . . ] . —w2 . w3 .
Reward rt(st,al)=(E". el el . represents the cost of a route a!, where
t\"rr " aj .t aj .t init t
ef iy 18 the initial residual energy of node i, while @], @3 and @3 are weight factors

Table 10 shows the ONMC-based Q-routing model for the routing scheme at node i.
The state s/ represents a two-tuple information, namely energy consumption level of an
entire route and the least residual energy level of a node within an entire route. An action af
represents the selection of a route. The reward r/ (s!, a!) represents the estimation of the cost
(or energy consumption) of a route.

At the end of each episode, the average cost of actions (or route selections) taken within
the episode of a window duration of 7, is calculated as follows:
i (,; i) - 2, ri (s 4r) (12)

7
avg,t t
T,

6.1.7 Q-routing approach based on model construction and update

Hu and Fei (2010) use a model-based Q-routing approach, which is based on the MDP
model (see Sect. 2), to provide higher convergence rate (see Sect. 5.2) in order to reduce a
route cost and energy consumption, and it is applied in underwater WSNs (see Sect. 3.1.2).
The purpose of the routing scheme is to enable a sensor node to select a next-hop neighbor
node with higher residual energy, which subsequently sends packets towards the sink node.
Table 11 shows the Q-routing model for the routing scheme, and it shall be noted that the
model is a representation for a particular packet. The state s,i represents the node in which
a particular packet resides (or node i). The action a represents the selection of a next-hop
neighbor node j. The reward r/ (s, a’), which is a dynamic value, represents various types
of energies, including transmission energy and residual energy, incurred for forwarding the
packet to node @’ = j. Taking into account the residual energy helps to avoid highly utilized
routes (or hot spots) in order to achieve a balanced energy distribution among routes. The
Q-routing model is embedded in each packet.

Node i’s Q-function, which indicates the appropriateness of transmitting a packet from
node i to node a! = j, is updated at time ¢ + 1 as follows:

01 (sf7) = r(siaf) +y | PS max 0 (si.k) + P max of (s, k) | (13)

1%t keay St 8¢ kea{

ai . .. oy . . I .
where PY,.’ ; is the transition probability of an unsuccessful transmission from s; (or node i)

1
151

. . ; . ai
after taking action a;, while P’/ j
St St

from s/ to 5] (or node j) after taking action a!. Further explanation about the transition

is the transition probability of a successful transmission

1 1
probability models to estimate the P, and P‘i’ ; are given in Sect. 5.2.
S;S

1
s8¢ J
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Table 11 Q-routing model for the routing scheme for a packet at node i (Hu and Fei 2010)

State sf e S={1,2,..., N}, each state s{ represents a node i in which a particular packet resides.
N represents the number of nodes in the entire network

Action aé e A={1,2,...,J}, each action af a next-hop neighbor node j. J represents the number
of node i’s neighbor nodes

Reward r (s,l af) =—g—w] I:cr (s;) +cr (Srj+l)] +wy [ra (s;) +rq (slj+1):| represents the cost

incurred by forwarding a packet from node i to node j. g represents resource consumption,
particularly transmission and reception energy, associated with each packet forwarding.

cr (s; ) and ¢, (stj +1) indicates the amount of residual energy at node i and node j; and
lower ¢ (s;) +cr (stj +l) indicates higher amount of residual energy. r, (s;) and

ra (stj +l) indicates the comparison of the amount of residual energy at node i and node j
compared to average amount of residual energy in a group of neighboring nodes. Higher
ra (Y; ) +rq (Yt] +1) indicates higher amount of residual energy. w1 and w, are weight

factors

Table 12 Q-routing model for the routing scheme for 4th hop nodes (Lin and Schaar 2011)

State s,h €S= (Gf’, Lf’) . Sub-state G? represents the current channel state, specifically, the

propagation gain of links between Ath and & 4 1th hop nodes. Sub-state Li‘ represents the
current queue size of 4th hop nodes; and each queue contains packets with the same remaining
lifetime within a certain deadline

Action a,h c€A= (a,’{,t, “;’;,;) . The joint action of ith hop nodes, a,h is comprised of aﬁ’, and afﬁ,[.
Action afj ; represents the selection of an 4 + 1th hop node. Action aﬁ’, , represents a
transmission power

Reward r (s;,ar) =r stH s alH represents the number of received packets at the destination node, which

is located at the Hth hop, within a certain deadline

6.1.8 Q-routing approach with actor-critic method

Lin and Schaar (2011) reduce message exchange in the traditional Q-routing approach without
considerably jeopardizing the convergence rate in a joint routing and power control scheme
for delay-sensitive applications in wireless ad hoc networks (see Sect. 3.1.1). The purpose
of the routing scheme is to enable a node to select a next-hop neighbor node that provides a
higher successful transmission rate.

In Lin and Schaar (2011), nodes are organized in hops such that any node is located i
hops from a base station. Note that, the base station is located at the H th hop. Table 12 shows
the Q-routing model for the routing scheme for ith hop nodes. The state sth represents a
two-tuple information, namely the channel state and queue size of th hop nodes. Note that,
s,h is locally available to all 4th hop nodes. The investigation is limited to a single destination
node in Lin and Schaar (2011), and so the destination node is not represented in the state.
The action alh represents two types of actions: azyt represents the selection of an Ath hop
node, and aﬁ’ , represents a transmission power. The reward r(s;, a,) represents the number
of received packets. Note that, the reward is only a function of the state and action at Hth
hop destination node; however, it represents successful receptions of packets throughout the
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entire network. Hence, r (s;, a;) also indicates the successful transmission rate of all links in
the network.

Instead of using the traditional Q-routing-based Q-function (5), Lin and Schaar (2011)
apply an actor-critic approach (Sutton and Barto 1998) in which the value function Vth (s,h) (or
critic) and policy pth (sth, a,h) (or actor) updates are separated. The critic is used to strengthen
or weaken the tendency of choosing a certain action, while the actor indicates the tendency
of choosing an action-state pair (Sutton and Barto 1998). Denote the difference in the value
function between Ath hop (or the current hop) and 4 + 1th hop (or the next hop) by 8," (s,h) =
V,h‘"l (s,h'H) — Vth (sth), the value function at Ath hop nodes is updated using foH (Szh+1) =
(1—-a) Vth (s,h) + 0{[8,}' (s,h)], and so it is updated using value functions received from 4 + 1th
hop nodes. Denote SIH (s,H ) = r(se,ar) + yVilsy) — VIH (s,H ), the value function at Hth
hop nodes (or the destination node) is Vr'j_l (stl:lH) =(1—-w V,H (stH) + oz[(SlH (stH)], and so
it is updated using value function V;(s;), which is received from 1th hop nodes (or all the
source nodes), and reward r (s;, a,). Therefore, the reward r (s, a;) is distributed throughout
the network in the form of value function V,h (s,h). The routing scheme of an hth hop node
chooses a next-hop neighbor node and transmission power ath that provide the maximum
Pl (st al) value, which is updated by p' | (s", |, al' ) = p (s, al') + o (s]"), where B
is the learning rate. This routing scheme has been shown to increase the number of received
packets at the destination node within a certain deadline (or goodput).

Lin and Schaar (2011) also propose two approaches to reduce message exchange. Firstly,
only a subset of nodes within an 4th hop is involved in estimating the value function V,h (s,h)
Secondly, message exchanges are only carried out after a certain number of time slots.

6.2 Multi-agent reinforcement learning (MARL) model

Multi-Agent Reinforcement Learning (MARL) model decomposes a system-wide optimiza-
tion problem into sets of local optimization problems, which are solved through collaboration
without using global information. The collaboration may take the form of exchanging local
information including knowledge (i.e Q-value), observations (or states) and decisions (or
actions). For instance, MARL enables a node to collaborate with its neighbor nodes, and
subsequently make local decisions independently in order to achieve network performance
enhancement.

6.2.1 MARL approach with reward exchange

Elwhishi et al. (2010) propose a MARL-based routing scheme for delay tolerant networks
(see Sect. 3.1.4), and it has been shown to increase packet delivery rate, as well as to decrease
transmission delay. Routing schemes for delay tolerant networks are characterized by the
lack of end-to-end aspect, and each node explores network connectivity through finding a
new link to a next-hop neighbor node when a new packet arrives, which must be kept in
the buffer while a link is formed. The purpose of this routing scheme is to select a reliable
next-hop neighbor node, and it takes into account three main factors. Specifically, two factors
that are relevant to the channel availability (node mobility and congestion level) and a single
factor that is relevant to the buffer utilization (remaining space in the buffer).

Table 13 shows the MARL model for node i to select a reliable next-hop neighbor node.
The state s includes three events {B’, U’/, D/-'}. The action a’ represents a transmission
from node i to a next-hop neighbor node j. The reward represents the amount of time in
which a mobile node i and a node j are neighbor nodes. The MARL model is embedded in
each node.
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Table 13 MARL model for the routing scheme at node i (Elwhishi et al. 2010)

State sf eSS = {Bi, Ui*j, Dj’i}, state B’ represents an event of nonempty buffer; state UiJ
represents a successful transmission from node i to a next-hop neighbor node j; and state
D/-' represents a successful transmission from a next-hop neighbor node j to node i

Action a; e A={1,2,...,J}, each action a; represents the selection of a next-hop neighbor node
Jj. J represents the number of node i’s neighbor nodes

Reward r,i (af) represents the amount of time in which node i and node af = j are neighbor nodes

Node i’s Q-value, which indicates the appropriateness of transmitting a packet from node
i to anode aj = j, is updated at time instant # + 1 as follows:

1 [ [ i [ PIih{YMCCeSS
Oipn (512 af) < rf (af) + Tyree = 24Ty (14)
success
where T free and Ty are the amount of time a channel is free (or successful transmission)
and busy (or unsuccessful transmission) during a time window interval Ty;nd0w, respectively;
ij i,j o

qulccem = Tfree/Twindow and Pun/mccess = Tbusy/ Tindow are the probability of successful
and unsuccessful transmissions from node i to a next-hop neighbor node j, respectively. The
probability Pyisuccess covers two types of events that may cause unsuccessful transmissions:
channel congestion and buffer overflow at the next-hop neighbor node j. The MARL chooses
a next-hop neighbor node a;’J that has the maximum Qi (sf , af ) value.

Collaboration among the agents involve the exchanges of reward r! (a!). The next-hop
node is chosen from a selected set of nodes towards the destination node, which may be
multiple hops away. For instance, agent i calculates r (a"*) = ri(a)’) + r{ (a] %), which is
the amount of time in which node i can communicate with two-hop neighbor node k though
neighbor node j. The r/ (a;’k) is exchanged with one-hop neighbor nodes.

6.2.2 MARL approach with Q-value exchange

Liang et al. (2008) propose a MARL-based approach called Distributed Value Function-
Distributed Reinforcement Learning (DVF-DRL) for routing in WSNs (see Sect. 3.1.2); and
it has been shown to increase packet delivery rate, as well as to decrease end-to-end delay.
The purpose of this routing scheme is to select a next-hop neighbor node that provides lower
end-to-end delay; and it takes into account the Q-values, and hence the performance, of its
neighboring nodes.

Table 14 shows the MARL model for the routing scheme at node i to select a next-hop
neighbor node. The state sti represents a two-tuple information, namely S, represents a set
of node i’s neighbor nodes, and S, represents a set of packets, which are encapsulated with
QoS requirements, to be sent or forwarded. The action af represents either A ¢, which is a
packet transmission from node i to a next-hop neighbor node j; or A4, which is a packet drop
if the end-to-end delay of a packet fails to fulfill the QoS requirement encapsulated in the
packet itself. Denote the average one-hop link delay (i.e. queuing, transmission, processing
and channel contention delays) between nodes i and j by Tp,;, and the average one-hop
transmission delay by Tp,,. . When a data packet transmission is successful, the reward value
ri(st,aly = Tp,, /Tp ;> and when a data packet transmission is unsuccessful, the reward

value rti (sf, af ) = —1. The MARL model is embedded in each sensor node.
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Table 14 MARL model for the routing scheme at node i (Liang et al. 2008)

State sf € 8 = {8, Sp}, Sn represents a set of node i’s neighbor nodes; while S, represents a set
of packets, which are encapsulated with QoS requirements, to be sent or forwarded

Action aé €A= {Af, Agl, Af ={1,2, ..., J} represents the selection of a next-hop neighbor
node j. J represents the number of node i’s neighbor nodes. A, represents a packet drop
o Tpaw/Tpij if ACKreceived
Reward rf (s; , a}) =1 -1 if NACK received
—1.5 if neither ACK nor NACK is received

Node i’s Q-value, which indicates the appropriateness of transmitting a packet from node
i tonode a; = j, is updated at time instant ¢ + 1 as follows:

0pr (51.4) < (= 0} (5], )

o |, (S;+1)+Vw(i, J)max o/ (stf’k)_H, Z w (i, j') max o/ (s’j’k)

J - J
kea;j jredl 14 kea;

s)

where o (i, j) indicates node i’s weight on Q-values received from node j; j' € af and
j' # j indicate node i’s neighbor nodes excluding its chosen next-hop neighbor node ;.
Generally speaking, ; . l(sf , j) in Eq. (15) allows node i to keep track of its Q-value, the
immediate reward, the maximum Q-value of its chosen next-hop neighbor node j, and the
maximum Q-values of all its neighbor nodes (except its chosen next-hop node j).

6.2.3 MARL approach with decay function

Dowling et al. (2005) propose a MARL-based routing scheme for MANETS, and it has been
shown to increase network throughput, packet delivery rate, and to reduce the number of
transmissions required for each packet. Routing in ad hoc networks can be challenging due
to two main reasons. Firstly, node mobility causes frequent changes in network topology.
Secondly, the imperfect underlying radio links causes congestions and deteriorates network
performance. Using the MARL model, the purpose of this scheme is to enable the routing
agent to adapt to the varying network conditions, and choose stable links in order to meet
requirements on network performance. By sharing the current optimal policies among the
neighboring nodes, the convergence rate to the optimal policies is expected to increase. A
positive feedback contributes towards the convergence of the optimal policies, whereas a
negative feedback results in the policy update of an agent due to congestions of some links,
or deteriorating of a routing decision through some neighbor nodes.

Table 15 shows the MARL model to select a reliable next-hop node for node i. The
state sf includes three kinds of events {Bi L Ub, Dl }. The action af includes three kinds
of actions {ayr, ap, ag}. The reward represents link stability between node i and node j,
which is calculated based on the ratio between successful and unsuccessful transmissions.
The MARL model is embedded in each mobile node.

Collaboration in MARL enables agents to exchange route cost advertisements. Note that,
given state B, a node i updates and calculates its route cost V; (B') = maxaea? ;O(B, a),

which is advertised and sent to its neighbor nodes. The route cost (or negative reward) is
maximized and it is calculated as follows:
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Table 15 MARL model for the routing scheme at node i (Dowling et al. 2005)

State shes= {Bi ,U ij R DJ ’i}, state B! indicates that there is a packet waiting in the buffer to be
sent; state U"/ represents an event of successful transmission from node i to neighbor node
J; and state D/-! represents an event of successful transmission from neighbor node j to
node i

Action a£ cA= {alf] R alD] ,dg } , action a'f’J is to forward (or delegate) a packet from node i to
neighbor node j; action a Dis to deliver a packet locally to the upper layer at node i; and
action a% is to broadcast a packet by node i to discover new neighbor nodes. Note that,

aif’-j ={1,2,..., J}, and J represents the number of node i’s neighbor nodes

Reward There are two types of rewards. Firstly, the ré (a}’-j ) = —1 represents a reward for successful
transmission, and r} (a;’-j ) = —7 represents a link cost for unsuccessful transmission.
Secondly, the rtic (sf s af) represents the cost of executing actions locally at node 7,

specifically cost of -7 for action aiB, 0 for action a;}] and O for action aiD

i i\ _ i i i
i+1 (B ) =T (St+l’at+l)
ij

+ max | Decay!, | (Vj (U )) +ri(a) + M f( a)| (16)
aea}j SllLCeSS

where Decay; +1(V’ (U"7)) is a decay function at node i that deteriorates the advertised
routing cost VJ Uty by neighbor node j over time; r} (a b ) and r b (al - ) are link reward
and cost for successful and unsuccessful transmissions t0 nelghbor node Jj, respectively;
PLJ e = PI(UMIB, ”) and Phlccoss = 1 — PL(UMIBI a j) are the probability
of successful and unsuccessful transmissions from node i to nelghbor node j, respectively,
which are calculated using a statistical model that samples the transmission and reception
events of a link.

Finally, as it can be seen, using the feedback model, node i updates its routing behavior (i.e

pollcy) whenever one of three events occurs. Firstly, changes in the lmk quality (i.e. Pb,mm
and P,mmcceﬂ) Secondly, changes in the advertised route cost (V (U"7)) by a neighbor
node j. Thirdly, if the routing cost V,] (U"7) is not updated within a time window (i.e. in the

absence of new advertisements from neighbor node j), then node i deteriorates V,J (UMY so
that possible future performance degradation is taken into account as follows:

Decay’ , (V,f (Ui’f)) — v/ (i) p 17)
where 7y is the time since the last update; and p is the deteriorating factor.
The MARL-based routing scheme makes use of feedbacks while learning the optimal

routing policy. The use of feedbacks increases the convergence rate compared to the traditional
Q-routing approach in which the policy is only updated whenever an agent executes its action.

6.3 Partial observable Markov decision process (POMDP) model

Nurmi (2007) proposes a POMDP-based routing scheme that estimates its state comprised
of its neighbor node’s local parameters (i.e. forwarding selfishness and energy consumption)
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Table 16 POMDP model for the routing scheme at node i (Nurmi 2007)

* V-1 * V-1
probability distribution of neighbor node j’s forwarding selfishness and energy consumption
parameters. J" represents set of nodei’s one-hop neighbor nodes that have a valid route to a

State s; = (0;’] (H;’] o/ ),...,0;’] (H,l’] 01'1 )) , where 9;’] represents the estimated

destination noden. Each state 0;’1 (Htl o 6; jl) is estimated based on the previously

observed historical actions H,j and previously estimated probability distribution value 9,'/_1

Action alf e A=1{1,2,...,J"}, each action a;'represents the number of packets generated by node i
to each of the neighbor node j € J" at time instant ¢

Reward r,i (s;, af) represents the gain or cost (e.g. a constant value) when node i’s packets are
forwarded or dropped by neighbor node j, respectively

in ad hoc networks, and it has been shown to reduce energy consumption. Note that, to the
best of our knowledge, this is the only routing scheme that applies the POMDP model.

Table 16 shows the POMDP model for the routing scheme at node i. The state
9,’ J (H,”" , 9:’_‘/1) represents node i’s estimates on neighbor node j’s forwarding selfishness
and energy consumption parameters, which indicate node j’s capability to forward packets
to destination. Note that, neighbor node j € J", where J" is the set of one-hop neighbor
nodes that have a valid route to a destination node n. An action a! represents the number of
packets generated by node i to a neighbor node j. The reward represents the gain or cost
when node i’s packets are forwarded or dropped by next-hop neighbor node j, respectively.
The POMDP model is embedded in each node.

In order to estimate the parameter of next-hop neighbor nodes, an algorithm that mainly
consists of two parts is proposed. Firstly, it uses a stochastic approximation algorithm, namely
Win-or-Learn Fast Policy Hill Climbing (WoLF-PHC), to estimate the local parameters 6,/
of its next-hop neighbor node j € J". WoLF-PHC uses a variable learning rate to adapt
to the level of dynamicity in the operating environment (see Sect. 5.2). Secondly, a func-
tion approximation technique is proposed to learn a control function, which estimates the
forwarding probability through neighbor node j € J”". The forwarding probability function
fti 1 1s optimized using a stochastic gradient descent algorithm (Snyman 2005) as follows:

fla=f+ 2L (18)
t+1 t 89,‘/

where 7 is the step size of the gradient; E is a loss function that indicates the error between
the observed and the estimated probability.

7 Implementation of routing using reinforcement learning in wireless platform

Forster et al. (2008) implement a RL-based routing protocol in mobile WSNs on a ScatterWeb
platform comprised of MSB530 sensor nodes and ChipCon 1020 transceivers. The aim of this
platform implementation is to evaluate the feasibility of implementing a RL-based routing
protocol (Forster and Murphy 2007) in real hardware and to benchmark its performance
against a traditional routing protocol, namely Directed Diffusion (Intanagonwiwat et al.
2003). The RL-based routing protocol aims to select a next-hop neighbor node with the lowest
route cost (i.e. lower number of hops and packet retransmissions along a route) leading to
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multiple sink nodes (Forster and Murphy 2007). Additionally, a random backoff delay was
introduced to reduce channel contention.

Compared to the traditional Directed Diffusion (Intanagonwiwat et al. 2003) routing pro-
tocol, the findings of the platform implementation is that, the RL-based routing protocol:

e Provides lower routing cost.

e Provides higher packet delivery rate or lower packet loss rate attributed to the optimal
routes.

e Requires higher memory requirement due to the complex data structures required to store
the Q-values.

e Causes higher route discovery delay.

8 Performance enhancements

Table 17 shows the performance enhancements brought about by the application of RL
in various routing schemes. The RL approach has been shown to achieve the following
performance enhancements.

Lower end-to-end delay.

Higher throughput.

Higher packet delivery rate or lower packet loss rate.

Lower routing overhead. Lower routing overhead may indicate more stable routes (or

higher route robustness), and so it may indicate a lower number of packet retransmissions

(Dowling et al. 2005). Usaha (2004) reduces the number of route discovery messages

by incorporating a cache, which stores routing information, at each mobile node. This

reduces the need to invoke the route discovery process for each connection request.

e. Longer network lifetime. Longer network lifetime indicates lower energy consumption.
For instance, Nurmi (2007) takes account of the residual energy of each node in routing
in order to increase network lifetime.

f. Higher reward value. Bhorkar et al. (2012) achieves higher reward value, which indicates

lower average cost incurred by routing.

&0 op

9 Open issues

This section discusses open issues that can be pursued in this area. Additionally, further
research could be pursued to investigate the new features discussed in Sect. 5.

9.1 Suitability and comparisons of action selection approaches

Action selection techniques, such as ¢ -greedy and softmax (see Sect. 2.2) have been widely
applied in the literature. The e-greedy approach performs exploration with small probability
¢ (e.g. ¢ = 0.1), and exploitation with probability 1 — &. On the other hand, the softmax
approach ranks the exploration actions so that it does not explore actions that are far away
from the optimal action. Nevertheless, each action selection technique has its merits and
demerits in regards to the respective applications. Hence, further research could be pursued
to investigate the suitability and network performance brought about by each of the techniques
for routing in distributed wireless networks.
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9.2 Degradation of optimal route due to exploitation

Exploitation may deliver all data packets along the same optimal (or near-optimal) route,
which may cause congestion, resulting in higher energy consumption, routing overhead, as
well as the degradation of network performance. Various traditional approaches may be used
to ameliorate this issue as described below:

e Increasing learning rate. This increases the responsiveness of nodes to the dynamic con-
ditions of the operating environment. When an optimal route becomes congested, nodes
may change their respective routes. However, a new route may be suboptimal compared
to the existing one. For instance, some intermediate nodes may have lower residual
energy. Hence, achieving a better balance in energy consumption among various routes,
including the optimal route, is necessary.

e Increasing exploration rate. This reduces the traffic load on the optimal route. Never-
theless, this may affect the network performance because the traditional exploration
techniques may choose the non-optimal routes, which may not meet the requirements on
network performance.

e Using different QoS classes. This enables nodes to achieve a balance among the avail-
able routes based on the QoS requirements. For instance, high priority traffics may use
an optimal route (i.e exploitation), while lower priority traffics may use a suboptimal
route (i.e exploration). For instance, Fu et al. (2005) adopt a genetic-based approach for
exploration in route discovery, in which routes are discovered based on a predefined set
of QoS goals (e.g. the throughput and end-to-end delay requirements). This approach has
been shown to improve the network performance. Further research could be pursued to
investigate the effectiveness and amount of overhead of this technique, the coordination
among nodes for QoS provisioning along a route, as well as to ameliorate the selfishness
of intermediate nodes.

9.3 Multi-agent RL approaches

Most routing schemes in the literature have been applying the traditional single-agent RL
approach. These schemes have been shown to improve network performance. Nevertheless,
the performance may be further enhanced using the multi-agent RL model (see Sect. 4.2)
(Dowling et al. 2005; Elwhishi et al. 2010; Liang et al. 2008). The multi-agent RL. model
aims to coordinate agents in order to achieve the optimal network-wide performance, and
its application in the literature has been limited. Nevertheless, the multi-agent RL approach
requires additional overhead and complexity (Di Felice et al. 2010; Dowling et al. 2005),
and so further research could be pursued to address these issues. In regards to the challenges
of each type of distributed wireless network (see Table 1), some of the expected advantages
brought about by coordination through the application of multi-agent RL approach are as
follows:

e Mobile Ad Hoc Networks (see Sect. 3.1.1). The application of multi-agent RL approach
may improve the coordination of nodes moving in groups, which may be an important
factor in nodes’ routing decisions. Consequently, the routing decision of nodes in each
group can be further enhanced and coordinated in real-time.

e Wireless Sensor Networks (see Sect. 3.1.2). The application of the multi-agent RL
approach may prolong network lifetime of a WSN. For instance, the neighboring sensor
nodes may cooperate with each other to choose a sensor node with higher residual energy
as clusterhead so that it is capable of collecting and forwarding data to the sink node.
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e Cognitive Radio Networks (see Sect. 3.1.3). The application of multi-agent RL approach
may be helpful to solve many issues that require coordination among SUs, as well as
PUs. For instance, the neighboring SUs can share their respective estimations of PU
utilization level, which is location-dependent. Subsequently, they can coordinate their
respective routing decisions in order to reduce the interference to PUs.

e Delay Tolerant Networks (see Sect. 3.1.4). The application of multi-agent RL has been
shown to improve the network-wide performance. For instance, Elwhishi et al. (2010)
propose a MARL-based routing scheme that enables neighboring nodes to collaborate
among themselves so that they can respectively select a reliable next-hop based on three
factors, namely node mobility, the congestion level, and the buffer utilization level.

9.4 Exploration with stability enhancement

Exploration helps a routing scheme to converge to an optimal route selection policy. However,
route discovery using non-optimal actions may increase network instability. Consequently,
network performance (e.g. throughput and end-to-end delay) may fluctuate. While various
approaches have been proposed to provide a balanced tradeoff between exploitation and
exploration, further research could be pursued to investigate the possibility of achieving route
exploration, while minimizing network instability. For instance, using rules, exploration may
be triggered based on the required network performance level. Exploration of non-optimal
routes may only be granted if network performance is unsatisfactory.

9.5 Application of events to routing

Another feature that can be incorporated into the traditional RL-based routing scheme is
called event. Traditionally, state monitors the conditions of the operating environment at all
times. In contrast, event, such as node failure and handoff, is detected occasionally whenever
itoccurs (Yau et al. 2012). In a highly dynamic operating environment, Q-values may change
rapidly and fluctuate. The event may capture and detect the fluctuation of Q-values so that
appropriate actions can be taken in order to improve the convergence rate and network
performance.

Rules (see Sect. 5.5) and events may be also applied together. For instance, rules and
events can improve the estimation of Q-values, and avoid invalid routes. For example, when
mobile nodes move out of range, their respective Q-values may become invalid, and so mak-
ing routing decisions based on these Q-values may degrade the network performance. An
event may be applied to detect whether a node is out-of-range due to node movement; subse-
quently rules may be applied to set Q-values of neighbor nodes to infinity (Yau et al. 2012;
Chang et al. 2004).

9.6 Lack of the implementation of RL-based routing schemes on wireless platform

To the best of our knowledge, there is only a single implementation of RL-based routing
scheme in wireless platform by Forster et al. (2008) (see Sect. 7), and most of the existing
routing schemes have been evaluated using simulation. Real implementation on wireless
platform is important to validate the correctness and feasibility of RL-based schemes. Further
research can be pursued to investigate the implementation and challenges of the RL-based
routing schemes on wireless platforms.
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10 Conclusions

Reinforcement Learning (RL) has been applied to various routing schemes for distributed
wireless networks, including wireless ad hoc networks, wireless sensor networks, cognitive
radio networks and delay tolerant networks, and it has been shown to improve network
performance, such as higher throughput and lower end-to-end delay. RL enables a wireless
node to observe its local operating environment, and subsequently learn to make global
routing decisions efficiently. The advantages brought about by RL to routing are foreseen to
draw significant research interests in the near future. This article has provided an extensive
review on the existing RL-based routing schemes in distributed wireless networks. Firstly,
this article presents Q-learning, which is a popular RL approach. Secondly, it identifies
the challenges and advantages brought about by RL in various types of distributed wireless
networks. A general RL model for routing is also presented. Thirdly, it presents three types of
RL models for routing, namely Q-routing, multi-agent RL, and partially observable Markov
decision process. Fourthly, it provides an extensive review on how various routing schemes
have been formulated and modeled using RL in order to improve network performance.
Fifthly, new features aiming to enhance the traditional RL approach for routing are presented.
Sixthly, it presents an implementation of RL-based routing scheme on wireless platform.
Seventhly, it presents performance enhancements achieved by the RL-based routing schemes.
Lastly, it discusses the open issues associated with the application of RL in the routing
schemes. Certainly, there is a substantial room for future work in the application of RL to
routing.
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