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Abstract Monitoring Quality of Service (QoS) compliance is an important procedure in
web service environment. It determines whether users’ expectations are met, and becomes
the vital factor for them to decide whether to continue paying for the service or not. The
monitoring is performed by checking the actual services performance against the QoS stated
in Service Level Agreement (SLA). In relation to that, the need for monitoring vague QoS
specifications in SLA has become more apparent nowadays. This paper reviews the published
literature on web services QoS monitoring. A total of 60 selected articles were systematically
analyzed. There were 23 of the articles selected through restrictive search criteria while the
other 37 were selected based on unrestrictive search criteria. The review shows that little evi-
dence exists on monitoring vague QoS specifications of web services. Providing ability for
monitoring QoS that is specified vaguely in SLA could give new insights and implications to
web services field. This paper concludes with some recommended future works to construct
the theory and perform the empirical research.

Keywords Web service monitoring · Web service QoS · Vague QoS · Fuzzy type-2 ·
QoS monitoring

1 Introduction

Monitoring for Quality of Service (QoS) compliance has become a vital process in web
services environment. The monitoring process is performed by comparing the actual service
quality with the expected service quality agreed in contract. Every service comes with a con-
tract between customer and provider to ensure both parties understand the level of service
quality that they should respectively expect and provide. In addition, contract also gives ben-
efits to both customers and providers (Liu et al. 2001) in such a way that customers get what
they expect for their paid electronic solutions (Angelov and Grefen 2004), while providers
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can prepare effective resources planning and avoid from over-committing the resources to
certain services (Allenotor and Thulasiram 2008). This contract is known as Service Level
Agreement (SLA) which contains specifications of functional and non-functional QoS. Func-
tional aspect is requirement that describes what tasks or functionalities the service will carry
out. On the other hand, non-functional QoS describes how good the service performs the
tasks, which leads towards the aspect of quality (Chung and Sampaio do Prado Leite 2009).

Monitoring of web services’ QoS is performed by comparing the specified QoS in SLA
with the monitored service performance (Yeom et al. 2009). QoS monitoring is important to
the extent that it can be used to diagnose the problem that occurs in the service (Leff et al.
2003) and may also become the determining factors for customers to whether continue using
the service or not (Zadeh and Seyyedi 2010). The importance of web services’ QoS monitor-
ing has lead to numerous studies, as perceived in Beeri et al. (2007), Simmonds et al. (2009),
Wu et al. (2008). On the whole, it is evident that QoS monitoring plays important roles in
ensuring the quality of web services (Modica et al. 2009). Due to that, QoS monitoring must
be carefully planned and structured so that the parties involved will get maximum benefits
out of it (Heward et al. 2010). This includes ensuring that the QoS is explicitly specified and
its monitoring metrics are defined correctly (Zhou et al. 2004).

The QoS specified in SLA will become the parameters used in the web service monitoring
process. Some examples are; “the service availability is at least 98 % in a year”, “the response
time is not more than 5 seconds” and “the service completes 100 transactions per 60 minutes”.
These QoS specifications are written in a clear way with exact (certain) expected value for
each parameter. Most of the works found in the literature are related to this kind of monitor-
ing of exact parameter values. This paper however, argues that there is a necessity for web
services monitoring model to also monitor vague QoS parameters. This allows customers to
specify their expected QoS in vague specifications, for example; “the service availability is
high”, “the response time is low” and “the service has medium completed transactions”. It
is evident that this type of vague QoS specification leads to the development of an inexperi-
enced-users-centered design of web services. The generalized assumption that customers can
formulate their own QoS queries with exact parameter values is therefore argued since they
may not even know what the realistic values are (Mobedpour and Chen 2011). Specifying
lower than the realistic value will result in customers getting bad quality service. In contrast,
specifying higher than the realistic value may result in no matching service is available to be
chosen. Furthermore, Rosario et al. (2008) conclude that specifying exact QoS specification
is not realistic due to the uncertain nature of web services and network. In addition, even
a good QoS may produce inaccurate monitoring results which are caused by the SLA con-
taining vagueness in linguistic definitions (Allenotor and Thulasiram 2008). In general, it is
necessary that the web technology has the ability to deal with vague information since this
type of information is utilized by many services and applications nowadays (Lukasiewicz
and Straccia 2008; Stoilos et al. 2010). This is especially necessary for the web that uses
natural language interfaces.

Generally, vagueness is always mistakenly assumed to be similar to uncertainty. Therefore,
it is worth to know the difference between them. A simple example to differentiate between
the two terms is by looking at the degree of uncertainty and degree of truth of a bottle
(Lukasiewicz and Straccia 2008). In relation to the degree of truth, measuring the quantity
of water in a statement “the bottle is half full” is determined by the predicate “full”. That
means the degree of truth that “the bottle is full” reveals the amount of water in that bottle.
This is the definition of vagueness. On the other hand, the statement “the probability that the
bottle is full is 0.5” does not provide an indication that the bottle is half full. This probability
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falls under the definition of uncertainty. This paper is interested in covering reviews on the
vagueness of QoS specification used in web services monitoring.

The objective of this paper is to present the literature review on web services’ QoS moni-
toring with a purpose to motivate the future works of developing a web services monitoring
model for vague non-functional QoS. Section 2 describes the processes involved to collect the
related published manuscripts, which are restrictive and unrestrictive search criteria meth-
ods. It also contains the critical review on the collected published manuscripts. Section 3
discusses the gaps between the proposed and the published works. This section also presents
the significance of the proposed works. Finally, Sect. 4 concludes the paper by summarizing
the outcomes of the performed literature review and outlining the future works.

2 Materials and methods

The published literatures reviewed in this paper were collected through two different ways,
namely restrictive and unrestrictive search criteria. The subsections that follow contained
both types of review.

2.1 Literature review: restrictive search criteria

Journal articles were collected from three sources namely ISI Web of Science, SCOPUS and
Google Scholar. The keywords “web service AND monitoring” and “web services AND mon-
itoring” were used when the search was conducted using ISI Web of Science and SCOPUS.
On the other hand, the search using Google Scholar used the keyword “web service moni-
toring”. Both SCOPUS and Google Scholar searches were restricted for resources published
from 2000 to 2012, while ISI Web of Science was for all years.

The articles yielded from the searches were then refined to ensure that only the related
ones were selected for review. In general, the search yielded articles which may be divided
into three broad categories, namely performance and QoS monitoring of web services; web
services applications used in monitoring systems for business, environment, networks and
many other fields; and non-QoS and non-performance monitoring of web services such as
monitoring the interactions among services and selection of web services. Only articles from
the first category, which is performance and QoS monitoring of web services were selected
to be reviewed which yielded a total of 23 journal articles.

This restrictive search criterion provides the advantage of precise search results that are
only related to web services’ QoS and performance monitoring. In this section, the reviews
of all the selected journal articles are presented.

Wu et al. (2010) propose a monitoring for Web Map Service (WMS) to ensure users can
select the best available map service during runtime. The problem often arises due to the
distributed nature of the WMS services, in which the availability of map services depends
on the availability of distributed hosts.

Khaxar and Jalili (2012) present a novel method for runtime monitoring of composite ser-
vices. The method employs process algebra to express specifications in order to detect engine-
related and process-related violations of Business Process Execution Language (BPEL). The
monitoring method named as WSCMon performs this performance monitoring by comparing
specifications and actual behaviors. One notable feature in this model is the introduction of
specifications refinement examination by checking the relation between specifications and
the captured behaviors.
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Chou et al. (2009) develop a policy-based web services monitoring to improve its QoS.
The monitoring system consists of a control center that monitors the status of a number of
service monitors. The system is also able to allow users to customize their policies which
make the assignment of the monitoring jobs more efficient. Furthermore, the system offers
an added benefit to reduce the load of service monitors through predefined policies for CPU
and memory.

Porter and Katz (2006) present an approach to develop self adaptive web services by hav-
ing four design mechanisms, namely statistical techniques to uncover the effects of request
in the systems; component monitoring through black-box mechanism, a summarization of
statistical information, and techniques to invoke admission control decisions. The black-box
monitoring mechanism is proposed due to three main reasons; firstly, to avoid regular moni-
toring calls that may disrupt the service quality. Secondly, the nature of web services that is
rapidly changed and updated makes it hard to perform the monitoring. Thirdly, it may allow
distributed component ownership to each site in the environment.

Baazizi et al. (2008) discuss that a complicated task is involved when specifying monitor-
ing expressions of BPEL-specified processes and during extracting their relevant informa-
tion for monitoring. A monitoring approach that performs an abstraction of BPEL-specified
business processes is then proposed. This is done by utilizing business protocols. These
abstractions are represented by high level queries which are then compared against services’
execution traces contained in the database.

Yeom et al. (2011) design a quality monitoring system for composite web services using
a broker. The specifications of service process and policy are done using OWL-S. Any vio-
lations are detected by comparing this policy with the observed data, which are collected
from the environment using sensor. Meanwhile, Halima et al. (2010) implement a moni-
toring framework that is part of self healing architecture. In this kind of web services, a
complicated configuration is normally needed to associate performance requirements of the
applications with the monitoring constraints. The proposed framework is able to provide
benefit by reducing this kind of complexity in web services configuration.

Saxena et al. (2009) carry out a research to produce probe based observation in web
services’ monitoring. The running of web services is observed during its testing and exe-
cution. The information such as connection initiation, authentication and service invocation
are logged in a file. This file is then used at runtime to perform the monitoring of the ser-
vices.

Wang et al. (2009) produce a prototype that is able to provide pattern-based service con-
straints’ specifications that correspond to requirements, and perform the monitoring. The
monitoring mechanism consists of events that are related to client request, service response,
application, resource and management. The constraints’ specifications are compared with
the collected runtime information in order to perform the monitoring process.

Zadeh and Seyyedi (2011) propose web services monitoring which is based on prediction.
The proposed method has the advantages of making the monitoring more intelligent and effi-
cient, while reducing the overhead and cost. The decisions are made base on the predicted
conditions which are produced from the current and future values of parameters. In this
work, the model is implemented using Neural Network. On the same note, Yu (2007) studies
a wrapping-based approach to monitor the performance of web services. The monitoring at
client side is very crucial especially in the dynamic and uncertain nature of web services.
This study proposes a prediction for future performance of web services based on history
data. The data mining technique is implemented to generate the prediction rules.

Yan et al. (2011) discuss on the web service monitoring based on a project that is able to
monitor the service status of distributed web servers across the nation. This study proposes
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the development of an evaluation index system to help in having a comprehensive evaluation
method to evaluate the web server’s connectivity. Furthermore, this study gives suggestions
for managing web services in an optimized ways.

Schaefer (2006) proposes a web services performance monitoring approach based on
Application Response Measurement (ARM) standard. By using this approach, web services’
messages are attached with metadata that permits them to be customizable and source code
independent.

Kalavathy and Seethalakshmi (2009) present a media web service that is composed
dynamically, and its performance monitoring using parallel performance monitoring service
(PPMS). The PPMS performs the monitoring by examining the dynamic service composition
represented in BPEL processes. Among the monitored performance parameters are timeouts,
external errors, success rate of each service and fault occurrence. In relation to that, Halima
et al. (2008) propose a framework for monitoring and managing self-healing web services
that are dynamically composed of services from different providers. The monitoring mecha-
nism is able to analyze the QoS and it observes only SOAP messages passed among services.
The framework has an advantage in which it could provide indication of the health status of
the web services composition.

Zeng et al. (2007) implement a system that could observe and compute QoS metrics
based on service operations. The system contains definitions of IT and business level met-
rics together with their evaluation formulas. This setup enables the system to retrieve QoS
metrics of all service components in the composition, while detecting and routing service
operational events systemically.

Liu et al. (2012) present a quality analysis of 2,383 web services and propose a feature of
web service quality change. The web service monitoring can be classified into different set
of categories based on providers. It is evident that this kind of strategy is suitable for web
services monitoring and selection.

Rouached et al. (2005) describe an event-based web services monitoring framework.
This framework is associated with a semantic definition of the commitments expressed
in the event calculus, instead of specifications that are based on syntactic aspects. It is
evident that the framework is able to monitor multi-parties contracts and detect quality
violations.

Keller and Ludwig (2003) describe a framework for automated SLA specification and
monitoring to ensure the economic and practical benefits to customers. The approach is
based on the specification and monitoring by Web Service Level Agreement (WSLA) frame-
work. The framework enables both customers and providers to specify the parameters and the
way they are measured. These specifications are then observed when the monitoring system
is enforced. Moreover, Asadollah and Thiam (2011) carry out a research to develop a moni-
toring method for web services response time. The method uses a proxy that is connected to
the required services, which is able to calculate the response time.

In addition, a few other works also present web services monitoring mechanisms such
as service performance evaluation through constraint based monitoring approach (Zahoor
et al. 2009), performance prediction based on historical data and complementary input from
other system (Yang et al. 2010) and end-to-end web services performance evaluation using
a comprehensive management framework (Guo et al. 2008).

Apparently, all the selected journal articles do not focus on monitoring vague QoS spec-
ification for web services SLA as proposed by this paper. Instead, they present different
perspectives of web services monitoring such as QoS parameters with exact values. They
also present mechanisms and approaches to make web services monitoring more efficient
and effective.
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2.2 Literature review: unrestrictive search criteria

The search criteria to select the published articles for review were then relaxed in order to gain
more related references. A few other keywords were used in the searching processes, such as
“monitoring vague QoS”, “QoS compliance”, “vague SLA” and “fuzzy AND monitoring”. In
addition, refereed articles from conference proceedings were also chosen for review. More-
over, the chosen articles also include those that were cited by the already-selected articles.
However, the publication years for the articles were remained as 2000 until 2012. As a result,
37 more articles were selected in this exercise. This subsection presents the review of these
articles. The articles are divided into two categories, namely service monitoring, and service
selection and composition.

2.2.1 Web service monitoring

Muller et al. (2009) present the development of a method to produce explanation for the
non-compliance in service agreement. The method is based on the WS-Agreement, which is
used by the providers to advertise their capabilities through templates. WS-Agreement is also
used by customers to define service offer. These two types of specification are then processed
by the template publisher to check whether the agreement offer complies with the template
or not. In the method, it begins with checking the inconsistencies in the agreement. Next,
it checks the compliance between template and agreement offer, and by using constraint
satisfaction problem, it produces explanations to describe the causes for the non-compli-
ance. Besides, some other works also present an efficient method for web service monitoring
(Raimondi et al. 2007, 2008). The method monitors non-functional QoS based on timeliness
constraints such as latency and reliability. QoS in this method is expressed using time auto-
mata; hence the violations are detected by checking the occurrence of service by a timed
automaton. Overall, it can be concluded that the three articles focus only on monitoring exact
QoS specifications in the SLA.

Moreover, Ameller and Franch (2008) introduce a monitoring tool called SALMon which
is capable to monitor web service SLA violations. The tool developed in this study focuses
on monitoring availability and time behavior characteristics of services. The architecture of
SALMon contains three components namely monitors, analyzers and decision makers. The
monitors define quality attributes to be measured by the tool. On the other hand, he ana-
lyzers perform the task to check the SLA rules, while decision makers carry out the duty
to perform corrective actions in order to satisfy the SLA rules. The technique used by the
SALMon’s analyzers in checking SLA rules violations is however not presented in the paper.
Nevertheless, their work only focuses on well-defined QoS specifications using exact values.
Another related work, Eze et al. (2010) present e-Health monitoring system. E-Health is a
system deployed in SOA-based B2B environment which integrates services from multiple
providers. The work extends the conventional SOA process monitoring framework which is
designed in policy-based publish/subscribe architecture. The framework has message broker
that keeps track all events that have taken place in the e-Health system. It also has a registry
of event-based data, which allows its users to observe the past processes or events before
making decision whether to utilize any services or not. Thus, web service monitoring in this
particular work is only for viewing the processes or events that have taken place to support
users’ consideration in making decision for service utilization. Quality monitoring is not
included in the framework.

Tao et al. (2012) present an approach to predict the QoS trustworthy of web services.
The approach is important to be introduced due to the complexity of network as well as the
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occurrence of illegal operations in web services environment. The model requires the stan-
dard UDDI to be extended as a new registry model for web services. The prediction is set up
by collecting the QoS data during runtime, which are then processed using an algorithm and
clustering method for trustworthy. It is evident that the model can efficiently avoid malicious
attack, operation failure and fake information. Besides, Tseng and Wu (2007) implement an
expert system that is able to monitor services’ web servers. The system is based on knowledge-
based management system which retrieves input from experts as part of its result inference
process. This management system can detect and resolve stability, reliability and network
statuses. These two works are different from the research proposed by this paper in terms of
their focus on prediction of QoS trustworthy and diagnosing the possible causes of services’
problems. They are not related to performance monitoring of vague QoS specification.

Golshan and Barforoush (2009) develop another type of model, in which the quality of
the whole SOA is checked for monitoring purpose. This significantly benefits the users since
in most of the cases; a service is composed of multiple subservices. Users need to know the
overall quality of the architecture at any time they want, in order to make a decision to choose
for the best service. The model they propose is based on combination of Graph Transforma-
tion System (GTS) and UML approaches.UML is used to model the quality attributes of the
service. It also becomes the input for GTS, which is used to model the static and dynamic
parts of an SOA. On the whole, their work focuses on monitoring the overall quality of the
architecture. However, there is no consideration on monitoring vague QoS specifications in
their work as compared to the research proposed by this paper. In the other related work,
Artaiam and Senivongse (2008) model a wider range of service-side quality attributes for
monitoring purposes. In this work, they found out that the monitoring of web service is nor-
mally limited to a number of quality attributes only namely response time, execution rate and
availability. They therefore, extend the model to enable it to monitor more attributes such as
accessibility, performance, reliability, security and regulatory. However, there is no specific
AI technique being mentioned in their article to explain how the monitoring is performed
by the component known as metrics calculating module. On top of that, their work does not
focus on monitoring vague QoS of web services.

In a different perspective, Chen et al. (2009) propose a model to evaluate web services’
quality attributes for selection decision using Fuzzy C-means artificial immune network
memory classifier. The model is based on ontology-oriented evaluation model of semantic
web service-based QoS. In their model, there are objective and subjective approaches which
are used to decide the weight of the chosen QoS. All of these values of weight are eventually
gathered to produce the evaluation judgment. Their work is mainly based on ontology which
is not in the scope of the research proposed by this paper. In the other related work, a com-
prehensive framework is proposed to evaluate SOA governance (Hassanzadeh et al. 2011).
This framework gives significant impact to an organization since it is able to portray a clear
picture of the success or failure of an SOA. In their framework, three measurement com-
ponents are indentified namely SOA maturity level, governance maturity level and adoption
domains. The framework has been evaluated by 16 experts from the field and it is verified
that their framework is more comprehensive than the other previous frameworks. Further-
more, Rosario et al. (2008) present a different perspective in writing a contract by proposing
probabilistic QoS. They apply statistical evaluation to monitor QoS compliance. The model
assumes that the contract is a distribution on the response time, and compares the observed
performance with the stated values in the contract. The model gives warning indication as
soon as the first violation is detected in the time distribution. These two works however, do
not give any focus on vague QoS as proposed in this paper.
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Wetzstein et al. (2009) have extended the web service QoS monitoring to monitoring and
analyzing factors that affect business process performance. Business process performance
is determined by looking at the achievement of organization’s key performance indicators
(KPI). Their framework monitors the process events and QoS measurements specified in Web
Services Business Process Execution Language (WS-BPEL). It employs machine learning
technique to build tree structure that represents dependencies between business processes’
KPIs and low level business process metrics and QoS. In this framework, they differenti-
ate the Process Performance Metrics (PPM) monitoring with QoS monitoring. The former
relates to metrics that capture single characteristic of business process, while the latter relates
to technical metrics such as availability of processor and web service response time. Both
types of data give effect to the whole business process performance. Their work however,
does not concern on vague QoS specifications as the input for monitoring. The other work,
Michlmayr et al. (2010) present a framework known as Vienna Runtime Environment for
Service-Oriented Computing (VRESCo) that combines all the entire components in SOA
namely service metadata, QoS, service querying, service binding and mediation. The QoS
monitoring is performed in their work to evaluate the framework through performance mea-
surements on service querying, binding, mediation and invocation performances. Their work
however, focuses only on QoS monitoring of these important processes that exist during ser-
vice orchestration rather than the performance of service delivery to customers. The research
proposed by this paper, on the other hand, focuses on the latter.

2.2.2 Web service selection and composition

Among the popular research topics in web services are service selection and composition. The
process of service selection is normally based on QoS specified by customers. The service
selection presented in Reiff-Marganiec et al. (2009) is based on non-functional properties
and user’s context, and is able to not only perform service selection but also evaluate the
available services for selection. The model proposed in this work also contains automatic
ranking service by considering hard criteria (essential requirements by the user) and soft cri-
teria (essentially preferences). Besides, it is apparent that most of the web services’ attributes
are uncertain in nature which significantly affects the service selection process. In relation to
that, Cheng and Hongbing (2007) propose the uncertainty-aware web services’ QoS descrip-
tion and selection model in order to manage this issue. The model is capable to compare
QoS stability by utilizing rank sum test of non-parameter test. Their model also contains a
decision making model which performs the selection process by considering more than just
simple comparison of the mean or variance of parameter values. With this model, the error
probability in service selection is reduced since it is not affected by the low and high limits
of quality attribute values. Additionally, the QoS-aware service matchmaking during service
selection can be made more efficient through users’ personalization technique. Personali-
zation is performed by employing data warehousing techniques to capture users’ historical
service profile (Nagy et al. 2011). By having this, a number of quality enhancements can be
gained which includes generating the possible service requests by the tool rather than asking
the users to specify them. Moreover, Shin et al. (2009) argue that the current available service
selection methods are based on the services’ input and output only without providing insights
about their actual functional attributes. Thus, service selection and composition may unsat-
isfactorily provide results that are against users’ expectations. In their work, a model that
is based on service functional semantics is therefore proposed. The model is implemented
using graph model, in which each web service functional specification is searched from
the graph during automated service selection and composition. Furthermore, web services
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composition can also be built based on users’ natural language requests (Lim and Lee 2010).
In this type of model, each service is published in the registry ontologically by specifying
its action and object. Every request written in natural language is processed by the model to
produce sentence blocks. These sentence blocks are then further utilized to extract service
abstract workflows from the repository. The abstract workflow describes the whole control
flow of the composite’s constituent services. Using this workflow, actions and objects are
then invoked to construct service composition. Furthermore, Wang et al. (2010) present a
model that is based on fuzzy for selecting QoS-aware services. The decision making method
employed in the model is based on fuzzy liner program. The model provides benefits in terms
of its ability to make decision with imprecise and incomplete information and determine the
importance weights of QoS criteria. These works are nonetheless not related to QoS moni-
toring and not involved with vague QoS specification. However, the basic principle of QoS
composition and analysis may be considered to be applied in the research proposed by this
paper.

In general, web services’ QoS monitoring can be performed in two approaches namely
server-side and client-side. The former usually gives more accurate monitoring results but it
requires entry permission to the actual service implementation which is normally not pos-
sible. The client-side monitoring, on the other hand, gives less accurate results since they
are affected by other factors that exist throughout the communication. However, client-side
monitoring provides independent process that does not require access to the actual service
implementation. Due to this trade-offs, Anton Michlmayr et al. (2009) propose a compre-
hensive web service QoS monitoring and event-based SLA compliance that combines the
advantages of both monitoring approaches. Nevertheless, the work does not involve monitor-
ing of vague QoS. In addition, the model proposed by Queiroz et al. (2009) is able to support
decision making process in business-driven IT service portfolio management. In making a
decision, the model takes into account SLA criteria and the uncertainty nature of business
activities such as revenues. The model, however, only deals with exact values of QoS param-
eters. Moreover, it is obvious that violations of QoS will require the web service system to
be reconfigured. The reconfiguration process is normally performed manually which makes
it time consuming and costly. The model proposed by Coles et al. (2011) applies stochastic
modeling to produce service implementation plan that meets SLA requirements. On top of
that, the model also reduces the cost needed through proper automated planning of service
implementation. In this model, the duration uncertainty factor is also taken into account in
the process of building cost-sensitive service planning. This work, nevertheless, is not related
to quality monitoring of web services.

Apparently, a number of researches also give attention to provide mechanism for QoS
violation prediction. Zadeh and Seyyedi (2010) argue that continuously monitoring of web
services’ QoS gives undesirable impact to the whole performance of the service due to the
occurrence of overheads every time the monitoring process is invoked. They propose a fore-
casting model to replace the QoS monitoring in order to reduce this overhead. Their model
is based on time series forecasting using Neural Network technique. Moreover, the model
proposed by Leitner et al. (2009) is able to predict QoS violations during runtime by using
measured and estimated data. The model implements machine learning regression techniques,
which are trained using historical processes data. This model is implemented in an archi-
tecture that contains several checkpoints, which indicate the points where prediction can be
done during the execution of service composition. Apart from that, another two important
components in the model are facts and estimates, which are data that is already known and
data that is estimated respectively. This model is then extended to PREvent framework which
consists of end-to-end composite services evaluation that includes event-based monitoring,
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prediction of SLA violations and adapting actions to prevent the violations (Leitner et al.
2010). The authors argue that web service prediction as proposed by Zadeh and Seyyedi
(2010) cannot totally replace QoS monitoring. Even though overheads do occur but the mon-
itoring plays important role in ensuring that customer’s expectations are met and providers’
roles are realized. Nevertheless, the prediction of QoS violations is in fact not within the
scope of the research proposed by this paper.

3 Discussion

To the authors’ knowledge, the works that are closest to the research proposed by this paper
are Allenotor and Thulasiram (2008), Mobedpour and Chen (2011), Bacciu et al. (2010),
Sherchan et al. (2006). Mobedpour and Chen (2011) discuss that most of QoS-based web
service selection methods are not designed for inexperienced users. They argue that the
generalized assumption that users may write their own QoS queries is incorrect. Hence, a
user-centered design of QoS-based web service selection system is proposed. This system
is capable to accept both exact and fuzzy user requirements as the input for the selection
process. The fuzzy requirements are handled by clustering the services into three catego-
ries namely good, medium and poor. Bacciu et al. (2010) propose service selection model
which is based on fuzzy value input. The model performs a matchmaking process between
fuzzy-valued QoS parameters specified by users and service capabilities published by pro-
viders. The matchmaking process is based on fuzzy similarity measurement. The model is
also capable of dynamically updating the service offers by providers through adaptation.
The adaptation procedure is made possible through having a continuous runtime monitoring
of the services. The monitoring process is based on fuzzy sets, which produces a sequence
of performance measurements across time. These series of measurements are compared
with the users’ QoS through a fuzzy-valued similarity procedure. Moreover, Allenotor and
Thulasiram (2008) propose fuzzy grid-QoS framework. They argue that even effective QoS
specifications may produce undesirable results due to the vagueness in linguistic definitions
of SLA. With regards to grid computing, this kind of issue will result in grid providers overly
commit their resources in order to satisfy certain QoS. Hence, the proposed framework is
capable of handling vague QoS specifications by users through the implementation of fuzzy
logic computation. The framework clusters the linguistic values into five categories namely
unacceptable, low, medium, high and outstanding. The evaluation conducted shows that the
framework could address the vagueness in linguistic definitions of SLA and hence provides
higher grid resources availability by avoiding over committing of computing resources. Fur-
thermore, a fuzzy model is also employed to handle reasoning about web services reputation.
This type of reasoning is important to detect any collusions and deceptions in users’ ratings
towards service providers (Sherchan et al. 2006). In the domain of service reputation, there
are always two dimensions occur namely subjective reputation which is based on users’ rat-
ings and objective reputation which is based on SLA compliance checking. Hence, the model
is proposed by Sherchan et al. (2006), which is capable of taking these two dimensions to
produce an effective service reputation system that can avoid the above mentioned issues. In
the model, fuzzy technique is used to perform objective reputation by checking for compli-
ance of the actual performance of service providers against QoS in SLA. Then, the results
are verified against subjective reputations received from users through fuzzy-based inferring
technique.

These four works are different from the research proposed by this paper since they have put
the focus on handling vague QoS for service selection process (Mobedpour and Chen 2011;
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Bacciu et al. 2010), managing grid resources (Allenotor and Thulasiram 2008) and reasoning
reputation (Sherchan et al. 2006). The research proposed by this paper is instead focusing on
web services’ vague QoS monitoring. Moreover, these four works use fuzzy type-1 technique
to resolve the vagueness in linguistic definitions of QoS. In contrast, this paper proposes the
use of fuzzy type-2 technique to handle the vagueness specifications. It is stated by Mendel
(2003, 2007) that using fuzzy type-1 technique for computing with words is scientifically
incorrect. This is due to the fact that fuzzy type-2 can handle more uncertainty and vague-
ness problems as compared to type-1. Though it is called fuzzy technique, type-1 however,
handles uncertainty and vagueness by employing precise membership functions. As a result,
the uncertainty and vagueness are simply diminished. This is supported by Dereli et al.
(2010), which present three reasons that support the implementation of fuzzy type-2 namely;
to handle more uncertainty/vagueness, to investigate and compare fuzzy type-1 and type-2
applications, and to employ fuzzy type-2 in new area of research. Moreover, Castillo and
Melin (2002) implement fuzzy type-2 approach for plant monitoring and diagnostic, and per-
form comparison between type-1 and type2 approaches. The experimental results show that
type-2 produces a significant improvement in the monitoring ability. Furthermore, Sepulve-
da et al. (2007) present the implementation of fuzzy type-2 in designing control systems to
minimize the effects of uncertainty produced by the instrumentation elements, environmental
noise, and many other factors. This research performs two classes of experiments namely
simulations of a feedback control system for a non-linear plant using type-1 and type-2 fuzzy
logic controllers, and a non-linear identification problem for time series prediction. Based
on the experimental results, the best results are obtained using type-2 fuzzy systems.

Nowadays, fuzzy type-2 has also gained more interest from the researchers. Based on
the data retrieved from the two main publication index databases namely ISI Web of Sci-
ence and Scopus, a significant increment in terms of the number of publications related to
fuzzy type-2 can be observed. Fig. 1 presents these numbers for the year 2000 until 2012 for
Scopus database. Meanwhile, ISI Web of Science only produces the data for the year 2005
until 2012. It should be noted that a significant increase in the number of publications can
be observed for both databases starting with the year 2007. It should also be noted that the
number of publications for 2012 is low since the data is taken from only six months of the
year. Though fuzzy type-2 was introduced in 1975 (Zadeh 1975), but only recently it started
to receive wide acceptance from researchers. One of the main reasons behind this fact is that
the previous focus was given on the implementations of fuzzy type-1 in the area of research.
After fuzzy type-1 implementation in the research area reaches its maturity level, then only
researchers started to explore on the higher level of fuzzy logic namely type-2. The wide
acceptance is mainly due to its nature that can handle more vagueness and uncertainty than
the fuzzy type-1.

3.1 Significance of the research

Web services have now become essential components of the web technology and are used
extensively by users and enterprises (Stavropoulos et al. 2011). The importance of QoS mon-
itoring of web services can mainly be noted from its implementation in Software Oriented
Architecture (SOA). Web services are the main components in SOA in which they become
the medium that enable the transactions’ communications in SOA. The importance of SOA
can extensively be perceived after its marriage with the in-trend cloud computing (Jiao et al.
2011; Liang 2011; Patel and Pandey 2010). SOA and cloud computing complement each

123



846 M. H. Hasan et al.

Fig. 1 Number of publications related to fuzzy type-2

other and share the same philosophy of service orientation. Due to its significant advantages
such as cost-effective and abstracting the low level implementations, the utilization of cloud
computing has been widely used in recent years. The research shows that the worldwide
public cloud computing services gained revenue that exceeded $21.5 billion in 2010. This
number is expected to reach $72.9 billion in 2015 (International Data Corporation 2012).
Another research done by IDC also stated that 14 million jobs worldwide will be produced
from the spending on cloud computing services (Microsoft News Center 2012). The imple-
mentation of SOA and cloud computing requires the execution of a vital component which
is QoS monitoring. The QoS monitoring is a key feature to determine users’ satisfaction on
SOA and cloud computing services, and to make decision during selection of services. In
this paper, the authors propose yet another perspective of QoS monitoring, which applies
user-centered approach by allowing QoS to be specified vaguely using natural language.

The importance of vague QoS monitoring is also apparent by means of the implementa-
tion of web semantic technology. The web semantic has been growing since its inception,
and attracted an increasing users’ interest from the fields of biomedical (Hettne et al. 2012),
education (Coccoli et al. 2012), knowledge sharing (Wang and Takahashi 2012), information
searching (Lee et al. 2012) and many others. Apparently, web semantic technology has to
also deal with vague information in its execution (Grouès et al. 2011; Chen et al. 2011; Du
and Zhao 2011). The widespread use of vague information in web semantic technology is
believed to be a result of users’ preferences to use information in natural languages. The
authors argue that more of this kind of information will have to be dealt by web semantic
technology in the future. Hence, the research on vague QoS monitoring will certainly give
contribution to the body of knowledge.

Furthermore, this paper proposes a fuzzy type-2-based solution for vague QoS moni-
toring. The research proposed by this paper gives opportunity for the exploration of fuzzy
type-2 implementation in a new field. Moreover, a comparative study between fuzzy type-
1 and type-2 can also be performed which will certainly give contribution to the body of
knowledge.
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4 Conclusion

Based on the literature presented in this paper, it is evident that the research on vague QoS
monitoring of web services is worth to be conducted. The model implies more realistic way
to specify web services’ QoS. This is especially beneficial for inexperienced users as they
can specify the QoS vaguely using natural language.

The proposed model is designed to have capabilities for monitoring single and composite
web services’ QoS. In a nutshell, fuzzy type-2 is proposed by this paper due to these fol-
lowing three reasons; fuzzy type-2 can handle more vagueness in linguistic definitions of
QoS, it is relatively more accurate than fuzzy type-1 as evident in some previous works, and
inexistence of type-2 implementation in web services monitoring.

The proposed model is currently undergoing the proof of concept phase. Hence, for future
works, a prototype that employs the model will be developed and tested. Furthermore, the
research can also be enhanced in terms of having an adaptive metrics measurement values
for monitoring.
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