International Journal of Information Security (2022) 21:103-114
https://doi.org/10.1007/s10207-021-00543-w

REGULAR CONTRIBUTION l‘)

Check for
updates

Public key versus symmetric key cryptography in client-server
authentication protocols

An Braeken'’

Published online: 8 March 2021
© The Author(s), under exclusive licence to Springer-Verlag GmbH, DE 2021

Abstract

Every month, several new protocols are popping up, comparing themselves with a few others and claiming to outperform the
whole state of the art. The most popular domain of protocols is the one for authentication in a client—server architecture for
which both symmetric key- and public key-based protocols are being proposed. The usage of public key-based mechanisms
has several consequences, not only with respect to an increased computational and communication cost, but also with respect
to increased possibilities to strengthen the protocol by making it resistant against a semi-trusted third party. On the other
hand, we also recall that symmetric key-based protocols can already offer a nice set of security features. We see a trend in the
current generation of papers published on public key-based client—server authentication protocols, showing that only a very
limited amount of them really exploit the power that public key cryptography can offer with respect to this privacy towards a
semi-trusted third party, and most of them do not even satisfy the same security features able to be also realised by a much
more efficient symmetric key-based protocol. This paper serves as a warm wake-up call to all protocol designers to rethink
the usage of more heavyweight constructions compared to symmetric key-based mechanisms in order to ensure that if they

are used, they also fully exploit their inherent strength.
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1 Introduction

Client—server-based communication is one of the most com-
mon and basic architectures in network communication. The
client can take the role of a powerful personal computer, but
can also be more constrained like being a smartphone, a sim-
ple sensor or even a tag. The server should respond on the
requests sent by the multiple clients and is considered to be
more powerful. It is mostly represented by a cloud server, a
gateway, a reader, etc. In all these settings, security should be
established between client and reader. Depending on the type
of application, the required security needs (like anonymity,
unlinkability, perfect forward secrecy, etc.) vary and also the
usable capabilities of the client determine to a large amount
of the potential possibilities for security protection.
Hundreds of authentication and key establishment schemes
have been proposed in the literature for such client—server-
based communication settings. The most important differ-
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ence between these protocols is the usage of the type of
underlying cryptography, being either symmetric or pub-
lic key-based cryptography. Public key-based cryptography
requires much higher computation and communication costs
and it is also known to offer higher security. This higher
security basically refers to the possibility to obtain full user
privacy as the owner (client in this context) is able to generate
a private key only known by itself.

However, a large amount of papers on public key-based
protocols are proposed in the literature, where no proper
usage has been made of this specific security advantage
that public key cryptography can offer, resulting in schemes
which barely behave better with respect to presence of
some important security features than the ones using solely
symmetric key-based cryptography, ending up with a very
expensive solution without added value. This is partly a con-
sequence of the way the schemes have been invented, mostly
as correction on a correction of another correction, resulting
in a long generation of stepwise corrected protocols, which
are in the end so complicated that the original ideas are not
clear anymore.
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This paper has the goal to rethink the usage of public key-
based mechanisms in protocols. We particularly focus on the
most basic client—server architecture, but the reasoning is
similar for other types of architectures. As a consequence,
we start summarising the main shortcomings of using only
symmetric key instead of public key-based mechanisms.
Next, we do an analysis on ten recently (publication years:
2019-2020) published client—server authentication protocols
in well-established journals and find out that only one is able
to exploit the unique advantages public key cryptography
can offer. Unfortunately, the scheme is still not capable to
offer a broader set of security features, as already available
in recently proposed symmetric key-based protocols.

The paper is organised as follows. In Sect. 2, some pre-
liminaries on architecture, attack model, security features,
symmetric and public key cryptography are given. Section 3
explains in depth the main differences between symmetric
key- and public key-based mechanisms. In Sect. 4, we dis-
cuss the consequences of these differences on the general
design principles of a protocol for a variety of scenarios. In
Sect. 5, an analysis is provided on ten recently defined public
key-based protocols in the literature, where different vulner-
abilities of each scheme are discussed and where we can
indeed see that public key-based mechanisms are not used
in a proper way. We end the paper with some conclusions in
Sect. 6.

2 Preliminaries
2.1 Architecture

The most basic set-up for a client—server mutual authenti-
cation protocol is the one existing of multiple clients trying
to login at one particular predefined server with the aid of a
trusted third party (TTP) for providing the registration and
initialisation of the protocol, without active involvement dur-
ing the actual key agreement process.

There exist different variants of this architecture. In order
to make the classification later in Sect. 5, we distinguish three
main categories of difference.

A1l In some cases, the server takes also the role of the TTP
and thus there is no external TTP. This is against all
fundamental rules of cryptography, where subscription
and operation should be strictly distinguished. These
schemes are analysed in Sect. 5 with the assumption that
a TTP is involved besides the server, sharing only the
symmetric key-related data with each entity and being
not aware of the private keys of each entity.

A2 There is also the variant where the client can authenti-
cate to multiple servers. In this case, we only limit our
discussion to the schemes allowing this process, without

@ Springer

active involvement of the TTP during the key agreement.
Some examples of schemes with active involvement can
be found in for instance [1-3] and have many disadvan-
tages as they strongly rely on the availability of the TTP.

A3 Finally, the schemes also differ in the capabilities of
offering multi-factor authentication by the client. In
case of one-factor authentication, the client just rep-
resents a device like a sensor or a tag. For two-factor
authentication, the client is often a user provided with
a mobile phone or smartcard able to accept user input
like for instance password. In three-factor authentica-
tion schemes, the client possesses a device where both
password and biometric information of the user should
be entered. This type of schemes always requires user
interaction and only store a part of the secret key mate-
rial to activate the protocol.

2.2 Attack model
We here consider four types of attackers.

I Yao Dolev Attacker [4]. This is a typical attack model,
considering the presence of an active and passive attacker,
who is able to eavesdrop on the channel and to change,
delete, insert, replay messages or part of the messages.

II Leakage of session-specific temporary data information.
In this attack, session-specific temporary data, like for
instance random variables, timestamps and previous ses-
sion keys, are leaked.

III Leakage of long-term private key material. This type
of attack allows the retrieval of long-term key material,
being the private key or symmetric key of the entity to
derive previous session keys.

IV Inside attacker. An inside attacker for this architecture
considers a malicious client trying to abuse its infor-
mation to retrieve information on other users. It can
also represent a malicious server in case of multi-server
authentication schemes (cf. A2).

V Semi-trusted TTP. Such type of TTP is also called hon-
est and curious TTP, who will perform all the required
security-related operations in a correct way, but is inter-
ested to reveal the data for its own purposes like for
instance for selling the retrieved data to other third par-
ties.

2.3 Security features and attacks

When developing a security scheme, the following security
features are the most important.

F1 Mutual authentication and confidentiality between client
and server should be established in order to prevent
impersonation and man-in-the middle attacks. Both enti-
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ties should contribute in the construction of the shared
session key to avoid known key attacks. Typically, this
feature is defined for an attacker of types I and IV.

F2 Integrity of the messages sent between client and server
is required to ensure that the actual content is not
changed. In particular, it avoids replay attacks and is
considered for type I and I'V.

F3 Anonymity guarantees that no other outsider is able to
derive the real identities of client and server. This feature
should hold for an attacker of types I and IV.

F4 Unlinkability is a stronger version of anonymity, where
the attacker is not able to link two requests coming from
the same client. Again, protection against the attack
types I and IV should be considered.

F4* Strongunlinkability offers unlinkability even if the iden-
tity or public key of the device is leaked at a certain
moment in time, taking into account an attacker of types
Tand IV.

F5 Protection against session-specific temporary data attack
requires to still obtain mutual authentication, integrity,
anonymity and unlinkability in case of an attacker of
type II,

F6 Perfect forward security offers protection of the previ-
ous derived session keys and involved identities, thus
security features F1-F4, in case of an attacker of type
III. We distinguish between F6-C and F6-S, referring to
either client or server, whose key material is leaked.

F7 Protection against TTP involvement avoids the TTP to
break the security features F1-F4, in case of an attacker
of type V.

F8 Protection against impersonation of TTP considers an
attacker of type V, which should not be able to send
requests or responses in the name of one of the other enti-
ties participating in the protocol, without being noticed
by the server.

There are two additional features, which have no direct
security impact, but are very important with respect to the
performance of the scheme.

P1 Scalability. The reader should be able to directly look-up
the corresponding identity of the client based on informa-
tion in the request, instead of going exhaustively through
the whole list of registered clients and to verify for each
of them if it satisfies a certain equality provided in the
request.

P2 No individual storage. The reader does not need to store
security material for each individual client, but only a
global secret master key and a list of revoked clients.

2.4 Notations

In symmetric key-based protocols, both client and server pos-
sess secret key material, which can be used to construct
a common shared key relying on solely symmetric key-
based operations. Typical operations in symmetric key-based
protocols are the block ciphers and stream ciphers, which
are symmetric en/decryption schemes C = Ex (M), M =
Dk (C), able to encrypt a message M to a ciphertext C
or to decrypt C to M using a common shared key K. The
most simple example, often used in protocols, is the Ver-
nam scheme or one-time pad C = M @ K offering perfect
security [5]. Another important primitive, often used in pro-
tocols and having typically smaller or similar computational
costs compared to encryption operations, is the hash func-
tion H(M), applied on a message M of arbitrary length to
result in an output message of fixed length /. In order to be
resistant against collision attacks, pre-image and second pre-
image attacks, this length / should be at least 256, due to the
birthday attack.

Public key cryptography or also called asymmetric key
cryptography has been invented by Diffie and Hellman [6].
Here, both entities possess a key pair, consisting of a private
and public key. The security of public key cryptography relies
on the hardness of a mathematical problem like for instance
the factorisation of large prime numbers (RSA) or the solu-
tion of discrete logarithms (DL). Elliptic curve cryptography
(ECC) currently offers the most lightweight public key-based
cryptographic solution [7,8], both with respect to computa-
tion and communication costs. To give an idea, for a 128-bit
security, field sizes of at least 3072 bits are required in RSA,
while a field size of only 256 bits is needed with ECC. ECC
is based on the algebraic structure of elliptic curves (ECs)
over finite fields F,,. A generator G of order ¢ is chosen for
each curve. There are two main operations defined in EC,
addition P; + P, of two points and multiplication r P with
r € F,. EC multiplication is built up of additions and dou-
bling operations and requires the highest computation cost,
and thus the number of EC multiplications should be limited
as much as possible for constrained clients.

The security of ECC relies on two well-known computa-
tional hard problems: the Elliptic Curve Discrete Logarithm
Problem (ECDLP) and the Elliptic Curve Diffie Hellman
Problem (ECDHP). Due to the ECDLP, it is computation-
ally very hard to find x given xG and due to the ECDHP, it
is computationally very hard to find xyG given xG, yG, G.

3 Differences between symmetric and public
key cryptography

We now describe the main differences relevant for the dis-
cussion in our analysis.
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3.1 Security-related differences

As mentioned in the previous section, both symmetric key
and public key cryptography rely on two completely different
underlying principles and thus result in different conse-
quences with respect to security.

The first main difference is the key sharing of material
by the TTP. In symmetric key-based protocols, the TTP
decides on the key material and shares the material among
the clients and the servers. During this process, the TTP
should possess an out-of-bound channel (like for instance
pre-installation via physical presence) to realise it in a secure
way. On the other hand, for public key-based protocols, the
entity can decide itself on a key pair and require the TTP
to make a certificate on the key pair. The only difficulty
in here is to prove that the identity requesting for a certifi-
cate corresponds with the real identity claiming it, which
can be done by external channels like for instance usage of
smartphone, reader with identity card, proving of knowledge
publicly available on the blockchain, etc. In practice, often
the first asked first served principle is applied for devices,
such that devices are linked to the first identity request-
ing a certificate. In constrained devices, the Elliptic Curve
Qu Vanstone (ECQV) [9] mechanism offers a lightweight
solution to deal with certificates as based on the identity
and the certificate (being a point on the EC), the public
key can be derived by anybody. A lot of lightweight pro-
tocols using ECQV have been proposed in the literature
[10,11].

The structure of the key material has two main conse-
quences for the security strength against a type V attacker,
also referred as security features F7 and F8 in Sect. 2.

— F7: First, since the TTP is aware of all the key material
in a symmetric key-based protocol, it is able to follow
the communications between the clients and the server
and to retrieve the identities of the involved entities and
the derived session keys in order to obtain the secret data
sent between both.

— F8: Second, the TTP can impersonate an entity and send
requests in the name of that entity, who is not able to deny
the request afterwards.

Consequently, the usage of symmetric key cryptography
in a secure way always requires a complete trust of the TTP,
since F7 and F8 can never be satisfied due to the inherent
structure of symmetric key-based cryptography.

In order to completely satisfy the security features F7
and F8, both client and server should possess a private key,
which is only known by the entity itself, e.g. construction
by means of for instance the ECQV mechanism. In addition,
the usage of the private key should be involved in the request
and response message of each entity, such that impersonation
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becomes impossible by the TTP and such that the used key
material can be hidden from the TTP.

3.2 Performance-related differences

In [12], the performance of EC multiplication, EC point
addition, symmetric key encryption AES_128_CCM_8 sym-
metric encryption/decryption and SHA256 hash function
have been determined on different platforms. The most con-
strained platform is represented by the Zolertia RE-mote
ARM Cortex-M3 running at 32 MHz, with 32 KB RAM
and using the Hardware Acceleration Engine to optimise the
EC and AES operations. The so-called fog device is repre-
sented by a Raspberry PI 3B Quad Core running at 1.2 GHz
with 1 GB RAM and by using the BouncyCastle library for
the implementation of the cryptographic operations. Finally,
for the server, a personal computer Intel Core i17-8750H CPU
running at 2.2 GHz with 16 GB RAM is considered, using
also the BouncyCastle library. Table 1 summarises the mea-
surements of [12] (cf. Table 2 in [12]).

The difference in efficiency of an EC multiplication versus
a symmetric key encryption or hash function is significant.
In particular, for the constrained Zolertia RE-mote, an EC
multiplication takes more than 2298 times and 5068 times
compared to a symmetric key encryption and hash function,
respectively. For more powerful devices, these differences
decrease, but are still remarkable. For the Raspberry PI,
the differences are 632 times and 2530 times, while for the
personal computer, these differences are approximately 383
times and 1148 times.

4 Consequences of differences for protocol
design

We have summarised the main advantages of public key-
based cryptography above symmetric key-based cryptog-
raphy in Sect. 3 for client—server authentication schemes.
Besides the initialisation, which is mostly a one-time pro-
cess, the main strength of public key cryptography in these
authentication protocols is thus the possibility to keep the
security strength in the own hands of the client, meaning the
avoidance of a TTP that can play the role of big brother in
the system.

As a general guideline, when developing or selecting a
proper security scheme, one should first think of the appli-
cation in which the scheme needs to be applied and the
corresponding security guarantees which should be offered
to the client. A lot depends on the type of client, mainly being
a device or a user. We now describe these two scenarios and
the reasoning why to choose for symmetric versus public key

cryptography.
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Table 1 The average time of EC point multiplication, EC point addition, AES_128_CCM_8 symmetric encryption/decryption and SHA256 hash

function for the Zolertia RE-mote, Raspberry PI 3B and personal computer

Device EC_mult (ms) EC_add (ms) AES (ms) SHA256 (ms)
Zolertia RE-mote 344.659 5.080 0.150 0.068
Raspberry PI 3B 37.943 0.182 0.060 0.015
Personal computer 1.148 0.005 0.003 0.001

4.1 Type of client
4.1.1 User as client

In times where privacy of the user takes a more and more
important role, which can be demonstrated by the develop-
ment of the General Data Privacy Regulation (GDPR) [13] in
2018 by the European Commission, it should be compulsory
to include the necessary measurements to allow the user strict
control and anonymity on the usage of applications. In par-
ticular, when critical data is involved like in the domains of
healthcare, insurance, etc., or when the application performs
critical actions like for instance payments, there should be
no doubt. This protection is translated in security features F7
and F8 and as said before, can only be realised by means of
public key-based mechanisms.

Note that this scenario is obtained via architecture A3
(multi-factor). Consequently, any scheme in the literature
with architecture A3 should not combine it with architec-
ture Al (server=TTP) and should provide security features
F7 and F8.

We will see in the next section (e.g. Table 3) that in most
of the recently published schemes in the literature with archi-
tecture A3 both F7 and F8 are not supported, and that also
often it is combined with architecture A1. Moreover, we can
also see that many schemes just barely offer the same security
features, which can be obtained using symmetric key-based
protocols.

4.1.2 Device as client

The client can also represent a device. Here, we make distinc-
tion between two main situations. First, the device can be one
used in daily non-critical and non-privacy intrusive domains,
like for instance sensors applied in farming, supply chain,
climate, environmental monitoring, etc., and often consists
of constrained resources due to being battery powered or
having limited available bandwidth. In this case, protection
in general against a semi-trusted TTP is not a major con-
cern. Instead, it is of paramount importance not to use the
more computational and communication demanding public
key-based mechanisms. All the other essential security fea-
tures (F1-F6) can be also perfectly obtained using symmetric
key-based protocols.

Second, the device can also be used in applications related
to smart grid and vehicular networks, where protection
against an overall controlling unit, being TTP, should be
included since they are inherently linked to the behaviour
and the privacy of the related user. Consequently, protection
against F7-F8 is required and thus public key-based mecha-
nisms are needed.

To conclude, the need for protection against a semi-
trusted TTP in this scenario should be well thought and
mainly depends of the type of application as it has important
consequences regarding computation and communication
efficiency. Note that this scenario corresponds to the archi-
tecture not belonging to A3.

4.2 Revocation

Revocation typically belongs to a public key infrastructure
(PKI) in which the certificate includes the lifetime and even-
tually other attributes. When using the constrained ECQV
certificates, the expiration date and or other attributes can be
easily included. However, it also requires to send this extra
information into the message, resulting in additional com-
munication overhead. In addition, at the server side, access
to a certification revocation list or a service managing the
revocation is needed, demanding additional communication
and computation overhead.

As a consequence, taking the fact that revocation brings
substantial overhead to the whole process, it is important to
clearly motivate the need for it. There are different situations
in which revocation can be useless. First, devices with limited
material and financial implications when they got lost, do
not have any advantage of including such service. Second, if
there are no means installed to report a revocation, like for
instance a user or management application, it does not make
sense to include revocation mechanisms. Third, also renewal
processes can be omitted if the lifetime of the device is limited
and no changes in identity or ownership are expected.

If we refer to the two scenarios of client, it is clear that
both the user as client and security critical device as client
both have advantage of including a certificate process, while
a non-critical device as client can perfectly operate without.
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Table2 Comparison of lengths of private and public keys for different postquantum algorithms

Algorithm Type Public key size (B) Private key size (B)
NTRU encrypt Lattice 6130 6743
Rainbow Multivariate 124,000 95,000
New hope Ring LWE 2000 2000
Goppa-based McEliece Code based 1,000,000 11,500
Random linear code-based encryption Code based 115,000 3000
Quasi-cyclic MDPC-based McEliece Code based 1232 2464
SIDH Isogeny 751 48
SIDH (Compressed keys) Isogeny 564 48

4.3 Postquantum security

It is also important to be mentioned that in case the quantum
computer [14] becomes reality, the most efficient pub-
lic key-based mechanism ECC will be completely broken
[15]. The current public key-based alternatives resistant
in the postquantum era, like lattice-based cryptography,
multivariate-based cryptography, hash-based cryptography,
code-based cryptography and supersingular EC isogeny
cryptography, require much higher computation and commu-
nication cost. On the other hand, the security of symmetric
key-based cryptography will still be valid, taken into account
that the security level should be doubled. To give an idea
about the difference in complexity, Table 2 from [16] pro-
vides the length of the private and public keys of the most
well-known postquantum public key-based algorithms offer-
ing 128-bit security. These numbers give a first impression
as often public keys need to be sent during the protocol. As
can be seen, the best one (SIDH compressed) still has a size
which is more than 17 times larger than AES-256.

Consequently, in the future, the trade-off between com-
plete user privacy and efficiency will become even larger and
it is very likely that sacrifices will be made on the first one if
no other postquantum efficient alternatives will be found in
short term.

5 Analysis on recently published public
key-based protocols

5.1 Discussion on published public key-based
protocols in the literature

Based on a search in google scholar on the concepts, “pub-
lic key/ECC-based client—server authentication protocols”,
“public key/ECC-based multi-server authentication proto-
cols”, starting from the year 2019, we selected ten most
relevant security schemes and investigated their behaviour
with respect to the previously defined security features F1—
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F8 and performance features P1-P2. For completeness in
the classification, we also included the type of architecture
A1-A3. We now shortly discuss each of the schemes.

— Sowanjanya et al. [17] propose a client—server authenti-
cation scheme as a reaction on the security flaws found
in [18]. No perfect forward secrecy at both tag and server
side with respect to retrieval of identity is provided. If also
session state information is retrieved, the session keys are
derived. On the other hand, the scheme utilises the public
key mechanisms in a proper way, such that resistance is
offered by a semi-trusted TTP (cf. F7,F8).

The main problem in this scheme is that it does not offer
scalability since the server needs to exhaustively com-
pute the key K, , = SasP Ky, with Sy the private key
of the server and P Ky the different stored public keys
of the users.

Their scheme is said to outperform the schemes of [18—
20] with respect to security strength and computational
costs. The communication and storage costs are slightly
worse than [20], but better than the others.

— Dinarvand et al. propose in [21] a client—server protocol
in the context of RFID, where the server takes the role
of TTP (cf. Al). As mentioned before, we analyse the
scheme as having an additional TTP, responsible for the
division of the key material. This key material consists
of shared data between client and reader. Only the reader
possesses a private key, whose public key is also pre-
stored at client side. In such scenario, the scheme does
not offer protection against impersonation of the TTP
since the random value R, can be easily replaced by a
new value. On the other hand, a semi-trusted TTP is not
able to derive the identity of the client or to retrieve the
session key without knowledge of the private key of the
server. Perfect forward secrecy, both at client and server
side, is not provided.

The scheme [21] is claimed to outperform [19,22-24]
with respect to security strength and computational costs,
but is slightly worse for communication costs.
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— Merabet et al. [25] have proposed two client—server

schemes. The first scheme is based on an improvement
of [24] and gives the server the role of TTP. When again
assuming the existence of an external TTP, the scheme
becomes vulnerable for a semi-trusted TTP, both for
impersonation and identity retrieval. Impersonation fol-
lows from the fact that the client does not possess its
own private key and identity retrieval is due to the def-
inition of the parameter Authg, which only requires to
verify the different stored identifiers of the tag I Dr; in
its database. As a consequence, the system also does not
offer strong unlinkability. Furthermore, perfect forward
secrecy at both server and client side, and protection
against session-specific information attack are not sat-
isfied.

The second scheme is another client—server authentica-
tion scheme, also called the hash-based M2C authenti-
cation protocol. Similar as the previous scheme, it does
not satisfy F7 and F8 with respect to the semi-trusted
TTP. It does not satisfy unlinkability as the first submitted
random value Ry is not authenticated and based on the
response identity-related information is retrieved. This
scheme also does not offer perfect forward secrecy at both
server and client side, and protection against session-
specific information attacks.

Both schemes have been compared with [19,21-24] and
outperform with respect to computation, communication
and storage costs.

In [26], a two-factor client—server authentication scheme
is proposed, where both client and server possess a pri-
vate key. However, these keys are not exploited in the
correct way since the scheme does not offer protection
against a semi-trusted TTP, both for identity retrieval
and impersonation. Moreover, the scheme does not offer
unlinkability as in each request the client sends the static
parameter El;. Another major issue in the scheme is
the lack of scalability, which requires to look up in its
database the different values of PV; in order to retrieve
the corresponding I;. The system does not offer security
for session-specific information attack.

The scheme of [26] claims to outperform the schemes of
[22,27-32] with respect to security strength. Regarding
computational costs, it is a bit higher than the schemes
of [22,28,31,32] and for communication costs, only the
schemes [22,27] behave better.

Ying et al. describe in [33] a two-factor multi-server
authentication protocol, to be applied in the Fifth Gen-
eration (5G) networks. Unfortunately, it does not satisty
both security features F7 and F8 in case of a semi-trusted
TTP due to the construction of the key material by means
of self-certificates generated by the TTP in which the TTP
determines the private keys of the entities.

Since A’;J[_ is static in each request, no unlinkability is

obtained in the scheme. In fact, none of the servers got to
know the real identity of the user. Furthermore, no secu-
rity is offered for a session-specific information attack
and also perfect forward secrecy at both client and server
side is not obtained. The scheme is secure for malicious
insider servers due to the usage of self certificates.

The scheme of [33] has been compared with [20,22,34—
36] and claims to outperform all of them with respect to
security and traffic load. Regarding computational costs,
it behaves better compared to only schemes [20,34].
Shafiq et al. present in [37] a two-factor client server
authentication protocol without external TTP. Consider-
ing an additional TTP, it does not offer protection against
a semi-trusted TTP with respect to security features F7
and F8 since the user does not possess a private key and
given the parameters P I D,, T submitted over the public
channel, the semi-trusted TTP is able to retrieve the iden-
tity of the sender and derive the session key. The scheme
is also vulnerable for session-specific information attack
and does not offer protection to perfect forward secrecy
at both client and server side.

Comparisons have been made with [38—40] and it has
been shown that the proposed scheme of [37] outperforms
all of them with respect to security strength, computation,
communication and storage costs.

Kumari et al. [41] present the ESEAP scheme, which is
another two-factor client—server authentication scheme
without external TTP. When considering an external TTP
in the scheme, again features F7 and F8 with respect to
a semi-trusted TTP are not satisfied as all identity- and
security-related information in the first step is encrypted
with a session key constructed by means of secret key
material known by the TTP. The scheme does not satisty
unlinkability as the parameter P; is static and sent in each
request.

An extensive comparison has been made between the
proposed scheme of [41] and related work [36,42—58]
regarding 20 different security features and attacks. The
scheme [41] claims to be the only one to possess these
20 security features. Moreover, it also behaves best with
respect to communication costs. When comparing com-
putational costs, the schemes of [42,43,51,54,57,58] still
outperform [41].

Wan et al. [59] propose a smartcard-based authentica-
tion scheme for a multi-server architecture, based on the
cryptanalysis of the scheme proposed by Wei et al. [60].
The client needs to store the public key of each server
individually and all servers possess the same shared key.
It is not secure against a malicious server who previously
received already the identifier information of the client
via an earlier registration and exhaustively verifies the
correctness of M; (cf. Attacker type IV). For the same
reason, it is not secure against a curious TTP and also
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impersonation is possible as the client does not possess
its own private key. There is also no protection against
perfect forward secrecy of the server and session-specific
information attack.

Both performance and security strength of the scheme
[59] have been compared with the schemes [60-63] and
it turned out that [59] outperforms for all of them.

— Naeem et al. [64] propose a client—server authentica-
tion protocol in the use case of RFID and IoT as an
improvement of the scheme of Alamr et al. [23], which
has been shown to possess several weaknesses. We also
consider here an external TTP for the analysis. The main
problem in the scheme is that there is no mutual authenti-
cation in the first response of the tag. As a consequence,
any attacker can send a random value to the tag, who
will respond with a message revealing its identity. Con-
sequently, the scheme fails with respect to anonymity
and unlinkability. Furthermore, it is vulnerable for the
session-specific information attack and impersonation of
the TTP.

The scheme has been compared with [22,23,65] and
claims to outperform all of them with respect to secu-
rity strength, computation and communication costs.

In our analysis, also two recently proposed symmetric
key-based schemes of [66] have been included to serve as
reference. It is often forgotten in the literature that even sym-
metric key-based protocols are able to offer a significant
amount of security features.

For instance, the papers [66—70] include both anonymity
and unlinkability features into the protocols. In particular, in
[66], two new symmetric key-based protocols are proposed
for this type of client—server architecture with a focus on effi-
ciency at the side of the client, such that even a very small
device is able to complete the protocol. Both protocols rely on
adynamic update of the identity- and key-related information
of the client after each protocol run to enable unlinkability
and anonymity. In the first protocol, the server stores a copy
of the dynamic identity and key of each client, while in the
second protocol only the storage of the revoked identities
is required. It has been proven in [66] that both protocols
outperform related work [67-70] on symmetric key-based
client—server protocols both with respect to security and per-
formance. In particular, the security features (F1-F6) are
satisfied for any type of attacker in scheme 2 of [66], except
type III with respect to the server and type V with respect to
a semi-trusted TTP. Since in scheme 1 of [66], the previous
values of the key material are stored, a full protection against
perfect forward secrecy can never be obtained. However, the
attacker can only go back until the last used key. The per-
fect forward secrecy with respect to the server has only been
recently solved in [71] for symmetric key-based protocols.
This solution focuses on the perfect forward secrecy feature,
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did not satisfy anonymity and unlinkability and consists of
five phases with multiple hash functions included. Theoret-
ically, it should be possible to include this technique in the
second protocol of [66], however, resulting in additional com-
putation and communication costs. The vulnerability to the
TTP (cf. F7 and F8) is due to the inherent symmetric key
properties, as mentioned before.

5.2 Comparison of published public key-based
protocols in the literature

Table 3 summarises the characteristics of the different
schemes discussed above with respect to architectures Al—
A3, security features F1-F8, and performance aspects P1-P2.
The following conclusions can now be drawn out of this table.

5.2.1 Regarding F7, F8

In order to make the difference between the more efficient
symmetric key-based protocols (cf. [66]), these additional
security features with respect to a semi-trusted TTP should
be included in the public key-based protocols. However, from
Table 3, it can be concluded that only a limited amount of
schemes are able to offer these features, which public key-
based cryptography can inherently offer (cf. F7, F8). It is
remarkable that a lot of schemes [21,25,26,37,41,64] are still
proposed in Architecture type 1 (A1), where the server takes
the role of TTP and thus in which F7 and F8 can be naturally
not satisfied. However, even if we consider in our analysis dif-
ferent roles for both, only the schemes of Dinarvand etal. [21]
and Nayeem et al. [64] satisfy protection against a TTP fol-
lowing the communications (cf. F7), but still suffer from
impersonation (cf. F8) as the client does not possess its own
private key in their schemes. All the other schemes do not
offer both F7 and F8. Even if the client possesses its own pri-
vate key, it is not a guarantee that it is used in a correct way
(cf. [26]) to enable F7 and F8. From the complete analysis,
we found that only the scheme of Sowanja et al. [17] satisfies
both features.

5.2.2 Regarding F6-S

The feature perfect forward secrecy at server side, which is
possible to be obtained by symmetric key cryptography but
with huge additional communication costs (see [71]), is only
rarely addressed by the public key-based authentication pro-
tocols and thus seems to be not seen as top priority in the
proposal of new schemes. It is mostly assumed that the TTP
possesses sufficient resources to protect its secret key mate-
rial. However, in a strong cryptographic scheme, it is better
to also consider this feature as potential failures can always
appear. Only the schemes [26,41,64] satisfy this feature and
at the same time perfect forward secrecy at the client side (cf.
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Table 3 Comparison of security

Scheme Al A2 A3 Fl F2 F3 F4 F4* F5 F6-S F6-C F7 F8 Pl P2
strength F1-F8 and performance
aspects P1-P2 for the previously = griekenel-1 0 0 0 x x x x x x x x 0 0 x 0
discussed security schemes with
architectures A1-A3; !: Only Braeken [66]-2 O 0 0 X X X X X X 02 X 0 0 X X
leakage of last session key is Sowanja [17] 0 0 0 X X X X X 0 0 X X X 0 0
. 2. . . .
Pos?lple’ + It is possible with Dinarvand [21] x 0 0 X X X X X X 0 0 X 0 X 0
additional cost
Merabet [25]-1 x 0 0 X X X X 0 0 0 0 0 0 X 0
Merabet [25]-2 x 0 0 X X X X 0 0 0 0 0 0 X 0
Panda [26] X 0 X X X X 0 0 0 X X 0 0 0 0
Ying [33] 0 X X X X X 0 0 0 0 0 0 0 X X
Shafiq [37] X 0 X X X X X X 0 0 X 0 0 X 0
Kumari [41] X 0 X X X X 0 0 X X X 0 0 X 0
Wan [59] 0 X X X X X X X 0 0 X 0 0 X X
Nayeem [64] X 0 0 0 0 0 0 0 0 X X X 0 X 0

F6-C). Note that in the first symmetric key-based scheme of
[66], this feature is partly addressed as still the last session
key can be revealed since the server stores both last and sec-
ond last key material in the database in order to overcome
potential desynchronisation problems.

5.2.3 Regarding F6-C

There are clearly more schemes addressing F6-C than F6-S,
which is logic as it is more more difficult to be organised in a
cryptographic correct way. In most of the multi-factor authen-
tication schemes [26,33,37,41,59], perfect forward secrecy of
the client is satisfied since it corresponds with the protection
against a stolen smartcard. However, there is still a two-factor
authentication scheme [33] for which it does not hold. Most
of the other single-factor authentication schemes (e.g. [21]
and the two schemes of [25]) do not satisfy this feature too.
The only non-multi-factor public key-based authentication
schemes satisfying F6-C are the schemes of [17,64].

5.2.4 Regarding F5

Offering protection against session-specific temporary data
does not seem to be a very important feature to be included in
the latest generation of protocols proposed in the literature.
However, it is a required feature to offer security in more
advanced security models like the Canetti-Krawczyk (CK)
adversary model [72], in which the attacker has access to
either temporary session information or long-term private
key material at both client and server at the same time, except
the combination of long-term key material at both client—
server is not allowed. In fact, it corresponds with the attacker
having capabilities of types IT and IIT combined. Especially in
the domains of smart grid security, several schemes [73-76]
have been proposed in the literature satisfying CK security.
Besides the symmetric key-based schemes of [66], only two

public key-based schemes [21,41] from our analysis took this
feature into account and offered protection for it. None of the
public key-based authentication schemes can offer resistance
in the CK security model as none of them satisfy at the same
time features F5 and F6, except the scheme of Kumari [41].

5.2.5 Regarding F4 and F4*

Still, a significant amount of schemes are not able to
offer unlinkability [26,33,41,64] or strong unlinkability
(schemes of [25]) since they are using a mechanism of
static pseudonyms to establish anonymity. In fact, all of the
multi-factor authentication schemes, except the scheme of
Shafiq [37] were not able to offer the unlinkability feature.
This is strange as the combination of multi-factor authentica-
tion and unlinkability does not cause particular problems. Itis
important to mention that the scheme of Kumari [41], which
was the only public key-based scheme able to satisty both F5
and F6, cannot offer protection against tracing attacks.

5.2.6 Regarding F1,F2, F3

Offering protection against F1, F2, F3 is the minimum goal
to be obtained in an authentication scheme and all currently
proposed schemes in the literature aim to reach these features.
However, we still found one scheme [64], which suffered
from an attack due to a lack of mutual authentication in the
first phase and thus is not able to offer F1, F2, F3. Although
they claimed to have proven the security of the scheme with
ProVerif and Burrows—Abadi—-Needham (BAN) logic, they
were not able to detect the vulnerability present in the first
response by the tag.
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5.2.7 Regarding P1

Most of the schemes consider to address scalability. How-
ever, we still found two schemes [17,26] that require a highly
inefficient exhaustive search by the server, who has to go
through the list of all stored identities in order to respond on
the request of the client. In the case of [17], it was required
to obtain strong unlinkability, while in [26], it only leads to
anonymity.

5.2.8 Regarding P2

It is remarkable to note that almost all schemes require indi-
vidual storage of the key material at the server side, which
is indeed in particular important if frequent revocation is
required. However, none of the schemes have referred to
revocation as a regular step in their scheme. If no individ-
ual information is stored, revocation becomes more difficult,
but can still be added by working with temporary approved
key material or revocation lists. Only the multi-server-based
schemes [33,59] do not need to store key material for all
the approved clients at server side, but are also the schemes
that rely on an active involvement of the TTP (cf. A2). In
contrast, it has been shown that this interesting performance
feature can also be realised with symmetric key-based cryp-
tography, cf. scheme 2 of [66]. In fact, this is the main
underlying difference between scheme 1 and scheme 2 of
[66].

5.3 Overall conclusion on the comparison analysis

From Table 3, it can be concluded that in this list of recently
published protocols, only one scheme [17] fully exploits the
advantage of public key cryptography. Unfortunately, the
scheme of [17] is not able to offer other interesting security
features like perfect forward secrecy from server side and
protection against session-specific temporary data. In par-
ticular, it also possesses nefast performance characteristics
(cf. P1, P2). In all of the other investigated public key-based
protocols, always one or more essential security features is
leaking, compared to the two symmetric key-based protocols
of [66].

We further want to note that the construction of a pub-
lic key-based protocol, satisfying all of the above security
features is not an open problem in the literature. In [73],
a key agreement protocol in the context of smart metering
has been proposed, which even satisfied protection against
the CK adversary model. In [73], previously constructed
schemes [74-76] claiming to possess CK security resistance
have been shown to be vulnerable, resulting in a fundamental
new scheme in [73] relying on the ECQV certificates.
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6 Conclusion

We see in the literature that many authors are using pub-
lic key-based mechanisms without real exploitation of
the full functionality of it, resulting in schemes which
offer no more security (with respect to other security fea-
tures like anonymity, unlinkability, perfect forward secrecy,
etc.) than the much more low cost symmetric key-based
schemes.

Therefore, this paper starts with a clear analysis of the
advantages of public key-based cryptography compared to
symmetric key-based cryptography. In fact, the advantages
all come down on the protection against a semi-trusted TTP
or the avoidance of one big brother in the system. In order
to fully exploit this advantage, both client and server should
possess their own private key, only known by themselves and
not shared with the TTP.

‘We hope this paper can be a wake-up call to all designers
of authentication and key management protocol designers
to first think about the application and context for which
a security protocol is developed. Only for security criti-
cal use cases, requiring protection against a semi-trusted
TTP and the inclusion of a revocation process, the usage
of public key-based cryptography is allowed. ECC-based
mechanisms offer a viable solution for this, able to work
on constrained devices. However, it should be taken into
account that ECC will not offer very long-lasting security
as it is not quantum secure and the best other currently
known alternative is not sufficiently efficient to run on a
constrained device. Currently, only symmetric key-based
algorithms offer a quantum secure solution, able to run effi-
ciently on constrained devices.

To conclude, a protocol should not be designed with the
idea to have a public key (mostly ECC)-based protocol, but
with the idea to use it in a smart way such that all addi-
tional overhead (compared to more lightweight symmetric
key-based alternatives) is fully motivated.
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