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Abstract

. Konstantinos Karasavvas' - Athena Vakali'

Public key infrastructure (PKI) is widely used over the Internet to secure and to encrypt communication among parties. PKI
involves digital certificates which are managed by certificate authorities (CAs) that authenticate users identity, in order to
establish encrypted communication channels. The centralized operation model of CAs has already caused several targeted
attacks due to the distribution of rogue certificates. Users remain vulnerable since it is too challenging to detect and revoke such
certificates, but also to speed up the user update process when a certificate is revoked. To address such issues, a decentralized
PKI alternative approach, targeting Domain Validated certificates, is proposed. In the proposed approach, which is based on
blockchain technologies (such as Bitcoin and Ethereum), the transparency, immutability and decentralization aspects of these
technologies have been leveraged. Comparisons among the proposed approach, the conventional PKI and other decentralized
approaches have been implemented to showcase the impact and the potential of the proposed approach.

Keywords Decentralized PKI - Blockchain technologies - Certificate management

1 Introduction

A secure model is necessary to safeguard the intense and
evolving Internet users interactions, offering trusted user
roles’ certification. Public key infrastructure (PKI) empowers
entities to link their physical identity with the digital one, so
that everyone acknowledges and trusts communication chan-
nels, which are used among users. PKI binds the physical
identity of a user with certificates, which are issued, verified
and revoked by a set of centralized entities, called certificate
authorities (CAs). These certificates (or public keys) are the
actual digital identities which correspond to individuals, and
CAs verify the link between the users digital and the physi-
cal identity [1]. In public key cryptography, which is PKI’s
approach to encrypt the communication between a server and
the end user of a Web service, a “key pair” is used. This key
pair consists of a “private key” which is known only to the
owner of the key pair, and the “public key” which may be
disseminated widely. The public key is actually derived from
the private key by applying special “one-way” cryptographic
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functions, such that everyone can encrypt a message with the
public key, but only the owner of the corresponding private
key can decrypt this message [2]. The RSA algorithm [3] is
typically used for that purpose, although it is possible to use
other algorithms as well.

CAs are trusted parties which are built into any device
and software that requires a secure communication between
a client and a server. PKI follows a hierarchical structure,
with two types of CAs: root CAs and intermediate CAs. CAs
that are higher in the hierarchy have the authority to issue
certificates to other lower hierarchy CAs, in order to enable
the lower hierarchy CAs to issue certificates to users. CAs are
commonly chosen by the vendor of the application or by the
operating system. The PKI system consists of several com-
ponents including CAs, a registration authority, a directory
to store and index keys and certificates, as well as a certificate
management system [4].

The PKI model that is commonly used today follows
a centralized model of operation and it is prone to sin-
gle point of failure vulnerabilities. This is due to the fact
that CAs might issue rogue certificates with no valida-
tions guaranteed. Several cases where such rogue certificate
were issued have been reported with negative implications
and attacks targeting many users [5—8]. In most of these
cases, it is a matter of which CA is considered as “trusted”
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by the other CAs and how the verification can be safe-
guarded.

This work places emphasis on resolving the single point
of failure problem which is dominant in typical PKI systems
due to its demand for trust in centralized CAs. The novelty of
the proposed work is on its blockchain technology exploita-
tion to leverage the concept of decentralization. Blockchain
technologies have become popular with their use in Bitcoin,
a peer-to-peer electronic cash system [9]. They maintain an
immutable chain of interlinked blocks, implemented as a
simple database that stores the transactions of an underlying
network of users who communicate and interact. Apart from
Bitcoin, blockchain technologies have been proven benefi-
cial to many other application domains, like education [10]
and medicine [11], which leverage its non-centralized nature
and its private—public key pair requirement for transaction
verification. This verification is employed by a cryptography-
based approach involving all other networked entities, called
“nodes.” The nodes in a blockchain network refer to clients
that support the network’s trust by having a copy of all the
blocks and transactions that happen on this network. These
characteristics of blockchain technologies provide them with
the capability to support a trustless PKI certificate issuing
process.

To address the PKI single point of failure problem,
a decentralization framework, DeTRACT, is introduced to
enable decentralized, fransparent, immutable and open PKI
certificate revocation. The proposed DeTRACT framework
enables certificates creation, updating and revocation by
exploiting blockchain based technologies (such as the pop-
ular Bitcoin and Ethereum [12]). Unlike other implementa-
tions [13-16], the proposed approach aims to decentralize
the process through public blockchains, mainly by improv-
ing the certificate revocation aspect. Under DeTRACT, the
user (from now on stated as the “Domain Owner”) creates
self-signed certificates and stores them on either of the two
of the most secure blockchain networks, namely Bitcoin
and Ethereum, to fully exploit the blockchain characteristics.
Thus, DeTRACT certificates will be tamper resistant (due to
the decentralized aspect of blockchains), in contrast to the
current conventional centralized approach. DeTRACT only
targets Domain Validated (DV) certificates that are used in
Web site communication encryption between a client and a
server, and where only proof of control over a DNS domain
is needed. The certificates that are issued with DeTRACT are
self-signed. This is due to the fact that the domain owner signs
their own certificates, because there is no central authority to
manage the issuance of keys and certificates. To validate the
identity of the owner, “uPort” [17], a decentralized identifi-
cation system based on blockchain technologies is used.

DeTRACT’s main contributions are due to its blockchain-
driven PKI trusted certificate solutions which are character-
ized by the following properties:
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— Decentralized since a blockchain stores data across a net-
work, serious risks of having data managed by a central
entity are eliminated. Using distributed networking, there
are no central points of reference, so there is no single
point of failure. In blockchains, every node has a copy
of the entire transaction history. This results in the assur-
ance that data have not been tampered with or changed,
due to massive database replication methods as well as
computational trust [18]. No central trusted CA and no
CA hierarchies are involved, so DeTRACT overcomes
questionable transfer of trust;

— Transparent since all transactions on public blockchains
can be viewed by anyone, transparency will be safe-
guarded by establishing a network which will verify that
no counterfeit certificate is produced, thus preventing
rogue certificate issuing by domain owners. In DeTRACT,
there will be no trusted parties to validate the certificates,
but transparency will allow network users to verify cer-
tificates and domain owners to prevent any undesirable
action, such as fake identities or certificates;

— Immutability of data since once a transaction for a cer-
tificate has been recorded in the blockchain by a node,
no one can alter or remove it. This core difference
between a blockchain and a conventional database system
will enable a trusted and non-editable certificate issuing
approach;

— Process integrity since users can be certain that trans-
actions will follow the rules set by the community
supporting the proposed blockchain network. That way,
the need for a trusted centralized CA in the DeTRACT
framework, for the purpose of setting rules, is eliminated;

— Openness since public blockchains are open source and
permissionless technologies, thus, everyone can use a
public blockchain, participate in the certificate issuing
network and even fork the source code to create their
own variation of the blockchain.

To implement the DeTRACT framework, two different
approaches were developed, each one exploiting different
capabilities of the blockchain technologies:

— DeTRACT-T, i.e., a transaction-based approach, which
exploits the capability of storing metadata alongside
blockchain transactions, using the scripting language of
Bitcoin [19]. Also, the Ethereum blockchain, an alter-
native blockchain-based cryptocurrency can be used, so
that the different blockchain characteristics that it has to
offer, like faster transactions and easier storage capabili-
ties, can be exploited by the DeTRACT-T approach.

— DeTRACT-SC, i.e., smart contracts approach in the
Ethereum blockchain, which are self-executing contracts
written in a turing-complete programming language that
are stored in the blockchain and are decentralized. Smart
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contracts are used in order to decentralize the process
of certificate creation, updating and revocation of the
DeTRACT framework and back it up with the perfor-
mance and security enhancements of smart contracts.

These approaches will be compared and evaluated with
respect to their characteristics.

In order to address the single point of failure problem
with PKI, several proposals appear in the literature. Most of
them still retain the use of a centralized component like a
CA, while some are based on blockchain technologies. For
a more detailed description of related projects, see Sect.?2.
Unlike these implementations, the proposed framework aims
to decentralize the process through public blockchains, by
improving the certificate revocation aspect, where many of
them are lagging behind.

The structure of this paper is as follows: In the next section,
related work is presented, along with a comparison between
the different solutions. In Sect. 3, the DeTRACT framework
is outlined with emphasis on the proposed decentralized PKI
approach and with details about the specific decentralized
technologies that have been adopted. In Sect. 4, the proposed
DeTRACT approach is evaluated with a specific cost anal-
ysis, which allows for a comparison among the different
blockchain technologies used here and other decentralized
PKI alternatives. Finally, conclusions are summarized in the
last section and extensions to the proposed solution are indi-
cated.

2 Related work

In this section, solutions that have been proposed in the lit-
erature, to improve on the existing PKI practices, some of
whom are actually used in practice, are presented and com-
pared according to their characteristics.

Several implementations of PKI exist, with SSL/TLS [29]
being one of the most widely used. Also, many alternatives
have been implemented using blockchain technologies, with
some of them retaining CAs in their process [13-16,30,31]. In
addition, some approaches try to completely decentralize the
process, either by creating a new blockchain implementation
[25], by using preexisting blockchains [28] or by utilizing a
web-of-trust peer-to-peer network [15,27].

The web-of-trust concept is used by some solutions
[15,27], in order to decentralize PKI. The web-of-trust is a
decentralized concept which aims to bind a physical identity
with a public key. It is a decentralized alternative to the PKI
model, which uses self-signed certificates. In this concept, all
the network entities act as agents of trust, where in PKI only
the CA is trusted. The trust here is “bi-directional,” and every-
one in the network contributes to a network of trust, or simply
aweb-of-trust. Instead of trusting a CA, in web-of-trust, users

are responsible to verify the identity corresponding to a pub-
lic key they want to communicate with, or trust other people
that have already validated the identity of a public key. After
that, the public key is imported to the keyring of the user for
future use [32].

Lewison and Corella, sponsored by the US Department of
Homeland Security, presented a semi-decentralized way of
a blockchain PKI implementation [13]. Issuance of private
keys and certificates was taken care of by a bank, which aimed
to use this system to remotely prove the identity of its users.
In this implementation, the Ethereum blockchain was used,
with its ability to store and manage data, to store the key-
value pair. To revoke this certificate, the bank places the same
key-value pair in another blockchain store that it controls.
That way, users can use this certificate to login to the banks’
online services. The bank can then certify that the private key
used is the one that corresponds to this user, by looking it up
in the blockchain. It is a three-factor authentication, using
biometrics beyond everything else.

In a revocation-oriented implementation of a blockchain
PKI that was presented in 2017 [14], CAs continue to be
the trusted part of the process, and they are the only entities
authorized to issue certificates. Therefore, this solution is
also not completely decentralized. It still is a traditional PKI
model, but it mitigates one of the most important problems of
a PKI, the reliability and security of the certificate revocation
information, with the use of blockchain technologies.

SCPKI [15] is a smart contract implementation that is
trying to fix one of the most important weaknesses of the tra-
ditional PKI: the centralized schema where every CA has the
ability to issue rogue certificates for any entity. SCPKI tries
to completely decentralize the process, using the Ethereum
platform with a smart contract that allows users to publish
attributes, signatures and revocations. It also uses the IPFS
storage layer to allow users to store attribute data like certifi-
cates and PGP keys, with the peer-to-peer data distribution
protocol, where nodes of the network form a distributed file
system. A working prototype of SCPKI has been developed
in solidity with a Python client script. For identification pur-
poses, SCPKI uses web-of-trust principals, where users of
the system can sign each other’s public key.

A custom blockchain implementation was presented in
2017 [16] to bypass some of the limitations present in some
of the traditional public blockchains. One of the problems it
is trying to address is storage requirements. The solution that
it presents is pruning, in which old transactions are discarded
and expired accounts in the account tree are pruned. Also, in
this implementation CAs still exist and they are responsible
for signing CA proofs. A custom Proof of Stake protocol is
used in order to add new blocks in the blockchain, which
requires trust in an amount of stakeholders, unlike the trust-
less schema of Bitcoin’s blockchain. In this implementation,
CAs issues certificates which are signed both from them
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and from the domain owners signing key. The revocation
of the certificates is automatic and happens once the domain
owner changes its signing key, so all its certificates signatures
become invalid and the certificates get revoked.

DCSP [20] is a low-latency approach that provides up-
to-date and accurate certificate revocation information. In
order to store that information, it uses the Domain Name Sys-
tem (DNS) infrastructure. DCSP is able to achieve increased
performance compared to traditional OCSP, while also pre-
serving the user’s browsing history privacy.

CCSP [21] is a proposal that improves on DSCP and
emphasizes performance gains, through aggressive time- and
space-based compression. The number of signatures opera-
tions required by CAs and OCSP servers is reduced by as
much as six orders of magnitude. By mitigating this overhead,
man-in-the-middle attacks can be more effectively prevented.

Certificate Transparency [22] is an effort to provide an
open auditing and monitoring system that let any domain
owner or CA determine whether their certificates have been
mistakenly issued or maliciously used. Certificate Trans-
parency dictates the creation of a system of public logs
and advocates that all valid certificates should be publicly
and widely known through these public logs. The goal of
Certificate Transparency is to seek to eventually record all
certificates issued by publicly trusted certificate authorities,
allowing efficient identification of mistakenly or maliciously
issued certificates.

DNS-based Authentication of Named Entities (DANE)
[23] offers the option to use the DNSSEC infrastructure to
store and sign keys and certificates that are used by TLS.
This is achieved by introducing a new type of DNS record,
where the whole certificate of the domain is stored. It then
uses DNSSEC to validate the integrity of certificates. That
way, it is able to completely replace CAs. Unfortunately, it is
subject to MITM attacks [21] and also imposes a significant
extra burden on the DNS infrastructure.

Instant-Karma PKI (IKP) [24] is a blockchain-based PKI
that builds upon Google’s Certificate Transparency project.
IKP provides automatic response to CA misbehavior in order
to solve one of the most serious problems of the traditional
PKI. It also offers incentives for users that help the system
detect misbehavior. IKP extends the traditional TLS archi-
tecture with the use of Ethereum smart contracts. The IKP
contract takes the certificate as an input and checks it against
a Domain Certificate Policy. This policy contains the list of
CAs that are allowed to issue certificates. If the check results
in a CA thatis not authorized, a “Reaction Policy” takes place
which transfers Ether from the CA to the user and the user
that reported the violating CA. IKP is one more PKI imple-
mentation that exploits blockchain as a technology to fix a
certain aspect of the traditional schema, but not to completely
decentralize it.
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Blockstack [28] is another PKI implementation that sup-
ports a DNS implementation in the blockchain, similar to
Namecoin. Namecoin [33] was the first project to implement
a decentralized DNS through the use of a blockchain. Block-
stack initially ran on top of the Namecoin blockchain, but now
uses Bitcoin [34]. An “OP_RETURN?” transaction' is used in
order to write the hash of a “zonefile” in the blockchain. This
zonefile is a file that contains the public key of the user and
a pointer to the profile of the user. This profile is located at
a JSON document which contains identification information
for the user and it can be stored in any publicly accessible
storage. Blockstack also has its own distributed filesystem
implementation, maintained by Blockstack nodes that store
the user’s zonefiles. Blockstack tries to build a completely
decentralized PKI with the inclusion of an identity system
in a blockchain-agnostic way, which means that it can be
implemented in other blockchains too.

Certcoin was presented by MIT in 2014 [25]. Certcoin is a
completely decentralized PKI that uses existing blockchain-
based technologies in the same manner as Namecoin [35], to
provide stronger identity retention, compared to traditional
PKI implementations. In Certcoin, users own two key pairs.
An “online” is used to authenticate messages to and from the
server hosting the Web site, and an “offline” is used to sign or
revoke new keys in security incidents. Signature information
about these two keys are contained in the transaction that the
user generates in order to register their domain. Certcoin uses
its own blockchain implementation and network.

PB-PKI [26] builds upon Certcoin to provide a privacy
aware solution. It is possible to achieve total anonymity with
PB-PKI, but at the cost of security: Members of the network
may be able to tamper with the public keys of other members.
Security can be improved, by allowing a slightly lower level
of privacy. In order to achieve the desired levels of privacy,
the public identity of the user and their public key are not
publicly linked and may be revealed upon concensus of a
network majority. Effective revocation would require that
link to be available.

Keychains [27] uses the PGP web-of-trust model to
provide a truly decentralized public key infrastructure. Cer-
tificate revocation is possible, but a malicious peer has the
ability to cache and use revoked keys. Web-of-trust sys-
tems have been successfully operating for decades, providing
decentralized solutions and removing any central points of
failure. However, it also has a few shortcomings. It is difficult
for a new user to join an existing network, as they would have
to have their public key signed by an existing member. The
existing member would have to trust the new member and

I OP_RETURN is a script word (opcode) in the Bitcoin scripting lan-
guage, which is the standard way to include extra data in a Bitcoin
transaction. OP_RETURN marks the transaction as unspendable when
used [19].
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endorse them with their support, which is usually done only
after they meet in person. Also, within a web-of-trust, there is
no way to deal with key recovery. A “designated recoverer”
may be specified by a key owner to have the permission to
revoke the key owner’s key, in case the key owner loses their
own private key, also losing the ability to revoke their own
public key.

An overview of the related work presented here is shown
in Table 1. In most of the implementations of proposed solu-
tions, centralized processes continue to exist, such as cen-
tralized identification, storage or even lack of CA removal.
Others do not consider ways of effective revocation of cer-
tificates. In contrast with traditional PKI and the related work
described here, the DeTRACT framework accomplishes the
complete decentralization of the process, with no central
points of failure, in both the transaction-based DeTRACT-
T approach, and the smart contract-based DeTRACT-SC
approach, as will be presented in detail in the next section.

3 The DeTRACT framework

In this section, the DeTRACT framework is outlined. Key
technologies used by DeTRACT are presented, describing
how they are used to overcome different problems. The two
approaches of DeTRACT, the transaction-based DeTRACT-
T, and the smart contract-based DeTRACT-SC, are described
in detail. Finally, a description of how the framework would
be utilized by client-side processes is outlined.

The proposed decentralized PKI framework allows domain
owners to retain a digital identity while they are enabled
to create, update and revoke certificates, by exploiting the
decentralization aspect of blockchain technologies. The gen-
erated certificates follow the X.509 standard,? due to its pop-
ularity by original PKI implementations. As a result, easier
future integration by client applications (i.e., browsers) and
easier development of a practical implementations are possi-
ble. The DeTRACT framework also exploits the data storage
capability of blockchain technologies that is described in
Sect. 1.

DeTRACT was initially developed using the Bitcoin
blockchain, but the flexibility of the design allowed for an
implementation using the Ethereum blockchain as well. That
way, some of Ethereum’s technical advantages over Bitcoin
are exploited. The most important of these are faster trans-
actions and easier storage capabilities. Moreover, a smart
contract approach is presented in Sect. 3.3. That way, several
approaches of DeTRACT can be implemented, which can
serve different needs of domain owners, as will be examined
in Sect.4. As outlined in Fig. 1, a number of steps are fol-

2 X.509 is a format used in public key certificates, used in many pro-
tocols, like TLS/SSL. https://tools.ietf.org/html/rfc5280.

Table 1 Related work comparison table

Practical implementation

Effective revocation

Decentralized storage

Decentralized identification

CA removal

Yes

Yes

No

No

No

Lewison and Corella [13]

Baldi [14]

No

No

No

No

No

Yes

Yes

Yes

No

No

SCPKI [15]

Yes Yes No

No

No

Fredriksson [16]
DCSP [20]
CCSP [21]

No

Yes

No

No

No

Yes

Yes

No

No

No

Yes Yes

No

No

No

Certificate Transparency [22]

DANE [23]
IKP [24]

Yes

Yes

No

No

Yes
No

Yes

Yes

Yes

No

No No

Yes

Yes

Yes

Certcoin [25]

No
No
Yes
Yes
Yes

No
No
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Keychains [27]
Blockstack [28]

PB-PKI [26]
DeTRACT-T
DeTRACT-SC
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lowed in our approach which are analyzed in detail in the
following subsections.

3.1

Building blocks

The following technologies are key parts of the DeTRACT
framework, as it was designed and implemented. A brief
introduction to these technologies follows:

Bitcoin is a decentralized digital currency, introduced in
2008 [9]. Bitcoin is the first application of blockchain
technology and first successful cryptocurrency. It uses
peer-to-peer technology to operate with no central author-
ity: Transaction management and currency issuance are
carried out collectively by the network. It enables instant
payments to anyone, anywhere in the world. Bitcoin
includes its own scripting language that helps to auto-
mate more complex transactions and implement simple
smart contracts. This scripting language, among others,
includes “OP_RETURN,” a command that enables cre-
ating special transactions, whose only purpose is to store
data on the blockchain.

Ethereum is an alternative public and open source cryp-
tocurrency that comes with many changes and additions
to the traditional Bitcoin blockchain. Ethereum was
founded in 2013 in order to improve the scripting, and
other, restrictions of Bitcoin and other cryptocurrencies.
Its main aspect is the addition of a decentralized Turing-
complete virtual machine, the Ethereum Virtual Machine
(EVM), where anyone can develop and execute code,
called “smart contracts,” using the Solidity programming
language. Smart contracts in Ethereum can carry arbitrary
state and can perform any arbitrary computations. Code
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included in smart contracts is executed by each node as
part of the block creation process [12].

uPort is an Ethereum-based, decentralized identification
platform that links physical identities with Ethereum
addresses. uPort’s open identity system allows users to
register their own identity on the Ethereum blockchain
send and request credentials, sign transactions, and
securely manage keys and data. uPort is described as a
“self-sovereign identity and user-centric data platform.”
It is self-sovereign, since it provides users the ability to
make statements about themselves, without relying on
centralized authorities or platforms [36]. Additionally, it
is user-centric as it allows users (or even applications) to
exchange data privately, using the Ethereum blockchain
[17].

Swarm is a decentralized storage platform and a content
distribution service available to the Ethereum blockchain.
It lets users store and distribute DApp (Distributed Appli-
cation) code or data using its peer-to-peer data sharing
network, where files are addressed by the hash value of
their content. Swarm users are able to upload data sim-
ilarly to how it is traditionally done in the World Wide
Web. The difference is that with Swarm, the uploads are
not stored in a specific server. Instead, the data are dis-
tributed and uploaded to network nodes in a redundant
manner; all data stored in Swarm are guaranteed to be
replicated across multiple nodes at any given time. This
characterizes Swarm as secure, censorship resistant, fault
tolerant and with zero downtime [37].

DeTRACT could potentially be implemented using almost

any other alternative blockchain network, but the Bitcoin and
Ethereum networks are by far the most secure blockchain
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networks today [38]. Since security is most probably the most
sought-after characteristic of a decentralized PKI solution,
the use of these two major blockchain networks was chosen
over any other.

Using the combination of these technologies allows
DeTRACT to overcome problems faced in other solutions,
including:

— Replacement of Certificate Authorities, since public
blockchains with no intermediaries to manage certificates
are used.

— Effective revocation models, without decentralization
violation, as many alternative “decentralized” PKIimple-
mentations still make use of CAs in order to manage
identities and perform certificate revocation actions.

— Use of uPort for decentralized identification, instead of
CAs that manages the identity verification. That way,
anyone can verify the identity of any entity in the net-
work.

— Use of Swarm for decentralized storage, in order to avoid
centralized server vulnerabilities that can result in tam-
pering of certificates and information altering, which
could affect the safety and privacy of the end users.

— Proof of concept implementations, in order to prove that
the DeTRACT framework works in practice.

As a result, both approaches of the DeTRACT frame-
work address the single point of failure problem, while at the
same time offering effective revocation for issued certificates.
As a side effect, the use of public blockchains makes both
approaches of the DeTRACT framework to also constitute
cheaper solutions, when compared to traditional methods, as
will be detailed in Sect.4.1.

3.2 The transaction based DeTRACT-T approach
overview

In this subsection, the DeTRACT-T approach is presented.
This is based on transactions on either one of the Bitcoin
or the Ethereum blockchains. The way that domain owners
can create a digital identity and map it with their physical
one (Sect.3.2.1) being initially outlined. The details for the
process of certificate creation and update (Sect.3.2.2 which
covers the steps 1-5 of Fig. 1) are followed. Finally, the cer-
tificate revocation process of DeTRACT-T is described, to
cover the dashed lines of Fig. 1.

3.2.1 Identity creation

Domain owners using the DeTRACT framework have to cre-
ate a digital identity in order to participate in the network.
This digital identity is actually mapped to the domain owner’s
physical identity. Identities in the blockchain are pseudo-

anonymous, i.e., a digital identity exists but there is no actual
link to the physical one. For that reason, domain owners have
to use uPort which is a decentralized identification method
that maps a physical identity with an Ethereum address
through the use of a smart contract. This approach enables
domain owners to include one or more Bitcoin addresses in
their digital uPort identity. These addresses will be mapped
with their physical identity and will be used in the DeTRACT
framework to create, update and revoke certificates.

Domain owners, under the transaction based approach
DeTRACT-T, have to create several addresses in order to
follow the proposed process of the DeTRACT framework.
The following three types of addresses will be mapped to the
domain owner’s uPort identity (Fig.2):

— “Generation” address. This is required in order to support
domain owners managing the currency units needed for
the certificate creation and update.

— “Certificate” address. This is used to keep the currency
units transferred-in from the “Generation” address. By
having available currency units in this address, it is
stated by the domain owner that their certificate, which
is mapped to this address, is still active. It also manages
the revocation process, if needed. That way, in cases that
the certificate has to be revoked, the currency units are
spent. This, in turn, states that the certificate address has
no active certificate.

— “Revocation” address. This manages the revocation pro-
cess in extreme security conditions, such as when the
domain owner has lost ownership of both of the previ-
ously mentioned addresses. The “Revocation” address
remains secret from end users until the need for an
extreme revocation scenario, as described in Sect.3.2.3.

3.2.2 Certificate creation and update

Several steps have to be followed to create a certificate and
store it in the blockchain. The certificate generation and
update process is initiated by an actual certificate creation
to include information related to the domain owner. Then,
this certificate gets hashed and is stored in the blockchain,
by using a decentralized storage technology called Swarm.
That way, the end users can access this certificate in a decen-
tralized manner. They can then compare it with the hash that
is stored in a transaction on the actual blockchain, in order to
be certain about the integrity of the certificate. As aresult, end
users will be able to securely connect to the Web application
that corresponds to this certificate.

In summary, domain owners need to follow the next steps
in order to create a new certificate, or update an existing one:

1. A client-side script will prompt the domain owner to fill
the information needed to generate the X.509 certificate.
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Fig.2 Identity creation and
mapping

uPort Identity
Generation

Domain Owner
(uPort identity)

This will result in a certificate file (of type .crt) that will
include the following:

— The domain owner’s information.>

— The domain name.

— The address of the uPort identity of the domain owner.

— Signatures of all the three addresses used for the iden-
tity. These signatures result from the private keys of
the addresses used to sign the uPort address of the
user. That way, end users will have areason to believe
that the certificate owner is also the owner of these
addresses.

— The expiration date of the certificate.

2. After the certificate file is generated, it will be signed by
the private RSA key* that will correspond to this certifi-
cate from now on. The RSA key will then be able to be
generated directly from the client-side script.

3. The certificate file will then get hashed and stored on
the blockchain with a single data transaction (Fig. 3). In
order to differentiate between certificate generation and
update, a prefix is used before the certificate’s hash. The
two available prefixes are:

— “CC:” which refers to certificate creation.
— “UC:” which refers to certificate update.

4. Currency units are included in the data transaction which
includes the certificate hash, and as long as the “Certifi-
cate” address has available currency units, the certificate,
the hash of which can be found in the data field of the
transaction is considered active. This process is different
for the two alternative blockchains used:

— In the Bitcoin blockchain, the domain owner has to
make two transactions because of a limitation with
the OP_RETURN script code. In the first transac-
tion, currency units get sent from the “Generation” to
the “Certificate” address. In the second transaction,
the hash that was generated earlier gets stored with

3 Domain owners information can include the information specified by
the available fields in the X.509 standard, like name, address and others.

4 RSA is a public-key cryptosystem, which is widely used for secure
data transmission. Most traditional PKI approaches use RSA to secure
the connection between end users and the web application server.
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an OP_RETURN transaction from the “Certificate”
address.

— In the Ethereum blockchain, the domain owner only
has to make a single transaction from the “Genera-
tion” to the “Certificate” address. This will include
both the currency units and the certificate hash.

5. The actual certificate file gets uploaded to Swarm decen-
tralized storage.

6. A TXT file will be generated which will include the cer-
tificate hash transaction ID and the Swarm link for the
actual certificate download. This file will be signed by
the uPort ID address and will be stored in the “well-
known” directory of the Web server that corresponds to
the domain of the certificate, as typically used for DV
certificate validation [39].

The certificate update process is almost identical to the
certificate generation process. There are only a few differ-
ences. During the generation of the X.509 certificate (step
1 as described above), the domain owner may either reuse
existing private keys to generate the respective signatures,
or create new signatures by adding newly generated private
keys. The latter would be the more secure option in any case.
If they choose to generate new private keys, these should also
be added to their uPort identity. Additionally, as indicated in
step 3, before hashing the certificate, the proper prefix for
certificate update should be used.



DeTRACT: a decentralized, transparent, immutable and open PKI certificate framework 561

Domain Owner
(uPort identity)

Total
Balance
Certificate Transaction R Any valid
address address
0 Balance
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3.2.3 Certificate revocation

The ability to revoke a certificate is one of the most important
aspects of the DeTRACT framework, as a tampered certifi-
cate can result in serious security implications, as shown in
Sect. 1. There are two revocation methods in the DeTRACT
framework: simple revocation and extreme revocation. The
simple revocation method is used for reasons that are com-
monly stated in CRL profiles [40], such as loss of ownership
of the Generation address, the loss or compromise of the
RSA key and compromise of the CA. This method requires
the “Certificate” address to have zero balance. To perform
a simple revocation, domain owners have to transfer all the
available balance from the “Certificate” address, so that end
users (or simply the client application) know that the cer-
tificate is revoked because the “Certificate” address has zero
balance (Fig.4). If the balance of the certificate address is not
zero, it means that no revocation has taken place. Therefore,
the certificate is considered active.

Finally, there is the extreme revocation method that is used
in extreme cases of compromised credentials. These cases
include not having access to either the “Certificate” address
or to both the “Certificate” and “Generation” addresses. In
such cases, domain owners will not be able to perform a
simple revocation and reduce the balance of the “Certifi-
cate” address to zero, so the “Revocation” address is used
to revoke the certificate. It does so by issuing a transaction
from the “Revocation” address to the “Certificate” address,
stating the revocation reason in the data field® of the transac-
tion (Fig.5). Once the transaction goes through and becomes
part of the blockchain, end users (or simply the user client
application) know that the “Revocation” address is active.
They can then validate the revocation by comparing the sig-
nature included in the original certificate file, with the public
key that generated the revocation. Also, by stating the revo-
cation reason, the client application will be able to know the
reason and be able to present it to the end user.

5 The process is different in the Bitcoin and Ethereum blockchains,
because of the OP_RETURN limitation as shown in Sect.3.2.3.

Domain Owner
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reason

Data transaction Certificate

address

Revocation

address

Fig.5 Extreme revocation process

A coding scheme, similar to the one in certificate genera-
tion and update, is followed here too, in order to differentiate
the different revocation reasons. The revocation codes with
the corresponding reasons are listed below:

— RI The domain owner still has access to all of the
addresses but needs to revoke the certificate for a spe-
cific reason. The reason is stated by the domain owner
and passed with the transaction to the blockchain.

— R2 The domain owner loses access to the generation
address, but retains access to the other addresses. In
this case, the message passed with the transaction to the
blockchain is “R2: No access to Generation address.”

— ERI The domain owner retains access only to revocation
address, and the message passed with the transaction to
the blockchain is “ER1: No Access to Generation and
Certificate address.”

— ER2 The domain owner loses access only to the certificate
address, but retains access to the other addresses. The
message passed with the transaction to the blockchain in
this case is “ER2: No Access to Certificate address”.

3.3 DeTRACT-SC: smart contract-based approach

A smart contract-based approach of the DeTRACT frame-
work has been developed in order to reduce the complexity
of the transaction-based DeTRACT approach, by exploiting
capabilities of smart contracts. In this approach, there is no
need for a number of different addresses. All actions are car-
ried out using a smart contract that is hosted in the Ethereum
blockchain (Fig.6). The identification part is once again
being taken care of by the uPort platform. The DeTRACT-
SC approach consists of two primary components:

— The smart contract, carrying out the certificate manage-
ment in the blockchain.

— A Web Ul that helps the domain owner as well as the end
users to communicate with the smart contract.
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Fig.6 Process of certificate generation in the smart contract approach

In the smart contract approach of the DeTRACT frame-
work, the domain owner only needs a single Ethereum
address, which is mapped to their identity, using the uPort
platform. The initial process that the domain owner has to
follow in this approach is the following:

1. Generate the identity with uPort, using the actual Ether-
eum wallet address of the domain owner.

2. Generate the certificate file, using the same process as

with the DeTRACT-T approach.

Upload the actual certificate file to Swarm.

4. Store the following information in the blockchain using
the web UI that communicates with the smart contract:

b

— The domain name that corresponds to the certificate
of the domain owner.

The domain owner’s uPort address.

— The hash of the newly generated certificate.

The date that the certificate will expire.

The download link for the newly generated certificate.

Domain owners have the ability to update their certificate
following a similar process as with generating one. The main
purpose of a certificate update is to update the expiration date
of the certificate. For that reason, domain owners may only
select to update the expiration date field and leave all the
other information unchanged, in order to reduce transaction
costs related to data transactions.

Following that, the certificates that a domain owner is
uploading through the smart contract are linked to their
Ethereum address. That way, only the domain owner has the
authority to update or even revoke the certificate. In order
to revoke a certificate, the owner has to prove that their pri-
vate key is the one that matches the signature that signed the
certificate generation transaction, from which arises that this
user is the owner of this certificate. Thus, users will be noti-
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fied with the revocation reason and the certificate will not be
trusted anymore.

In this approach, there is no extreme revocation. In cases
where the owner has lost access to their Ethereum address,
the revocation method of the uPort identification platform
to revoke this identity is used. That way, if end users check
a certificate with a revoked uPort identity, the certificate is
immediately marked as invalid by the client application.

3.4 Client-side process analysis

Until now, only the process on the domain owners side has
been described, as it was implemented for both DeTRACT
approaches. The client-side application would take the form
of a Web browser plug-in. The process that could be followed
by the client, would be the following:

— Users will download and install a browser add-on,
similar to the Namecoin add-on, which will connect
to the blockchain used by the implementation, using
lightweight technologies,® such as SPV (Simplified Pay-
ment Verification) [41] or Electrum [42,43], in order to
avoid big storage requirements.

— Users will navigate to a domain that uses the DeTRACT
framework, and the add-on will trigger, by the existence
of the TXT file that contains the certificate hash trans-
action and the download link of the actual certificate, as
seen in step 1 of Fig.7.

— The actual certificate will be downloaded, hashed and the
generated hash will be compared with the hash stored in
the blockchain, as shown in steps 2 and 3 of Fig.7.

— Once the certificate is identified as trusted, it will be added
in the browser with the RSA keys, and the communication
between the client and the server will be secure, as shown
in step 4 of Fig.7.

Also, every time that the site is browsed by the user, the
browser add-on will check for possible updates or revocations
by the following means:

— To check for updates, the add-on checks the “Certificate”
address that corresponds to the domain, and if there are
any new transactions with the “UC:” code in the hash, the
new certificate is downloaded and checked against the
same process as the initial download described above.

— To check for possible revocations, every time the domain
is browsed, the following cases are checked:

— If the balance of the “Certificate” address is equal to
zero, the certificate corresponding to this domain is

% technologies that allow transactions without the need of the full
blockchain existing in the client application [41].



DeTRACT: a decentralized, transparent, immutable and open PKI certificate framework 563

4. Secure connection with web application

1. Transaction ID and certificate
download link Web
Server

End user
(uPort identity)

2. Actual certificate

k file download Swarm
Decentralized
Storage
3. Comparison between file and
k hash stored in blockchain

A\ 4

Blockchain

Fig.7 Client-side process

immediately marked as invalid and the connection as
insecure.

— The add-on also checks for any transactions that have
been recorded in the blockchain, in which the “Cer-
tificate”” address is specified as an output. It then takes
the public key that corresponds to the address of any
of the transaction inputs and compares it with the sig-
nature of the “Revocation” address, which is stored in
the certificate file. In case the address that generated
this transaction is indeed the “Revocation” address,
the certificate is immediately marked as invalid and
the connection is henceforth deemed insecure.

It has to be noted that lightweight blockchain clients
require only a small initial download (currently around 40MB
in the case of Bitcoin) that includes only block headers,
instead of the entire block contents. Each block header
weighs only 80 bytes, so it is possible even for constrained
devices, or in this case a browser add-on, to stay current with
blockchain updates [9]. Even when using a lightweight client,
such as one that implements the SPV protocol, itis practically
impossible for any malicious nodes to convince the client to
accept anill-formed block or transaction [44]. All lightweight
clients verify the proof-of-work for all blocks, using only the
information that is stored on the block headers. Addition-
ally, the inclusion of transactions of interest in the respective
blocks is verified by calculating the hash of the merkle path
of these transactions and cross-referencing it with the one
received by the connected full node [9]. Malicious nodes can

only hide valid transactions from an inquiring lightweight
node. However, this attack is commonly mitigated by con-
necting to several random full nodes in the network and
determining whether they all provide the same information.

4 Experimentation—validation

This section includes the evaluation of the DeTRACT frame-
work. A cost analysis for issuing and revoking certificates is
performed for the different approaches of DeTRACT as well
as for issuing Domain Validated (DV) certificates through
traditional means. The different approaches of DeTRACT
are also compared between them with respect to several
characteristics, such as complexity, volume and speed. The
proof-of-concept implementations that have been developed
are presented, and finally, the limitations of the DeTRACT
framework are presented.

4.1 Cost analysis

Three implementations were developed based on the
DeTRACT framework. Cost analysis was held in July 2019
(1 BTC=$12,400 and 1 ETH=$313 at the time), when
the fastest and cheapest transaction fee in the Bitcoin
blockchain was 60 satoshis/byte (1 satoshi=10"% BTC)
and 68 gas/byte (20 Gwei/gas, 1 Gwei=10° ETH) in the
Ethereum blockchain. Due to the volatility of the cryptocur-
rency market prices, these will probably differ for different
timeframes.

Storage costs have to be taken into account as well. How-
ever, since Swarm is still in early access stage and it has
not been implemented to the main network yet, there is no
way to know how much it will cost to store certificates
on the blockchain. The storage cost, judging from simi-
lar implementations like IPFS, is, however, expected to be
insignificant. Therefore, storage costs are not included in the
calculations.

Starting with the Bitcoin blockchain DeTRACT-T approach,
there is a certificate hash that has to be included in the
OP_RETURN transaction, a simple transaction fee for the
currency transaction from the “Generation” to the “Cer-
tificate” address as well as the storage cost for the actual
certificate. An average bitcoin transaction consists of approx-
imately 250 bytes and a hash with the statements for
generation or update consists of 67 bytes. This means that for
the two transactions, approximately 634 bytes, which trans-
late to 76,080 satoshis or approximately $4.72, are needed. A
revocation or extreme revocation transaction is by all means
a standard bitcoin transaction, which has an average size of
250 bytes, resulting in a revocation cost of 15,000 satoshis,
or approximately $1.86.
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On the other hand, in the Ethereum DeTRACT-T approach
there is only a single transaction, which costs 21,000 gas. It
also contains the certificate hash of 67 bytes. For nonzero
bytes of data (“Gtxdatanonzero” transaction [45]) in the
blockchain, a fee of 68 gas/byte is necessary, so an addi-
tional amount of 4556 gas has to be paid, in order to add the
certificate hash to the transaction. With a total of 25,556 gas
to pay for the transaction, and for the fastest transaction speed
price of 20 Gwei/Gas, the final transaction fee is 0.0005111
ETH, or approximately $0.16. This is significantly lower than
the Bitcoin DeTRACT-T approach. A revocation or extreme
revocation transaction is also a standard Ethereum transac-
tion in this case too. With a cost of 21,000 gas, the revocation
cost amounts to 420,000 Gwei, or approximately $0.13.

Finally, for the smart contract DeTRACT-SC approach,
non-fixed size variables are used, like the domain name and
the download link that will be added to the blockchain. Taking
the fixed values and adding an average value for the non-fixed
ones, there is a total of 200 bytes of data to be transferred
to the blockchain. That way, a total of 34,600 gas is needed.
This translates to 0.000692 ETH, or approximately $0.22,
corresponding to the fastest transaction speed price of 20
Gwei/Gas. Even if the non-fixed variables increase consid-
erably in size, the resulting price will not have significant
variations. The smart contract code for certificate revoca-
tion is estimated to require 20,604 gas. This is equivalent to
0.000412 ETH, or approximately $0.13.

Our decentralized PKI approaches target domain valida-
tion (DV) certificates of the traditional PKI implementations
that with the average market price cost around $10 per year.
InTable 2, a complete price comparison is displayed, with our
Ethereum blockchain DeTRACT-T framework being signif-
icantly cheaper than the centralized alternative. Comparison
with implementations from the literature review was not
carried out, because these implementations either used new
proof-of-concept blockchains, so actual prices cannot be cal-
culated, or the prices are similar to ours due to use of the
Ethereum or Bitcoin blockchains.

In this price analysis and comparison, some really impor-
tant aspects have to be kept in mind:

— Cryptocurrency Price Volatility: Due to many factors, the
exchange price of Bitcoin and Ethereum is very volatile
and unstable. The information above concerns only a
specific time. For future reference, the necessary price
changes in each cryptocurrency have to be implemented,
in order for the true cost of each implementation to be
revealed.

— Certificate Prices: Prices for actual SSL/TLS certificates
are not standard and heavily depend on the provider.
Providers are usually companies, and prices depend on
the size of the company and on the number of customers.
On our analysis, the numbers shown is the average of
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three of the biggest certificate providers in the market,
Comodo, Thawte and GeoTrust.

— Contract Price: In the smart contract-based DeTRACT-
SC approach, the price for the contract publishing was
not included in the analysis. That is because this is an
one-time cost, and it is not defined by whom it will be
paid, as it does not concern us in the context of this work.

4.2 Approach comparison

Because of the development in different blockchains and
technologies, it is necessary to perform a comparison
between them in order for users to be able to judge the imple-
mentations that suits them best, or even to help future research
and development. To compare these implementations, the
following categories were used:

— Cost Difference in cost, when using different blockchains
and technologies

— Transaction speed The speed which is needed for a cer-
tificate to be generated, while referring to the transaction
speed of each blockchain used.

— Data volume The amount of data that needs to be stored
in the blockchain.

— Usage complexity The complexity by the certificate cre-
ators and users side.

— Development complexity Development complexity for
each approach.

— Information availability The amount of information that
is stored in the blockchain and is available for use
instantly, without having to query another informa-
tion source, such as a distributed data storage. In the
transaction-based DeTRACT-T, it was possible to store
only the hash of the certificate and be able to access it
instantly, in contrast to DeTRACT-SC, where the amount
of data stored, which is available immediately is signifi-
cantly larger.

— Security The security of the data stored on the blockchain,
with respect to the cost of a sustained attack against it.

For the comparison, a three-point scale consisting of
the values “Low,” “Medium” and “High” was used. The
DeTRACT-T solution based on Ethereum seems preferable
to the Bitcoin-based one in most aspects. However, although
both networks are generally considered very safe, the Bit-
coin network is probably the safest of the two. At the time
of writing (July 2019), the theoretical cost of a 51% attack
on the Bitcoin network, sustained for 1h, would be approxi-
mately $1 million, while that for the Ethereum network, only
about $160,000 [38]. A 51% attack is a potential attack on
a blockchain network, where a single entity or organization
controls the majority of the hashing power, allowing them to
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Table 2 Certificate generation price comparison between DeTRACT-T, DeTRACT-SC and the conventional certificate type, for single domain

certificates (July 2019)

DeTRACT-T (Bitcoin) DeTRACT-T (Ethereum) DeTRACT-SC Domain validation (DV) certificates
Certificate generation 76,080 satoshi 0.000511 ETH 0.000692 ETH Approx. $10/year
($4.72) (30.16) (50.22)
Certificate revocation 15,000 0.000420 ETH 0.000412 ETH $0
($1.86) (50.13) (50.13)
Extreme revocation 15,000 0.000420 ETH N/A N/A
($1.86) (50.13)
N/A: Not Applicable
Table 3 Comparison between o
the three different DeTRACT DeTRACT-T (Bitcoin) DeTRACT-T (Ethereum) DeTRACT-SC
blockchain implementations Cost Medium Low Low
Transaction speed Medium High High
Data volume Low Low High
Usage complexity High High Low
Development complexity Medium Medium Low
Information availability Low Low Medium
Security High Medium Medium

disrupt the network, including reversing of transactions that
have previously been included in the blockchain [46].

The comparison results, as shown in Table 3, show that it
is not possible to conclude toward a single solution, and every
blockchain and technology used may offer different charac-
teristics to the end user. The three different implementations
of DeTRACT can result in the following advantages for the
end user:

— DeTRACT-T (Bitcoin): In this implementation, it can be
seen that, apart from security, there are no categories
where it stands out from the other two. Nevertheless,
it was chosen because the Bitcoin blockchain is stable,
secure and with one of the biggest communities to sup-
port it.

— DeTRACT-T (Ethereum): The Ethereum blockchain has
also been chosen because of its stability and support, but
it has other aspects to offer too. The transaction speed is
fast, in the order of a few seconds, the cost is the lowest
of the three implementations and the development com-
plexity is relatively low. This gives an advantage over the
three implementations in cost and development complex-
ity.

— DeTRACT-SC: The smart contract approach is the most
complex implementation of the three in terms of devel-
opment. However, it has relatively low cost, really fast
transaction speed (resulting in really fast certificate gen-
eration), it can store the biggest data volume of the three,

which increases the security and immutability aspects,
and it is the less complex of the three in terms of usage.

4.3 Implementations

Proof-of-concept implementations of the DeTRACT frame-
work have been developed, using different blockchains and
technologies. The working prototypes are available as open
source projects, under an MIT license. The implementations
consist of the following:

4.3.1 DeTRACT-T_Bitcoin

This is a client script implementation for transaction-based
DeTRACT-T using the Bitcoin blockchain.” The client script
is implemented using the Python programming language.

The script provides the user with an interactive session
that allows them to perform all actions that pertain to:

1. Identity creation, including the creation of the “Gen-
eration,” “Certificate” and “Revocation” addresses, as
previously described in Sect.3.2.1.

2. Certificate creation and signing, as described in Sect. 3.2.2.

3. Certificate update, where the user is able to update any
information included in the certificate. This includes
the domain owner’s information, the domain name, the

7 https://github.com/CrOwTom/DeTRACT-T_Bitcoin.
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address of the uPort identity, the signatures of all three
addresses as well as the certificate’s expiration date.

4. Certificate revocation, including the ability to execute
a simple revocation or an extreme revocation process,
by sending the appropriate transactions to the Bitcoin
blockchain network, as described in Sect.3.2.3.

5. Uploading of the generated or updated certificates to the
Bitcoin blockchain network by creating and sending the
respective transactions.

4.3.2 DeTRACT-T_Ethereum

This is a client script implementation for transaction-based
DeTRACT-T using the Ethereum blockchain.® It is also writ-
ten in the Python programming language. This also provides
exactly the same functionality as its DeTRACT-T_Bitcoin
counterpart does, with the only difference being that it uses
the Ethereum blockchain network instead of Bitcoin.

4.3.3 DeTRACT-SC

The smart contract DeTRACT-SC approach® consists of a
proof-of-concept client application script, a smart contract
and a Web-based user interface.

The client script is implemented using the Python pro-
gramming language and allows users to create their identity
and generate the respective certificate files, in a similar man-
ner as with the DeTRACT-T approach. Additionally, it allows
users to upload the generated certificate files to Swarm, where
they may be accessible by anyone.

The smart contract is written in the Solidity program-
ming language [47], currently the most common language for
developing smart contracts for the Ethereum blockchain. It
functions as the backend software of our smart contract-based
solution. Through the provided application binary interface
(ABI), it provides access to its smart contract methods that
allow users to interact with the Ethereum blockchain net-
work. This includes the ability to upload certificates to it, as
well as retrieve information about certificates stored in the
blockchain.

The Web-based user interface (Fig.8) provides a simple
proof-of-concept implementation of how an end user would
be able to interact with the smart contract. It is implemented
using plain HTMLS5 and the Javascript programming lan-
guage, without the use of any Web development framework.
The Javascript code uses the web3.js collection of libraries
[48] to interact with nodes that are part of the Ethereum net-
work and the uport-connect library [49] to interface with
uPort identities.

8 https://github.com/CrOwTom/DeTRACT-T_Ethereum.
9 https://github.com/CrOwTom/DeTRACT-SC.
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Fig.8 Screenshot of the proof-of-concept Web user interface

These components are in fact parts of a decentralized
application (DApp). DApps do not have to be hosted on a spe-
cific Web site, like most Web applications do. The backend
part of the applications is running exclusively on decentral-
ized peer-to-peer networks, such as the Ethereum network,
as smart contracts. The frontend part of the DApp can be
hosted anywhere; there can be multiple instances of the fron-
tend code running on different servers at the same time, as
individual applications on mobile phones or PCs, or even be
hosted in a decentralized manner on decentralized storage
such as Swarm and IPFS.

4.4 Limitations and security considerations

As previously mentioned, the DeTRACT framework only
targets Domain Validated (DV) certificates. For these kinds
of certificates, no identity information with respect to the
organization or company issuing the certificate is vetted by
anyone. This is the simplest type of certificate; however,
it is the most common type found online. For other types
of certificates, such as Extender Validation (EV) certificates
and Organization Validated (OV) certificates, which require
at least some vetting to establish that the identity of the
organization or company is indeed the one specified by the
certificate, an external validator, such as a certificate author-
ity, needs to be included in the process. For that reason, a
completely decentralized solution for EV and OV certificates
is not possible.

It also has to be noted that this proposal does not empha-
size on performance issues at all. In fact, existing centralized
solutions are more performant than DeTRACT. For example,
CRLite [50] and OCSP Stapling [51] only require a single
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connection to fetch a website and determine authenticity of
its certificate. DeTRACT would require three connections
to accomplish the same task. Intuitively, that would mean
that DeTRACT would be at least three times slower than
existing technologies that are performance oriented. How-
ever, we believe that this is an acceptable trade-off between
performance and decentralization.

The size of the Bitcoin and Ethereum networks might be an
important factor with respect to DeTRACT’s adoption. The
number of existing nodes in Bitcoin or Ethereum networks
might not be sufficient to cope with the increased traffic that
DeTRACT will present. Both networks are comprised of a
few thousand active nodes at this time. However, scaling any
of these blockchain networks is not a problem. Any interested
parties, such as ISPs, or even individuals, can always choose
to run their own node and share the load that is generated by
the increased number of users.

If a browser plug-in for DeTRACT connects to a random
node in the Bitcoin or Ethereum networks, in order to estab-
lish that certificates are valid, it may reveal browsing history
to those nodes. Solutions to mitigate this problem, such as
the Simplified Payment Verification (SPV) protocol exist, but
may still leak some information [41]. However, for users with
privacy concerns, it is possible to run their own nodes, so that
no information leaking to external actors takes place.

Furthermore, there are some security considerations deriv-
ing from the use of lightweight technologies such as SPV by
client applications. A malicious node in the network can-
not possibly lie about the contents of a transaction, but it
is possible to completely hide a transaction from inquiring
lightweight nodes [52]. Therefore, a malicious node could
potentially hide a revocation transaction from the client. This
would lead the client to believe that the certificate is still valid.
A way to possibly mitigate this issue would be to contact
several random network nodes at the same time and deter-
mine if they all provide the same information. This is what
most Bitcoin and Ethereum lightweight clients such as wal-
let applications for mobile phones already do. However, this
would pose an additional performance penalty and the sys-
tem would still be susceptible to network partitioning attacks.
This issue can be completely eliminated if one runs their own
network node, or otherwise communicates with a node that
they know and trust, and their client applications communi-
cate solely with that node.

Another limitation which derives from the use of blockchain
technologies is the inherent limit to the rate of transactions
that can be issued. The Bitcoin network currently has a limit
of about seven transactions per second imposed by its max-
imum block size [53]. The Ethereum network currently has
a limit of about 15 transactions per second, imposed by a
limit to the maximum number of computations that can be
performed with each block [54]. Several proposals for effec-
tively scaling the capacity of blockchain networks to perform

transactions exist, e.g., [53,55-59] and it is expected that their
adoption will provide a solution in the immediate future.
However, the issue still exists.

uPort is an important part of the DeTRACT framework,
providing user identification functionality. uPort identities
are simple smart contracts that are controlled by a con-
troller contract and contain key recovery and access control
logic. These identities are tightly connected to the user’s
smartphone, where their personal keys are stored securely.
Therefore, the loss of one’s smartphone might impose secu-
rity risks. In that case, the attacker would also need to have
acquired the user’s credentials along with their smartphone.
While this is unlikely to happen, it is still possible. A uPort
identity is in essence just an Ethereum smart contract, which
is represented in the Ethereum network by an address on the
blockchain, just as any other Ethereum address. As such, a
popular and effective way to mitigate these types of attacks
would be for the users to employ the use of multisignature
addresses [60]. These can be trivially implemented using
Ethereum smart contracts. In a multisignature scheme, M-
of-N(M < N) signatures are needed in order to authorize
a transaction on the blockchain. Typical examples include
2-0f-3, 3-0f-3, 4-of-5 schemes, etc. The higher the number
of keys M that is required to authorize a transaction, the
more difficult it is for a potential attacker to compromise an
identity. So, in this case, the attacker would need to have
acquired at least M smartphone devices, possibly from dif-
ferent people and locations, simultaneously, along with their
respective credentials, making it substantially more difficult
to compromise an identity.

One of the most important points of DeTRACT is the effec-
tive revocation of certificates. In the Ethereum network, new
blocks are added to the blockchain every few 10-15s. So,
a revocation transaction would not normally take more than
half a minute to propagate through the entire network. In
the Bitcoin network, however, new blocks are generated on
average every 10min. Block propagation time is negligible
compared to that, as it only takes a few seconds for a new
block to reach almost every node in the network [61]. So,
it could take up to 10-20min for a revocation transaction
to appear in all network nodes. This is still better than the
hourly or daily revocation times for certificate revocation
lists (CRL), but not as fast as that of other solutions such as
OCSP stapling, which exhibits response times that may be
down to a few seconds. During this time, the client might be
vulnerable.

In order for a revocation scenario to be executed, the
domain owner should lose access to the “Generation”
address, by means of losing or disclosing the respective pri-
vate key. In this case, a simple revocation would be performed
using the “Certificate” address as described in Sect.3.2.3. If
access to the “Certificate” address is lost as well, then an
extreme revocation procedure can be performed by issuing

@ Springer



568

T.Sermpinis et al.

a transaction from the “Revocation” address to the “Cer-
tificate” address. The “Revocation” address should be kept
secret at all times and only be used when it is needed. This
would make it extremely difficult for any attacker to acquire
the respective private keys. Private keys for these “Gener-
ation”, “Certificate” and “Revocation” addresses should be
stored securely and separately from each other. That way, if
an attack occurs, the attacker will not be able to acquire all
of them at the same time, and it would have to be a three-step
process. In any case, best practices indicate that private keys
should be only stored on devices that are not connected to
any network, on hardware wallets, on paper, or other offline
mediums, in encrypted form. For additional security, all three
of these addresses could also be protected under a multisig-
nature scheme, a practice which is very common in Bitcoin
and Ethereum. Even in the unlikely event that the domain
owner loses access to private keys for all three addresses,
there would still be a way to counter an attack. This could be
accomplished by simply disabling the connected uPort iden-
tity. That would indicate that all certificates issued with that
identity become invalid. The user would then have to issue a
new identity and repeat the certificate creation process.
Finally, another disadvantage of the DeTRACT framework
is that users are forced to use self-signed certificates. This is
not a technical problem, and it can be mitigated only in a
social level, if users learn to use decentralized identification
methods, such as web-of-trust. That way, they will be able to
trust an identity that was verified in a decentralized way, and
with that, trust for approaches similar to ours will come.

5 Conclusions and future work

In this section, the general outcome of this work is briefly
described. Our goal was to prove that a completely decen-
tralized PKI system is viable and certificate authorities can
be replaced, using blockchain technologies. In similar sys-
tems to ours, the system is not completely decentralized and
CAs continue to be the central point of failure. In addition,
systems that tried to fix the centralized aspect and replace
CAs fall short in other aspects, like effective revocation, use
of decentralized storage technologies and proof-of-concept
implementations.

In our decentralized PKI approaches, a completely decen-
tralized alternative has been developed, bypassing and fixing
the central point of failure that comes with traditional PKI.
We developed different approaches of our proposed frame-
work, using different blockchain technologies and compared
these approaches with respect to their individual character-
istics. As a result, implementations for different user needs
have been developed, each with their own advantages and
disadvantages.

@ Springer

Although the use of blockchain technology as a replace-
ment to certificate authorities and a means of decentralization
of a PKI system seems tempting, it is not without draw-
backs. Users have to be well educated and well informed
in order to use a completely decentralized technology, as
there is no central management. As a result, implications
that may arise will be difficult to resolve. Also, for the sys-
tem to be completely decentralized and secure, there is a
storage requirement aspect for nodes. This may be an impor-
tant consideration for the use of this technology. Success of
our proposal largely depends on the adoption speed and the
user behavior toward the system.

As it turns out, the objectives of this work have been
achieved, but a lot of improvements could be done to improve
our system. We have already set some long-term goals, some
of which are the following:

— Lighter smart contract implementation. Despite the effi-
ciency of the smart contract DeTRACT-SC approach, a
better and lighter implementation has to be developed in
order to manage a smaller amount of data, which will
result in faster and cheaper transactions.

— Client-side application and browser integration. Despite
the viability of our approaches, there has to be an easy and
not complicated way for the users to be able to use them.
This can happen either by a really well-implemented
client-side application, or by building the functionality
into browser applications much like the traditional PKI.

— The approaches of this work were built with reliabil-
ity in mind. That is the reason why two of the most
secure blockchain technologies were used. In order
for the system to acquire different features, ones that
the technologies used here cannot offer, other potential
blockchains may be explored.

Nevertheless, the different approaches to decentralizing
PKI that have been developed are effective and cost-efficient.
Leveraging the transparency, immutability and decentraliza-
tion aspects of blockchain technologies, DeTRACT show-
cases that it is a good building block for a completely
decentralized system, which could replace the traditional PKI
system, removing the need for centralized CAs.
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