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Abstract The paper discusses on the concept of human

errors when operators use barriers or when barriers have to

be designed to decrease risks associated with human

behaviours. It gives taxonomies of barriers and of their uses

and develops the concept of the human-error-based design

of barriers to control human errors. Human error assess-

ment methods are then proposed regarding three dimen-

sions: retrospective analysis methods, prospective analysis

methods and on-line analysis methods. A new methodol-

ogy including these dimensions is proposed to take into

account several uses of barriers: normal uses, unintentional

erroneous uses, intentional diverted uses and uses of new

barriers. In order to achieve the identification of these

barrier uses, this approach is based on the comparison

between the prescriptive and predictive behaviours for a

prospective analysis or between prescriptive and real

behaviours for a retrospective analysis to define new bar-

riers or to redesign the existing ones. A management of the

learning process of such barrier uses is integrated in order

to make this design or redesign processes possible.

Keywords Barrier design � Barrier analysis �
Barrier uses � Human-error-based design �
Human error � Human error assessment

1 Introduction

Risk analysis of human-machine systems cannot be done

without considering the human factor impact. Moreover,

this risk analysis process generally concerns the system

designers and is done off-line. On field, the system users

have to analyse the risks they are facing to and to control

them on-line. Then, they learn from their own errors and

behaviours (Amalberti 2001). Generally, these human

errors relate to two main aspects of the human behaviour:

• The capacity of human operators not to realize correctly

their allocated tasks in given conditions during a period

of time or a given time, or

• The capacity of human operators to realize additional

tasks that may affect the human-machine system

functioning in terms of safety, quality, production,

workload, etc.

The identification of such human errors can be done by

comparison between:

• The prescribed behaviour (i.e. the behaviour that the

human operators are supposed to perform) with the real

one (i.e. the real behaviour performed by the human

operators), or

• The result expected by the prescribed behaviour with

the result obtained by the performed behaviours.

Regarding the prescribed behaviours or their results,

erroneous behaviours are unintentional or intentional and

may be achieved with or without any intention to damage

the system. In order to control such human errors, the

designers provide the human-machine system with a set of

barriers. Barriers are systems that protect the human-

machine system from the occurrence or the consequences

of undesirable events that may affect the human-machine
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system functioning in terms of criteria such safety, work-

load, production, quality. Therefore, some of them are

designed for controlling human errors.

Hollnagel identifies two ways to improve the design of

barriers (Hollnagel 1999):

• The former relates to the accident analysis process to

explain the failures of a system and to identify the

failures of barriers.

• The latter relates to the system design process to

specify barriers capable to protect the system against

possible failures.

Human erroneous action modes described in (Hollnagel

1998) is a suitable framework to specify the function of

barriers and to identify the conditions to activate them

(Hollnagel 1999). Therefore, these barriers aim at pro-

tecting the system against human errors.

Nevertheless, barriers can also be the cause of the

occurrence of particular human errors such as the removals

of barriers or the creations of new barriers that produce

added behaviours. Both cases (i.e. barrier creations and

barrier removals by human operators on field) are never

taken into account in the design process of a human-

machine system integrating barrier system.

This paper proposes an answer to this lack of method-

ology and discusses on the concept of barriers initially

inspired by the Hollnagel’s research. After presenting the

principles of the risk assessment in a human-machine sys-

tem organization, it introduces the concept of barrier and

gives taxonomies of barriers and of their uses. Some human

error assessment methods are then proposed to support the

design of barriers. A three-dimensional approach is finally

presented for the retrospective and prospective analysis of

the barriers uses in order to support the design or the

redesign of on-line human-error-based barriers.

2 Risks assessment principles

In the domain of risk assessment processes, divergences

can be due to the differences between the objectives of

each decisional level of an organization from the design of

a given machine to its use (Vanderhaegen 2003). For

instance, a society that uses this machine can divide the

decisional process into several hierarchical levels such as

the production directors, the foremen, the team leaders, the

teams of works and the human operators or users. Opera-

tional risk, i.e. the risks related to the system use, can

evolve from a quantitative or objective assessment to a

qualitative or subjective one. Other risks such as organi-

zational ones, i.e. the risks related to the work manage-

ment, can evolve from a strategic or long-term viewpoint to

a tactical or short-term one.

The assessment of these risks concerns different sources

and sometimes can diverge (Table 1):

• For the designers, the objective of risk analysis is

usually limited to a quantitative assessment of risk on

safety. This evaluation is a mono-criterion and an off-

line process. Its validation stops evolving when the

machine is on field operation and is quite stable because

it concerns a common decision. Nevertheless, this

process of risk evaluation is external because it is

usually made independently of the users and focuses on

the factors related safety non-conformity events in

order to define tools such as barriers or user manual.

• The society that installs and operates this machine has

to demonstrate the on-field safety conformity. It is an

off-line and external process focusing only on the

safety criterion. Its validation and its integrity are not

constant because it can take into account data from

feedback of experience that may change initial pre-

scriptions, adding barriers or improving training.

• Regarding the users, the risk analysis rather relates to a

multi-criterion and an on-line risk control process.

Users have to control risks associated with operational

situations evaluating them after their detection and

intervening on the piloted process to avoid the occur-

rence or limited the consequences of a given event.

This control is multi-criterion because it takes into

account not only the system safety but also economical

criteria such as production or quality or social criteria

such as motivation or workload. Depending on the

variability of the operational situations to be controlled

and on the inter-individual and intra-individual differ-

ences, the risk control process is dynamic and variable.

Moreover, it can concern all factors related to whatever

field events and can support the definition of new

individual or collective barriers, the increase in the

learning on the system behaviour, the improvement of

the human competences.

The main and joint output of these risk assessment

processes is the design of barriers. The concept of serial

defenses or defenses in depth to control system safety is

usually guaranteed by barriers. It consists in designing

several barriers for controlling the same events. Different

barriers can then be specified from the design of a machine

to its use in order to control the same unsafe events.

3 The design of barriers

Hollnagel (1999) defines a barrier as an obstacle, an

obstruction or a hindrance that may either (1) prevent an

action from being carried out or a situation to occur, or (2)

prevent or lessen the severity of negative consequences.
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The design of a barrier requires the definition of three

characteristics (Hollnagel 2004):

• Its objective, i.e. a barrier is designed for prevention or

protection.

• Its function, i.e. the condition of activation of the

barrier in order to achieve its goal.

• Its integration into the defence in-depth process taking

into account the system organization and its structure.

A barrier is then a technical or human support that

protects the human-machine system against the occurrence

or the consequences of undesirable events. These events

may affect criteria such as safety, workload, production or

quality. Facing an undesirable event affecting these crite-

ria, three levels of barriers may be designed: barriers of

prevention, barriers of correction and barrier of contain-

ment (Fig. 1). Barriers of prevention and correction aim at

avoiding the occurrence of an unwanted event such as an

accident, and the barriers of containment focus on the

limitation or the control of the consequences of this acci-

dent or on the avoidance of the over-accident to protect the

others. Prevention process relates to supports for antic-

ipating events. Correction process consists in defining

supports for recovering, interrupting or stopping events.

Containment process aims at protecting the system, evac-

uating people or material, mitigating or diverting the con-

sequences of the unrecoverable events or at avoiding the

occurrence of other undesirable and unrecoverable events

such as over-accidents.

The avoidance or the control of accidents involves sev-

eral actions for facilitating the design of barriers (Hollnagel

2004, 2008): the identification of the types of the accidents

that may occur, the identification of the location of these

accidents onto the global system, the identification of the

causes of their occurrence, the identification of the condi-

tions of their occurrence, the identification of the human

contributions to their occurrence. Barriers are mainly used

as means to prevent the unwanted events such as accidents

from reappearing again (Hollnagel 2008).

Undesirable events can be human errors. In order to

protect a system from potentially unsafe human behaviour,

barriers are necessary. Four barrier classes can be distin-

guished (Hollnagel 1999, 2008):

• Material barriers (such as walls or doors) that physi-

cally prevent an action or limit the negative conse-

quences of a given operation,

• Functional barriers (such as keys to open doors) that

logically or temporally link actions and operational

situations,

• Symbolic barriers (such as signals or panels) that

require interpretation to be applied, and

• Immaterial or incorporeal barriers (such as rules or

norms) that are not physically present on the work place

but that the human operators are supposed to know.

Activation of
prevention

based barriers

Activation of
correction

based barriers

Activation of
containment

based barriers

Success or 
ended process?

Occurrence of an event
to be controlled?

Yes

Yes

Yes

Yes

No

No

No

No

Success or 
ended process?

Success or 
ended process?

Fig. 1 Barriers of prevention, of correction and of containment

Table 1 Risks analysis process of the designers, the employers and the users of a human-machine system

Actors Designers Employers Users

Objective Risk evaluation Conformity assessment Risk control

Criterion Mono-criterion Mono-criterion Multi-criterion

Processing Off-line Off-line On-line

Validation Static Dynamic Dynamic

Integrity Stable Variable Variable

Source External External Cognitive

Content Factors related to unsafe events Factors related to unsafe events Factors related to multi-criteria-based events

Output Barriers Barriers Personal barriers

Training Learning process

Reorganization Experience
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A barrier can belong to more than one of these classes.

A barrier is characterized by its source, i.e. who is the

designer of the barrier, and its target, i.e. who will use this

barrier. Three levels of barrier design process can be

defined (Table 2). The designers of a given machine equip

it with barriers with respect to the norms or risk analysis

results. The employer who installs and operates this

machine on an industrial site defines other barriers on field

with respect to the implantation environment. Finally, the

human operators who use this machine may modify some

existing barriers or create new ones. The choice of the

barriers of the first level (i.e. the designers of a machine) is

the result of a risk analysis process. At the second level (i.e.

the society that instals and operates the machine), addi-

tional barriers are linked to the operational conformity to

be followed. However, the possible behaviours of human

operators on field who face technical barriers or who are

considered as barriers or who are designing their own

barriers are not formally assessed.

Among functional barriers, there are supports based on

the technical redundancy principle and on the human-

machine cooperation one (Vanderhaegen 2003). The

redundancy principle involves redundant and non-interac-

tive systems: when a system failed, a task is allocated to

another reliable system. The human-machine cooperation

principle involves redundant and interactive system: tasks

can be then shared dynamically among different coopera-

tive decision-makers.

Three levels of cooperation can be implemented for

solving problems facing undesirable events to be controlled

(Jouglet et al. 2003; Millot and Vanderhaegen 2008):

• Pre-action-based supports provide human operators

who act alone on the process with advices.

• Post-action-based supports aim at recovering possible

human errors after human actions.

• Regulation-based supports concern barriers operating

during action. This requires an organization in which the

assistant support system and the human operator are on

the same decisional level. Control and supervisory tasks

can then be distributed between human and machine in

order to relieve human operator of underloaded or

overloaded situations. This aims at both reducing the

risk of human error and regulating workload.

In fact, two groups of barriers might then be considered

(Polet et al., 2002):

• Barrier affecting the system integrity if they are removed.

There are physical barriers: if they are removed or not

respected, the system is physically modified.

• Barrier unrelated to the system integrity if they are

removed. There are symbolic or immaterial barriers: if

they are removed or not respected, the system is not

modified physically.

Vanderhaegen and Petersen (2007) defined barrier

removals as a gap between the so-called intentional barriers

and apparent barriers:

• Intentional barriers are barriers that are designed for

pre-defined objectives.

• Apparent barriers are barriers that are really perceived

and used by the human operators on field.

The design of intentional barriers requires an analysis of

their uses integrating:

• The assessment of the possible perception of these

barriers by human operators on field, identifying the

risks associated with a degraded perception of the

interest of intentional barriers.

• The assessment of the system integrity with and

without barrier removals, identifying the compromises

between different evaluation criteria.

Several reasons can facilitate the removing of barriers. An

error of design of the barriers implemented on field can lead

to the misuses of the system (Foot and Doniol-Shaw 2008).

Table 2 Examples of barriers defined by the designers, the employers and the users of a human-machine system

Material Functional Symbolic Immaterial

Designer Electrical box

Isolation

Detection sensors, interlocking system, remote

control system, redundancy

Signalling support

Visual and sound support

Labelling on working tools

Users manual

Training program

Employer Emergency exits

Individual protection

means

Fire detection and control system

Support tools

Functional access area limitation

Safety rule panels

Ground signalling or

indicators

Internal training

Internal procedures

and rules

Team Physical access limitation Task and responsibility allocation

Cooperation

Gestural, sound or verbal

communication

Collective notice board

Report

Advices during

relief

Individual Physical organization of

the workplace

Personal access area definition Personal notice boards Personal notes and

rules
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Regarding the constraints of a given organization, a lack of

degree of liberty when applying procedures can encourage

the users to modify these procedures in order to make them

more flexible and applicable (Grote et al. 2009). Other

reasons can lead to the removing of barriers (Vanderhaegen

and Petersen 2007):

• Barriers are removed because they failed.

• Barriers are removed because they are temporarily or

permanently unsuitable.

• Barriers are misused because of insufficient experience

of human operators.

• Barriers are removed because some operations such as

maintenance operations require their removal.

Intentional deviation from the prescribed behaviour

required by the system specifications is called a violation

(Reason 1990). A so-called barrier removal was initially

defined as the voluntary barrier inhibition with the inten-

tion to optimize the possible compromises between criteria

such as safety, workload, production, quality (Polet et al.

2003). Thus, a barrier removal, or an intentional misuse or

non-respect of a barrier under appropriate conditions, is an

optimizing or exceptional violation made without any

intention to damage the human-machine system. Barriers

can then be removed in different ways such as:

• The barriers are deactivated temporarily or

permanently.

• The structure or the function of barriers is modified

temporarily or permanently, totally or partially.

• The barriers are removed by one human operator or by

a group of human operators.

• The barriers are removed intentionally or unintentionally.

• The barriers are removed with or without coordination

between human operators or between groups of human

operators (e.g. people on maintenance and people on

operation).

Finally, the risk assessment process done at the design

level of a system aims at solving unacceptable scenarios

involving human errors for instance and transform them

into acceptable ones by integrating new barriers to control

unsafe events generated by human operators. Several

methods can be used to facilitate the design of such human

error tolerant barriers.

4 Human-error-based design of barriers

4.1 Synthesis of human error analysis to design barriers

Several methods are useful to support the design of human

errors centred barrier. They are based on on-line analysis

to activate or deactivate real-time barriers, on prospective

analysis to design barriers and on retrospective analysis to

redesign barriers or verify their efficiency regarding safety

or performance indicators (Table 3).

4.2 On-line analysis

Some authors defended the hypothesis related to the fact

that an high level or a low level of workload increases the

risk of human error occurrence, and decreases the system

performance (Weiner et al. 1984; Chignell and Hancock

1985; De Waard 1996). Indeed, low human workload

generates a decrease in the human vigilance and increases

the risk of human error (Popieul et al. 2002) and high

workload provokes an increase in the risk of erroneous

perception and action (Vanderhaegen et al. 1994). There-

fore, the use of workload assessment methods is useful

for activating or deactivating barriers such as decision

support systems regarding the dynamic context of work

(Vanderhaegen 1999a). They are methods such as:

• Subjective workload assessment methods such as TLX,

Task Load Index (Hart and Stavelang 1988) or SWAT,

Subjective Workload Assessment Technique (Reid and

Nygren 1988).

• Objective workload assessment methods such as those

implemented into the SPECTRA project (French acro-

nym for Experimental Platform to Share Tasks between

Human and Machine in Air Traffic Control). For

instance, there are methods based on a functional task

demand estimator to assess the complexity of a global

situation (Vanderhaegen et al. 1994) or methods

based on a temporal task demand estimator to assess

the possible saturation of the human processor

(Vanderhaegen 1999b).

Subjective assessment of workload is sometimes affec-

ted by erroneous perception of the tasks allocated to human

operators, and the correlations between both subjective and

objective assessment methods may then be wrong. Never-

theless, indicators on human workload or task demand are

useful to manage the activation or the deactivation of

barriers in order to optimize the performance and the safety

of the human-machine system. These barriers based on

human workload or task demands aim at preventing or at

recovering human errors that may degrade the system

performance or safety.

Prospective methods are other ways to support the design

of barriers. They are based on human error prediction.

4.3 Prospective analysis

The classical Fault Tree method can be helpful to identify

the contribution of human error to the occurrence of an

incident or an accident or to identify the events that may
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provoke the human error occurrence and to access its

probability. The design of barriers is done to reduce the

probability of this human error occurrence. Some approa-

ches to predict human errors are quantitative methods such

as THERP, Technique for Human Error Rate Prediction

(Swain and Guttmann 1983; Zio et al. 2009) or SLIM,

Success Likelihood Index Method (Embrey et al. 1984;

Khan et al. 2006; Park and Lee 2008). They are based on

mathematical model to assess the probability of success or

failure of a given behaviour combined with the impact of

factors that may affect the performance of this behaviour.

Nevertheless, the results of such methods are not homo-

geneous. Studies have shown that a given method used by

several groups or different methods used by a same group

do not produce reliable results (Kirwan 1997; Reer 2008).

This can be due to different reasons (Cépin 2008; Johnson

1999; Vanderhaegen 2001):

• The analysis of the tasks does not integrate all the

dependencies between tasks (e.g. temporal dependen-

cies, causal dependencies, functional dependencies).

• The feedback to assess the human error probability is

sometimes insufficient.

• Even if probabilities on human error are available, they

usually cannot be compared because they do not have

homogeneous units of assessment.

• The probability assessments are rarely verified on field

regarding retrospective analyses.

Qualitative or cognitive approaches facilitate the pre-

diction of human error. They propose human erroneous

actions taxonomies or models such as:

• The Reason’s taxonomy (Reason 1990). Unsafe or

unoptimal human actions relate to intentional or

unintentional behaviour: slips are non-intentional and

relate to skills and attention-based failure; lapses are

non-intentional and relate to skills and memory-based

failures; faults are intentional and relate to rules or

knowledge-based failures; violations are intentional

and can relate to intentional behaviour such barrier

removal with or without the intention to damage the

human-machine system.

• The Hollnagel’s taxonomy (Hollnagel 1998). This

describes erroneous actions by different parameters

called phenotypes that are causes by genotypes, i.e.

individual, systemic or environmental causes. These

parameters concern the erroneous actions characteris-

tics such as goal, sequence, duration.

These taxonomies are useful to define the objectives of

the barriers to be implemented. However, the associated

human behavioural model they used is sometimes difficult

to apply and their interpretation can be ambiguous

(Johnson 1999; De Keyser 2001).

Other methods such as DYLAM (Cacciabue 1998) or

HITLINE (Macwan and Mosleh 1994) complete the

quantitative and qualitative methods by simulating the

whole human-machine system behaviour facing pre-

defined undesirable events. They require sufficient realistic

models of human behaviour, process behaviour and the

interface behaviour. The more complex a human-machine

system is, the more difficult the simulation and the defi-

nition of barriers are.

All these prospective analysis methods focus mainly on

the analysis of non-intentional errors without taking into

account intentional errors such as violations or additional

behaviours. The ACIH method (French acronym for Analysis

of Consequences of Human Unreliability) assesses the

Table 3 Analysis for human-error-based barriers

Example Principle Objective

On-line analysis for barrier activation or deactivation

TLX, SWAT Subjective assessment Workload analysis

SPECTRA Objective assessment Task demand and allocation analysis

Prospective analysis for barrier design regarding system performance objective

Fault Tree Scenario occurrence probability Undesirable event analysis

THERP, SLIM Error occurrence probability Quantitative error analysis

GEMS, CREAM Cognitive model Cognitive error analysis

DYLAM, HITLINE Human behaviour simulation Safety behavioural analysis

ACIH-APRECIH Benefit/Cost/Deficit model Consequences analysis

Retrospective analysis for barrier design regarding system performance assessment

Injury, breakdown Counters Statistical analysis

Human error rates Ratios Comparative analysis

HERMES, HERA Functional model Accident and incident analysis

ACIH-APOSCIH Benefit/Cost/Deficit model Consequences analysis
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consequences of human errors such as violations or barrier

removals (Vanderhaegen 2003). The APRECIH (French

acronym for Prospective Analysis of the Consequences of

Human Unreliability) is the module of ACIH that compares

the prescribed behaviours with the anticipated possible ones

(Vanderhaegen 1999c). Extension of the ACIH method

aims at using the multi-criteria-based framework of the so-

called Benefits/Costs/Deficit model (BCD model) in order

to assess the consequences in terms of benefits and costs

in case of the success of the erroneous behaviour and

of potential deficits or dangers in case of its failures

(Vanderhaegen 2003, 2004). Different criteria such as

safety, quality, production or workload can be used for

assessing such consequences.

These prospective analyses to design barriers might be

completed by using retrospective ones in order to verify the

efficiency of the barriers.

4.4 Retrospective analysis

Among the approaches to assess retrospectively, the human

error and the efficiency of the associated barriers, several

ratios or counters are useful (Vanderhaegen et al. 2004).

They are indicators such as:

• The number of injuries or system breakdown after an

incident or accident.

• The number of human errors upon the opportunity for

errors. Criteria of opportunity have then to be defined.

• If the criterion of opportunity relates to the solicitation

of a given task, this ratio is the number of incorrect

tasks upon the total number of solicitations of the task.

This assesses the number of erroneous tasks per

solicitation.

• This probability can also be the number of human

errors upon an interval of time. This aims at assessing a

number of human errors per time unit.

Other methods such as HERA, Human Error in Euro-

pean Air Traffic Management (Isaac et al. 2002) or HER-

MES, Human Error Risk Management for Engineering

System (Cacciabue 2005) are framework for the analysis

the impact of human errors on the occurrence of organi-

zational dysfunctions and for the design of database on

incidents and accidents. The retrospective approach of the

ACIH method is called the APOSCIH, a French acronym

for Retrospective Analysis of the Consequences of Human

Unreliability (Vanderhaegen 2001). It compares the pre-

scribed behaviours with the observed ones and interprets

differences in terms of consequences.

The application of these retrospective analysis methods to

design barriers or to verify their efficiency requires the

recording and the analysis of an important number of data

that are not always available or observable and that are not

entirely identified. Moreover, the results of these analyses

focus mainly on the negative contributions of the human

operators without taking into account the possible positive

ones, i.e. without considering the possibility for the human

operators to become a barrier for the system safety or per-

formance by avoiding or recovering an incident or an acci-

dent. The design of barriers requires the integration of the

management of this degree of liberty of human actions in

order to make this avoidance or recovering process possible

at any time, or to support this process by specific barriers.

Finally, the process of human error analysis is much

more limited to a retrospective one than a prospective one.

Instead of focusing on the incident or accident prevention,

the investigation effort related to human errors is done after

the occurrence of a danger, an incident or an accident due

to human factors, i.e. when the barriers and/or the human

operators failed.

These methods do not take into account all the possible

behavioural alternatives the human operators have when

they are facing barriers. The following section is an exten-

sion of the ACIH approach that aims at taking into account

several uses of barriers retrospectively or prospectively and

to manage the knowledge on the consequences of theses uses

or misuses of existing barriers or on the consequences of

possible new barriers created by users on field.

5 Toward an analysis method of possible uses,

misuses or creations of barriers

The new ACIH methodology for the design of barriers

aims at supporting the management of the negative and

positive consequences of human behaviours such as human

errors or violations. It is a three-dimensional view of the

human-error-based design of barriers (Fig. 2):

• A prospective step to compare prescribed behaviours

with the possible ones via a prediction model of

behaviour.

• A retrospective step to compare the prescribed behav-

iour with the observed ones.

• A redesign step to validate the current barrier system, to

modify it or to specify new barriers.

Regarding the system objective, the constraints and the

initial list of barriers, the analysis related to the system

structure and functions is done, and then the analysis of the

human tasks involved in the achievement of the system

functions aims at identifying the operational contexts and

the required procedures. The contextual and procedural

analysis identified the tasks the human operators are sup-

posed to achieve. Within these human tasks, possible

human errors are identified, and their consequences are

assessed. Several categories of barrier use are taken into
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account: the normal uses of barriers, the unintentional

erroneous uses of barriers, the intentional diverted uses of

barriers and the uses of new barriers created by human

operators.

The possible motivation for a human operator to

divert intentionally from a given prescription can relate

to the improvement of the human-machine system

behaviour or consequences. This improvement can be

assessed quantitatively or qualitatively regarding several

criteria. As mentioned earlier, the BCD model is based

on indicators that assess the positive and the negative

consequences of human behaviours on several criteria

related to technical or human performance or state.

Positive ones are benefits, whereas negative ones are

acceptable costs when the undesirable events are under

control or are unacceptable deficits when they are over

control. In other words, a cost is an acceptable negative

consequence when the human behaviour is successful

and a deficit is an unacceptable consequence when this

behaviour fails and damages the human-machine system

regarding the safety or other criteria. Therefore, whatever

the barrier use states due to human behaviours (i.e.

normal, erroneous, diverted or added use of barriers), the

corresponding human action occurrence is supposed to be

valuable by three distinct consequences on several eval-

uation criteria (Polet et al. 2002, 2009; Vanderhaegen

2004):

• The expected benefits (i.e. the B values of the BCD

model) due to the success of the performed action.

• The acceptable costs (i.e. the C values of the BCD

model) due to the success of the performed action. It

can relate to a cognitive cost to control the potential

deficit or danger or to a physical one to modify the

operational constraints of the use of a given system

such a barrier.

• The unacceptable possible deficits or dangers (i.e. the D

values of the BCD model) related to the potential

occurrence of a hazardous situation, in case of an

unsuccessful action.

A human behaviour can be then explained in terms of

benefits and costs when it is a success or in terms of deficits

or dangers when it fails. For an on-line intentional human

behaviour under control, the benefits and costs are consid-

ered as quasi-immediate, whereas the deficits are potential.

Indicators are then required to compare dependent or

independent situations (Vanderhaegen 2004). Two situa-

tions are dependent when the state of a situation occurring at

a given time is modified and leads to another short or long-

term situation. This modification can be due to the dynamic

evolution of the process or to a strategic or tactical action.

Two situations are independent when they can occur at the

same time but concern two different paths to achieve

same goals. Independent situations can then relate to the

Structuro-functional
analysis

Procedural and
contextual analysis

Task analysis Activity analysis

Identification of
prescribed behaviours

Identification of
real behaviours

Anticipation of
possible behaviours

Comparison between
possible and prescribed

behaviours

Definition of safety constraints,
barriers, system objectives

Comparison between
real and prescribed

behaviours

Normal use
of barriers

Erroneous use
of barriers

Diverted use
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Use of
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Identification of barriers and their uses

Consequences assessment with the BCD model framework

Structuro-functional
modifications

Specification or modification
of barriers and their uses

Definition of
the data collection

Database
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and their

uses

Management of the
learning process

of the barrier uses

Fig. 2 The three-dimensional

ACIH methodology
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possible action plans of different decisional levels of a

given organization to solve a current situation. Different

actions plans or procedures, i.e. different series of succes-

sive dependent situations due to human actions, can then be

compared. Whatever the hierarchical level, the BCD model

is able to take into account qualitative and subjective data or

quantitative and objective ones using several functions.

The third dimension of this new ACIH methodology

consists in developing databases and systems capable to

learn from barrier uses interpreted in terms of the BCD

model framework. A database is then required to record all

the formatted data related to the barriers and their uses and

to design or redesign the current barrier system. A redesign

of the existing barriers or the specification of new barriers

requires the modifications of the initial function allocation

or the structure of the human-machine system.

Several studies have been done for the prospective and

retrospective analyses of particular diverted uses of barri-

ers, i.e. the intentional removal of barriers. There are

studies such as:

• The retrospective analysis of barrier removals during

the use of production system such as industrial rotary

press (Polet et al. 2002, 2003).

• The retrospective analysis of barrier removal during the

control of a simulated railway system (Polet et al.

2009).

• The use of such retrospective analysis to build a

database on railway barriers and their uses and to

predict railway barrier removals for prospective anal-

ysis (Zhang et al. 2004; Vanderhaegen et al. 2008).

• The prospective analysis of possible railway procedure

removals (Chaali-Djelassi et al. 2007).

Other studies are required for a complete application of

this three-dimensional ACIH methodology in order to

extend the analysis of barriers and their uses and to take

into account other uses such as:

• The unintentional erroneous uses of barriers.

• The intentional diverted uses of barriers such as the

uses of failed barriers or the misuses of unadapted

barriers.

• The uses of new barriers.

• The normal uses of barriers in order to identify the

optimal ones.

6 Conclusion

This paper introduces a new methodology for the human-

error-based design of barrier systems. Several uses of

barriers are analysed prospectively or retrospectively. The

results of these analyses aim at managing a database of

barriers and their uses in order to redesign the barriers or to

design new ones. The BCD model is applied as a frame-

work for formatting the positive and negative conse-

quences of human behaviours facing barriers. Different

uses are identified and analysed: the normal uses of barri-

ers, the unintentional erroneous uses of barriers, the

intentional diverted uses of barriers and the uses of new

barriers. As the human error assessment methods presented

on this paper do not take into account the dynamic evo-

lution of the human-machine system, e.g. the learning

effect and the evolution of human knowledge and behav-

iours, this new approach includes a management module of

the learning process from the barrier uses.

Future studies will apply such a concept in order to

implement into intelligent barriers the capacity to learn

from their uses and to control possible additional risks due

to erroneous or diverted uses of current barriers. Due to

limited capacity of this new possible generation of barriers,

dynamic task allocation between barriers and human

operators to control situations might be developed. One of

the possible solutions consists in providing human operator

with barriers capable to cooperate with them and to learn

from human-machine interactions between barriers and

human operators (Zieba et al. 2009). The use of human

operators as barriers for the system safety or performance

will also be studied in order to adapt the proposed human-

error-based design approach into a human-centred design

one.

Other future studies will aim at comparing cooperation

and competition activities and at designing barriers to

support these activities (Vanderhaegen et al. 2006). The

BCD model will be then a good support for analysing the

sources and the target of a given action, i.e. the actors of a

given action and the possible allocations of the conse-

quences of this action to the same actors or other actors.

Organizational barriers involving several decision-makers

or several groups of decision-makers will be then studied

and criteria such as safety and security will be applied.
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