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Abstract. Model checkers are often used to verify crit-
ical systems, and thus a lot of effort should be put on
ensuring their reliability. We describe techniques for test-
ing linear temporal logic (LTL) model checker implemen-
tations, focusing especially on LTL-to-Biichi automata
translation. We propose a randomized testing approach
based on the cross-comparison of independent translator
implementations, and present methods for test failure an-
alysis. We give experimental results using an automated
tool implementing the testing methodology. This method
has helped to detect errors in model checking tools such
as SPIN. We also propose extending LTL model checkers
with a simple counterexample validation algorithm.

Keywords: Verification — Model checking — Temporal
logic — Software testing

1 Introduction

Model checkers are often used to verify properties of
safety- or business-critical systems. Therefore, it is im-
portant that we can trust the model checking results
obtained from the verification of a system. This places
high demands on the reliability of the model checker im-
plementation. To ensure the correctness of model check-
ing results, it would be a tremendous advantage if the
model checking tool had itself been verified or proved to
be correct. However, full verification of complex software
of this kind, especially when implemented in an imper-
ative general-purpose programming language such as C,
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is still out of reach of current software verification tech-
niques. Nevertheless, even methods for only partially im-
proving the robustness of model checkers would still be
welcome.

Model checking of linear temporal logic (LTL) prop-
erties can be done using the automata-theoretic ap-
proach [19]. This model checking method employs a trans-
lation of properties expressed in LTL into finite-state
automata over infinite words (Biichi automata), which
are then used to determine whether a given system model
satisfies a given LTL property.

We propose a method for testing and, by employing
the methodology in an LTL model checker implementa-
tion, hopefully improve the robustness of a central part
of the implementation. We focus on the translation of
LTL formulas into Biichi automata, which seems to be
among the most difficult steps in automata-theoretic LTL
model checking to implement correctly. The main reason
for the difficulty seems to be due to the fact that the most
advanced implementations contain several optimization
methods, which may be nontrivial to implement. These
optimizations are nevertheless required to obtain good
model checking performance.

We propose a testing method based on using ran-
dom input to test several independent implementations
against each other. This work can be seen as the summary
of the results presented in [15,16]. The main contribu-
tions are:

— Test methods for LTL-to-Biichi translators are pre-
sented. These are based on simple automata-theoretic
techniques and the LTL model checking procedure.

— We describe how to find an incorrect implementation
in the presence of test failures. This method uses a wit-
ness (concrete evidence on the test failure) to prove
one of the implementations incorrect. The method is
based on model checking an LTL formula directly in
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the witness by applying computation tree logic (CTL)
model checking techniques (an idea, to our knowledge,
first presented in an extended version of [10]).

— We discuss an additional application of the previous
technique in LTL model checking tools to validate the
generated counterexamples automatically at runtime.

— We present experimental results obtained from an
automated testing tool incorporating the test methods
presented in this work. The tool uses randomly gener-
ated input to test several independently implemented
LTL-to-Biichi translators against each other.

The organization of this article is as follows. We start
in Sect. 2 by presenting the required definitions of LTL,
automata theory, and LTL model checking. In Sect. 3,
we describe the test methods devised for testing LTL-to-
Biichi translators. The techniques that can be used to
analyze test failures to find an incorrect implementation
are presented in Sect. 4. We discuss our testbench im-
plementation in Sect. 5, and continue with experimental
results in Sect. 6. Conclusions with some directions for fu-
ture work are presented in Sect. 7.

2 Preliminaries

In this section, we shall review the definitions of the basic
theoretical concepts on which this work is based.

2.1 Linear temporal logic

Throughout the text, we use AP to denote a finite
nonempty set of atomic propositions. The set of (propo-
sitional) linear temporal logic formulas is defined as fol-
lows:

— All atomic propositions p € AP are linear temporal
logic formulas.
— If ¢ and 7 are linear temporal logic formulas, then so

are =g, (¢ V1)), Xp and (o U1)).
— There are no other linear temporal logic formulas.

We use the following traditional semantics for lin-
ear temporal logic formulas. Let ¢ be a linear temporal
logic formula, and let ¢ be an infinite sequence over 247
(the set of subsets of AP). Denote by & the infinite sub-
sequence of ¢ that begins at the (i+ 1) element of ¢
(¢ > 0). The [= relation between infinite sequences over
24P and linear temporal logic formulas is defined induc-
tively as follows:

— For an atomic proposition p € AP, £ =p iff p is con-
tained in the first element of the sequence £.
— ¢ E—piff not (€ £ ). In this case, we write £ = .
—EE(pVY)iff{Epord =Y.
~EEXpifte Fp. ,
- ¢(E(pUy)iff 3 >0: ¢ Eyvand V0 <j<i: & =
If ¢ = ¢ holds for an infinite sequence ¢ € (247)“ | then
¢ is called a model of the formula ¢. For convenience, we
denote the set of all models {¢ € (247)% | ¢ |= ¢} by L,
and call £, the language induced by .

2.2 Buchi automata

The class of languages induced by LTL formulas is a sub-
class of the languages that can be represented with
nondeterministic finite-state automata on infinite words
called Biichi automata (the w-regular languages; see, for
example, [17]). This property has been used to devise
the automata-theoretic approach to LTL model check-
ing [19] and therefore presents a need for translating
LTL formulas into Biichi automata. We use the following
definition.

A Biichi automaton is a tuple A = (X, Q, A, Q°, F),
where:

— XY is the alphabet,

— @ is the finite set of states,

— ACQ x X xQ is the transition relation,
— Q% C @Q is the set of initial states, and

— F C (@ is the set of accepting states.

An execution of A over an infinite sequence & =
(0,21, T2,...) € X¥ is an infinite sequence of states
r={(qo,q1, q2,...) € Q¥ such that gy € Q°, and for all
1 >0, (qi,xi,qiﬂ) €A,

Let r = {qo, 1,92, - - . ) € Q¥ be an execution of A. We
denote by inf(r) C @ the set of states that occur infinitely
many times in . We say that r is an accepting execution
of Aiff inf(r)NE # 0.

The automaton accepts an infinite word £ € X if and
only if there is an accepting execution of A on . If A has
no accepting executions on £, then A rejects &.

The set of infinite sequences £ € X that are accepted
by the automaton A is called the language accepted (or
alternatively, recognized) by A, and it is denoted by L 4.

By basic results of automata theory (see, for ex-
ample, [18]), two Biichi automata A; = (X, Q1, 41,

O, F1) and Ay = (X, Q2, A2, QY, F») can be composed
together into another Biichi automaton that accepts pre-
cisely those infinite sequences over X; N Y5 that are ac-
cepted by both of the original automata, that is, the
language L£4, NL4,. The result of the composition is
called the intersection of A1 and As; in the following, we
will denote it by A; ® As. The intersection automaton can
be built by a synchronous composition of the two original
automata that results in an automaton having O(|Q1]-
|Q2|) states in the worst case; see [18] for one possible
construction.

2.3 The LTL model checking problem

The goal of LTL model checking is to determine whether
a property expressed as an LTL formula is satisfied in a fi-
nite model of a system to be verified. The model can be
given as a Kripke structure, which represents the system
as a state-transition graph whose each state is augmented
with a set of atomic propositions to encode the properties
that hold in the state.

Formally, a Kripke structure is a tuple M = (S, p, 7),
where:
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— S is the finite set of states,

— p C S xS is the transition relation that satisfies the
constraint Vs € S:3s' € S: (s,5) € p,

— 7:8 — 24P is the labeling function that associates
each state with a set of atomic propositions. Semanti-
cally, 7(s) represents the set of propositions that hold
in a state s € S.

An infinite path in the Kripke structure is an infinite
sequence of states x = (sg, $1, S2,...) € S* such that for
alli >0, (si, $i41) € p.

It is easy to see that every infinite path z = (sg, s1,
S2,...) € S* of the Kripke structure corresponds to an
infinite sequence ¢ = (m(sp),m(s1),7(52),...) € (24F)«.
For convenience, we denote 7(z) = € and call £ the tempo-
ral interpretation of x. The LTL model checking problem
for Kripke structures can then be stated as follows:

Given a Kripke structure M = (S, p, ), a state
s € S and an LTL formula ¢, does there exist an in-
finite path = = (s, s1, $2,...) € S¥ (where 59 = )
such that 7(z) |= ¢ holds for z?

We call this the local model checking problem for LTL.
The global model checking problem amounts to finding all
states s € S that fulfill the previous condition.

We remark that the above formulation of the LTL
model checking problem slightly differs from the classic
definition found in the literature [19], where the problem
is usually presented as a question whether some property
1 holds for all infinite paths that begin at some desig-
nated state s. The answer to this question is found in [19]
by checking whether there exists any such path x in the
Kripke structure for which the property m(x) = =) holds;
consequently, the property 7(z) = v then holds for all in-
finite paths starting from s only if this is not the case.
However, this corresponds precisely to solving the local
model checking problem as defined above for the formula
= .

In the local model checking problem, the given state
s fixes a set of infinite paths that need to be considered
when searching for the answer to the problem. By treat-
ing this set of paths as a language Lyr,s = {m(x) | z is an
infinite path of M starting from s} C (24F)“, the local
LTL model checking problem can be compactly expressed
as the question whether L7, N L, # 0.

Furthermore, the Kripke structure M = (S, p, 7) (with
a designated state s € S) can be seen as a Biichi automa-
ton that recognizes the language Lys,s; indeed, it is easy
to check that the automaton Ay s = (X,Q,A4,Q° F),
where ¥ =247 Q =5, Q°={s}, F=Q and A=
{(s,a,8") | (s,8') € p,m(s) = a} accepts an infinite se-
quence ¢ € (247)% if and only if ¢ is the temporal inter-
pretation m(x) of some infinite path x starting from the
state s in the Kripke structure M.

We now know that both the LTL formula ¢ and, by
choosing a state s € S, the Kripke structure M can be
transformed into Biichi automata A, and Ay s that rec-
ognize the languages £, and Ly, s, respectively. There-

fore, the solution for the local LTL model checking prob-
lem in state s can be found by first constructing the Biichi
automaton Ay s ® A, that accepts the language L, N
L, and then checking whether this automaton accepts
any infinite sequence over 247, This test, usually called
the automaton emptiness check, can be done with an al-
gorithm that checks whether the intersection automaton
can reach from any of its initial states a state cycle pass-
ing through some accepting state (see, for example, [9]).
The time required for this check is linear in the size of
the intersection automaton. The memory requirements of
model checking can often be improved by using on-the-fly
model checking techniques [3,4,7,11], which are able to
detect LTL property violations without constructing the
intersection automaton Az, ® A, explicitly by combin-
ing the construction of the automata A, and A, with
an emptiness checking algorithm. However, all actual on-
the-fly LTL model checking tools we know of still isolate
the construction of A,, (i.e., the LTL-to-Biichi translation
phase) into a separate program module.

A straightforward way to solve the global LTL model
checking problem is to solve the local model checking
problem separately for each state s of the Kripke struc-
ture. This procedure requires a total of |S| compositions
of the formula automaton A, with some automaton Ay s
built from the Kripke structure; each of the individual
compositions results in an automaton with O(|Q]-|S])
states in the worst case.

It is possible to improve the global model checking
procedure so that the formula automaton A, needs to
be composed with the Kripke structure only once, while
still retaining the O(|Q]-|S|) worst-case upper bound for
the number of states in the result of the composition.
Basically, the composition can be done more efficiently
by sharing the common substructures that would emerge
in the individual “local” compositions. Essentially, the
modified composition corresponds to intersecting the for-
mula automaton with the Bilichi automaton A,; that can
be obtained from any A, s by expanding its initial state
set to cover all states of the automaton. A more detailed
description of this simple idea, together with the changes
that it requires to the emptiness check (which has to be
performed globally, too) can be found in [15].

3 Test methods for LTL-to-Biichi translators

This section introduces testing methods for LTL-to-
Biichi translators. After a brief introduction to the gen-
eral testing methodology in Sect. 3.1, Sect. 3.2 focuses on
test methods based on the analysis of Biichi automata
constructed by the tested implementations using an LTL
formula as input. Although these methods are in principle
powerful in detecting errors in the implementations, they
have some practical disadvantages that make their full-
fledged implementation difficult. Therefore, in Sect. 3.3
we propose alternative, more easily implementable test-
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ing methods that make use of the LTL model checking
procedure, thus using both an LTL formula and a Kripke
structure as input. However, due to their greater depen-
dency on the input used for the tests, these test methods
do not share the full power of the Biichi automata an-
alysis techniques described in Sect. 3.2; the methods have
nevertheless been found to work well in practice [14—16].

8.1 Principles of the testing methodology

Clearly, the methods for testing the correctness of LTL-
to-Biichi translation algorithm implementations should
be as powerful as possible for detecting errors in the im-
plementations. Preferably, the test methods should also
be simple and easy to implement to reduce the effort
needed for ensuring the reliability of a tool that is itself
used for testing the translators.

The test methods to be presented here are not in-
tended for proving the correctness of LTL-to-Biichi trans-
lator implementations. In part, this is a consequence
of the need for input, i.e., LTL formulas and Kripke
structures. Therefore, the tests should be seen as simple
methods for detecting inconsistencies in the implementa-
tions. The key idea of the tests is to validate the results
given by an LTL-to-Biichi translator with those obtained
using other implementations, with the intuitive assump-
tion that independent implementations are unlikely to
fail the formula translation in exactly the same way on
every LTL formula. Errors in the translator implementa-
tions should therefore give rise to inconsistent test results
leading to test failures. We note that the principle of vali-
dating the results of several implementations against each
other to detect software faults is similar to the approach
used in N-version programming methodology [1,2]. Our
main goal, however, is in testing individual LTL-to-Biichi
translator implementations instead of combining several
implementations into a fault-tolerant software package.

All tests to be presented need LTL formulas to be
given as input for the translators; additionally, the tests
of Sect. 3.3 also need Kripke structures to be used for
running the LTL model checking procedure. However,
the tests are not dependent on any particular kind of
LTL formulas or Kripke structures, which helps to gener-
ate test cases automatically using even simple randomly
generated formulas and structures. We believe that the
strategy of using randomly generated input is adequate
for testing several independent implementations and is
an acceptable compromise between testing efficiency and
the amount of effort that would otherwise be needed for
choosing a representative sample of input formulas and
Kripke structures to be used in the tests.

8.2 Analysis of Biichi automata

The semantics of LTL gives rise to a pair of correctness
tests that can be applied to the Biichi automata con-
structed by LTL-to-Biichi translator implementations. In

particular, we shall repeatedly make use of the following
facts concerning the relationship between the languages
L, and L-, that comprise the models of a given LTL for-
mula ¢ and its negation —, respectively:

Let ¢ be an LTL formula, and let £ € (247)«. By the
semantics of LTL, £ € £, if and only if £ ¢ £, This im-
plies that:

1. The languages £, and L, are disjoint, i.e., £,N
L., =0.

2. Each sequence ¢ € (247)% belongs to either of the lan-
guages L, or L, and thus £, UL, = (247)~.

Let A, and A, be two Biichi automata constructed
from the LTL formulas ¢ and - using an LTL-to-Biichi
translator. As a requirement for the correctness of the
implementation, we expect A, and A, to accept the lan-
guages L, and L, respectively, which are known to be
complementary to each other. Consequently, there should
not exist any infinite sequence over 24 that is accepted
by both A, and A-,; nor should any infinite sequence
over 247 be rejected by both of these automata.

The following tests focus on checking for a comple-
mentary relationship between the languages accepted by
A, and A-,. However, we note that this check is still
not sufficient for proving these languages to be equiva-
lent to the languages £, and L-,; for example, the check
would not detect the error in an LTL-to-Biichi translation
algorithm implementation that by mistake negates each
input formula before the translation but then performs
the translation itself correctly. We shall return to the is-
sue of validating the languages at the end of this section
after first describing the tests.

Checking the automata A, and A, for common ac-
cepting inputs can be done by investigating the intersec-
tion of the two automata as described in Sect. 2.3: assum-
ing that A, and A-, are correct, the automaton A, ®
A~ should accept precisely the intersection of the lan-
guages L, and L, which is known to be empty, as seen
above. However, the existence of an input accepted by the
intersection automaton implies that at least one of the
automata A, or A-, does not correctly recognize the ex-
pected language, so the LTL-to-Biichi translator (or at
least one of several translators) used for constructing the
automata must have an error. We thus obtain the test
procedure shown in Fig. 1.

A successful emptiness check of A, ® A, is not suf-
ficient for showing that the languages accepted by A,
and A-, are complementary: for instance, the test fails
to reveal any errors in an LTL-to-Biichi translator that
“cheats” by always constructing an empty Biichi au-
tomaton regardless of the formula given as input for the
translator.

Proving that the languages accepted by A, and A,
are complementary to each other requires another test
based on the fact that no infinite sequence over 247
should be rejected by both of the automata. In principle,
this can be checked for the automata A, and A, by first
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Test 1: Emptiness check for the intersection of two Biichi

automata

Test 2: Universality check for the union of two Biichi

automata

Input: LTL formula ¢

1. Compute the Biichi automata A, and A-, using an

LTL-to-Biichi translator implementation (or two dif-

ferent implementations).

Compute the intersection automaton A, ® A-,.

3. Check A, ® A, for emptiness. If the intersection au-
tomaton accepts any input, then either A, or A-,
does not correctly recognize the language £, or £,
respectively. This suggests that the translation of at
least one of the formulas into a Biichi automaton has

failed.
LTL-to-Biichi
translator

[\

Fig. 1. Emptiness check for the intersection of two Biichi
automata

constructing the union A, UA-, of A, and A, (another
Biichi automaton, see, for example, [18]) and then check-
ing whether the union automaton accepts the universal
language (247)“. The existence of an input rejected by
the union automaton then suggests that the translation
of ¢ or = into a Biichi automaton was not performed
correctly.

Unfortunately, checking the universality of a non-
deterministic Biichi automaton is a PSPACE-complete
problem in the size of the automaton [18], and it can-
not be solved directly with techniques similar to those
used in the automaton emptiness check. In principle, it
is possible to reduce the test into an emptiness check
for Biichi automata: instead of checking the union au-
tomaton itself for universality, we could alternatively
check its complement automaton A, U A, (a Biichi au-
tomaton accepting precisely those infinite sequences not
accepted by A, UA_,) for emptiness. However, this ap-
proach requires using a Biichi automata complementa-
tion procedure, which will (not surprisingly) cause an
exponential (2€("1°6™)) blow-up in the size n of the
union automaton [13]. Since the automata A, A, and
the union automaton may already have 29U¢D) states
in the length |p| of the formula [20], we suspect that
a straightforward implementation of the automaton uni-
versality check may prove impractical for all but the
shortest LTL formulas. (This is also the reason why
we chose not to implement Test 2 at all in the LTL-
to-Biichi translator testing tool described in Sect. 5, in

Input: LTL formula ¢

1. Compute the Biichi automata A, and A-, using some
LTL-to-Biichi translator implementation (or two dif-
ferent implementations).

2. Compute the union of A, and A—,.

3. Use a Biichi automata complementation procedure to
compute the complement of A, UA-,.

4. Check A, UA-,, for emptiness. If this automaton ac-
cepts any input word, then either A, or A-, does not
correctly recognize the language £, or L, respec-
tively. This suggests that the translation of at least
one of the formulas into a Biichi automaton has failed.

LTL-to-Biichi
translator

- Aoy
LTL-to—Biichi
translator

Fig. 2. Universality check for the union of two Biichi automata

trying to keep all algorithms used in the tool as sim-
ple as possible to ensure its reliability.) We nevertheless
illustrate the steps that would be needed in the test
in Fig. 2.

Complementation of Biichi automata is implicit also
in LTL model checking, but it is usually avoided by
complementing the property formula. For example, even
though searching for violations of a property ¢ in some
designated state s of a Kripke structure M actually
corresponds to checking the emptiness of the language
EM)SQE_SO (i.e., the Biichi automaton AM,5®A_¢,), the
automaton A_¢ can be replaced with the equivalent au-
tomaton A-,, which can be constructed directly from the
negated formula. However, a similar approach cannot be
used in Test 2 to replace the Biichi automaton A, U A,
with an automaton obtained directly from the formula
=(pV —p), since this breaks the test’s dependency on
the automata A, and A-,. Even the result that an im-
plementation translates the formula —(pV —p) correctly
into an empty automaton does not necessarily imply that
the automata constructed from the formulas ¢ and —¢
using the same implementation would together accept the
universal language. Therefore, a Biichi automaton com-
plementation construction is essential for reducing Test 2
correctly to an emptiness check for Biichi automata.

As noted in the beginning of this section, checking the
automata A, and A-, constructed using some LTL-to-
Biichi translator for no common accepting or rejecting in-
puts is not sufficient to show the equivalence between the
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languages recognized by A, and A-, and the languages
L, and L-,, respectively. However, performing the auto-
mata intersection emptiness and the automata union uni-
versality tests on Biichi automata constructed using dif-
ferent (independent) LTL-to-Biichi translation algorithm
implementations can help to increase the confidence in
the correctness of the tested implementations. Intuitively,
there should only be a small possibility that two (or more)
independent LTL-to-Biichi translators have implementa-
tion errors that cause them to generate automata rec-
ognizing the same language that nevertheless does not
correspond to the correct language £, regardless of the
input formula . Therefore, using several implementa-
tions in the two tests allows validating the automata con-
structed by the implementations against each other. More
specifically, repeating these tests for appropriate pairs of
Biichi automata constructed by the implementations will
prove that all automata constructed from the same LTL
formula accept the same language. However, since it may
be unlikely in practice that any of the tested implementa-
tions has been proved to be free of errors (by some other
means, perhaps), the tests will not formally allow making
the conclusion that the automata are then correct even in
the total absence of test failures.

Figure 3 illustrates different types of errors that may
arise as a result of the incorrect translation of comple-
mentary LTL formulas into Biichi automata and how the
errors relate to the tests described in this section.

3.3 Using the LTL model checking procedure

The main practical disadvantage of Test 2 is the complex-
ity of the universality test for Biichi automata, both in
theoretical sense as well as in terms of implementation
difficulty. Unfortunately, this test is clearly necessary to
make it possible to detect all types of errors shown in
Fig. 3, since the automata intersection emptiness check is
not by itself capable of detecting errors in cases where the
languages accepted by the automata are disjoint but their
union is not the universal language (247).

In this section, we describe two additional tests that
make use of the automata-theoretic LTL model checking
procedure described in Sect. 2.3. Due to their inherent de-
pendency on the input used in the tests (the Kripke struc-
tures), these tests may sometimes fail to detect the incon-
sistencies in a Biichi automaton constructed from some
LTL formula. However, the advantage of these methods
is their suitability for implementation as straightforward
emptiness checks of intersections of Biichi automata; this
is a direct consequence of using the LTL model check-
ing procedure, which does not require more complex
operations.

3.3.1 Model-checking result cross-comparison

By the semantics of LTL, the truth of an LTL formula
@ is well-defined in any Kripke structure M. This fact

(24P )w

Actual relationship between £, and £,

Relationship between
languages recognized
by two automata A,

Error

Detectable by

and A,
. The languages | Test 1 (empti-
APy .
recognized by |ness check of
the automata|A,® A-,)
are not
disjoint

(2AP)u

The union of
the languages
recognized by
the automata
is  not the
universal

language

Test 2 (univer-
sality check of
A,UA)

(2AP)u

The languages
recognized by
the automata
are  comple-

Repeating

Tests 1 and 2 on
automata con-
structed using

mentary but | independent
still incorrect |implementa-
tions'

T May still fail to detect an error if none of the participating automata
generators has been proved to be correct

Fig. 3. Classification of errors resulting from the incorrect
translation of either of two complementary LTL
formulas ¢ and —¢ into Biichi
automata A, and A-,

makes it possible to test the correctness of LTL-to-Biichi
translation algorithm implementations by simply model
checking some formula ¢ in M several times using dif-
ferent LTL-to-Biichi translators for constructing the au-
tomaton A, required in the model checking process, and
finally checking whether the obtained model checking re-
sults agree. Assuming that no errors are made in other
steps of the model checking procedure (intersecting the
formula automaton with the Kripke structure and check-
ing the intersection automaton for emptiness), inconsis-
tent model checking results then imply that at least one of
the used LTL-to-Biichi translators failed to perform the
formula translation correctly.

The test procedure is shown in Fig. 4. We note that for
testing purposes it is not necessary to use models of “real”
systems (which tend to be usually very large) as input
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Test 3: Model checking result cross-comparison test

Input: LTL formula ¢, Kripke structure M = (S, p, )

1. Convert the formula ¢ into Biichi automata Afp using
each LTL-to-Biichi translation algorithm implemen-
tation <.

2. Compute the intersection automata Ay ® A?, (where
Apy the automaton described at the end of Sect. 2.3).

3. Perform a global emptiness check on each intersection
automaton Ay ® Afp to obtain sets S; of states s € S
for which there exists an infinite path z starting from
s such that 7(x) is accepted by AY.

4. Test whether S; = S; for all ¢, j (i # j). If this does not
hold, one of the LTL-to-Biichi translation algorithms
must have failed to translate the formula ¢ correctly
into a Biichi automaton.

LTL-to—Biichi
translator 1

LTL~to—Biichi
translator 2

S1 S2
S1 =82 S1 # Sa

Fig. 4. Model checking result cross-comparison test

for the model checking process, which allows us to reduce
the memory and the time requirements for performing
tests in practice. Clearly, it is also useful to perform the
model checking globally (in the sense of the definition in
Sect. 2.3) to maximize the amount of data available for
comparison tests.

An unsuccessful model checking result cross-compari-
son test reveals that the languages recognized by some
two Biichi automata A}a and Ag, constructed from the
same LTL formula ¢ are not equivalent. However, the in-
equivalence of the languages accepted by the automata
does not guarantee a test failure: whether any errors are
detected in practice depends on the input (the LTL for-
mula ¢ and the Kripke structure M) used in the model
checking procedure. Furthermore, the cross-comparison
approach necessitates the use of at least two different (in-
dependent) implementations for formula translation.

Admittedly, the cross-comparison test does not ac-
tually provide any formal evidence that the languages
accepted by the automata A’ are equivalent to the ex-

©
pected language L, in case no failures are detected. The

practical value of the test is again justified by the intu-
itive assumption that independent implementations are
unlikely to fail the formula translation in the same way
on every input formula. However, as will be discussed in
Sect. 4, a failed comparison test can always be used to find
at least one Biichi automaton that is definitely incorrect,
even if none of the participating automata recognizes the
language L, accurately.

Using the LTL model checking procedure for testing
the correctness of LTL-to-Biichi translators presents the
additional need for generating Kripke structures to be
used in the model checking process. While it is easy to
come up with simple methods for building Kripke struc-
tures automatically, it is difficult to estimate how the
choice of structures may affect the possibility of finding
errors in the implementations. Naturally, increasing the
number of states in the structures helps to obtain more
data for comparison tests from a single Kripke struc-
ture, but the characteristics of Kripke structures that are
“optimal” for finding errors in the implementations are
likely to depend even on the details of each tested LTL-to-
Biichi translator. However, the proposed test methods are
independent of any specific way of generating the input,
which makes it easy to perform tests even with random
formulas and Kripke structures.

3.3.2 Model checking result consistency check

Repeating the model checking result cross-comparison
test using another LTL formula or Kripke structure gives
an opportunity for further comparison of the implementa-
tions. In particular, repeating the test for the negation —¢
of some previously tested LTL formula ¢ while keeping
the Kripke structure fixed provides an additional correct-
ness check for each LTL-to-Biichi translator.

Let M = (S, p,7) be a Kripke structure. A global
model check of a formula ¢ in the structure should find
the set S, of states s € S for which there exists an infinite
path x (starting from s) through the structure such that
m(x) = ¢ holds. Similarly, repeating the global model
checking procedure for the negated formula —¢ should
result in another set of states S-, C .S comprising the
initial states of all infinite paths in M that satisfy the
formula —¢p.

Because each state of the Kripke structure is required
to have at least one successor, there is at least one infinite
path beginning from each state of the structure. There-
fore, by the semantics of LTL, if no infinite path begin-
ning from a state s € S has the property ¢ (s ¢ S,,), then
all paths must satisfy the property —¢ (that is, s € S-,)
and vice versa, and thus S,US-, = 5. If this fact does
not hold for the obtained model checking results, the
translation of either (or even both) of the formulas ¢ and
- into a Biichi automaton has been performed incor-
rectly. The test steps are illustrated in Fig. 5. (We remark
that due to the possibility that there may exist more than
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Test 4: Model checking result consistency check

Input: LTL formula ¢, Kripke structure M = (S, p, 7)

1. Construct the automata A, and A, from the formu-
las ¢ and —¢ using some LTL-to-Biichi translator.

2. Construct the intersection automata Ay ® A, and
Apn ® A, (where Ay is the automaton described at
the end of Sect. 2.3).

3. Perform a global emptiness check on the intersection
automaton Ay ® A, to obtain the set S, of states
s € S for which there exists an infinite path x starting
from s such that 7 (z) is accepted by A,,.

4. Repeat Step 3 for the intersection automaton Ay ®
A-,. Denote the answers in this case by S-.

5. Test whether there exists a state s € S which is not
contained in either of the sets S, or S_,. If such a
state exists, the model checking results are inconsis-
tent. This suggests that either the translation of ¢ or
= into a Biichi automaton has failed.

A

O
® -
LTL—to-Biichi
translator
A

M Anm
Ap®@Ag Ap @Ay

Emptiness check Emptiness check
Se S

SeUS—p =S
PASS

SpUS—p #5

Fig. 5. Model checking result consistency check

one infinite path beginning at the state s € S, it is not
necessarily an error if S, NS-, # (.)

A failed model checking result consistency check im-
plies the existence of an infinite sequence over 24 that
is not accepted by either of the automata A, and A-,
constructed from the formulas ¢ and —¢, respectively.
These errors are of exactly the same type as those that
can be detected by Test 2 (applied to the automaton A, U
A_,) described in Sect. 3.2 (see Fig. 3). Therefore, the
model checking result consistency check may add to the
power of an automated testing tool if the tool only imple-
ments Test 1, which is not capable of detecting any of such
errors. In addition, unlike the model checking result cross-
comparison test, the result consistency check is applicable
even when there is only a single LTL-to-Biichi translator
available.

Assuming that an automated LTL-to-Biichi transla-
tor testing tool implements also Test 3 (the model check-

ing result cross-comparison test), it can be shown that
Test 4 then needs to be applied only to automata A, and
A~ generated using the same translator. More precisely,
performing Test 4 on model checking results obtained
using different LTL-to-Biichi translators will not reveal
any errors that cannot be detected by Test 3 (between all
implementations) combined with a separate result consis-
tency check for each implementation [15].

Finally, we wish to point out that performing the
model checking result consistency test requires construct-
ing Biichi automata that can be readily used as input for
the tests described in Sect. 3.2. Therefore, all tests de-
scribed in the current section can be combined together
with only a little effort.

4 Test failure analysis

All tests described in the previous section are very simi-
lar in the way they are performed. Basically, each test
involves first constructing Biichi automata from LTL for-
mulas and from Kripke structures. This phase is followed
by pairwise composition of the automata, and finally the
results of the composition are checked for expected prop-
erties specific to each test.

As a consequence of the need for using several Biichi
automata (possibly generated by different LTL-to-Biichi
translators), test failures do not directly indicate which
automata (i.e., which LTL-to-Biichi translator implemen-
tations) involved in the tests actually caused the failures.
Even though Test 1 (the Biichi automata intersection
emptiness test), Test 2 (the automata union universality
test) and Test 4 (the model checking result consistency
check) can be used for testing even a single LTL-to-Biichi
translator, the mere occurrence of test failures is insuffi-
cient information for determining which one of the auto-
mata generated by the translator is incorrect. The situ-
ation seems even worse with Test 3 (the model checking
result cross-comparison test) due to the need for always
using different implementations for formula translation.

A method which could be suggested to find an in-
correct implementation from many implementations is
to search for patterns in the occurrence of failures. For
example, if a translator sometimes fails a test against
all other tested translators, which in turn pass all tests
against each other, it is intuitively likely that there is an
error in that one translator. The effectiveness of the ap-
proach might be improved by increasing the number of
independent LTL-to-Biichi translators taking part in the
tests. Unfortunately, this simple approach is not feasible
in case there are only a few implementations available or if
the implementations are not mutually independent (e.g.,
if the tested implementations are only different versions
of some translator). For this reason, we suggest using an
alternative technique that is able to find a provably incor-
rect Biichi automaton by analyzing a single test failure.
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Each test involves checking the emptiness of
some Biichi automaton as one of its last steps. We
know that the nonemptiness of a Biichi automaton
A=(X2,Q,A,Q° F) implies that there exists an infinite
sequence & € Y accepted by the automaton. Such se-
quences (called witnesses) are essential to our approach
for distinguishing a faulty LTL-to-Biichi translator from
several translators, as the witnesses give the necessary
evidence for proving the incorrectness of an implementa-
tion. In practice, a witness can be constructed as a side
result of the emptiness check that is performed on some
nonempty Biichi automaton; see, for example, [9] for de-
tails. Even though the witness is an infinite sequence, it
can always be represented with two finite strings over the
alphabet X': a finite prefiz followed by a cycle that repeats
itself indefinitely.

The role of the witness in each of the four presented
tests is as follows:

— The failure of Test 1 can be confirmed by exhibit-
ing a witness ¢ € (247)¥ that is accepted by the au-
tomaton A, ® A-, constructed as the intersection of
two Biichi automata A, and A-, corresponding to
two complementary LTL formulas ¢ and —¢p, respec-
tively. The witness (that should not be accepted by
both automata, by the semantics of LTL) can be con-
structed during the emptiness check of A, ® A—,.

— In principle, Test 2 can be performed by checking the
emptiness of the automaton A,UA-, constructed
from the union of two Biichi automata. In case the
emptiness check for the automaton A, U A, fails, the
witness found during the check is an infinite sequence
over 24% that is in this case incorrectly rejected by one
of the automata A, and A-.

— An inconsistency detected in Test 3 reveals a state s
and an infinite path z starting from s (in a Kripke
structure M = (S, p, 7)) such that 7(z) is accepted by
one but rejected by another Biichi automaton con-
structed from the same LTL formula ¢. In this case,
the witness is the sequence 7(z), and it can be con-
structed during the emptiness check whose result sug-
gests that Lyr N Ly, # 0.

— A failure in Test 4 gives rise to a witness that corres-
ponds to an infinite sequence rejected by both auto-
mata constructed from two complementary LTL for-
mulas (see Sect. 3.3.2). The witness can be obtained as
the temporal interpretation of any infinite path start-
ing from a state in which the model checking results
are inconsistent.

Each of the above cases considers a pair of Biichi auto-
mata, another one of which is definitely known to erro-
neously accept or reject the witness. Assuming that we
know (or can determine) whether the formula ¢ holds in
the witness £, we can then definitively distinguish an in-
correct automaton from the two automata. Table 1 shows
the various possibilities.

For example, when analyzing a failure in Test 1, the
witness ¢ is an infinite sequence over 24F accepted by
two supposedly complementary Biichi automata A, and
A~ constructed from some formula ¢ and its negation,
respectively. If we find that £ = ¢ holds, then the au-
tomaton constructed for the negation of the formula is
definitely incorrect, since it should reject £. However, if
& £ ¢, then the automaton constructed for the positive
formula erroneously accepts £, and therefore it must be
incorrect.

Determining the incorrect automaton from two can-
didates as shown in Table 1 also reveals a faulty LTL-to-
Biichi translation algorithm implementation. However,
we are not allowed to assume anything about the cor-
rectness of the other implementation. Namely, all that
we know about the automaton constructed by that im-
plementation is that it accepts or rejects one particular
witness as expected. It is possible that the automaton
might still not recognize the correct language, but this
cannot be confirmed by the analysis.

Using the witness to separate the definitely incorrect
implementation from two candidates requires knowledge
of whether the formula ¢ holds in the witness. This can be
determined by model checking the formula ¢ separately
in the witness, which can be seen as the temporal inter-
pretation of an infinite path in a Kripke structure whose
states are connected into a sequence that ends in a loop
(see Fig. 6).

It might seem questionable to use another model
checking procedure to determine whether the property
¢ holds in the witness. Obviously, applying, for ex-

Table 1. Finding an incorrect Biichi automaton using a witness £

Incorrect automaton

EFe EFw

Test Biichi Reason for

automata test failure

Both Ay,
and A—,
accept &

1 Ap Aoy Ay Ay

Neither A,
nor A-, Ay
accepts &

2 A Aoy

A}p accepts
€, but A2 A2 A
rejects &

1 42
3 Ay, AL

Neither A,
nor A—, Ay
accepts &

O OO0~

Fig. 6. A Kripke structure whose states are connected into a se-
quence ending in a loop (state labels omitted)

4 Ay Aoy
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ample, the full automata-theoretic LTL model checking
procedure to the witness requires constructing a Biichi
automaton from the formula ¢; unfortunately, we cannot
use any of the tested LTL-to-Biichi translators for this
purpose if we are uncertain about their reliability.

However, the simple structure of the witnesses permits
model checking the formula ¢ in the witness directly using
a restricted LTL model checking algorithm designed for
Kripke structures that share their shape with the wit-
nesses. This is supported by the fact that in such struc-
tures, the semantics of LTL essentially coincides (see an
extended version of [10]) with the semantics of compu-
tation tree logic (see, for example, [9]), for which simple
model checking algorithms are available. For example,
we can model check the LTL formula ¢ in the witness
by applying a textbook algorithm [9] to the CTL for-
mula 7(¢), where the mapping 7 is defined inductively
as follows!:

7(p) = p for all atomic propositions p € AP

(@)—ﬂ()

T((eve)) = (r(p) VT(¥))
T(X @) =EXT < )
7((pUy)) =E(7(p) UT(9)))

More specifically, it is straightforward to show by
structural induction on the formula that £ = ¢ iff M, sp =
7(¢p), where s is the state without any predecessors in the
Kripke structure that forms the witness. (Alternatively,
one can use a direct LTL model checking algorithm for
witnesses, such as the one described in [15].)

We point out that a direct witness model checking al-
gorithm can have more general application even in real
LTL model checking tool implementations. For example,
such an algorithm can easily be used to validate coun-
terexamples (examples of computation paths that violate
a given LTL property) that a model checking tool might
find during the analysis of some system to be verified.
Integrating a counterexample validation algorithm into
a model checker provides the tool with basic capabili-
ties of detecting automatically some of the situations that
might result in model checking errors, more specifically,
by preventing the tool from suggesting incorrect coun-
terexamples for the verified properties.

5 A randomized testbench for LTL-to-Biichi
translators

We have implemented most of the test methods discussed
in Sect. 3, excluding Test 2 (the universality check for
the union of two Biichi automata, see Sect.3.2), into

1 Actually, the formula transformation is independent of the par-
ticular path quantifier used in the CTL formulas due to the fact
that the formulas will be model checked in restricted Kripke struc-
tures, each state of which has exactly one successor. Thus the A
quantifier could well be used instead of the E quantifier.

a software tool (a “testbench”) for automatic testing
of LTL-to-Biichi translation algorithm implementations.
The testbench (an extended version of those described
in [14, 16]) also includes an implementation of a restricted
LTL model checking algorithm used in the analysis of
test results to determine which of the tested LTL-to-
Biichi translators failed, as described in Sect. 4. The C++
source code for the program can be obtained from <URL:
http://www.tcs.hut.fi/~htauriai/lbtt/>.

The testbench uses randomized algorithms for gen-
erating LTL formulas and Kripke structures needed as
input for the tests. The overall goal in the design of the
algorithms was to keep them simple. We did not consider
the precise distribution of the output generated by the
algorithms, for example, that the random LTL formulas
should be distributed “uniformly” in some probabilistic
sense. (However, see [15] for a description on how the pa-
rameters of the formula generation algorithm can be ad-
justed to ensure that each generated formula will have the
same expected number of occurrences of each operator.)
After all, since none of the described tests can be used
to prove exhaustively the correctness of an LTL-to-Biichi
translator, a “poor” sample of input will even in the worst
case only result in a suboptimal test failure rate. The al-
gorithms used in the testbench are shown as examples in
Figs. 7 and 8. We point out the following features of the
algorithms (for a more detailed discussion, see [15]):

1 function RandomFormula (n : Integer): LtIFormula
2 if n =1 then begin

3 p:=randomsymbolin APU{T, L};

4 return p;

5 end

6 elseif n =2 then begin

7  op:=random unary operator;

8 ¢ :=RandomFormula(1);

9  return op p;

10 end
11 else begin
12 op := random operator in the set of all available

operators;
13 if op is unary then begin
14 ¢ := RandomFormula(n —1);
15  return op p;
16 end
17 else begin (* op is binary *)
18 x:=random integer in the interval [1,n — 2];
19 ¢ := RandomFormula(z);
20 4 := RandomFormula(n —x —1);
21  return (pop );
22 end;
23 end;
24 end;

Fig. 7. Pseudocode for the LTL formula generation algorithm
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1 function RandomGraph(n : Integer, d : Real € [0.0, 1.0],
t: Real € [0.0,1.0])
: KripkeStructure

2 S:=150,81,--+ y8n—1};
3 NodesToProcess :== {so};
4 UnreachableNodes := {s1, 82, ... ,Sn—1};
5 p:=0;
6 while NodesToProcess # () do begin
7 s := a random node in NodesToProcess;
8 NodesToProcess := NodesToProcess \ {s};
9 w(s):=10;
10 for all P € AP do
11 if RandomNumber(0.0,1.0) < ¢ then
12 7(s) :=7(s)U{P};
13 if UnreachableNodes # () then begin
14 s’ := a random node in UnreachableNodes;
15 UnreachableNodes :=
UnreachableNodes \ {s'};
16 NodesToProcess :=
NodesToProcess U{s'};
17 p:=pU{(s,s)};
18 end;
19 for all s € S do
20 if RandomNumber(0.0,1.0) < d then begin
21 p:=pU{(s,s)}
22 if s € UnreachableNodes then begin
23 UnreachableNodes :=
UnreachableNodes \ {s'};
24 NodesToProcess :=
NodesToProcess U{s'};
25 end;
26 end;
27 if there is no edge (s, s’) in p for any s’ € S then
28 pi=pU(s,s);
29 end;
30 return (S, p,m);
31 end;

Fig. 8. Pseudocode for the Kripke structure generation algorithm

— The LTL formula generation algorithm (Fig.7) fol-
lows an approach similar to the one introduced in [5]
by generating formulas with a parse tree having
a given number n of nodes. The behavior of the algo-
rithm can be altered by restricting the set of operators
to be used in the formulas. Besides the basic LTL op-
erators -, V, X, and U, the testbench supports several
other common operators that can be defined using
these basic operators, such as the logical connectives A
(conjunction), — (implication), and <> (equivalence)
and the temporal operators <& (eventually), O (al-
ways), and R (release, the dual of U). In addition, the
Boolean constants T (true) and L (false) can be used
in place of atomic propositions.

— The random Kripke structure generation algorithm
(Fig. 8) generates structures with a connected com-

ponent consisting of a given number n of states with
the constraint that every state of the structure must
have at least one successor. The behavior of the struc-
ture generation algorithm can be adjusted with the
parameter d that approximates the probability of hav-
ing a transition between any pair of states in the struc-
ture, together with the parameter ¢ that gives the
probability with which any of the atomic propositions
is considered to hold in any state of the structure.

— As an alternative to graph-like Kripke structures, the
testbench also allows using randomly generated paths,
i.e., Kripke structures in which the states are con-
nected into a linear sequence ending in a transition
back to some earlier state of the sequence (see Fig. 6).
This permits using the restricted witness model check-
ing algorithm as another algorithm in Test 3 (the
model checking result cross-comparison check), which
makes it possible to apply all tests even to a single
translation algorithm implementation.

After generating an LTL formula and a Kripke struc-
ture, the testbench invokes every tested LTL-to-Biichi
translator in turn to obtain Biichi automata from the
formula and its negation. The testbench then performs
Test 1, Test 3, and Test 4 on the automata, repeating
Tests 1 and 3 for each appropriate pair of automata gen-
erated by two different implementations. The test proced-
ure can then be repeated using a different LTL formula or
a different Kripke structure.

Should a test result in a failure, the testbench can
be instructed to use the internal model checking algo-
rithm for witnesses to find an incorrect Biichi automaton.
To justify its answer, the testbench also shows a proof
whether the formula holds in the witness or not, and, if an
automaton incorrectly accepts the witness, an accepting
execution that the automaton has when given the witness
as input.

6 Experimental results

The test methods were experimented on the following in-
dependent LTL-to-Biichi translator implementations:

ASA+ An LTL-to-Biichi translator derived from Mauno
Ronkko’s C++ class library [12] implementing the
translation algorithm presented in [7].

SPIN v3.x.x The LTL-to-Biichi translator algorithm im-
plemented in the model checker SPIN [8] by Gerard
J. Holzmann. The implementation is originally based
on the translation algorithm in [7], but it includes
many improvements to the basic algorithm, some of
which are described in [6].

Tests 3 and 4 have been applied to testing this imple-
mentation already since its version 3.3.3. The tests
have been able to find errors in various versions of
the tool [14,16]. To illustrate the effect of testing on
improving the robustness of the tool, we included ver-
sions 3.3.3, 3.3.9, 3.4.3 and 3.4.7 of the tool in the
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experiments. We however note that this might have
created a bias in the results, making SPIN perhaps
seem more unreliable than the other implementations.
We emphasize that the behavior of SPIN v3.4.7 was
consistent with all the other implementations in our
tests.

LTL2AUT An LTL-to-Biichi translator written by the
authors of [5]. The implementation includes three
different translation algorithms: the previously men-
tioned GPVW algorithm [7], the GPVW+ algorithm
based on some improvements proposed already in [7],
and the LTL2AUT algorithm of [5]. We tested the im-
plementation using all the available algorithms.

PrROD The LTL-to-Biichi translator included in the Pr/T
net reachability analyzer PROD [21]. The implementa-
tion is based on the algorithm presented in [19]. The
version of the tool used for the tests was from 21
February 2001 (PrOD 3.3.09). The testing method has
also helped to improve a previous version of this im-
plementation.

We used the same testing environment and testing
strategy as in [15]. The tests were performed by running
each of the translators on randomly generated fixed-size
(5-12 parse tree nodes) LTL formulas and their nega-
tions using 1000 random formulas of each parse tree size
with at most five different atomic propositions in each for-
mula. For Tests 3 and 4 we used Kripke structures gener-
ated with the algorithm shown in Fig. 8 using parameters
n=>50,d=0.1,and t = 0.5.

Because the PROD implementation supported only
a subset of the logical and temporal operators that could
have been used with the other implementations, we re-
stricted the operator set to {—,V,A,—, U, <, 0} The
formula generation parameters were adjusted for each
parse tree size such that each generated formula had the
same expected number of occurrences of each different
operator [15].

The test results are shown in Tables 2 and 3. Each cell
of Table 2 contains two numbers giving the failure rates in
Test 1 (the Biichi automata intersection emptiness check)
and Test 3 (the model checking result cross-comparison
test) between a pair of implementations. Every table cell,
excluding the diagonal cells of the matrices correspond-
ing to each formula parse tree size, gives the number
of failed tests among a maximum of 2000 (in the bot-
tom row, 16 000) tests performed. (Because the matrices
are symmetric, the numbers above the diagonal of each
matrix have been omitted.) Since Test 3 is not relevant
when both automata involved in the test are generated
by the same implementation, the diagonal cells report
only the failure rates in Test 1, which could be performed
only half as many times on each implementation against
itself.

Because ASA+, LTL2AUT (all three variants), PROD
and version 3.4.7 of the SPIN model checker did not fail
any of the tests between each other, the results of these

Table 2. Failure rates for Tests 1 and 3

Random| Imple- Number of test failures
formula| menta- (Test 1 failures) / (Test 8 failures)
parse tion [Diagonal cells: 1000 tests; other cells: 2000 tests]
tree size A/L/P/7t SPiN v3.3.3  SPIN v3.3.9 SPIN v3.4.3
A/L/p/7| 0/0
S3.33 | 21/4 20 /-
5 $339 | 0/0 | 21/4 | 0/-
$3.4.3 0/0 21/4 0/0 | 0/-
A/L/p/7l 0/ 0
S3.3.3 | 32/8 31 /-
6 $3.3.9 0/0 | 32/8 0/-
$3.4.3 0/0 32/8 0/0 | 0/-
A/L/p/7| 0/0
S3.3.3 | 49/9 48 /-
7 $339 | 0/0 | 49/9 | 0/-
$3.4.3 0/0 49/9 0/0 | 0/-
A/L/p/7| 0/0
$3.33 | 66/14 | 61/
8 S339 | 0/1 | 65/13 | 0/-
$3.4.3 0/0 66/14 | 0/1 | 0/-
A/L/p/7| 0/0
S3.33 | 69/16 | 69/
9 $339 | 0/0 | 69/16 | 0/
$3.4.3 0/0 69/16 | 0/0 | 0/-
A/L/p/7| 0/0
S3.33 | 73/19 | 66/
101 g339 | o/1 | 71/18 | 0/-
$3.4.3 0/0 73/19 | 0/1 | 0/-
A/L/p/7l 0/0
S3.3.3 | 87/19 | 83/
1 9339 | o/2 | 87/17 | 0/ -
$3.4.3 0/0 87/19 | 0/2 | 0/~
A/L/p/7l 0/0
$3.3.3 |101/31 | 91/-
1221 9339 | 0/3 |102/32 | 0/-
S3.4.3 0/1 |102/30 | 0/2 | 0/-
A/L/p/7l 0/0
S3.3.3 |498/120| 469 /-
TOTAL| g339 | o/7 |496/117| 0/-
S3.4.3 0/1 |499/119| 0/6 | 0/-

tASA+, LTL2AUT, PrOD, SPIN v3.4.7

algorithms are shown in the tables under the common
name “A/L/P/7”. The independence of the implemen-
tations increases the confidence in their reliability. How-
ever, all previous versions of SPIN occasionally failed the
test against the other tested implementations.

For example, version 3.4.3 of SPIN was involved in
a single model checking result cross-comparison failure
on the LTL formula O0(pg A (p2 U (—m—p3 A$py))). Ana-
lyzing the failure with the witness model checking al-
gorithm confirmed an error in the implementation: it is
easy to check that the formula ¢ holds in the infinite se-
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Table 3. Failure rates for Test 4

Random A/L/P/7 SPINV3.3.9
formula, SPIN v3.3.3
parse SPIN v3.4.3

tree size
5 0 0
6 0 0
7 0 0
8 0 1
9 0 0
10 0 1
11 0 1
12 0 2

TOTAL 0 5

tASA+, LTL2AUT, PrOD, SPIN v3.4.7

quence § = ({p1,p3,pa}, {P1,p3, pa}, {P1,p3,pa},...); on
this input, however, the automaton generated by the

SPIN v3.4.3 implementation can only loop through its
nonaccepting single initial state indefinitely, thus re-
jecting the input. This confirms that the automaton
generated by the translator is incorrect. While it can
be argued that the randomly generated formula, being
equivalent to the more simple formula D(p4 A(p2U pg))
(which SPIN v3.4.3 does not translate to an automa-
ton that causes a test failure), has redundancy in it, the
faults detected in any implementation should neverthe-
less be always repaired to remove the possibility that
they might cause model checking errors. The results show
that the error behind the example case has been fixed in
SPIN v3.4.7.

The failure rates in Test 1 are higher than those of
Test 3, which suggests that Test 3 might be less efficient
in detecting errors in practice, perhaps due to its need for
more input, the properties of which may seriously affect
the efficiency of the testing procedure. However, Test 1
is by itself not capable of detecting all types of errors
(see Fig. 3), as evidenced also in practice by the example
above. Other experiments [15] have observed the error
rates to be quite close to each other when using a differ-
ent set of formula operators; it is clear, however, that the
effect of the formula generation parameters on the test
failure rate always depends also on the implementations
participating in the tests and cannot therefore be esti-
mated easily in any general way.

Test 4 (the model checking result consistency test)
had significantly worse performance than either of the
two other tests and could detect errors only in SPIN
v3.3.9. However, because of the many factors that may
all affect the tests, it is still recommended to use all the
available tests to maximize testing efficiency, since each of
these three tests is capable of detecting errors that cannot
be detected by the two other tests. This view is further
supported by the fact that all these tests are straight-
forward to implement into a common framework. How-

ever, if Test 2 were also available, Tests 3 and 4 would no
longer be needed, since Test 2 finds all errors detectable
by Test 4. In addition, Tests 1 and 2 could be used to-
gether to prove the equivalence of languages accepted
by two automata constructed using different translators,
thus making also Test 3 redundant.

We refer to [15] for further experimental results, to-
gether with more detailed discussion on the different
types of failures encountered in the tests.

7 Conclusions

Model checkers are often used to verify systems which are
critical in either a safety or business sense. Since these
tools are used to reason about the properties of such sys-
tems, it is essential that their user is able to rely on the
verification results reported by the tool.

We have presented methods that can be used for
testing implementations of LTL-to-Biichi translation al-
gorithms, which form one of the core components of
any LTL model checker based on the automata-theoretic
model checking approach [19]. The test methods are
based on simple automata-theoretic techniques and the
LTL model checking procedure. Most of the methods
(excluding Test 2 described in Sect. 3.2) are easy to
implement using basic model checker implementation
techniques.

Test failure analysis has been presented. It uses a wit-
ness (i.e., an infinite sequence on which the test failure ex-
ists) to prove one of the implementations incorrect. This
analysis employs a special, simple-to-implement model
checking procedure to check whether an LTL formula
holds in the witness.

We have combined the test methods and failure an-
alysis to an automated testbench. This testbench uses
random formulas and Kripke structures to test several
independent LTL-to-Biichi translator implementations
against each other. The testbench implementation was
able to uncover errors in several versions of the SPIN
model checker. We have obtained similar results with
other model checkers, too; of the implementations we
have tested, the LTL2AUT [5] and the ASA [12] trans-
lators have been the only implementations in which no
errors have ever been detected using the testbench.

There are several other places in LTL model check-
ers, which could probably be improved with random test-
ing, but which we have not covered here (for example,
the emptiness checking and partial order reduction algo-
rithms). However, we think that the LTL-to-Biichi trans-
lation algorithm, including all the possibly used optimiza-
tions, is one of the most difficult algorithms to implement.

In the future, we would like to extend the approach
to also test nondeterministic finite automata (NFA) gen-
erated from safety LTL formulas using the approaches
presented in [10]. These (safety) LTL-to-NFA transla-
tion algorithm implementations would need a different
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emptiness checking subroutine. The model checking re-
sults obtained could be then compared against the results
obtained using the model checking procedure employ-
ing the LTL-to-Biichi translation algorithm for the same
formula.

We propose that LTL model checkers should be ex-
tended with a counterexample validation algorithm as
described at the end of Sect. 4. The implementation of
this algorithm is quite simple, as it can be done, for
example, by using a straightforward implementation of
a CTL model checker. The running time overhead of such
an algorithm should be negligible, as it is linear both in
the size of the formula and the length of the counterex-
ample. Such an algorithm would increase the confidence
in the counterexamples provided by the model checker
implementation. Of course, separate validation of coun-
terexamples only helps in detecting false negatives but
not false positives; however, it would still be a step in the
right direction.

Admittedly, simple random testing is not adequate for
proving the correctness of any LTL-to-Biichi translator.
As can be seen in the experiments made with various
versions of SPIN, the effectiveness of random testing in
finding errors decreases rapidly as the implementation
improves. Increasing the number of tests or the size of the
formulas and Kripke structures used in the tests might
improve the odds of finding errors, but the fact that no
amount of testing is sufficient to prove the absolute cor-
rectness of an implementation makes this approach some-
what unappealing.

Therefore, the testing techniques are probably best
suited for assisting in the development of a new translator
to test its robustness before releasing the implementa-
tion, in the hope of detecting some of the remaining errors
and omissions in the implementation. The test methods
might also be applicable to regression testing when mak-
ing optimizations or other improvements to a translation
algorithm implementation, in order to test whether the
implementation seems to preserve its reliability between
different releases.
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