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Abstract Diabetes therapy management in AAL envi-
ronments, such as old people and diabetes patients homes,
is a very difficult task since many factors affect a patient’s
blood sugar levels. Factors such as illness, treatments,
physical and psychological stress, physical activity, drugs,
intravenous fluids and change in the meal plan cause
unpredictable and potentially dangerous fluctuations in
blood sugar levels. Right now, operations related to dosage
are based on insulin infusion protocol boards, which are
provided by physicians to the patients. These boards are not
considering very influential factors such as glycemic index
from the diet, consequently patients need to estimate the
dosage leading to dose error, which culminates in hyper-
glycemia and hypoglycemia episode. Therefore, right
insulin infusion calculation needs to be supported by the
next generation of personal-care devices. For this reason, a
personal device has been developed to assist and consider
more factors in the insulin therapy dosage calculation. The
proposed solution is based on Internet of things in order to,
on the one hand, support a patient’s profile management
architecture based on personal RFID cards and, on the
other hand, provide global connectivity between the
developed patient’s personal device based on 6LoWPAN,
nurses/physicians desktop application to manage personal
health cards, glycemic index information system, and
patient’s web portal. This solution has been evaluated by a
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multidisciplinary group formed by patients, physicians, and
nurses.
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1 Introduction

Diabetes mellitus is estimated as one of the major chronic
diseases and growing public health problems in the world.
This disease increases a patient’s risk of developing mul-
tiple health complications such as heart and kidney failure.
However, these implications can significantly be reduced
by controlling blood glucose level [1]. Factors such as the
illness that patient suffers, treatments received, physical
and psychological stress, physical activity, drugs, intrave-
nous fluids, and meal plan (diet) can cause unpredictable,
potentially dangerous fluctuations in blood sugar levels,
resulting in hypoglycemia and hyperglycemia episodes.
For example, hyperglycemia episode (high glucose level)
slows down the healing process and boosts the risk of
infection [2, 3].

Recent research indicates that using diabetes self-man-
agement systems help to control glycemia and associated
blood glucose levels. For this reason, software solutions [4]
have been defined for monitoring and modeling of blood
glucose. Since these solutions have the problem that
depends on a PC, different kinds of solutions closer to the
user are being defined such as glucometers integrated in
digital photography [5] and in cellular phones, i.e. mobile
Health solutions (mHealth) [6]. In recent years, an exten-
sive research work and system addressing the design and
development of mHealth-based diabetes management sys-
tems have been witnessed [7, 8]. A recent systematic
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review has confirmed the feasibility of this approach
regarding its efficacy on diabetes control and the impact on
the intensification of blood pressure management [9].

Internet of things (IoT) is one of the major communi-
cation advances in recent years that links the internet with
everyday sensors and working devices for an all-IP-based
architecture, linking physical and virtual objects through
the exploitation of data capture and communication capa-
bilities. Internet of things architecture will offer specific
object identification, sensor and connection capability as
the basis for the development of independent cooperative
services and applications. An extensive research on using
this concept in different mHealth applications has been
recently reported [10]. However, no study to date addresses
this concept and presents architecture for ubiquitous per-
sonal diabetes management.

This paper presents a personal diabetes management
device based on Internet of things, in order to provide a
new generation of mobile assistance services and consider
more of the mentioned factors for insulin therapy, in order
to reduce the number of the patient hyperglycemia and
hypoglycemia episodes and consequently their risks. This
personal device supports 6LOWPAN connectivity in order
to link the personal device with the developed home
gateway [11], RFID identification in order to load patient’s
profile from the personal health card, serial communication
based on RS232 and IrDA to connect the glucometers from
different vendors, and a color touch screen to interact with
the patient. In addition, this personal device is compli-
mented with a glycemic index information system (with
more than 2,600 indexed products and growing) to provide
information about the impact in the glucose of the diet, a
desktop application for nurses/physicians to configure and
review the patient’s personal health card based on RFID, a
web portal for online patients and specialist management,
and finally, this personal device is complemented with an
application layer based on artificial intelligence to define an
adaptive insulin therapy for the patients. The main goal of
this approach is to provide the patients with better access,
understanding, and involvement in their personal-care
program, in order to reach better control and management
of their insulin therapy.

The following sections of the paper are organized as
follows. Section 2 presents the insulin therapy model fol-
lowed for diabetes management. Section 3 presents archi-
tecture to support diabetes management in Ambient
Assisted Living (AAL) environments. The architecture
parts are described in the subsections. Section 3.1 presents
the patient’s personal diabetes management device. Section
3.2 presents the desktop RFID-based management appli-
cation for nurses and physicians. Section 3.3 presents the
diabetes management web portal and glycemic index
database. Section 4 presents the evaluation and discussion
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of the solution with a group formed by nurses, physicians,
and patients. Finally, Sect. 5 concludes the paper.

2 Insulin therapy model

The American Diabetes Association recommends keeping
blood glucose levels between 100 and 140 mg/dl in normal
situation and below 180 mg/dl for 2 h after meals, i.e.
period of digestion. Patients with diabetes mellitus need
blood glucose control and usually insulin therapy, in AAL
environments, in order to keep their glucose inside the
mentioned range. Patients should be educated with a deeper
understanding as to how changes in their therapeutic reg-
imen could affect their glycaemic control, as such to
motivate patients to optimize their own therapy with
guidance from their physician. But, such as mentioned,
many factors will affect patient blood sugar levels, and any
of these factors can cause unpredictable and potentially
dangerous fluctuations in blood sugar levels. It is not fea-
sible for diabetic patients such as elderly people to consider
all these factors, but they should be considered in order to
reach an accurate insulin therapy. The proposed solution
has defined an insulin therapy model considering the fol-
lowing factors: patient weight, glucose level, physician
recommendations, and finally the carbohydrate absorption
in quantitative terms such as glycemic index, volume of
glucose, insulin distribution, and maximal rate of gastric
emptying, which are based on the underlying pathophysi-
ology of diabetes mellitus.

Insulin units (IU) are injected following the protocol
presented in Fig. 1 and Eq. (1), where basal is the amount
of insulin required to manage normal daily blood glucose
fluctuations (0.5f(GL) one shot per day, see Fig. 1), bolus is
the dosage required to manage mealtime blood glucose
fluctuations (0.5f(GL) distributed during meals), and cor-
rection factor is the dosage required to manage the rest of
factors that influence the blood glucose level. The proposed
model focuses mainly on the accurate estimation of the
correction factor, the other parameters i.e. bolus and basal
dose can be calculated generically following the Table 1,
but our system will follow the recommended by the phy-
sician, when they are available in the patient personal
health card (see Sect. 2), in order to be aware of the patient-
specific considerations defined by the physician.

Insulin (IU/day) = Basal + Bolus + CorrectionFactor (1)

We focus on the correction factor, which is going to
vary depending on the glucose level before each meal (see
Table 2), and the carbohydrate absorption (insulin distri-
bution and maximal rate of gastric emptying) based on
meal product glycemic index.
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Fig. 1 Insulin infusion protocol

Table 1 Function f(GL), where GL is the glucose level, calculating
Insulin Units to be injected per day in function of glucose level and
patient weight

Glucose level (GL, mg/dl) Number of IU (IU/kg/day)

<150 0.3
150 — 200 0.4
>200 0.5

Table 2 Additional insulin units to be injected in function of glucose
level and patient weight (part of the corrector factor)

Glucose level <60 Kg 60-90 Kg >90 Kg
< 80 mg/dl -1 —1 -2
80-129 0 0 0
130-149 0 +1 +1
150-199 +1 +1 +2
200-249 +2 +3 +4
250-299 +3 +5 +7
300-349 +4 +7 +10
>349 +5 +8 +12

Nutritional information of the food products is essential
for patients on treatment with use of fast insulin before
each meal or insulin pumps since they are able to adapt
their insulin dosage depending on the total amount of
included carbohydrates (CHO) in each meal. In addition,
patients who cannot change their dose of insulin, i.e. those
treated with oral medication or dietary simply should
maintain a stable amount of CHO in each meal, in order to
keep proper blood glucose values. CHO foods are the most

Table 3 Additional insulin units to be injected in function of CHO.
CH(G), where G is the CHO grams in the meal

CH(G) Normal Obesity Acute renal failure
11U 11U 11U
IU/CHO 15CHO(g) 10CHO(g) 30CHO(g)

influential with glucose level, other products such as pro-
tein foods (fish, meat or cheese) and fat foods (butter, oils
or sauces) are very low in CHO. Therefore, they have little
effect on blood glucose levels. However, this does not
mean they are harmless and on consuming, the amount and
type of fat and the presence of other nutrients such as
protein, vitamins, minerals, and dietary fiber should be
considered. Table 3 presents the relation between the CHO
and additional insulin units required [12].

However, not all carbohydrates are equal. For example,
some provide only calories such as sugar, sweets, and
sodas, and others provide minerals, vitamins, and fibers
such as vegetables and fruits. Therefore, the glycemic
response of the carbohydrate absorption needs to be con-
sidered. This absorption is based on the ingestion process.

The amount of glucose in the gut (intestine), Gy, fol-
lowing the ingestion of a meal containing CHO grams of
glucose equivalent of carbohydrates is defined as:

d(Ggu)

dt = Gempl - Kgabs : Ggut (2)

where K. is the constant rate of glucose absorption from
the gut into the systemic circulation (estimated as constant
to 1 per hour). Gemyy is the rate of gastric emptying (ge) (ge
refers to the speed at which food and drink leave the
stomach).

The duration of the period Tiaxge for gastric emptying
depends on the CHO content of the meal ingested:

CHO—Vna ge
oo = 2221 (3)
where Vi ge 1S the maximal rate of gastric emptying, and
Tiasc ge and Tyes o are the respective lengths of the ascending
and descending branches of the gastric emptying curve that
have default values of 30 mins (0.5 h), considering it the
usual time spent for lunch, breakfast, and dinner.

For small quantities of carbohydrate (under approxi-
mately 10 g), such values cannot be used because there will
never be time for the gastric emptying curve to plateau out.
Using linear interpolation, the rate of gastric emptying for
meals containing CHO grams of carbohydrate greater than
10 g (see Table 3) can therefore be defined, according to
the time elapsed from the start of the meal, ¢, the digestion
process, and consequently, the carbohydrate absorption is
defined as follows:
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0 elsewhere

(4)

This carbohydrate absorption during the digestion
process, see Eq. (4), can be adjusted for each product
used in the meal considering its glycemic index (GI). GI is
a numerical index that ranks carbohydrates based on their
rate of glycemic response (i.e. their conversion to glucose
within the human body) and duration of the digestion
process for a given type of food and its effect on blood
glucose level. GI uses a scale, nutrition with low glycemic
index values causes the blood glucose level to rise slowly
and over a long period of time, and nutrition with high
glycemic index values causes the blood glucose level to
rise more sharply, followed by a sheer drop such as
presented in Fig. 2. Rise, peak, and drop of the blood
glucose level is directly related to the evolution of the
digestion presented in Gempi, Eq. (4).

GI function divides carbohydrates into two groups:
rapid/medium absorption and slow absorption since slow
absorption products are not considered inside the correc-
tion factor. Pure glucose serves as a reference point and is
given a GI of 100, under 55 is considered low and medium/
rapid in another way.

GI(G, gi) = k - CH(G) IU, where k
= 1lif gi > 55, elsewhere k = 0. (5)

where gi represent the glycemic index for each product.
Fig. 3 presents some values determined experimentally by
feeding human test subjects a fixed portion of the food and
subsequently extracting and measuring samples of their
blood at specific intervals of time. Thereby, GI represents a
generic value valid for all patients, since this defines a

The Influence of the Glycemic Index
on the Blood Glucose Level
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Fig. 2 GI relation with blood glucose
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medium value from different subjects for the Viaxge
parameter of the Gepp. This solution offers a database with
more than 2,600 glycemic index values of usual products
(see Sect. 3.3).

Finally,other issues, such as the specific insulin action
(Ia) of the insulin type used over the current insulin value
(I), dosage-dependent peak times, onset time, flattish peak
time, and duration, need to be considered:

dla
dt
where k1 and k2 are first-order rate constants that serve to
describe the insulin action. Since the rate of insulin action

depends on each insulin type, the specific brand of insulin
used is also part of the patient’s health profile.

= (k1-1) — (k2 - 1a) (6)

3 Architecture to support diabetes management
in AAL environments

Self-monitoring blood glucose (SMBG) measurements are
conventionally analyzed by the physician by visually
scanning the patient’s logbook. As a consequence, clinical
decisions are sometimes based on inadequate assessments
of the available data. The ability of health care profes-
sionals (nurses and physicians) to efficiently access and
analyze that data is crucial; therefore, a desktop application
to review all the glucose value logs has been developed. In
addition, the mentioned problem runs deeper than this since
patients also need to be able to interpret their own data and
act on it accordingly. SMBG will not lead to improve
glycemic control without appropriate assessment and
modification of the treatment with respect to the followed
regimen. For that reason, an educational effort for teaching
patients how to ’close the loop’ and adjust their own insulin
injections, diet and lifestyle is required, but that teaching is
not possible for elderly patients and even for the rest of
diabetes patients, because, such as demonstrated in Sect.
3.2, those factors are not easily manageable by end users

Diabetes Management System UNIVERSIDAD DE

MURCIA

cemic index database Sign out
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Food name
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[Sheed Apples, canned, sohd packed without juice (LaNgRberg and Ashton
Foods Pty Ltd, South Africa)

Apple uice, unsweetened, reconstituted (Berrvale Orchards Ltd, Berri,
fuistrabia)

[Apple juice, Granny Smith, unsweetened

Fig. 3 GI index database
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(patients). Therefore, in order to easily manage the infor-
mation, we have defined, on the one hand, a patient’s
personal management device to automatically carry out the
logging of the glucose values and the calculation of the
insulin therapy following the mentioned considerations in
Sect. 3.2. On the other hand, in order to define in a simple
way, the configuration of the personal device parameters to
insulin injection board recommendation by physician, and
to facilitate that a unique device can be used by different
patients, personal health cards based on RFID are used.
This section describes each one of the mentioned parts
from the proposed solution. These parts are presented in
Fig. 4.

3.1 Patient’s personal diabetes management device

The concept of providing a diabetic patient with a handheld
electronic personal device that could store blood glucose
readings and give the patient advice about the next meal
and insulin injection has been the main goal for the design
issues of this solution.

The system defined is based on Internet of things, which
provides a global connectivity and management architec-
ture of sensors, devices, users and information, and can be
one of the key advances in the areas of mobile diabetes
management system. Therefore, this proposal introduces an
architecture to achieve a global connectivity with the dia-
betes management information system (glycemic index
database), patient, sensors and everything around it to
accelerate and enhance the management process. This
architecture includes several advanced communication

Fig. 4 Architecture diagram

System

Glycemic Index Database

Patient Health Record
Repository

Insulin Dosage Information

Physician access
B i

RFID
Application

Diabetes Management

technologies for security, identification, control and con-
nectivity with Internet; among them are 6LoWPAN and
RFID technologies that form the basis of the new genera-
tion of personal services based on Internet of things. The
main reason, because Internet of things has been consid-
ered for our proposal, has been, on the one hand, because
6LoWPAN connectivity allows to link the personnel
directly to Internet and to external information systems,
such as the defined diabetes management system, and on
the other hand, because RFID allows an easy and quick
patient identification and a medium to load the patient’s
health record with just approaching their personal health
card.

6LoWPAN is a protocol defined by the Internet Engi-
neering Task Force (IETF), which extends wireless sensor
networks (WSN) to Internet, adding to IEEE 802.15.4 a
layer to support IPv6. It specifies a wireless link for low-
power personal area networks (LOWPANSs). These kinds of
networks are characterized by their more limited capabil-
ities than other WPANSs (e.g. Bluetooth) and WLANS (e.g.
WiFi), they have small frame size, low data rate, low
bandwidth, and low transmit power. All this with the
purpose of making sensors with low-power consumption
and low cost.

RFID is the evolution of the barcode, which allows the
identification of the doctors, nurses, and patients in an easy
way. In addition, this improves the solutions based on
barcode in that RFID cards and tags allow storing a lot of
information, while barcode just allows storing an ID code.
That extra memory space is very useful for storing infor-
mation related with patient profile i.e. part of the Electronic

Ambient Assisted Living Environment
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Health Record. This is interesting, since it allows checking
patient health profile in a local way, even when the system
does not have access to Internet.

The developed system name is Movital, which means
mobile solution for vital signs monitoring. Movital is the
combination of the mentioned new generation technologies
including, on the one hand, the module SkyeModule M2
from SkyeTek for contactless identification (RFID and
NFC) to identify patients, and load patient health profile
from the MiFare DesFire card, and on the other hand, the
module Jennic JN5139 for Wireless Sensor Networks
(WSN) communications based on Future Networks
(6LoWPAN) to connect wireless clinical devices, such as
glucometer to the AAL environment gateway, named
Monere, which means in Latin language monitoring,
remind, warn, and advise.

The features of these devices are the following:

Movital size has been minimized to credit card size to
make it easily integrable with clinical sensors such as the
glucometer. Power consumption has been optimized to
ensure a high lifetime; power is based on reachable Lith-
ium Batteries. Thereby, it defines a compact and autono-
mous module, which acts as gateway between the patient
and the information systems such as glycemic index data-
base (see Sect. 3.3). In order to ensure the Quality of Pri-
vacy (QoP) [14], Movital offers security capacities for user
authentication, through symmetric-key encryption AES

Fig. 5 Movital with LCD color touch screen, RFID reader with some
Desfire Mifare cards, and glucometer connected through RS232
(right) and IrDA (left)
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128 bits and asymmetric-key encryption ECC 160 bits [16],
and integrity based on CRC16-ITT.

The Movital solution offers two interfaces to connect the
glucometer; on the one hand, this offers serial communi-
cation based on RS232, which is used for the LifeScan
OneTouch Ultra Blood Glucose Meter. Right Fig. 5 pre-
sents the movital connected through a serial jack cable,
with an RFID reader and the touch LCD screen. On the
other hand, this offers IrDA communication to connect
other glucometers such as Roche Accu-check Aviva Blood
Glucose Meter. Left Fig. 5 presents the Movital version
with the IrDA module.

Monere is a platform developed to support ubiquitous
data collection and global access. The main goal of this
architecture is to facilitate, on the one hand, the retrieval of
information from the different clinical sources, such as
clinical sensors, and, on other hand, the integration of
information with information systems such as the devel-
oped Diabetes Information System, Hospital Information
System (where the electronic health record is located),
Context Management Framework and Knowledge-Based
System. In order to ensure QoP, such as Movital, Monere
offers security capacities for authentication, privacy, and
security through symmetric-key encryption AES-CBC
(256-bit key), and integrity based on SHA256 and CRC16-
ITT. The Monere platform is shown in Fig. 6.

Finally, Movital includes an application layer to define
an intelligent system based on the model defined in the
Sect. 2, in order to calculate insulin therapy with the
information gathered from the glucometers connected to
Movital, the information of the patient health card (see
Sect. 3.2) and the indications from the user through the
touch screen, where mealtime and products consumed, in
order to get the GI value, is indicated.

Fig. 6 Monere platform: AAL environment gateway
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3.2 RFID-based management application

This application is used by physician and nurse to design
and/or consult the patient profile and the recommended
insulin dosage board. These records are stored in the
patient’s personal health card, which is used by Movital,
such as presented in Sect. 3.1.

The program has the following structure (Fig. 8):

— User data: this section includes the patient’s personal
information such as: name, surname, age, height,
weight, and the national or private health insurance
number (nin). The field left is the ATR card number.

— Dose information: this is the insulin therapy board
recommended by the physician. The column Values are
the mg/dl of glucose in blood measured by the
glucometer. Therefore, taking into account these
ranges, these fields are filled in depending on the
physician recommendation according to the patient’s
profile. All this process is applied to the three main
daily meals; breakfast, lunch, and dinner.

— Insulin type: here are the two types of insulin: basal
(slow) and bolus (fast). The basal insulin is taken once
per day. The table filled in on the dose information
section is related to the Bolus insulin, for each insulin
active component chosen, the duration, the peak effect
time and the onset time are indicated, in order to
calculate the insulin action indicated in the model (see
Sect. 2).

— Body mass index: here this factor is calculated known
as well as BMI.

— RFID reader configuration: the last section to mention
is the configuration connection, where IP Address and
Port are chosen. This application is connected to the
libNFC-based program that receives the information
from the RFID card reader. This is connected through
a socket, since the communication with the USB
reader is based on C, and the diabetes management
application is based on Java. In addition, this offers
the opportunity to use the RFID reader included in
Movital through the IPv6 network in the future. Fig. 7
presents how the application is linked with 1ibNFC
and the USB reader. The RFID module used is ACS
122 from Touchatag.

use UDP/IP «
Communication . Communication =’
Application lava
using libNFC

Java GUI

Fig. 7 Application bridge between RFID reader, accessed through
LibNFC based on C, and the nurse/physician diabetes management
application based on Java

The mentioned patient’s personal health profile infor-
mation is stored in a MiFare DesFire card (ISO 14443 Type
B). This provides extended security capabilities in the
authentication. Symmetric keys, through 3DES (Triple
Data Encryption Standard) cryptography, are used to
decipher the tag information, since quality of privacy is one
of the most important issues in health care solutions [14,
15]. In addition, the card structure has been defined using
techniques to reduce access latency, optimize capacity, and
guarantee integrity, as is described in a previous work [13],
which includes CRC, memory map pointers, and type
length value fields for variable length fields. This is pre-
sented in Fig. 9.

3.3 Web portal and glycemic index database

The diabetes management system is divided into two parts.
On the one hand, this defines the Diabetes Information
System, where we define the database with the glycemic
index products database. The Diabetes Information System
is accessed by the Movital (see Sect. 3.1) through the
Internet, in order to consult the GI values. On the other
hand, that information is also accessible from the devel-
oped web portal that provides registered users (see regis-
tration form Fig. 10)with an easy way to consult and obtain
a list of food products according to the requirements from
their insulin therapy. The patient can realize a search
through form (see middle Fig. 11) or by categories (see
bottom Fig. 11), being able to choose the desired products
that meet their glycemic index and preserve the products
list for the future.

4 Evaluation and discussion

This solution has been designed, evaluated, and validated
by a multidisciplinary group formed by patients, physi-
cians, and nurses. The goals of this evaluation have been,
on the one hand, to evaluate how this solution is accepted
by clinical staff (nurses and physicians) and patients, and in
addition to determinate how the intelligent insulin therapy
supports nurse and physician tasks. On the other hand, to
evaluate how the current clinical devices and clinical
information systems such as Hospital Information System
(HIS) need to be adapted in order to connect with the new
generation of Internet (IPv6), technical issues of Internet of
things technologies such as security requirements, and
changes/adaptations in the deployed infrastructure to sup-
port them.

Based on a first prototype described in [8], nurses,
physicians, and patients provided their feedback, com-
ments, and recommendations, which have been used for the
design of the actual solution.
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Fig. 8 RFID-based desktop application screenshot to set-up Personal Health Card based on Mifare Desfire

Fig. 9 patient’s personal health card content and structure for
management and system set-up
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solution of the system for hospitals, since management
in blood glucose control is necessary for all patients in
a hospital, since insulin is given even to hospitalized
patients who usually are not using it. For example, on
the one hand, insulin may be administered to patients
without diabetes mellitus before, during, or after
surgery because tight diabetes control around a surgery

e o™ has been shown to reduce illness, shorten hospital stays,
= and even lower the risk of death, additionally individual

Fig. 10 Registration form in the web portal
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circumstances vary on the glucose level pursued,
usually the American Diabetes Association recom-
mends keeping blood glucose levels below 180 mg/dl
while in the hospital. However, for some patients, the
recommendation is to keep blood glucose levels below
110 mg/dl. On the other hand, patients with type-2
diabetes, who do not usually use it, receive insulin as a
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way to temporarily control blood sugar levels when
usual medication, diet, and exercise control regimens
are disrupted. This is a reason why many factors will
affect patient’s blood glucose level and consequently is
recommended the extension to the hospital for the
solution.

Secondly, patients recommendations and feedback have
been:

— Patients recommended us to define a categorized
structure to make the management of the glucose index
easier. For that reason, the LCD touch screen from the
personal device and web portal have defined a food
pyramid in order to classify the meal products (see
bottom Fig. 11).

— Patients commented that they made some bad consid-
erations with respect to the correction factor based on
meals, for example, some of them considered fat

products as products that required an extra insulin
dosage, when it has been presented that the relation is
mainly focused on CHO. Therefore, the understanding
of the diabetes insulin therapy is being enhanced.

— With respect to the relevance and requirements of this
solution in everyday life, one of the volunteers
recognized that he suffered problems with hypoglyce-
mia since the insulin therapy dosage was too high,
resulting in “cold sweat”, and in one occasion, he went
into a coma during some hours because of this. Usually,
patients when suffering this situation consume some
sweets like candy, which is very common, demonstrat-
ing that the insulin therapy followed is not accurate.

— Comparability of the new doses with respect to the
previous dosage has presented that insulin therapy
recommended by the system is usually lower than the
dosage that they used to define, and that the glucose
level before the next meal was inside of the recom-
mended range.

They consider that after the 2-week evaluation period,
patients and physicians ask to continue using the system in
their current life, in order to, on the one hand from the
patients point of view continue improving their insulin
therapy, and on the other hand, from the physician/nurses
point of view, in order to measure the HbAlc after the
following 6 months, which is used to show objectively
with clinical relevance how their insulin therapy has been
accurate adjusted.

With respect to the technological evaluation, this has
been required to define an adaptor for the glucometers in
order to connect them to the Internet, which has been
presented in Sect. 3.1. The main problems related with this
solution have been related to security issues, since the QoP
is one of the most important design issues of our solution.
For that reason, two pieces of research have been carried
out in order to enhance the security for the personal health
card [15] and support authentication of the personal device
with the Diabetes Information System [16]. Finally, with
respect to the adaptation of the current information sys-
tems, this has been required to define a Diabetes Infor-
mation System to define the glycemic index database 3.

5 Conclusions and future work

mHealth based on Internet of things and Ambient Assisted
Living are the research lines from ICT to alleviate the
problems posed by chronic diseases such as diabetes mel-
litus. Our contribution has been an Internet of things-based
AAL architecture to support blood glucose management
and insulin therapy. This architecture offers a set of ser-
vices for monitoring, interconnecting with the Diabetes
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Information System (glycemic index database), and ubiq-
uitous access to the information based on the developed
personal device (Movital), AAL environment gateway
(Monere), web portal, and the management desktop
application.

The important aspect of this solution is that most of the
measurements and interactions with the patient are done at
home, which enhances the self-monitoring blood glucose
solutions, allowing the interaction of the nurses and phy-
sicians with the proposed platform through new technolo-
gies such as personal health card based on RFID and the
Web diabetes management portal, which is connected to
the Movital device through 6LoWPAN and the Internet to
keep it updated.

Our conclusion is that the Internet of things is an
interesting and promising approach for personalized health
care systems in the next generation of mHealth solutions.
The evolution of the technology allows to define new
advanced systems, to reach a more accurate treatment of
chronic diseases such as diabetes. In addition, Internet of
things allows the defining of solutions closer to the patient,
physician, and nurses, which allows an easier integration
and acceptance of them. Our evaluation has presented that
nurses and physicians are very interested and open to these
kinds of solutions, and consider it very useful, recom-
mending to us to include it also in hospitals.

In future work, this system and insulin therapy model
are going to be enhanced with the inclusion of a context
management framework (CMF) in order to get additional
information about the physical activity, and communica-
tion with electronic health record (EHR) from the Hospital
Information System (HIS) to get relevant information such
as illness, treatments, and drugs. In addition, an identity
management system (IdM) is being added to the architec-
ture in order to offer an extended security, privacy, and
IdM features to ensure anonymous consultation from
external doctors, and patients privacy. Finally, the system
is going to be extended to hospitals such as recommended
during the evaluation by the nurses and physicians.
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