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Abstract Over the past five years or so, pervasive
computing has emerged as a new computing paradigm
with a great deal of appeal. Enterprises are increasingly
showing interest in deploying pervasive information
technology (IT) infrastructures to realise the perceived
benefits offered by this new computing paradigm.
However, a return on the investment and consider-
ations of the currently deployed infrastructure is a
constraint for businesses to invest in a pervasive IT
infrastructure. Realising that the economics of an
investment in a new infrastructure can affect the
embracing of pervasive IT, we suggest an approach
that shows how the existing technology solutions
available in the market and deployed in an enterprise
can be used to develop a pervasive IT infrastructure,
thereby protecting investments and maximising returns.
We present an evolution model to systematically and
incrementally achieve a pervasive IT environment, and
present guidelines for evaluating which services to de-
velop first based on “‘evolving the existing infrastruc-
ture point of view.” This work provides practical
implications for enterprises as well as pointers for re-
search.

Keywords Information technology (IT) - Pervasive
computing - Pervasiveness quotient (PQ) - Technology
integration - Ubiquitous computing

1 Introduction

The vision of ubiquitous computing Mark Weiser
painted several years ago is gradually turning into reality
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[1]. Over the last five years or so, interest in and research
on pervasive computing has gained significant momen-
tum. As an emerging computing paradigm, pervasive
computing is generating much appeal both within aca-
demia and industry. Various definitions of and ap-
proaches to pervasive computing have evolved. For our
discussions, however, we consider the following defini-
tion (found on the Internet without reference to any
name) to be more appropriate and aligned to our view
on pervasive computing:

Saturating an environment with computing and com-
munication capability, yet having those devices integrated
into the environment such that they “disappear”.

The keywords in the above popular definition of
pervasive computing are saturating (saturating an envi-
ronment full of computation and sensory devices),
computing (it’s all about computing, isn’t it?), communi-
cation (wireless connectivity), integrated (the integration
of all technology components to provide user services),
environment (smart spaces) and disappear (invisibility,
minimal user involvement). These essentially constitute
the basic characteristics of a pervasive computing envi-
ronment.

While a lot of work has happened and continues to
happen on developing pervasive computing environ-
ments [2, 3], we believe that the availability of a robust
pervasive computing platform or environment will still
not lead to its easy adoption in commercial settings.
This is because most of the organisations have already
spent quite a lot of money on installing their current
information technology (IT) infrastructure, and while
they find the promise of pervasive IT attractive, we
envisage that new investments will pose considerable
constraints in deciding in favour of a full-fledged per-
vasive IT environment. We believe that many of the
elements that constitute a pervasive computing envi-
ronment are already available in the market and de-
ployed in organisations. Therefore, by integrating
already deployed technology elements, a certain degree of
pervasiveness can be achieved. The degree of pervasive-
ness can be enhanced by integrating more technology
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elements into the environment, implying incremental
costs and increasing the benefits of a pervasive IT
environment.

In this paper, we look at pervasive computing from
an enterprise IT infrastructure point of view. Whereas
we believe that the implementation of truly pervasive IT
systems is still many years away, building pervasive
characteristics through technology integration in enter-
prise IT infrastructure can add a lot of value to enter-
prises even today. In our opinion, pervasive computing
in an enterprise context is about the incremental inte-
gration of individual characteristics of a pervasive
environment into the enterprise IT infrastructure, and
slowly evolving towards a higher degree of pervasiveness
by integrating additional capabilities offered by relevant
technology elements.

In the enterprise context, we define pervasive IT as
“an umbrella of IT capabilities working together to
provide services to end users characterised by mobility,
wireless connectivity, context awareness, implicit inputs
(including user intent), proactiveness, smart spaces (an
environment that can interact with users and devices),
and the use of natural interfaces for human-device
interaction.” The ultimate objective of a pervasive IT
infrastructure is to provide as much distraction-free
(invisibility) interaction as possible between the user and
the IT infrastructure, and to have the environment col-
laborate with the user in performing the tasks at hand
more effectively.

As mentioned above, many of the hardware and
technologies needed to realise an enterprise pervasive IT
infrastructure are commercially available today. There-
fore, enterprise pervasive IT in our opinion is primarily
an integration and software challenge. We further make
a distinction between pervasive IT from an infrastruc-
ture point of view and from the user perception point of
view. A pervasive IT infrastructure may possess or ex-
hibit the basic pervasive computing characteristics, but
for the user to perceive a pervasive computing environ-
ment, the pervasive characteristics need to be bundled
together in the form of services, which the user can take
advantage of. The enterprise pervasive IT evolution
roadmap we present in this paper reflects this, where we
show a pervasive ‘“‘services” infrastructure—a software
skin over the pervasive IT infrastructure—as a distinct
and evolutionary stage from the pervasive IT infra-
structure, which is primarily an infrastructure enriched
with pervasive computing characteristics.

In the next section of the paper, we provide an
overview of the current scene in pervasive computing.
The rest of the paper is organised as follows: In Sect. 3,
we present a model for the evolution of a pervasive IT
infrastructure. Guidelines for evolving a pervasive IT
infrastructure are presented in Sect. 4, and Sect. 5 pre-
sents a generic architecture for enterprise pervasive IT
infrastructure. Sect. 6 captures the benefits the suggested
approach provides, and Sect. 7 provides a summary of
our contributions and outlines future directions for
further work.

2 The current scene

Pervasive computing has witnessed significant research
activity in the last few years both in academia as well as
industry. Most of the research initiatives are either fo-
cused on specific aspects of pervasive computing or are
umbrella projects with several aspects being investigated.
Some of the better-known initiatives in academia include
project Oxygen at MIT [4], project Aura at Carnegie
Mellon University [5], the Portolano project at the
University of Washington [6] and project Endeavour at
UC Berkeley [7]. Notable research initiatives within the
industry include EasyLiving (Microsoft) [8], Cooltown
(Hewlett-Packard) [9], and IBM (an extension of the
WebSphere middleware platform) [10]. Some of these
R&D initiatives are aimed at demonstrating a complete
pervasive computing environment, while others focus on
specific aspects such as the middleware, the user inter-
face, etc.

While all these research initiatives are important for a
full-scale realisation of pervasive computing, what seems
to be missing in our opinion is concrete work on
deploying pervasive services in enterprise today. We be-
lieve that an appropriate and cost-effective way forward
is to integrate already available technologies in order to
achieve limited pervasiveness in the IT infrastructure and
in order to derive some immediate business benefits. This
will provide the enterprise an opportunity to assess the
extent of benefits from a pervasive IT set-up, and the
incremental results, in turn, will both spark more interest
and investments in pervasive IT.

The mobile IT infrastructure has already attained a
fair level of maturity, and increasingly wireless capabil-
ities are being incorporated into enterprise IT infra-
structures. These capabilities, viz., mobility and
communication, are a fundamental part of pervasive
computing. Therefore, it is imperative that more and
more pervasive computing capabilities be added to the
existing infrastructure capabilities, and applications
developed that demonstrate the benefits of the pervasive
computing paradigm while allowing for gradual, struc-
tured investments. This paper is aimed at sparking
interest in this aspect of research in pervasive comput-
ing, and the model we present provides for a structured
roadmap for evolving a pervasive IT infrastructure
through the process of technology integration.

3 A model for the evolution of a pervasive
IT environment

The concept of pervasive computing is a paradigm shift
from a traditional IT point of view, including to a large
extent mobile IT. However, from an enterprise point of
view, treating pervasive IT as a radical departure from
the traditional IT presents a dilemma. While on the one
hand, there is an opportunity to derive productivity and
business benefits from an intelligent IT infrastructure



built on the pervasive computing paradigm, on the other
hand, there is a need to protect investments already
made in the existing IT infrastructure, including mobile
IT. We therefore suggest that the enterprise pervasive IT
be modelled as a gradual evolution from an existing IT
infrastructure point of view. In the enterprise pervasive
IT model (EPIM) we propose in this paper, we provide a
roadmap for evolving today’s IT infrastructure into a
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Note that the entire approach essentially consists of
two parts. Part one (Table 1, Fig. 1, Fig. 2, Table 2, and
Table 3) is the evolution roadmap, which provides a
structured approach for the evolution of the overall
enterprise IT infrastructure towards achieving the goal
of a completely pervasive IT. Part two (Fig. 3), is the
enterprise pervasive I'T model, which models the perva-
siveness of an IT infrastructure in terms of the perva-

pervasive IT infrastructure.

siveness quotient (PQ).

Table 1 What constitutes pervasiveness in an enterprise pervasive infrastructure?

Attributes Comments
Mobility Of users and services
Invisibility Minimal user distraction

Wireless communication
Smart spaces
Localized scalability

Context awareness

Uneven conditioning
Personalisation

Security

Privacy and trust
Proactivity

Capturing user intent
Natural/alternate interfaces
Ad hoc networking

Cyber foraging

Adaptation and QOS
Capture and access to live experiences
Interruption free infrastructure

Indoor and outdoor

Intelligent surrounding with sensing, computation and communication capabilities

Scaling the interaction between the users and surrounding according to relevance.
More interaction with nearby objects and less communication with objects far away

User contexts, time contexts, network contexts, nearby object and users’ contexts, lower level
and higher level contexts

Masking uneven penetration of pervasive capabilities in the infrastructure

Based on context, transcoding, etc.

User level, service level, context level, location-based, etc.

Maintaining privacy across different access channels

Based on smart spaces, device-device communication and context awareness

Based on context, history, intelligence

Biometrics, voice 10, video, pointing, gestures, etc.

Computation capabilities in the environment which can be leased out to devices requiring
more computation capability than they have for a particular task
Network and application character

Fault tolerance

Fig. 1 An evolution towards a
pervasive IT infrastructure
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Fig. 2 An enterprise IT
evolution roadmap

Integrated Wireless
Capabilities

Increased
Mobility

In our opinion, the evolution to pervasive IT is
characterised by a marked increase in mobility, em-
beddedness, IT integration, device heterogeneity and
the communication capability from an infrastructure
point of view, as depicted in Fig. 1. These basic char-
acteristics and other attributes—primarily derivatives in
nature—such as adaptivity, smartness (intelligent infra-
structure), localised scalability, uneven conditioning and
context sensitivity are the basis for the EPIM.

In the enterprise pervasive IT evolution roadmap,
the enterprise IT evolution is seen as a five-stage pro-
cess, as shown in Fig. 2 and detailed in Table 2. When
viewed in conjunction with Fig. 1, the individual stages
in the roadmap can be seen as achieving an increase
along the five basic attributes as the progression to
higher stage is realised. The extent of the increase in
each of the five attributes depends on certain key as-
pects that characterise each stage, which in turn are
dependent on the enterprise business ecosystem. It may
be emphasised that we have considered wireless adop-
tion as a stage distinct from mobile IT, as this helps in
clearly identifying the nature of evolutionary changes
and their benefits towards acquiring real-time capabil-
ities. This is also supported by actual adoption trends
of mobility and wireless capabilities by enterprises
around the world. Also, we position pervasive IT ser-
vices as distinct from the pervasive IT infrastructure,
and hence have shown this as a separate stage in the
model. In the “pervasive IT infrastructure” stage, the
focus is on infrastructure capabilities that are required
to realise pervasive services. In this stage, selective
pervasive IT services will exist, though disjointed from
non-pervasive services. It is only in the “pervasive IT
services” stage that the pervasive IT infrastructure,
augmented with service platforms, is expected to attain
adequate maturity, resulting in pervasiveness becoming
a common character of all IT services. In this stage,
where service platforms (middleware) will allow for the
rapid deployment of new pervasive services, the dif-

Computing Characteristics

Software Abstraction,
Integration of Pervasive Capabilities,
Pervasive Service Platforms

Technology Components
for Realizing Pervasive
Pervasive IT

Services
“Abstract IT”

ference between the pervasive and non-pervasive
applications is expected to disappear.

In Table 2, we define each of the five stages of the
enterprise pervasive IT evolution roadmap in terms of
IT infrastructure characteristics, an enterprise ecosystem
and key business benefits. In Table 3, we provide a
roadmap for a transition (evolution) between the stages
in terms of the incremental business benefits, new tech-
nology adoption, integration efforts and operating costs,
etc. The specific IT characteristics and transition char-
acteristics are bound to differ from one industry segment
to another. One of the goals in our attempt to develop
the EPIM has been to ensure that the model is general
enough so that it can be applied across verticals. A
discussion on the customisation of the model to suit a
particular industry segment is beyond the scope of this
paper, and is an area for further work. As a pointer, at a
first level, customisation would require a detailed char-
acterisation of the enterprise and its business focus, its
business priorities and the typical application areas at
each level of the EPIM depending on the nature of the
industry vertical.

The detailed analysis of the individual stages in the
enterprise IT evolution and their characteristics, as
shown in Table 2, establishes that in the enterprise
context, pervasive IT is not a completely distinct stage in
IT evolution; rather, it is about gradual increase in the
degree of pervasiveness in the IT environment, or the
PQ. The PQ is a measure of the extent to which the IT
infrastructure shows pervasive characteristics like smart
spaces, context awareness, invisibility, user and service
mobility, localised scalability, proactivity, interruption
free interfaces, etc. The characteristics mentioned above
are not exhaustive, but represent the key characteristics
(see Table 1 for other pervasive characteristics). The
essence of this reasoning is that in each stage of the IT
evolution one can see an increase in the PQ, and in our
view, the goal of the evolution of enterprise IT to
enterprise “‘pervasive” IT is to gradually increase the PQ



35

$0550001d $SQUISTIQ UI PUE SUONOBSUBI) JO UOH)BWOINE POSLIIOU]

SuryRW UOISIAP dWN-[BI S[Te1op [eINJONIISRIJUI SUIA[IIpUN 1) INOQE UIDUO0D AUk
10J 110ddns ammjonnserjuy IMOYIIM JSBJ AI9A JNO P[0T 9q URD suoneordde moN
Sursuos ndur o1dwr pue $)XAIUOd JUIWUOIIAUD PUB JISN UO
WYD pue Sutuuerd poseq (uonjuaardiur 1asn jnoym) A[qisiaul uaddey suonoesuer
201nosar asudiajud pastundQ Jo s10] pue 1ouuew aAnOROId A19A B UI sajeIado wWolsAg
«LI PBNSQY
sureyo anfeA I9Yjo pue asudioiuo Swo)sAs 1 9s1IdId1ud I1oylo 9y} yiim pajeIsorur — SOIAIRS T
9} SSOIOB MOIOM JO UONBWOINY [[oM AIOA ST JUSWUUOIIAUD T 9AISeAIdd ‘[0Ad] SIY) 1Y QATISBAIO]
$ass2001d ssauisng 9[qIXap pue AInjew A[QUWAIIXd suonedrjdde 1oy1o 01 $201A13s sk sanIiqeded
JuswaseURW 1M pue pajewoine A[ysiy ‘dwn-[ear ut Sunndwoos aarseardd (e Suipiaoid pue uonoeisqe
K10judaut pue sureyo Addns jo s9je1ado ‘(sIoquaw Ureyd anjeA Yo yim arnjonyseqjur uipraoid ainjonnserjur I daisearad
uonestundo pue uonewWoNy pue asudIgjud oY) unyIm) dANLBIOQR[[0d A[YSTH amud oY) SurssedwWooud OLIqR] dIBMIJOS G 93®1§

armponnseajur [edrsAyd o3 pajefar jeyy Ajrenonaed
‘UONBWOINE JO [2A] AU} UI ISLAIOUI [BIIURISqNS
030 ‘swroperd 2010A ‘SWAISAS JudwRseuLW IpImpueq ‘surojierd
uonesieuosiod pue juswoSeURW JUUO JO UONINPOIIU]
SsouaAnor0Id pue AJAIISUSS-1XIUOD

‘K31A130RI9IUT SUISn OUALIIAXD JDIAIIS KJIATIOOUUOD UO-SABM[Y
Jowoisnd paoueyud 10j suonedrddy *2INIONIISBIJUL UONBIIUNWWOD SUONS
SIUQUWIUOIIAUD 90 PB PUB dANBIOQR[[OD UI *010 ‘paIkIJul ‘Yloolanyg SB [YOoNns SaIS0[0uYdd)  AINIONIISBIJUI

Ananonpoid jo s[aad] Y31y SUIAdIOY SSO[AIIM 9SURI 1IOYS MU JO UOTIONPOIIU] LI 9AISBAI]

sSurpunoiins 9y} ul s}o3[(qo pue s1asn IYI0 YIm

s1oulred 00y pe pue umouy yim sdrgsuonear [en)Xa1U0d 1Y) PUB SIX9JUOD Iasn Fuigeurw I10J

juourdSeuRw SUD[I0M)QU AWIT}-[BAI PUB JUIWAOUBYUD 2INJONIISBIJUT ATBM]JOS PUB  SSOUAIBME UONBIO],, ‘A1ouafordjoy

K10ju9Aur pue sureyo Ajddns jo Ayanonpoid QuoWISeUBW JWI-[BAI  DIAJP 10 SUIISAS JuUdWAFeUBW JUALYD ¢, seords jrews,, ¢ Juisuds
uonestundo pue uonewWoINy ‘UonBWOINE ‘UONLIOQR[[0D UO SNJ0{  )X2JU09,, Y sanI[iqeded arnjonnserjul aalsealdd jo uononponug $ 98e1g

uonesiuesIo oY) ssoloe peardsopim uonewony
Suryromidu ooy pe 1oy 1roddng

Sureyo anjeA [BdONLO i1 pue astdIaue oyl Jo £11IN09s d[Iqow pue FUIPOISURI) JUSJUOD JUIWITBUBW IIIAID
juowaeURW dWI-[BAI UO siseydwyg “Quowageuew uonoesuel} 10j suojield jo uononposjuy
SSOO0B [IBUWI-O SSI[AJIM UM SIONIOM SSo[oIIM JO
3popmou 1| SIUSWZIS JASN MU Ul UONesIuLdIo uoneigojur
JUQWIUOIIAUD YIOM JATIBIOQR[[0D) 1) SSOJIOB SIDIAIP J[IqOW JO sn peaIdsapipy  opim-asuididiug
*019 ‘yojedsip Jwn [ea1 ur sureyd Ajddns SuiSeuew se [[om se
puUR [01JU0D KIOJUAAUL ‘INDS  Sjudwadueyua A31Anonpold uo 20I0JyIom oy} Jo (SN'VIM Pue Ie[nj[ao y3oq)
‘INYD Jo Surpuey ow-[edy  UONEBSIIGOW IPIM-2SLIdIAIUS UO SNO0J PISLAIoU] A3o1ouyo9) ssopaaim jo uondopy ¢ o%e15
JSIXO UOIIBWOINE JO SPUB[S] "MO[ [[}S UOHBWOINY
uonesrundo
019 ‘JuowageurwW A10JUdAUL ‘YojedsIp (NDS) 1owadeuew ureyd Addns ‘(NYD) s[euosiad ploy 10J $$9008 IB[N[[D 0}
Jo Aouaroye oY) Sursearou] juowedeuew diysuone[al Iwolisn) Uo sndoj poywyy 1o Suissiw AJijiqeded SSO[AIIp
9010 YIom o[Iqowr JAId 91seq pue s[euorssajod 2010j
(INDSW) JNDS 9[1qo0N Suisearour Aq pastoorIeyd asudioyuyg proy 103 Ajurewnad suoneondde a[1qo LI 9190
wo)sAs 1] os1idiojud oy ojul pajeI3ajul
(AIDW) D 210N 2010J3I0M Y} SUISI[IqOW UO SNO0J PISBAIOU] SSQ00® UOIIBULIOJUI J[IqOJA "ASojouydd} a[iqow jo uondopy 7 98,y
UOIIBWOINE JO [9AJ] MO
UOIBPI[OSUOD dN[BA UOHEsIuL3Io pue uoneWOINE MOPYIOM PUB SWISAS SSAUISNQ rmjonaseryul I oyl ul 11 osudioyud
D ‘DS ‘ddd 10 1] Jo asn Jo uoneidojur opim osLIdIdUS UO SN0, AK)[Iqowr Jo uonoNpoIIUl PasIueSIo ON [euoniper],
SMOpYIoM pue qaM 2y} eia Ajurewr sanded 1oyjo pue siouited
sassaoo1d Jurqeud qop ‘SUONOUNJ SSAUISNQ SSOIOE UONBIIUNWWOD) oIudd D Sunndwo) I a8.1§
suopediidde ssoursnq £3y] uonesudIeIRyd Isudiuy SINSLId)IRIRYD dInjdnseju] | J%e)g

dewpeos uonnjoad 11 aaisearad asudiojug g dqel,



36

JuowdO[oAdp 21BM]JOS
9IBM]JOS OIBMI[PPIW IPN[OUL SISOO PIXI] '$)SOO UONEBIUNUIIOD
PUEB 2INJONISBIJUI UONBIIUNWIWOD OIPBI 93UBI-}IOYS ‘SIOSUIS 1X)U0D

‘sooeds jrews Jurepdn pue Sururejurew 0} PRI Ik 3100 Juruunl AIeWLIJ
PIAJOAUL 3q OS[B AW SONSLIANORIRYD dAIseAIxd opnjour 01 aseq
uoneosrdde Funsxe Jo UOIBOYIPOW JY T, "PIA[OAUL oq [[IM uoneI3aur uonedndde
asudiqua Jo s1oAd ySiy -a8els snoraaxd oy ur poured seousriadxd oyl uo paseq
soniiqedes 1] oaisearad [euonIppe 29s OS[e [[IM UONDISURI) SIY] “2INJONIseIjul
LI 2a1searad SuiA[opun 9yl Aq paIdyo sjyouaq Ay} SUISIUIXBW 0] MIIA B
yim Surioke] 21em}jos JUSSI[OIUL SAJOAUI [[IM PUEB QAISUIUI d1eM1Jos A[Lrewrid
SI UONISULI) SIYJ, "UONLBIZAIUI AFO[OUTI] JO [9AJ] Y31y A19A ® Inq uondope

way) Jo asn Aue oyew ued jey) suoneondde asudiojuo e 01

J[qR[IBAB dTB SDIAIIS dAISBAIAd SUBIW UONBISIUI JO [9AJ] YS1Y Y ‘sdfejueApe
SSouIsnq JO UONESI[BAI JUBdIYIUSIS Ay} Juimorre suoneordde salsearad mau jo
SINO [[01 AsBd puk Yomb SpIemo) UoroRISqR 91BM)JOS B BIA pasturido st
armonajserjul I oalsealdd ay) aIoym ‘aInjoniserjul  SOIAILS,, J] dAaIsearad

A30[0uYyd9) MAU JO [9Ad] MO[ A[QATIB[AI B AQ PasLIdjorIRyd AJ[eo1dA) uonisuel] ® 0] 2Injonnsejul I dAIsealad & woly UoneISIw dY) SYILW UoNIsuen Sy, ¢ 01  33el1s
S[oqe] JIeWS puv
[OIIUOJ SSA0JB PISBQ-UOTIBIO] FUDNPOIIUT AQ PISURYUD A UBD AJLINOAG
'010 ‘quowedeurw A10judAul pue suonesrndde
Sunpor1)/uoneoo] Jasse ul pasn daq ued senijiqedes JuiS3e) orper pue UOBIO]
uonewoNe Jo 92139p IoysIy
SWISTUBIAW
IsnI) pue AoeAlid pue ‘9InjonIseyur AJLNdas 9InjonI)seul OoIpel Puk IOSuds
o) dn Sumas ‘Juowdo[oAsp o1BM]JOS ‘QIBM)JOS TRMI[PPIW OPN[OUT §)SOD PIAXI]
'$1S00 UONBIIUNUIWIOD PUB 2INJONIISRIUI UOTBOIUNUIWIOD OIPRI d93URI-1IOYS
‘SIOSUDS JXAIU0D ‘soeds JIBWS SUIUIRIUTRWU 0] PAJB[I IR §)SO Juruunl Areuwrnd sdnjas aATBIOQR[[0D 19)19q
(swstueyoow O] 1230 puk 0104 Funeidaul ‘suonedrdde
1910 )M [OPOW P[IOM PUE Idsn SunBISIUI ‘SIXIUOD [BIUSWUOIIAUD PUB
J9SN JUIIQYIP JO UONBISAIUI 2I1BMIJOS) UOIIRIZANUI AF0[0UYD) JO [9A9] YSIY © pue
(010 “parenyul ‘Yr0O0OJIN[G UO PISBQ ISOY) SB YONS SIIIAJP OIPRI puk (SAIAY “59)
s] o1pel ‘sAr[dSIp 9YI] 2InjonIiseIyur aoeds 1IeWS ‘FUISUIS UONBIO] SUIpnoul OAJOAUT S1JUAQ SSAUISNG A9 "A)ANISUIS-UOTBIO] PUB $30BdS 1IBWS ‘SSOUITBME
Sursuas 1x91u09) uondope A3ojouyod) mou Aq pasudIoeIRyd A[[Eo1dA) uonisuely -1X9JU0D SE [ONS SONSLIdIORIRYD JAISBAIXd JO UONIPPE Y} SJBW UONISURI) SIY], 1 01 € 98®IS
uonnjoAd IJ darsearad oy} Jo saSels 1xou ) Ul
juowambar Arewnrd e st a3e)s siyy e paured Ajiqeded sSO[RIIA
$2INJONI)S 901 P SUI[PUBY SPILMO] JAIONPUOD JIOW dINJONIISBIJUL |
"SJUSWUOIIAUD JIOM JANIBIOQR[[0D 2I0W 0] PBI] ULd JSLIAIANUS J) SSOIO® A[IQOIA[
sunojye[d oIema[ppIW 19Y)0 PUB AIMINISBIJUT AILINOJS QIBMIJOS JUdWdTRURW
01AIP ‘dNJdS NV T 9AJOAUT $ISOD AINIONIISBIJUL PIXI] "SISOD UONRIIUNTWWOD Aanonpord
pU® Se01Adp Sururejurew pue Junmnoold 01 paje[aI a1k §1s00 Juruunl AIewnig paroIduur 01 PeI] UBD SSOB JOUBIUI PUR [IRW-d 0] SSIOOB SSA[AIIA
paonpoIul 9q 01 PAdU “0)d
‘A11IN23s J[IqOW PUB FUIPOOISURI) JUINUOD JUIMWIFBUBW AP ‘JUSUIIFRURU
UOTIOBSURI) J0J SWLIOJ)B[J "UONBISNUI AS0[0UYD) JO [9AJ] WNIPAW B puUB
((syad ‘sdoidey) seotaap oqiqowr 10J (1B[N[[20 ‘NVTM) SWopow ssofaIim ‘dnjas [2POW UOTIBIIUNWITOD J[IqOUW
NV sso[eaim) uondope A3o[ouroe) mau Aq pastrajoereyd A[eord4y uonisuer], paseq uonesmuoIydouis A[snoradid ay) 03 suonoesuel) dw-[edl SuIppy ¢ 031 7 9ge1g
2INIONIISBIJUI AJLINDAS PUB AIBMIJOS -aning ur astidous jo
JUSWAZRUBUI AOTAQP ‘DIBMIJOS UOIIBSIUOIYIUAS JAJOAUT SISO AINJONIISBIJUT PIXI] UOTBSI[IqOW JIdYLINJ JO SISBQ A} SB 0B YOIYM JUIWITBURW dJIAIP PUB
'S90IAQP Sururejurew pue sunmoold o) paje[ar a1k $3s0d Furuunt Arewnid AI1IN23s d[Iqow 03Ul SAIRNIUL [ s108311) A[[eordA) uonisues) siy
uoneIrdajur A3oj0uyda) Jo
[9AS] MO[ AJOATIB[I B PUE (SWAISAS UOTIBSIUOIYOUAS ‘SITAIP 9[IqOW) suonounj drgsuorear IowWoIsnd pue
uondope A30[ouyod) mau Aq pasLIdoeIeyd A[[ed1dA] UonIsuLBIy, yoledsip ‘qonpuod K1ojudaul ‘ureyd Addns ur saroudoyje pasearou] ¢ 0} [ d5e1§
(239 ‘uoneidayur ‘uondope £30[0uyI) MIU “)S0J) SINSLIDIILILYD UONISUBL], SJYOUd(Q SSAUISN( [BIUSWAIIU]  UODISUBI],

SON)SLI9IORIBYD UonIsueI) T dAlseardd osudiojug ¢ dqe],



37

P 4:

ck rollout

Infrastructure for rapid creation and

1 of new pervasr
apphcations

PQ3:

Intelligent infrastructure with contest

awv, eness
Mobility exte 1o applications
{apphcation context)

Mobile users totally integrated into
corporate information workflow,
optirized collaboratre work
ernaronment, fulty functional ad-hoc
networks, infrastructure support for
optirmizing strategic planning process

Infrastructure for pervasive applications
for Real-trme contral of operations, ad-
hoc setups, Dmdmm enhancements

Key characteristics
M ageng/Unified

Optirmized collaborative ermdronments,
improved user service experience,

PQ2:
Enterprise-wide rmokbility

event managernent, oplirmized supply
chain, using iNteractrve and context
aware applications for providing
enhanced and delightful custormer

& at supenmarkets, exhibition

Productivity, collaboration, enhancing
field operations

PQ 1:
Lirnited mobilty

s, museuTs, hospitalty ndustry

Key characteristics
et ity

IT infrastructure support for the field
force

Collaborathve work amdronment,

efficiency improvement

productiity enhancement, supply chain

ero

Mobile applications rmainky for field
force personals, use of mobile devices
inside the campuses limited to PIM

Hay characteristics

Hay characteristics
= Support for Mobile Devices
= Corremuric narby via

‘ ‘ Integration, embeddedness, mobility, communication, heterogeneity

Help Spee;

Approximately relates to stage 2 and 3

n roadmap | in roadmap

Approcamately relates to stage 2 and 3

Approxdmately ralates to stage 3 and 4
n roadmagp

Approdmately relates to stage 4 and 5
in roadrmag

| |

O] ]

Pervasiveness

Fig. 3 An enterprise pervasive IT model

to a level which is optimal for a specific business in a
given context. Also, the achievement of a higher PQ is to
be harmonised with the objective of preserving the
existing investment in IT systems.

Considerations such as those stated above have
influenced the development of the EPIM we present in
this paper (Fig. 3). The key inputs and considerations
that have gone towards the development of the model
are as follows:

— The evolution to a pervasive IT is about gradual in-
crease in the PQ

— How does one arrive at the PQ of an enterprise IT
system?

— What is the optimal PQ for a particular enterprise,
given its business context?

— What basic pervasive characteristics are needed in a
specific type of business ecosystem?

— For an enterprise evolving from a particular PQ to
another, what are the key infrastructure areas to be
focused on?

We have not attempted to quantify the pervasive
quotient because we don’t yet know of a unique way in
which this can be done. Rather, we take a more generic
approach based on the key pervasive characteristics
that are relevant from an enterprise point of view.

EPIM defines four levels in terms of PQ, where, for
example, Level 1 means a PQ of 1 for the enterprise
pervasive IT infrastructure, as shown in Fig. 3. A
higher level shows a progressive increase in the PQ,
compared to the previous level. Each level shows a
typical set of pervasive IT capabilities that an IT
infrastructure at that level should possess. Each level
only lists the new pervasive capabilities and this means
that an IT infrastructure with a PQ of 2 has these new
capabilities along with the capabilities of an infra-
structure with a PQ of 1. Also, note that only the
pervasive computing characteristics have been captured
in this table. There are other IT infrastructure com-
ponents that may not be specific to a pervasive IT as
such but are extremely important if a pervasiveness of
IT infrastructure is to be taken advantage of. These
include aspects like a supply chain management infra-
structure, the extent of the automation of systems and
processes using automation software, the integration of
enterprise applications, content aggregation/manage-
ment/personalisation  platforms, portal platforms,
transaction platforms (e.g., e-payments), storage plat-
forms, business intelligence software, etc. Then there
are aspects like bandwidth management, broadband
strategy, wireless strategy, convergence strategy, expo-
sure to Web services, etc. It is important that these
figure in the overall enterprise IT infrastructure evolu-
tion plan.
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4 Guidelines for the evolution of a pervasive
IT environment

Figures 4 and 5 depicts the relationship between the
EPIM (Fig. 3) and the enterprise pervasive IT evolution
roadmap (Table 2). As shown in Fig. 4, pervasiveness is
distributed across stages with each higher stage in the
enterprise pervasive IT evolution characterised by a
progressive increase in the PQ. Any given stage in evo-
lutionary roadmap, even though related to a PQ, is not
intended to have a strict mapping with it. PQ talks about
maturity in terms of pervasiveness and not exactly in
terms of general IT infrastructure maturity. Certainly,
both have a relation but nothing that can be exactly
specified. For example, Fig. 4 shows that an enterprise
with a PQ of 2 can possess the characteristics of stage 2
(mobile IT) as well as stage 3 (enterprise-wide integra-
tion of wireless networks) in an enterprise pervasive IT
evolution roadmap. While trying to chart out an evo-
lution roadmap to attain certain pervasive characteris-
tics, the approximate mapping of the PQ level to a
particular enterprise’s stage in the roadmap needs to be
resolved. This can be done by referring to the infra-
structure and enterprise characterisation in the evolution
roadmap (Table 2).

The purpose behind the EPIM is to quantify the PQ
into certain levels so as to provide a structured roadmap
for the evolution of a pervasive IT ecosystem. We hope
that the enterprises can use the model to figure out
where they exist in terms of the PQ, and where they
should be in order to meet their business needs. Once the
target and current PQ levels have been identified, the
model can be used to determine the key pervasive
characteristics and the technology capabilities that need
to be introduced to reach the target PQ. This is where
the pervasive IT evolution roadmap comes into the

'0: 4

'O: 1

Enterprise Pervasiveness Quotient (P(Q))

g ¥ v Yy

Stawe 2 Staoe 3

Stage in the enterprise I'T evolution

Stave 1 Stave 4 Stace S

Fig. 4 A mapping of the Pervasiveness Quotient (PQ) to the stages
in the enterprise evolution

picture, which provides enterprises with a structured
evolutionary path and guides them to systematically
introduce more pervasiveness in their IT infrastructure.
One can argue that once the desired pervasive charac-
teristics have been identified, these can be implemented
to realise the desired pervasive services. The flaw in this
argument is that this makes no sense both from an
implementation perspective as well as from an economic
point of view. For the realisation of any pervasive
characteristic there may be many other derivative or
related capabilities that need to be developed and,
therefore, it is important that a systematic approach be
taken to gradually introduce the necessary capabilities in
the infrastructure to maximise the returns on investment
in new technologies and systems. This is what the evo-
lutionary roadmap accomplishes. For instance, an
organisation at stage two cannot achieve a PQ of three
or four without evolving its IT infrastructure through
stages three and four.

Let us consider, for example, a knowledge-based
enterprise’ where the business restructuring has resulted
in an environment that is characterised by temporary
workgroups, ad-hoc set-ups and cross-functional teams.
Clearly, the change in the enterprise structure requires
that the IT infrastructure be modified/enhanced to cater
to the new business setup. A pervasive IT infrastructure
clearly has the characteristics that are suited for this kind
of business structure. So, how does an enterprise go
about adopting pervasive 1T?

4.1 Step 1

A look at the EPIM (Fig. 3) will suggest that such kinds
of applications and business environments would typi-
cally require a PQ of 3. The next task will be to deter-
mine the PQ of the existing IT infrastructure. Again, a
reference to the same model (Fig. 3) would result in ei-
ther a PQ of 1 or 2, based on the current business
environment and IT applications. Let us assume that the
enterprise is already mobile-enabled and has adopted
wireless capabilities like wireless LANs. This would
typically fit the enterprise in question in a PQ of 2. When
the characteristics of infrastructures with PQs of 2 and 3
are compared, we would find some key pervasive char-
acteristics that would need to be made part of the IT
infrastructure. The comparison of typical characteristics
for PQs of 2 and 3 will result in characteristics like low-
level context sensing, smart spaces (in conference rooms,

"We define a knowledge-based enterprise as an enterprise that relies
heavily on knowledge assets (the capture and transmission of
knowledge artefacts), information exchange, employee-employee
interaction and real-time decision making for successful function-
ing. Ideally, such an organisation needs an IT infrastructure that
provides effective networking capabilities, the real-time flow of
information and the ability to spontaneously scale and re-configure
itself based on changing business requirements. In the context of
this discussion, some examples could include a consulting and
business analysis organisations, law firms, RD setups of organisa-
tions (pharma, IT, automobile, etc.).
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etc.), short-range radio technologies like Bluetooth,
infrared technology, etc.

4.2 Step 2

Next we need to refer to the evolutionary roadmap
(Table 2) to chart out the right evolutionary path for
the overall IT infrastructure to achieve the new per-
vasive characteristics identified in step 1. Referring to
the “IT infrastructure characteristics”” mentioned in
the roadmap, the current stage in the evolution road-
map can be established. Let us assume that this results
in the current state of that enterprise’s IT infrastruc-
ture being at stage 3. Again, if you refer to the evo-
lutionary roadmap (Table 2), stage 4 is the one with

(context

pervasive characteristics
sensing, smart spaces, ‘‘always on” communication
capabilities, etc.) we established in step 1. This means
that the enterprise should plan a transition from stage
3 to stage 4.

the new desired

4.3 Step 3

The last step in this exercise is charting out an evolu-
tionary roadmap based on the inputs from the transition
table (Table 3), which lists the transition characteristics
(for stage 3 to 4) in terms of new technology adoption,
integration, costs etc.

Note that such an exercise may typically result in a
need to transition from stage 2 to stage 4. The model in
this case would require two transitions from stage 2 to
stage 3 and then from stage 3 to stage 4.
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So, in general terms, the following process is recom-
mended for planning the evolution of a pervasive
enterprise IT infrastructure:

1. Using the EPIM, determine the kind of applications
and IT support needed for your business competi-
tiveness. Based on this, determine the target PQ.

2. Also, based on the EPIM itself, assess the PQ of your
existing IT infrastructure.

3. Determine the gap between the target PQ and the
current PQ, and using the EPIM, list the additional
characteristics that need to be implemented in order
to achieve the target PQ.

4. Determine what stage your current pervasive IT
infrastructure on the EPIM roadmap is, and what
stage will be appropriate for your business in order to
operate at the target PQ.

5. Once the target stage and the current stage have been
determined, using the EPIM Roadmap, plan the
evolution into higher degree of pervasiveness.

It may be noted that for an enterprise pervasive IT
environment to be at stage n, for example, it has to not
only exhibit the pervasive characteristics of stage n but
also that of all the preceding stages. It is possible and
quite likely that one will find an enterprise partly ful-
filling the characteristics of two adjoining stages (let’s
say, stage 2 and 3). In such cases, for a systematic evo-
lution into a higher degree of pervasiveness, we suggest
that evolution be planned with the lower stage as the
baseline.

5 A generic Architecture for An enterprise pervasive
IT infrastructure

We provide here a generic architecture based on the
evolutionary view of pervasive IT infrastructure we have
discussed so far.

Based on our EPIM, we suggest a plug-n-play
architecture (Fig. 5) for an enterprise pervasive IT
infrastructure whose PQ can be increased by adding new
technology components and by means of integration.
The overall architecture is based on an existing mobile
IT infrastructure with a truly integrated communication
layer. The communication layer consists of technologies
like WLAN, Bluetooth, infrared and cellular technolo-
gies like GSM/GPRS/UMTS/CDMAI1X and provides
wireless connectivity as a service provided by the infra-
structure. The communication layer should be extensible
so as to allow both indoor and outdoor (cellular) wire-
less access depending on the context. A wireless capa-
bility is absolutely fundamental in the evolution from a
mobile IT infrastructure to a pervasive IT infrastructure.
The backend infrastructure for supply chain manage-
ment, ERP, business intelligence, vertical applications
integration, etc., remains as it exists in the mobile IT
infrastructure context. As Fig. 5 depicts, on top of the
basic mobile plus wireless platform, there exists some

core pervasive IT components and some other compo-
nents listed as plug-n-play.

The core components consist of services such as ser-
vice/resource discovery, security, transactions, notifica-
tion, query engines, storage services, replication services,
messaging engine and session management, etc. The
plug-n-play components concept is what allows for a
gradual increase in the PQ of the infrastructure, allowing
enterprises to gradually roll out pervasive services and
then to evolve the infrastructure as the organisation
gains experience and maturity with the new systems and
user services. The plug-n-play components typically re-
side at the periphery of the pervasive IT infrastructure
along with other components like mobile devices. As an
example, plug-n-play infrastructure components could
be those related to context sensing like location infor-
mation (location sensors-transmitters, tags and other
location sensing devices), infrared beaming, radio 1D
tags such as RFIDs, tracking capabilities and other
sensors such as temperature, lighting, etc. As the PQ
increases, it becomes critical that the software skin that
encompasses the entire core and plug-n-play infrastruc-
ture doesn’t need to be drastically modified every time
new plug-n-play components are added. This is ensured
by an additional middleware layer that represents all
users and objects in the system by their ‘““virtuals”
thereby hiding the actual infrastructure details.

Whenever a new plug-n-play component gets added,
say, indoor location sensing, only the corresponding
virtuals of the concerned objects need to be updated with
a new context definition. The system can now provide
enhanced services by virtue of the fact that the smartness
of the system (smartness is a fundamental characteristic
of pervasiveness), and hence pervasiveness, has in-
creased. The software skin that encompasses the entire
pervasive IT infrastructure exposes the capabilities of
the system in the form of application servers that allow
new applications to be deployed and integrated with the
rest of the IT infrastructure transparent to the underly-
ing infrastructure. This concept not only allows for rapid
service creation but also helps to evolve the pervasive I'T
infrastructure without impacting the applications that
the user interacts with.

6 Benefits of the suggested approach

There are several characteristics of a pervasive IT envi-
ronment that work together to realise a pervasive com-
puting environment. Each of these characteristics is
associated with several other derivative characteristics or
technology capabilities that need to implemented. To an
enterprise seeking to establish pervasiveness in its IT
infrastructure, which characters, technologies and sys-
tems to deploy and in which order is a challenge. The
model and the roadmap we have suggested aim to alle-
viate this problem by systemising the pervasive IT
adoption process.



Some of the benefits of the EPIM and the associated
roadmap are as follows:

— Providing a structured evolution roadmap to enter-
prises to systematically build a pervasive IT infra-
structure while accounting for the existing investment
in IT

— Helping enterprises evaluate their needs in terms of
the pervasive IT capabilities (the PQ) they require in a
given business context

— Helping to identify an enterprise’s current IT infra-
structure maturity in terms of its PQ, thereby allowing
the enterprise to chart out an appropriate evolution
strategy to achieve higher levels of pervasiveness.

— Helping map out the pervasive IT capabilities to the
business ecosystem (enterprise characterisation).

7 Conclusions and future directions

The paper presents a model for a gradual evolution of an
enterprise pervasive IT infrastructure. The model and
the evolutionary roadmap can be used to make strategic
decisions and plans concerning a pervasive IT infra-
structure evolution. We believe the technology integra-
tion approach we have suggested is more realistic
towards the deployment of pervasive IT infrastructure
and services, as we feel this is how in practice businesses
are likely to embrace pervasive IT. As the field of per-
vasive computing evolves and enterprise IT infrastruc-
tures mature around introducing pervasiveness, more

41

fine tuning and specific detailing will be required in this
model. Therefore we encourage further work in the
refining and fine-tuning of this model, including cost-
value propositions. In particular, we suggest a cus-
tomisation of this model to specific enterprise segments.
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